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ABSTRACT 

Vehicular Ad-Hoc Networks (VANETs) integrated with Vehicular Edge-Cloud (VEC) frameworks enable 

seamless Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communication, enhancing both 

traffic safety and efficiency. However, VANET-enabled VEC environments are highly vulnerable to cyber 

threats, including unauthorized access, data tampering, and identity spoofing. Meanwhile, existing security 

solutions primarily focus on authentication and privacy, often neglecting data integrity, which leaves the 

system susceptible to manipulation attacks. To address this limitation, we propose the SecureTrust-PI 

model, which incorporates attack detection and misclassification minimization while optimizing network 

performance through efficient trust evaluation and integrity-preserving mechanisms. The model's 

performance was validated on an Internet of Vehicles (IoV) attack dataset under six adversarial scenarios 

ranging from 5% to 30% attack intensity and was compared against Practical Byzantine Fault Tolerance 

(PBFT). Results demonstrate that SecureTrust-PI consistently outperforms PBFT, achieving 

improvements of 26.16% in attack detection, 25.96% in misclassification reduction, 14.58% in throughput, 

23.63% in delay, and 35.08% in energy efficiency. 

Keywords-attack detection; integrity; privacy; security; trust model; Vehicular Ad-Hoc Networks (VANETs); 

vehicular edge cloud 

I. INTRODUCTION  

Vehicular Ad-Hoc Networks (VANETs) are increasingly 
recognized as the backbone of next-generation Intelligent 
Transportation Systems (ITS), enabling vehicles to exchange 
information using Vehicle-to-Vehicle (V2V) communication 
[1], with infrastructure using Vehicle-to-Infrastructure (V2I) 
communication [2], and with other entities using Vehicle-to-
Everything (V2X) communication [3] in real time. These 
networks facilitate road safety applications such as collision 
avoidance, emergency message dissemination, and dynamic 
traffic management. Despite their potential, VANETs face 
significant challenges related to security, trust, privacy, and 
data integrity, which hinder their large-scale deployment, 
especially when integrated with Vehicular Edge-Cloud (VEC) 
frameworks. 

Unlike traditional wireless networks, VANETs operate in a 
highly dynamic environment where rapid vehicle movement 
leads to frequent topology changes and intermittent 
connectivity, which complicates authentication, trust 
management, and message verification [4]. Moreover, the 
absence of centralized control increases susceptibility to 
malicious activities such as Sybil attacks [5], where a single 

adversary assumes multiple identities; spoofing [5], where a 
malicious node falsifies its identity or location to mislead other 
vehicles and disrupt secure communication; Denial-of-Service 
(DoS) attacks [6], which flood the communication channel; and 
message tampering [7], which compromises the integrity of 
safety-critical data [8]. These threats not only degrade network 
performance but also endanger human lives, making robust 
security and trust mechanisms indispensable [9]. 

In recent years, several approaches have been developed to 
address these challenges in VANETs and the broader Internet 
of Vehicles (IoV) [10]. For instance, the traditional Public Key 
Infrastructure (PKI) and digital signatures have been used, 
providing a baseline for authentication; however, they often fail 
to assess the dynamic trustworthiness of nodes [11]. 
Additionally, PKI systems are computationally intensive and 
do not prevent insider attacks from previously authenticated but 
malicious vehicles [12]. Consequently, there is a growing 
consensus that VANET security must extend beyond 
cryptographic primitives to include adaptive trust and privacy-
preserving mechanisms [13]. 

 For instance, in [14], a blockchain-based authentication 
model has been introduced that leverages a Bayesian-Directed 
Acyclic Graph (B-DAG). By dividing the network into grid-
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like structures and utilizing edge-assisted roadside units, the 
model optimized trust computation using metaheuristic 
algorithms, while cryptographic techniques were used to 
generate virtual identities. This approach significantly reduced 
computation overhead and improved packet delivery, but its 
dependency on blockchain infrastructure results in higher 
resource consumption and deployment costs in real-world 
VANETs [14]. 

In another line of work in [15], multi-phase protocols that 
generate session keys for secure communication were 
employed, demonstrating lower communication and 
computation costs while maintaining privacy; however, these 
methods primarily focus on sender-receiver authentication and 
do not fully address large-scale attacks such as Distributed 
Denial of Service (DDoS). To address this gap, enhanced 
protocols were later introduced that integrated dynamic 
windowing techniques and unidentifiable credentials, showing 
improved resilience against DDoS attacks while preserving 
anonymity [16]. 

Trust-based methods have also been explored using 
federated learning to predict vehicle reliability before and 
during communication. These solutions ensured both pre- and 
post-communication trust by leveraging collaborative learning 
without central data storage. Although they improved security 
and reduced overhead, their reliance on federated models raises 
concerns regarding latency and data synchronization across 
dynamic vehicular environments [17]. 

Blockchain-based trust management schemes have also 
been proposed, employing smart contracts for vehicle 
registration and message alerting to enhance reliability. These 
solutions improve transparency and traceability but often suffer 
from high energy consumption and computational overhead 
due to continuous blockchain operations [18]. Similarly, trust-
aware frameworks combining blockchain and networking 
techniques have been shown to reduce bandwidth usage, 
enhance throughput, and improve content delivery; however, 
integration complexity and storage requirements remain key 
challenges [19]. 

Other works have introduced trust-incentive mechanisms 
based on game theory, rewarding reliable nodes and penalizing 
malicious ones. These mechanisms reduce false data 
dissemination and improve overall ecosystem security but rely 
heavily on accurate trust feedback and sufficient blockchain 
storage [20]. Additionally, consensus-based blockchain models 
using Practical Byzantine Fault Tolerance (PBFT) mechanisms 
have also been implemented to minimize communication 
delays and improve authentication efficiency. Although 
effective, they introduce consensus-related delays under high 
network loads [21]. Lastly, cryptographic pseudonym-based 
frameworks have achieved secure group communication and 
low-cost authentication, yet such methods face challenges in 
managing large-scale pseudonym changes in dynamic 
vehicular scenarios [22]. 

This work proposes the SecureTrust-PI model, which 
integrates security, trust, privacy, and integrity into a unified 
architecture for VANETs in order to address several limitations 

of previously proposed models. The core contributions of the 
SecureTrust-PI model are as follows: 

• Dynamic Trust Management: Establishes and continuously 
updates trust levels of vehicles and roadside infrastructure 
based on historical interactions, preventing unauthorized 
access and mitigating malicious behaviors. 

• Secure Data Transmission: Employs graph-theory-based 
trust evaluation and secure message filtering to ensure data 
integrity, prevent identity forgery, and protect against 
unauthorized tracking. 

• Anomaly and Threat Detection: Detects abnormal 
communication patterns, isolates compromised nodes, and 
safeguards network resilience against cyberattacks. 

• Lightweight and Scalable Framework: Unlike PBFT, 
SecureTrust-PI minimizes computational and 
communication overhead. 

II. METHODOLOGY 

A. Architecture 

The architecture of the SecureTrust-PI model, shown in 
Figure 1, enables secure, trustworthy, and private 
communication among vehicles and infrastructure through 
V2V, V2I, and V2X interactions. To achieve that, the security-
trust model and privacy-integrity mechanism operate in 
parallel. 

 

 

Fig. 1.  SecureTrust-PI model architecture. 

B. Security-Trust Model 

The process of trust-based communication in V2V, V2I, 
and V2X interactions is presented in Figure 2. The 
SecureTrust-PI model establishes trust between vehicles to 
ensure that data exchange occurs only among reliable nodes.  

Each interaction undergoes a multi-step trust-building 
process illustrated in Figure 3: 

• Establish Security Trust: assigns an initial trust level 
(assumes trustworthy at first interaction), later refined 
through interaction history. 
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• Direct Trust: evaluates trust directly between nodes based 
on previous exchanges. 

• Indirect Trust: computed through intermediary nodes when 
direct trust is unavailable. 

• Recent and Past Trust: evaluates trustworthiness using 
short-term and long-term interaction histories. 

• Future Trust: anticipates trustworthiness based on 
behavioral trends, enabling proactive defense. 

• Establish Security: activates protective measures to isolate 
malicious or untrustworthy nodes. 

 

 

Fig. 2.  SecureTrust PI Trust-based communication in V2V, V2I, and V2X 

interactions. 

 

Fig. 3.  Flow of trust-based communication and security establishment in 

VANET-enabled VEC. 

C. Privacy-Integrity Mechanism 

The proposed privacy-integrity mechanism reinforces 
privacy and data integrity by filtering unsafe or abnormal data 
transmissions and by preventing malicious manipulation within 
VANETs. For filtering malicious activity, the privacy-integrity 
mechanism leverages graph theory. 

 

1) Graph-Based Representation of Vehicular Interactions 

The proposed privacy-integrity mechanism models the 
vehicular network as a directed interaction graph � � ��, ��, 
in which �  denotes interactions/connections among vehicles 
and � denotes vehicles in VANET-enabled VECs. A directed 
edge �	, 
� ∈ � indicates that the vehicle 	 transmits data that is 
exclusively received by the vehicle 
. Trust between vehicles 
updates only through such direct interactions, ensuring that 
trust values evolve based solely on actual communications. 

2) Initial Data State and Session-Based Transmission 

 At the beginning of each data transmission session 
, the 

initial data position of a vehicle 	 is denoted by ���0�. Across 

sessions, the privacy-integrity mechanism ensures that all states 
��
� converge to a stable consensus value ��. 

3) Randomized Data Injection for Privacy 

For achieving �� to prevent an adversary from inferring real 
data patterns, every vehicle first transmits random data as 
���
�, where data follows a uniform distribution with mean 0 

and variance 1. This randomized component masks the true 
communication state during the early phases of interaction. 

4) Noise Modeling in Vehicular Communication 

Due to the vehicular communication nature and dynamic 
mobility, noise is introduced during data transmission, which 
can be denoted as ���
�: 

Case 1: Initial session ( 
 � 0�  where noise equals the 
transmitted random data: 

���
� � �����     (1) 

Case 2: Subsequent sessions (
 � 0): 

���
� � �����
� � �������
 � 1�  (2) 

where 0 � � � 1 is a decay constant unique to each vehicle, 
with a larger �  indicating slower fading of previous noise 
contributions. This exponentially weighted noise model ensures 
controllable privacy while guaranteeing vanishing long-term 
noise influence. 

5) Local State Update under Security-Trust Dynamics 

Each vehicle updates its internal data state (or "transmission 
position") by incorporating both its previous position and the 
current noise: 

�����
 � 1� � ��������
� � ���
�   (3) 

where �����
� is the previous data position of vehicle j, ��� is a 

self-weighting coefficient, controlling how much a vehicle 
trusts its previous state versus the new incoming signal. 

6) Interaction with Neighboring Vehicles 

 After updating its internal state, each vehicle interacts with 
its immediate neighbors  �	� , updating its value using an 
average-based strategy: 

���
 � 1� � ��������
� � ∑ ��"�"���
�"∈#���   (4) 
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where ��"  is the weight assigned to neighbor 
 , while the 

weights ���  and ��"  form a row-stochastic trust matrix (rows 

sum to 1). This cooperative update ensures privacy-preserved 
consensus among vehicles. The formulas in (3) and (4) are 
compactly represented in matrix form as: 

��
 � 1� � $����
� � $%��
� � ��
�&  (5) 

where $ is the global weighting (trust) matrix. 

7) Ensuring Secure Convergence through Dynamic 

Probability and Covariance Control 

For the SecureTrust-PI model to converge to a stable and 
privacy-preserving final state ��, the cumulative effect of noise 
must asymptotically vanish. To achieve this, the mechanism 
employs a dynamic probability method guided by an 
exponentially decayed covariance matrix. This process controls 
i) how noise evolves over each communication round, ii) 
handles both Gaussian and general (non-Gaussian) noise 
patterns, and iii) adjusts each vehicle's noise contribution based 
on interaction frequency, distance between vehicles, and 
channel reliability. As a result, each vehicle can estimate ���
� 

robustly and update its data state without leaking private 
information or compromising trust. 

8) Attack Detection via Position Evaluation 

The SecureTrust-PI model evaluates the total number of 
interactions a vehicle � establishes with the vehicle � over a 
given period, along with the average interaction time between 
each vehicle and the surrounding infrastructure. Using this 
interaction-based position evaluation, the model detects 
malicious behavior and identifies the specific node at which an 
anomaly occurs. 

When transmitted data is potentially manipulated during 
communication, the SecureTrust-PI model applies a state-
changing detection mechanism. Two transmission scenarios are 
considered: 

• '(: Data transmitted securely with no attack. 

• '�: Data transmitted securely, but an attack may occur. 

In scenario '� , the attack is detected by monitoring state 
changes within transmitted data based on evolving trust. 
Normal states are given as )* � )�'�|'(� and attack states are 
given as ), � )�'(|'�� . To determine whether the data is 
normal or malicious, SecureTrust-PI evaluates the variance - 
between the original transmission and the noise-adjusted 
transmission using 

- � ∥ y��
� � ����
� ∥1    (6) 

An attack is identified using the decision rule in: 

- ≶34
35 �6� � 7'(,   - � 6

'�,   - � 6   (7) 

The threshold 6  is adaptively determined based on prior 
probability distributions and acceptable false alarm rates, 
ensuring accurate discrimination between normal and 
malicious transmission behaviors. If anomaly thresholds are 
exceeded, the transmitting vehicle is classified as malicious; 

otherwise, it is considered trustworthy within the proposed 
lightweight blockchain-based framework.  

III. RESULTS AND DISCUSSION 

The SecureTrust-PI model was evaluated using the IoV 
attack dataset obtained from the Canadian Institute of 
Cybersecurity [23, 24]. To ensure a fair comparison, similar 
simulation parameters as those used in the PBFT method were 
adopted [21, 22], and both SecureTrust-PI and PBFT were 
implemented using the NS3-based SIMITS simulator 
developed in C# [25, 26]. The evaluation process involved six 
different test scenarios, where the attack percentage was varied 
at 5% (100 total attacks), 10% (200 total attacks), 15% (300 
total attacks), 20% (400 total attacks), 25% (500 total attacks), 
and 30% (600 total attacks) and their performance was assessed 
based on attack detection rate, attack misclassification rate, 
throughput, delay, and energy consumption. 

A. Attack Detection Rate 

The attack detection rate results indicate that the 
SecureTrust-PI model consistently outperformed the PBFT 
model across all attack percentage scenarios, as shown in 
Figure 4. At a 5% attack rate, PBFT achieved a detection rate 
of 72%, while SecureTrust-PI achieved 78%, representing an 
8.33% improvement. The performance gap widens as attack 
levels rise. For instance, at a 20% attack rate, PBFT detects 
50% of attacks, whereas SecureTrust-PI detects 64%, 
corresponding to a 28% improvement. Even at the highest 
attack level (30%), SecureTrust-PI maintains a detection rate of 
58%, significantly surpassing PBFT's 40%, achieving a 45% 
improvement. Overall, SecureTrust-PI delivers an average 
improvement of 26.16% compared to the PBFT model. 

 

 

Fig. 4.  Attack detection rate evaluation considering SecureTrust-PI and 

PBFT. 

B. Attack Misclassification Rate 

The results show that the SecureTrust-PI model 
significantly reduces the misclassification rate compared to 
PBFT across all attack percentages, as shown in Figure 5. 
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At a 5% attack rate, PBFT misclassifies 28% of the attacks, 
while SecureTrust-PI misclassifies 20% of the attacks, showing 
an improvement of 28.57%. As the attack percentage increases, 
PBFT's misclassification rate rises sharply, reaching 58% 
misclassified attacks at a 30% attack rate, whereas 
SecureTrust-PI maintains a comparatively lower rate of 42% 
misclassified attacks, reflecting a 25.96% improvement. On 
average, the SecureTrust-PI model reduces the attack 
misclassification rate by 25.96% compared to PBFT, indicating 
that it is more efficient in differentiating between legitimate 
and malicious activities. 

 

 

Fig. 5.  Attack misclassification rate evaluation considering SecureTrust-PI 

and PBFT. 

C. Throughput 

Throughput is a significant performance metric that 
measures the efficiency of data transmission in VANET 
environments. The results indicate that the SecureTrust-PI 
model consistently outperforms PBFT across all attack 
percentages (Figure 6), demonstrating its ability to maintain a 
higher rate of successful data delivery even under increasing 
attack levels. 

 

 

Fig. 6.  Throughput evaluation considering SecureTrust-PI and PBFT. 

At a 5% attack rate, PBFT achieves a throughput of 0.452, 
whereas SecureTrust-PI achieved 0.502, reflecting a 11.06% 
increase. As the attack percentage rises, PBFT's throughput 
declines significantly, reaching 0.205 at a 30% attack rate, 
while SecureTrust-PI maintains a comparatively higher 
throughput of 0.2201, indicating a 7.36% improvement. On 
average, the SecureTrust-PI model enhances throughput by 
14.58% compared to PBFT, demonstrating its ability to handle 
network congestion and maintain efficient data flow even in the 
presence of attacks.  

Additionally, the higher throughput values show that 
SecureTrust-PI improves communication reliability, reduces 
packet loss, and ensures smoother vehicular data exchange, 
which is essential for real-time applications in VANET-enabled 
VECs. Additionally, since the performance gap between the 
two models widens as the attack percentage increases, it further 
validates that SecureTrust-PI is more resilient in high-attack 
environments, preventing severe data transmission degradation. 

D. Delay 

Delay plays an important role in vehicular networks due to 
the need for fast communication and real-time decision-
making. As shown in Figure 7, the SecureTrust-PI model 
significantly reduces delay compared to PBFT across all attack 
percentages, indicating its higher efficiency in processing and 
transmitting messages. 

At a 5% attack rate, PBFT exhibits a delay of 71.60 ms, 
while SecureTrust-PI achieves a much lower 56.14 ms, 
reflecting a 21.58% reduction. As the attack percentage 
increases, PBFT's delay remains higher, reaching 61.40 ms at a 
30% attack rate, whereas SecureTrust-PI sustains its efficiency 
with a reduced delay of 45.94 ms, showing an overall delay 
reduction of 25.16%. On average, SecureTrust-PI achieves a 
23.63% reduction in delay compared to PBFT. 

 

 

Fig. 7.  Delay evaluation considering SecureTrust-PI and PBFT. 

E. Energy Consumption 

Energy consumption is also important in VANETs, as 
lower energy usage ensures longer operational times for 
vehicular communication devices and reduces overall network 
strain. The results indicate that SecureTrust-PI significantly 
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reduces energy consumption compared to PBFT across all 
attack scenarios (Figure 7). 

At a 5% attack rate, PBFT consumes 3.54 J, whereas 
SecureTrust-PI consumes 2.34 J, showing an energy reduction 
of approximately 33.86%. As attack percentages increase, 
PBFT's energy consumption remains higher, reaching 3.26 J at 
a 30% attack rate, while SecureTrust-PI maintains lower 
consumption at 2.06 J, reflecting an overall reduction of 
36.74%. On average, SecureTrust-PI achieves a 35.08% 
reduction in energy consumption compared to PBFT, 
emphasizing its lightweight computational requirements and 
optimized authentication mechanisms. 

 

 

Fig. 8.  Energy consumption evaluation considering SecureTrust-PI and 

PBFT. 

IV. CONCLUSION 

This study proposed the SecureTrust-PI model, designed to 
enhance security, privacy, and integrity in Vehicular Ad-Hoc 
Networks (VANET)-enabled Vehicular Edge-Cloud (VEC) 
environments. The model was evaluated using the Internet of 
Vehicles (IoV) attack dataset and benchmarked against the 
Practical Byzantine Fault Tolerance (PBFT) consensus method. 
Both models were implemented in identical conditions, and 
their performance was assessed across six attack scenarios with 
varying attack rates (5%-30%) using metrics such as attack 
detection rate, attack misclassification rate, throughput, delay, 
and energy consumption. 

The results demonstrated that SecureTrust-PI achieved 
significantly higher attack detection accuracy and lower 
misclassification rates than the PBFT. Additionally, 
SecureTrust-PI improved network throughput while effectively 
reducing communication delay and energy consumption, 
confirming its suitability for real-time, resource-constrained 
vehicular environments. Collectively, these findings establish 
SecureTrust-PI as a robust, efficient, and scalable solution for 
ensuring secure, trustworthy, and privacy-preserving 
communication in VANET-enabled VEC architectures. 

Future work will focus on integrating artificial intelligence 
and machine learning techniques to further enhance real-time 

attack detection and adaptive security mechanisms for VEC 
environments. 
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