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ABSTRACT 

Side-channel attacks pose a significant threat to the security and trustworthiness of edge Artificial 

Intelligence (AI) devices, especially with the rise of AI-based hardware applications. In this work, a 

lightweight 8T-SRAM Computing-in-Memory (CiM) SLIM cipher S-box is proposed, with enhanced 

energy efficiency and resiliency to Differential Power Analysis (DPA) attacks. For the first time, the design 

utilizes Negative Capacitance Field-Effect Transistors (NCFETs). The reconfigurable nature of the 

proposed CiM architecture, in conjunction with the unique steep slope characteristics of NCFET-based 

logic gates, contributes to the enhancement of the overall S-box design's DPA resiliency and energy 

efficiency. The simulation results indicate that the proposed NCFET-based 8T-SRAM CiM S-box for the 

SLIM cipher exhibits ~3.8× lower energy consumption in comparison with the non-CiM S-box design at 

���=0.5 V. The security evaluation of the proposed NCFET-based 8T-SRAM CiM S-box design for DPA 

attack demonstrates a 32× increase in the attacker effect ratio, a ~2.2× reduction in Signal-to-Noise Ratio 

(SNR), a ~43.4× improvement in the Security Power Delay (SPD), and a 32× increase in Measurements to 

Disclosure (MTD). These findings signify the enhanced security and trustworthiness of the 8T-SRAM CiM-

based S-box design for SLIM cipher used in edge AI devices. 

Keywords-Computing-in-Memory (CiM); Differential Power Analysis (DPA) attack; hardware security; 

SRAM; trustworthy AI edge devices; ultra-lightweight block ciphers 
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I. INTRODUCTION  

As Artificial Intelligence (AI) is increasingly implemented 
in Internet of Things (IoT) edge devices, there is a significant 
demand for secure and trustworthy edge AI devices for fair, 
unbiased, privacy-preserving, and explainable AI applications 
[1]. Offshore production of Integrated Circuits (ICs) increases 
the vulnerability of hardware to various security attacks due to 
potential unauthorized access, information leakage, and the risk 
of hardware Trojan insertion, etc., during manufacturing 
processes [2]. According to the National Institute of Standards 
and Technology (NIST), there has been a significant increase in 
hardware security vulnerabilities over the past few years [3]. 
Furthermore, the market for hardware security primitives or 
systems is experiencing rapid growth to prevent hardware 
reverse engineering, IC counterfeiting, and Side-Channel 
Analysis (SCA) [4]. Of the various types of hardware security 
attacks, SCA has proven to be highly successful in retrieving 
concealed sensitive information [5]. The SCA approach 
leverages side-channel signals, including power consumption, 
electromagnetic fields, and photonic emissions to uncover the 
encryption key of cryptographic circuits and systems [6-8]. The 
Differential Power Analysis (DPA) attack involves analyzing 
the power consumption of the encryption engine to recover 
secret key information with minimal effort compared to other 
methods [9]. The static CMOS logic style in circuit design is 
more susceptible to DPA attacks because of its data-dependent 
power consumption profile [10, 11].  

To address DPA attacks, a variety of DPA countermeasures 
specific to CMOS-based systems have been proposed at 
various levels of abstraction, including device, circuit, and 
design considerations [12, 13]. Researchers are currently also 
exploring post-CMOS device technologies, such as Carbon 
Nanotube FET (CNTFET), Tunneling FET (TFET), Negative 
Capacitance FET (NCFET), and Spin-Transfer Torque 
Magnetic Random Access Memory (STTMRAM) devices, due 
to their potential for energy-efficient and secure circuit designs 
[14-20]. Spin-Transfer Torque Magnetic Random Access 
Memory (STT-MRAM) is an emerging non-volatile memory 
technology that stores data by manipulating the magnetic 
orientation of ferromagnetic layers instead of using electric 
charge. Among the potential emerging devices for secure and 
energy-efficient devices, NCFETs have proven edge over 
others because of CMOS compatibility and enhanced 
performance [17-21]. In [21], authors propose an NCFET-
based PRESENT-80 cipher design and have done a preliminary 
analysis to explore NCFET suitability for DPA resilient cipher 
designs. The static CMOS SCA countermeasures are more 
susceptible to DPA attacks due to the high data-dependent 
power consumption profiles and are not energy efficient [10, 
11]. To address this concern, researchers have recently 
explored Computing-in-Memory (CiM) architectures for 
improved energy efficiency and increased DPA resiliency [22]. 
The XOR-CiM architecture in this paper enhances hardware 
security by implementing XOR encryption with minimal 
overhead and improving ~1.4× energy efficiency without 
throughput loss [22]. 

Authors in [23] introduce an XOR-based Feistel cipher in 
SRAM array for in-memory encryption with ~96.14% delay 

reduction compared to conventional methods. A multicore 
SRAM CiM-based accelerator with a lightweight network for 
sparse convolutional neural network computing has been 
presented in [24], achieving high energy efficiency and 
performance on the CIFAR10 dataset. In [25], an 8T-SRAM-
CiM macro for full-array Boolean logic and copy operations 
has been demonstrated with an energy efficiency of 63% 
compared to von Neumann architecture with application to 
lightweight block ciphers. Further in [26], authors discuss 
SRAM-based CiM for data-centric applications with the 
potential for lightweight block ciphers. 

Supporting XNOR operations and binary convolution 
calculations has been demonstrated for the high energy 
efficiency of lightweight block ciphers [27]. An 8T-SRAM-
based CiM accelerator macro with high throughput and energy 
efficiency suitable for lightweight block ciphers has been 
presented in [28]. Authors in [29] propose a SRAM-based CiM 
architecture for high-precision MAC operations in edge-AI 
devices, enhancing energy efficiency and reducing data 
movement. In [30], authors proposed an NCFET-based SRAM 
CiM technique for Deep Neural Network (DNN) applications 
with ~11.9 times lower energy consumption compared to 
CMOS CiM designs. To the best of our knowledge, not many 
have explored the NCFET 8T-SRAM CiM design for S-box 
DPA resiliency and energy efficiency for enhancing security 
and trustworthiness of edge AI devices. As the NCFET can 
offer higher noise margins and lower energy consumption 
compared to existing CMOS technology, it will enhance the 
productivity of CiM architectures and the overall S-box 
design's DPA resiliency. [19, 30]. 

The major contributions of the paper are as follows:  

1. Design and analysis of NCFET-based 8T-SRAM CiM 
cell and CiM logic gates for use in ultra-lightweight 
SLIM cipher S-box. 

2.  Design and implementation of a lightweight 8T-SRAM 
CiM SLIM cipher S-box with enhanced energy 
efficiency, exploring NCFETs. 

3. Hardware security evaluation of the proposed 8T-
SRAM CiM-based S-box design for DPA attack 
resiliency and performance benchmarking with existing 
CiM and non-CiM designs. 

II. NCFET DEVICE STRUCTURE AND 
CHARACTERISTICS WITH PROPOSED 8T-SRAM CELL 

DESIGN AND ANALYSIS 

A. NCFET Device Structure and Characteristics 

The NCFET device structure utilizes a Ferro-Electric (FE) 
material within the transistor's gate stack to produce a negative 
capacitance effect, as illustrated in Figure 1. The incorporation 
of the FE layer induces an internal voltage amplification, 
resulting in higher charge density within the transistor channel, 
thereby leading to an increase in device ON-current (I��) [31]. 
The internal voltage amplification A� is shown in (1), derived 
from the capacitor equivalent model of NCFET [29]. 

A� =
|
��|

|
��|
|
���|
    (1) 
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where C��  is the FE capacitance and C���  is the internal 
capacitance. 

 

 
Fig. 1.  (a) NCFET structure,and (b) capacitor equivalent circuit. 

The FE capacitance (C��) is defined as the ratio between 
gate charge density (Q) and potential drop across C��, and is 
inversely proportional to T��, as shown in (2) [31].  

C�� =
��

����
=  

�

�
��(� !"�#$�!%&'$( )

   (2) 

As T�� decreases, the magnitude of |C��| increases, leading 
to a steeper slope. Conversely, as T��  increases, the slope 
gradually decreases according to (2) and |C��|approaches C���, 
resulting in an increase in A� (or V���) and a reduction in the 
subthreshold swing (SS�
,-�), as detailed in (3) [32]. 

SS�
,-� = 60(1 +

2�3


45
 ) 

|
��|

|
��|
|
���|
  (3) 

where C67  signifies the gate oxide capacitance and C8�9 
represents the capacitance of the depletion layer. 

The behaviour of the FE oxide layer in creating a NCFET 
model is described using the Landau-Khalatnikov (L-K) 
equation [31]. Baseline 40 nm silicon MOSFETs of both p-type 
and n-type are incorporated in the designs, and the MIT Virtual 
Source Ferroelectric (MVSNC) model is employed to 
effectively capture the unique characteristics of NCFETs [31]. 
Table I presents the NCFET device parameters [31]. The 
I: − V<=  characteristics of the n-channel NCFET device for 
varying T�� values are illustrated in Figure 2. The results 
indicate that, at a T�� of 5 nm, the NCFET exhibits superior ON 
current and improved performance over the baseline CMOS, 
particularly at an operating voltage of 0.5 V. 

 

 
Fig. 2.  (a) I: − V<=characteristics fordifferent FE layer thicknesses (T��), (b) log scaleI: − V<=characteristics highlighting subthreshold behavior for varyingT�� 
values. 

TABLE I.  NCFET DEVICE PARAMETERS 

Symbol Device parameter Value 

W Transistor width 1.0e-06 cm 
L@8A Length of the gate 4.0e-06 cm 
EC Coercive field 6.5e+09 V/cm 
T�� Thickness of FE layer 5.0e-11 cm 
P6 Remnant polarization 2.5e+02 C/cm2 

dL@ Overlap length including both 
source and drain sides 

7.56e-7 cm 

 

B. NCFET 8T-SRAM Cell Design and Read/Write Operations 

The proposed NCFET-based 8T-SRAM bit-cell design is 
shown in Figure 3(a). It is comprised of two distinct 
subcircuits. The upper subcircuit features a 6T-SRAM cell with 

two cross-coupled inverters and two write-access transistors 
(T5 and T6), which are governed by a word line (WL) signal. 
The lower sub-circuit consists of bit line access transistors (T7 
and T8) that are controlled by a dedicated read word line signal 
(RWL). 

To initiate a write operation, the write port is activated by 
enabling WL and setting the write bit lines (WBL and WBLB) 
to their respective voltage levels. To store a data bit of '0' in a 
cell, the WBL and WBLB signals are configured to '0' and V::, 
respectively. Conversely, the signals are set to V:: and '0', 
respectively, to store a data bit of '1' in the cell, as illustrated in 
Figure 3(b).  

The read operation of the 8T-SRAM-based on NCFET is 
also demonstrated in Figure 3(b). The read bit lines (RBL and 
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RBLB) are initially pre-charged and subsequently left floating. 
To read data from a memory cell, a negative pulse is applied to 
the RWL, causing either RBL or RBLB to discharge depending 
on the stored data in the cell. When the cell contains the data 
bit '0', it causes the corresponding storage nodes to have values 

Q =0 and QF =1. As a result, the complementary RBLB is 
discharged by T8. Similarly, when the cell contains the data bit 
'1', the values of the corresponding storage nodes become Q=1 
and QF=0. This causes the RBL to be discharged through T7. 

 

 
Fig. 3.  (a) Schematic of the proposed NCFET-based 8T-SRAM cell design, and (b) read and write operation waveforms of the NCFET-based 8T-SRAM cell. 

C. Perfromance Analysis of NCFET-based 8T-SRAM Cell 
Design with Varying Ferroelectric Layer Thickness 

In this performance analysis, two key metrics are examined: 
read stability, assessed through the Read Noise Margin (RNM), 
and write ability, evaluated through the Write Noise Margin 
(WNM). 

1) Write Ability 

The write ability has been assessed by measuring the write 
noise margin, achieved by sweeping the storage nodes (Q, QF) 
of the memory cell. The NCFET-based SRAM cell 
demonstrates a larger square in the butterfly curves observed 
from the voltage transfer characteristics (VTCs) of the 8T-
SRAM cell, in comparison to the baseline 8T-SRAM design. 
Increasing the T��  from 1 nm to 5 nm results in a ~11.77% 
improvement in WNM at a V:: of 0.5 V for an optimal T�� of 3 
nm. Table II summarizes the power, delay, and energy 
consumption of the NCFET-based 8T-SRAM cell for varying 
T�� during write operation. For an optimal T�� value of 3 nm, 
the NCFET-based 8T-SRAM cell design consumes ~1.42 times 
less energy compared to the baseline 8T-SRAM cell design 
during a write operation. 

TABLE II.  PERFORMANCE ANALYSIS OF NCFET-BASED 
8T-SRAM CELL WITH VARYING FE LAYER THICKNESS 

DURING WRITE MODE 

GHI 

(nm) 

Power 

(nW) 

Delay 

(ps) 

Energy 

(aJ) 

0 30.5 19.23 1.17 
1 33.7 15.41 1.04 
2 35.4 12.58 0.89 
3 42.1 9.80 0.82 
4 52.0 8.12 0.84 
5 61.6 7.12 0.87 

2) Read Stability 

The read stability of the 8T-SRAM cell is determined 
through RNM analysis during read operations. RNM is 
calculated based on the butterfly curves derived from the VTCs 
of the two cross-coupled inverters within the SRAM cell. 
Higher RNM values are observed with NCFET 8T-SRAM cell 
at an optimal T��  value due to the steep subthreshold slope 
characteristic of the device. At a T��of 3 nm, the read Static 
Noise Margin (SNM) is ~18.2% higher compared to the 
baseline 8T-SRAM cell design at a V:: of 0.5 V. 

As illustrated in Table III, the read energy consumption of 
an NCFET 8T-SRAM cell with a T��  of 3 nm is ~1.6 times 
lower at a V:: of 0.5 V compared to that of the baseline 8T-
SRAM cell. To improve the stability and energy efficiency of 
NCFET-based designs, it is recommended to keep T��  within 
the range of 1–3 nm. 

TABLE III.  PERFORMANCE ANALYSIS OF NCFET-BASED 
8T-SRAM CELL WITH VARYING FE LAYER THICKNESS 

DURING READ MODE 
GHI 

(nm) 

Power 

(µW) 

Delay 

(ps) 

Energy 

(fJ) 

0 0.21 3125.5 1.31 
1 0.49 1148.2 1.12 
2 1.58 242.8 0.87 
3 4.9 83.64 0.82 
4 12.5 43.8 1.09 
5 29.8 18.9 1.13 
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III. PROPOSED ENERGY EFFICIENT NCFET-BASED 
8T-SRAM CIM LOGIC GATES FOR LIGHTWEIGHT 

CIPHER DESIGN 

CiM logic gates combine memory and computation 
operations within a single structure, making difficult for 
attackers to perform DPA attacks. This method also offers 
significant benefits in decreasing energy consumption and 
latency in computations when compared with Von-Neumann 
architectures. 

A. NCFET-based 8T-SRAM Computing-in-MemoryOR Logic 
Design 

The NCFET CiM OR logic design based on the NCFET 
8T-SRAM cell is shown in Figure 4(a). The design functions in 
two distinct modes: memory mode and computing mode. In 
memory mode, the information stored in the memory cell is 
accessed during the write operation. The write operation of the 
CiM OR using NCFET is illustrated in Figure 4(b). As shown 
in Figure 4(b), when the WL is high during memory mode, the 
WBL stores its value in the memory cell, which is represented 

as input A. To conduct in-memory calculations within the cell, 
the data stored (Q) during memory mode serve as the first input 
A, whereas the RWL is regarded as the second input B. For the 
CiM OR operation, if either input A or B is '1', the output is '1'. 
If both inputs A and B are '0', the output will be '0', as shown in 
Figure 4(b). 

B. NCFET-based 8T-SRAM Computing-in-Memory XOR 
Logic Design 

The NCFET CiM XOR logic design is presented in Figure 
5(a). During the write operation, the write port is activated by 
enabling the WL and setting WBL/WBLB to the appropriate 
voltage levels, as illustrated in Figure 5(b). From Figure 5(b), 
in memory mode, when WL is high, the WBL value is stored in 
the memory cell, which represents the input A. Performing in-
memory computations within the cell involves using the stored 
data (Q/QF) as the input A and the RWL as the second input B. 
When carrying out the CiM XOR operation, the result will be 
'0' when inputs A and B  are identical, either '0' or '1'. If the 
inputs are different, the output will be '1', as illustrated in 
Figure 5(b). 

 

 
Fig. 4.  (a) NCFET-based 8T-SRAM CiM OR logic design,and (b) transient response characteristics of the 8T-SRAM CiM OR logic. 

 
Fig. 5.  (a) NCFET-based8T-SRAM CiM XOR logic design, and (b) transient response characteristics of the 8T-SRAM CiM XOR logic. 
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C. NCFET-based 8T-SRAM Computing-in-Memory AND 
Logic Design 

The NCFET CiM AND logic design is shown in Figure 
6(a). As illustrated in Figure 6(b), in memory mode, when the 
WL is high, the WBL value is stored in the memory cell, 
representing input A . Performing in-memory computations 
within the cell involves using the stored data (Q/QF) as input A 
and the RWL as input B. When carrying out the CiM AND 
operation, the result will be '1' when inputs A  and B  are '1'; 
otherwise, the output will be '0'. As illustrated in Figure 6(b), 
when WL is high, the WBL value is stored in the memory cell 
and is treated as input A .When WL is low, the CiM AND 

operation is performed between the A and the RWL input B. In 
computing mode,with WL low, WBL high, and RWL high, the 
output for the CiM AND gate is high. 

Figure 7 presents a comparison of the energy consumption 
of the proposed NCFET 8T-SRAM CiM logic gates with non-
CiM logic gates for different T�� values at V::=0.5 V. Overall, 
the CiM designs exhibit low energy consumption, with an 
optimal energy consumption occurring at T��=3 nm. The 8T-
SRAM-based CiM XOR, AND, and OR logic designs achieve 
~2.6×, ~3× and ~3× reductions in energy consumption, 
respectively, compared to the non-CiM-based logic designs. 

 

 
Fig. 6.  (a) NCFET-based 8T-SRAM CiM AND logic design, and (b) transient response characteristics of the 8T-SRAM CiM AND logic. 

 

 
Fig. 7.  Performance analysis of 8T-SRAM CiM logic gates compared to non-CiM logic gates using NCFETs with varying T��values at 0.5V:(a) XOR gate, (b) 
AND gate, and (c) OR gate. 

IV. PROPOSED ENERGY EFFICIENT AND SECURE 
NCFET-BASED 8T-SRAM CIM S-BOX DESIGN FOR 

LIGHTWEIGHT BLOCK CIPHERS 

In the context of lightweight block ciphers, the substitution 
box (S-box) serves as a nonlinear element, introducing 
confusion through its mapping input of input bits to output bits 
in a nonlinear fashion. An efficient S-box design is critical for 
enhancing the security and energy efficiency of the cipher for 
resource-limited IoT edge devices.  

The proposed 8T-SRAM-based CiM S-box design with the 
reconfigurable architecture, as shown in Figure 8, enhances the 

energy efficiency and resiliency of lightweight block ciphers. 
The 8T-SRAM CiM-based SLIM S-box design has four inputs 
(XL-XM) and four outputs (YL-YM). This S-box design has been 
implemented using the proposed NCFET-based 8T-SRAM 
CiM logic gates.The following Boolean equations are used to 
express the relationship between inputs and outputs: 

YL = XM  ⊕  XL. YM    (4) 

YQ = XL  ⊕ (XQ + X�)    (5) 

Y� = X�  ⊕ XM . YQ    (6) 

YM = XQ ⊕ XM . X�    (7) 
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Fig. 8.  Proposed NCFET-based 8T-SRAM CiM SLIM S-box design for lightweight block ciphers. 

According to the above equations, when the input is 
XLXQX�XM = 0001 , the corresponding output is YLYQY�YM =
 1000 . Figure 9 shows that the transient response 
characteristics of the proposed NCFET-based 8T-SRAM CiM 
SLIM S-box at V::=0.5 V. Here, WL represents the word line 
which is used to write/read data from the S-box. 

As previously stated, the 8T-SRAM-based CiM S-box 
design is capable of operating in two distinct modes: memory 
mode and computing mode. When operating in memory mode, 
the information stored in memory cells are displayed through a 
write operation. To perform the write operation, the write port 
is activated by enabling the WL and setting the WBL/WBLB 
lines of the memory cells to the necessary voltage levels, as 
shown in Figure 10. When operating in computing mode, the 
S-box leverages the isolation read mechanism to perform in-
memory operations within the SRAM cells, while preserving 

the stored data. For example, as shown in Figure 9, when the S-
box is in write mode, i.e. WL is high, the input XLXQX�XM =
1110 is stored in the memory cells. When in computing mode, 
i.e. WL is low, logic operations are performed on the stored 
data along with an additional external input, resulting in the 
output YLYQY�YM =  1011. 

Figure 10 presents the energy consumption comparison of 
the proposed NCFET-based 8T-SRAM CiM SLIM S-box 
design with a non-CiM-based SLIM S-box design for different 
T�� values at V::=0.5 V. It can be observed that at an optimal 
T�� of 3 nm, the NCFET-based 8T-SRAM CiM SLIM S box 
design achieves the lowestenergy consumption, which is ~4× 
lower than the baseline 8T-SRAM CiM-based SLIM S-box 
design and ~3.8× lower than the non-CiM SLIM S- box design 
at V::=0.5 V. 
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Fig. 9.  Transient response characteristics of the proposed NCFET-based 
8T-SRAM CiM SLIM S-box. 

 
Fig. 10.  Energy consumption comparison of the proposed NCFET-based 
8T-SRAM CiM SLIM S-box design vs the non-CiM SLIM S-box design for 
varying T��values at V::=0.5V. 

V. SECURITY ANALYSIS OF NCFET-BASED 8T-
SRAM CIM S-BOX AGAINST DPA ATTACKS AND 

PERFORMANCE BENCHMARKING FOR LIGHTWEIGHT 
SLIM CIPHERS 

A. DPA Attack Methodology on 8T-SRAM CIM S-BOX 
Design for Lightweight SLIM Cipher 

DPA is a side-channel attack that performs correlation 
analysis by considering power traces from cryptographic 
engines to obtain hidden secret key information. In 
cryptographic engines, the S-box is often the target of the 
attacker.  

The DPA attack is performed on the SLIM S-box design, as 
illustrated in Figure 11. The detailed DPA attack mechanism is 
described as follows: 

 The S-box is first designed in the Cadence Virtuoso 
environment, and current traces (i�88) are recorded using 
random inputs (X) and a fixed key (K). 

 The current traces are recorded at a sampling rate of T (T 
samples per trace) and organized into a matrix S  of 
dimensions X × T. 

 Next, the S-box algorithm is implemented using Python 3 
to calculate the output values using the same inputs X as in 
the previous step and all potential keys K. The output values 
are mapped to hypothetical power consumption values 
through the Hamming Distance (HD) model and organized 
in a matrix H with dimensions X × K. The HD between two 
consecutive output values is determined using (8). 

 HD = Hamming Weight(Y�
� ⊕ Y�)  (8) 

 Finally, every column of matrix H is correlated with all the 
columns of the current trace matrix S. 

 

 
Fig. 11.  DPA attack mechanism on the NCFET-based 8T-SRAM CiM 
SLIM S-box. 

The encryption key with the highest correlation value 
among all keys is identified as the correct key. Figures 12(a) 
and 12(b) show the power/current traces recorded from the 
non-CiM SLIM S-box designs with baseline CMOS and 
NCFET technologies. Figures 12(c) and 12(d) present the 
current traces for the CiM-based S-box designs using baseline 
CMOS and NCFET at V::=0.5V. It can be observed that the 
power traces of the NCFET-based 8T-SRAM CiM S-box 
design exhibits reduced data-dependent current variations 
compared to both baseline CMOS and non-CiM designs. This 
reduction can be attributed to the reconfigurable nature of the 
CiM architecture, combined with the NCFET non-linear 
current traces, due to higher power consumption values. 

Figure13 further illustrates and compares the correlation 
coefficient of the NCFET-based 8T-SRAM CiM SLIM S-box 
design with a T�� of 3 nm with the baseline CiM S-box design, 
considering 32 power traces.The original key (K = 0110) is 
represented as a dotted line to distinguish it from any incorrect 
key guesses. The correlation coefficients for the baseline CiM 
S-box design with all possible keys can be observed in Figure 
13(a). The DPA attack successfully targets the baseline CiM S-
box design, achieving the highest correlation with the original 
key after evaluating just 32 power traces. This demonstrates 
that the baseline CiM S-box design is more vulnerable to DPA 
attacks, as the original key can be retrieved with only 32 power 
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traces. In contrast, the DPA attack performed on the NCFET-
based 8T-SRAM CiM SLIM S-box was unsuccessful across a 
range of T�� values (1 nm to 5 nm). Figure 13(b) shows that, at 
T�� =3 nm, the DPA attack on the NCFET-based 8T-SRAM 
CiM SLIM S-box fails with 32 power traces, demonstrating its 
higher resiliency. Furthermore, a DPA attack is conducted on 
the NCFET-based 8T-SRAM CiM S-box, with a varying 
number of power traces (64, 128, 192, 256, 512). Figure 14 
illustrates the correlation coefficient of the NCFET-based 8T-
SRAM CiM S-box for 1024 power traces and a varying T��, 
ranging from 1 nm to 5 nm. According to the analysis, DPA 
attack has proven to be successful in targeting the NCFET-

based 8T-SRAM CiM S-box design with 1024 power traces, 
for T�� values of 1 nm, 2 nm, 4 nm, and 5 nm. Furthermore, the 
DPA attack when T�� =3 nm proved unsuccessful with 1024 
power traces. This highlights the enhanced resilience of the 
NCFET-based 8T-SRAM CiM S-box against DPA, as depicted 
in Figures 14(c). Consequently, the DPA attack successfully 
targets the NCFET-based 8T-SRAM CiM S-box with 1024 
power traces, whereas the DPA attack on baseline 8T-SRAM 
CiM S-box is compromised with just 32 power traces. 
Consequently, the attack effort ratio for DPA has been 
increased by 32 times, thereby enhancing the resistance of the 
NCFET-based 8T-SRAM CiM S-box design. 

 

 

 
Fig. 12.  Current traces demonstrating data dependency: (a) baseline CMOS non-CiM SLIM S-box design, (b) NCFET-based non-CiM SLIM S-box design, (c) 
baseline CMOS CiM S-box design, and (d) NCFET-based CiM S-box design. 

 
Fig. 13.  Correlation coefficient analysis of 8T-SRAM CiM SLIM S-box design with: (a) baseline CiM S-box design (T��=0 nm), and (b) NCFET-based CiM S-
box design at T��=3 nm, using 32 power traces at V::=0.5 V. 
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Fig. 14.  Correlation coefficient analysis of the NCFET-based 8T-SRAM CiM SLIM S-box design using 1024 power traces atV::=0.5V, for: (a)T��=1nm, 
(b)T��=2nm, (c)T��=3nm, d)T��=4nm, and (e)T��=5nm. 

B. Performance Benchmarking of the Proposed NCFET-
based 8T-SRAM CiM SLIM S-BOX Design 

This section presents the overall performance 
benchmarking of the proposed NCFET-based 8T-SRAM CiM 
S-box design, considering important performance metrics for 
DPA attacks. The parameters considered and analyzed are as 
follows. 

1) Signal-to-Noise Ratio 

Signal-to-Noise Ratio (SNR) can be described as the ratio 
between the correlation value of the correct key and the second 
highest value of an incorrect key guess, as shown in (9) [33]. 

SNR =

6AA�`a��6� 6� �b� C6AA�C� c�d 

=�C6�8 b�@b�e� fa`g� 6� hA6�@ c�d @g�ee
 (9) 

To demonstrate resiliency against DPA attacks, it is 
essential to estimate the SNR value. A high level of robustness 
against DPA attacks is indicated by a lower SNR value in the 
S-box. Additionally, SNR plays a crucial role in determining 
the degree of difficulty in distinguishing between the correct 
key and an incorrect key guess. 

Figure 15 illustrates the variation in the SNR value of the 
8T-SRAM CiM SLIM S-box design as a function of the FE 
layer thickness (T��). As T��increases, a reduction in the SNR 
value is observed. The reconfigurable nature and suppressed 
power consumption values of the proposed NCFET-based 8T-
SRAM CiM SLIM S-box design result in lower SNR values 
and higher resiliency for DPA attacks. The proposed design 
achieves an SNR value ~2.2× lower than the baseline CiM 
SLIM S-box design and 1.5× lower than the NCFET-based 
non-CiM S-box design under similar design constraints. 

2) Measurements to Disclosure 

According to [34], the Measurements to Disclosure (MTD) 
is defined as the intersection of the correlation coefficient of 
the correct key with the highest correlation coefficient of all 
incorrect key guesses. The MTD value represents the 
robustness of an S-box against DPA attacks. A higher MTD 
value indicates greater robustness. Figure 16 presents the MTD 
values for the 8T-SRAM CiM SLIM S-box design using both 
baseline CMOS and NCFET technologies. It can be observed 
that the MTD value of the NCFET-based 8T-SRAM CiM 
SLIM S-box design is higher than that of the baseline CMOS 
design. The MTD value of the proposed NCFET-based 8T-
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SRAM CiM SLIM S-box design is ~32 times higher than that 
of the baseline CMOS-based design, and ~4 times higher than 
that of the NCFET-based non-CiM S-box design, under similar 
design constraints. 

 

 
Fig. 15.  SNR analysis of the NCFET-based 8T-SRAM CiM SLIM S-box 
with varyingT�� values. 

 
Fig. 16.  MTD analysis of non-CiM and CiM-based SLIM S-box designs 
using baseline CMOS and NCFET technologies. 

3) Security Power Delay 

The Security Power Delay (SPD) metric is employed to 
evaluate the trade-off between security and system efficiency 
[35]. This figure of merit, calculated using (10), assesses the 

trade-off between security, power consumption, and timing 
performance. 

SPD =
i�:

(j6h�A∗:�`ad)
    (10) 

It is important to note that the SDP metric is only applicable 
when the system has been evaluated as secure enough to be 
utilized in cryptographic hardware applications. As shown in 
Figure 17, the SDP value of the proposed NCFET-based 8T-
SRAM CiM SLIM S-box design is ~43.4× higher than that of 
the equivalent baseline CMOS CiM design, and ~8.1× higher 
than that of the NCFET-based non-CiM S-box design under 
similar design constraints. 

 

 
Fig. 17.  SPD analysis of non-CiM & CiM-based SLIM S-box designs using 
baseline CMOS and NCFET technologies. 

Table IV summarizes and benchmark the performance of 
the proposed NCFET-based 8T-SRAM CiM SLIM S-box 
design against the baseline CMOS CiM design and other state-
of-the-art non-CiM S-box designs. Overall, it can be observed 
that the proposed design is highly energy efficient and robust to 
DPA attacks when compared to these designs. The proposed 
NCFET-based 8T-SRAM CiM S-box design has ~3.8× lower 
energy consumption when compared to the NCFET-based non-
CiM S-box design and ~4× lower energy consumption when 
compared to the baseline CMOS CiM S- box design. 

TABLE IV.  PERFORMANCE BENCHMARKING OF THE PROPOSED NCFET-BASED 8T-SRAM CIM SLIM S-BOX DESIGN AGAINST 
BASELINE CMOS CIM AND OTHER STATE-OF-THE-ART NON-CIM S-BOX DESIGNS 

 
Non-CiM 

PRIDE S-

box[35] 

Non-

CiMPRIDES-

box[35] 

Non-CiM 

Sbox9[36] 

Non- CiM 

PRESENT-

80 S-box[21] 

Non-CiM 

S-box[37] 

Non-

CiMS-

box[37] 

CiM S-box 

[This work] 

CiM S-box 

[This work] 

Technology 
FinFET- 

14nm 
HyperFET-

14nm 

TSMC-
90nm 

CMOS 

NCFET-
40nm 

CMOS-40nm 
NCFET-

40nm 
CMOS-40nm NCFET-40nm 

���(V) 0.8 0.8 1.2 0.5 0.5 0.5 0.5 0.5 
Power 

consumption(uW) 
5.04 5.16 — 0.254 0.085 0.544 0.075 0.336 

Propagation 

delay (ns) 
0.18 0.52 — 0.51 3.54 0.45 2.26 0.36 

Energy 

consumption(fJ) 
1.81 5.36 — 0.259 0.608 0.490 0.390 0.242 

PDP (fJ) 0.895 2.689 678.27 0.129 0.205 0.245 0.195 0.121 
Attack effort 

ratio 
— 12 — 64 16 256 32 1024 

SNR — — — 0.795 1.107 0.298 0.897 0.198 
MTD 76.06 — 303 64 16 256 32 1024 

SPD (1015) J-1 85.83 711.36 0.44 275 78 1044 195 8463 
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The attacker effect ratio of the proposed NCFET-based 8T-
SRAM CiM SLIM S-box design is 4× higher than that of the 
non-CiM SLIM S-box with NCFET and 32× higher than the 
baseline CiM S-box design. The SNR value achieved by the 
proposed design is ~2.2× lower than that of the baseline CiM 
SLIM S-box design and 1.5× lower than that of the the 
NCFET-based non-CiM S-box design, under similar design 
constraints. The MTD value of the proposed design is ~32 
times higher than that of the 8T-SRAM CiM SLIM S-box 
design using baseline CMOS and ~4 times higher than that of 
the NCFET-based non-CiM S-box design, under similar design 
constraints. Furthermore, the SPD value of the proposed design 
is ~43.4× higher than that of the equivalent baseline CMOS 
CiM design and ~8.1× higher than that of the NCFET-based 
non-CiM S-box design, under similar design constraints. These 
results demonstrate the superior capability of NCFET-based 
CiM architectures in enhancing hardware security and 
trustworthiness of lightweight ciphers used in edge AI devices. 

VI. CONCLUSION 

This work proposes and demonstrates an energy efficient 
and robust Negative Capacitance Field-Effect Transistor 
(NCFET)-based 8T-SRAM Computing-in-Memory (CiM) cell 
and CiM logic gates for lightweight cipher applications. We 
further demonstrate an 8T-SRAM CiM lightweight SLIM 
cipher S-box that exploits NCFETs to achieve enhanced energy 
efficiency. In addition, we present a hardware security 
evaluation of the proposed 8T-SRAM CiM-based S-box design 
for Differential Power Analysis (DPA) attacks. Performance 
benchmarking is also conducted against state-of-the-art CiM 
and non-CiM designs.  

It has been demonstrated that the reconfigurable nature of 
the proposed CiM architecture, combined with the unique steep 
slope characteristics of NCFETs, enhances the overall S-box 
design's DPA resiliency and energy efficiency. The proposed 
NCFET-based 8T-SRAM CiM S-box design exhibits ~3.8× 
lower energy consumption in comparison to the non-CiM 
NCFET S-box design and ~4× lower energy consumption in 
comparison to the baseline CMOS CiM S-box design. The 
reconfigurable nature and reduced power consumption of the 
proposed NCFET 8T-SRAM CiM SLIM S-box design result in 
lower Signal-to-Noise Ratio (SNR) values and higher 
resiliency for DPA attacks. The security evaluation of the 
proposed design for DPA attacks demonstrates a 32× increase 
in the attacker effect ratio, a ~2.2× reduction in SNR, a ~43.4× 
improvement in the Security Power Delay (SPD), and a 32× 
increase in the Measurements to Disclosure (MTD). 
Furthermore, the SPD value of the proposed design is ~43.4× 
higher than that of the equivalent baseline CMOS CiM design 
and ~8.1×higher than that of the NCFET-based non-CiM S-box 
design under similar design constraints. These results clearly 
demonstrate the higher suitability of NCFET-based CiM 
structures for enhancing hardware security and the 
trustworthiness of lightweight ciphers used in edge Artificial 
Intelligence (AI) devices. 
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