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ABSTRACT 

Federated Learning (FL) enables collaborative model training across decentralized healthcare institutions 

without requiring the sharing of Electronic Healthcare Records (EHRs), thereby ensuring data locality and 

reducing privacy risks. In this study, a baseline FL framework was implemented with one central server 

and four hospital clients, utilizing a real-time Chronic Kidney Disease (CKD) dataset.However, privacy 

assessments conducted using three simulated adversarial attacks, model inversion, Membership Inference 

Attacks (MIA), and gradient leakage, revealed significant vulnerabilities in the plain FL setup.To address 

these vulnerabilities, this work proposes a secure Federated Learning-Homomorphic Encryption (FL-HE) 

framework that integrates FL with encryption techniques using the TenSEAL library. The proposed FL-

HE framework introduces a layer-wise encryption strategy, securing model parameters, bias, and feature 

normalization, ensuring end-to-end confidentiality. While the integration of HE introduces computational 

overhead, the FL-HE framework achieves a high prediction accuracy of 98.6%, nearly identical to the 

98.7% achieved by the unencrypted FL model. These results underscore the strong privacy-preserving 

capabilities of the FL-HE framework without compromising the performance of the model, making it 

suitable for applications like in healthcare, where the privacy of data is of utmost importance. 



Engineering, Technology & Applied Science Research Vol. 15, No. 4, 2025, 26019-26026 26020  
 

www.etasr.com Hegde et al.: A Privacy-Preserving Federated Learning Method with Homomorphic Encryption for … 

 

Keywords-federated learning; homomorphic encryption; electronic health records; privacy-preservation; 

secure model aggregation 

I. INTRODUCTION  

The digitization of healthcare data has accelerated 
significantly following the COVID-19 pandemic, transitioning 
from paper-based patient records to Electronic Healthcare 
Records (EHRs) [1]. EHRs have become a primary resource 
for developing Machine Learning (ML) models aimed at 
disease diagnosis, predictive analytics, and personalized 
treatment in modern healthcare systems.However, training such 
models often requires aggregating data from multiple hospitals 
onto a centralized server, which introduces several 
challenges:i)regulatory barriers, including compliance with 
Health Insurance Portability and Accountability Act (HIPAA) 
and General Data Protection Regulation (GDPR); ii) privacy 
risks, as centralized storage increases the potential for data 
breaches; and iii) data heterogeneity, which may lead to biased 
models and poor generalization due to limited diversity across 
centralized datasets. 

The sensitivity and legal constraints surrounding EHRs 
hinder centralized data sharing, prompting the development of 
privacy-preserving ML methods such as Federated Learning 
(FL). In FL, participating hospitals collaboratively train ML 
models without exposing raw EHR data; only encrypted model 
updates (e.g., gradients or weights) are exchanged.However, 
even though the raw data remains on the local hospital server, 
recent research has raised the risk of privacy leakages through 
reverse engineering approaches such as gradient inversion 
attacks, in which the EHR data can be constructed from the 
shared updates, resulting in a serious threat to patient 
confidentiality. 

To address this, researchers have explored secure 
extensions to FL, such asDifferential Privacy (DP)[2], 
Paillerencryption technique[3], Secure Multiparty Computation 
(SMPC)[4], and Homomorphic Encryption (HE)[5] techniques. 
Each technique presents unique trade-offs regarding scalability, 
security, and practicality in real-world applications like finance 
[6], air quality forecasting [7], and computer vision [8]. Other 
techniques, such as Spectrasave Encryption (SE) with dynamic 
k-anonymity [9], Spectrasave Encryption-Dynamic ℓ-Diversity 
Anonymity (SE-DℓDA) for secure multiparty computation 
[10], and entropy-based multi-scheme Fully Homomorphic 
Encryption (FHE) with Rivest Shamir Adleman (RSA) [11], 
further underscore the number of alternative approaches for 
safeguarding data in cloud-enabled or distributed healthcare 
settings.Among these techniques, FL with HE strikes a 
practical balance between security, computational feasibility, 
and model utility. Thus, this study proposes a Federated 
Learning with Homomorphic Encryption (FL-HE) framework 
tailored for Chronic Kidney Disease (CKD) stage 
classification.In this framework, clients encrypt their model 
updates using a HE scheme before transmitting them to a 
central server.The server, in turn, performs secure aggregation 
on these encrypted updates and transmits the aggregated model 
(after decryption) back to the clients. This process repeats over 
multiple communication rounds, ensuring end-to-end 
protection of model parameters throughout training.This work's 
key contributions are: 

 Design of an FL-HE framework for secure and accurate 
classification of CKD stages (1–5), preserving patient 
confidentiality through encrypted parameter sharing. 

 Introduction of a secure global normalization protocol to 
compute feature-wise mean and variance without disclosing 
raw client statistics. 

 Development of a resource-efficient encrypted aggregation 
mechanism optimized for clinical parameters, reducing per-
round encryption overhead. 

 Clinical validation using real-world patient data from The 
Bangalore Hospital, Karnataka, India, achieving 98% 
global accuracy while maintaining full HIPAA compliance. 

These contributions bridge the gap between cryptographic 
privacy and practical Artificial Intelligence (AI) deployment in 
healthcare. 

II. RELATED WORK 

Table I explores the rapidly growing realm of integrating 
FL with privacy-preserving techniques in healthcare settings.   
These studies aim to balance data utility with rigorous privacy 
guarantees. 

Although FL inherently reduces privacy risks by retaining 
data locally, it remains susceptible to inference attackssuch as 
gradient leakage, model inversion, and Membership Inference 
Attacks (MIA), through shared model updates. DP and SMPC, 
while offering strong privacy guarantees, often compromise on 
scalability, efficiency, or accuracy. Furthermore, most HE-
based approaches overlook vulnerabilities in preprocessing 
stages, such as feature normalization, and lack real-world 
deployment evidence. 

III. METHODOLOGY 

Recent research in federated environments has introduced 
performance-optimized architectures such as embedding-based 
learning for intelligent data partitioning [27] and query 
expansion techniques to improve federated search accuracy 
[28]. Drawing inspiration from these approaches, our 
architecture supports both local client-level computation and 
central secure aggregation, tailored for clinical model training 
and deployment. 

A. Dataset Description 

The dataset used in this study was collected from the 
Bangalore Hospital, located in Bangalore, Karnataka, India. 
After preprocessing steps described in [29], the dataset 
consisted of399 patient records,17 clinical features, and 1 target 
variable: CKD stage classification (ranging from Stage 1 to 
Stage 5).To address the limited sample size and enhance the 
robustness of the federated learning framework, data 
augmentation was performed using Gretel.ai, a synthetic data 
generation platform.  
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TABLE I.  FL AND PRIVACY TECHNIQUES IN 
HEALTHCARE 

Ref. 
Privacy 

Techniques 
Key Highlights Limitations 

[12] Local DP 

Clipping and clustering 

to withstand Byzantine 

attacks 

Noise may affect model 

accuracy;limited real-world 

testing 

[13] 
SMPC+ 

Blockchain 

Verifies model 

integrity using 

blockchain 

High computational 

overhead 

[14] DP 

Evaluates impact of 

privacy budget on 

model accuracy 

The privacy budget is 

inversely proportional to 

the accuracy 

[15] DP + SMPC 

Integrates DP with 

secure aggregation 

with ResNet 

Scalability issues with 

huge model sizes 

increased training time 

[16] HE 
Secure aggregation 

with HE 

High computational 

complexity due to 

multiplicative depth; 

slower convergence 

[17] DP 

Personalized model 

voting for 

heterogeneous FL 

Requires precise abstention 

threshold setting 

[18] Adaptive DP 
Uses adaptive � to 

balance accuracy and 

privacy 

Limited to binary 

classification; lacks large-

scale validation 

[19] HE 

Improved privacy with 

edge-assisted 

computation 

Network latency 

synchronization issues 

[20] Distributed HE 
Handles data quality 

issues 

Accuracy depends on data 

quality detection 

[21] SMPC 

Secure multi-client 

fusion with additive 

sharing client model 

Synchronization overhead; 

lacks fault tolerance 

[22] Personalized DP 
Individualized�settings 

for user-level control 

Risk of data imbalance; 

requires tweaking of 

personalization parameters 

[23] 
HE + Secret 

sharing 

Robust dual privacy 

technique 

Computationally intensive; 

increases latency in 

aggregation 

[24] HE 
Enhanced security by 

re-encryption 

Complex Key 

management; 

deterioration of 

performance in large 

models 

[25] DP +SMPC 
Hybrid privacy-

preserving AI approach 

No implementation or 

experimental validation 

provided 

[26] 

Custom 

encryption 

framework 

Cryptography with 

multi-class privacy 

High 

encryption/decryption costs 

TABLE II.  DATA DISTRIBUTION TO THE SERVER AND 
CLIENTS 

Description Dataset Size 

Client1(Hospital 1) 399 

Client 2 (Hospital 2) 500 

Client 3 (Hospital 3) 755 

Client 4 (Hospital 4) 1,004 

Federated Sever 5,000  

 
This process resulted in a synthetic dataset of 5,000 

instances that maintained statistical parity with the original 
dataset.From this augmented dataset, random subsets were 
allocated to four simulated clients, each representing a distinct 
hospital, thereby creating a realistic federated learning 
environment. The full set of 5,000 synthetic instances was 

retained at the central server for global model evaluation. The 
distribution of data among the clients is summarized in Table 
II. 

B. Problem Formulation 

Table III denotes the notations used in the problem 
formulation. 

TABLE III.  NOTATIONS FOR THE PROBLEM 
FORMULATION 

Notations Description 

� Number of clients participating in FL 

�� Local dataset at client i 

��(�) Local loss function at client i 

�(�; (
, �)) Loss for a sample (x,y) using model w 

�∗ Final optimal global model 

�� Global model at round t 

��
��� Local model update at client i at round t 

� Learning rate 

�� Secret key used for decryption 

�� Public key used for encryption 

���()
���()

 Encryption/Decryption function 

��
� Encrypted model update from client i at round t 

����
�  Aggregated encrypted model from clients at round t 

����
�  Decrypted aggregated model update at round t 

⊕ HE operator 

� 
Modulus used in encryption schemes to control the numeric 

range 

� Security parameter for key generation 

� Plain text model parameter before encryption 

� Noise term added during encryption 


� Feature value at client I 

µ/!" Mean / Variance of feature values 

���(µ)
���(!")

 Encrypted Mean / Encrypted Variance of feature value 

 
Consider �  clients with local datasets �� ,where # =

1,2, … �. The aim is to collaboratively train a global model 
�∗while preserving privacy usingHE. Instead of sharing raw 
data, each client transmits encrypted model updates to a central 
server, which aggregates them without decryption.The 
objective function for the global model is defined as: 

�∗  = )*+ min/ ∑ |23|

|2|
4
�5� ��(�)   (1) 

where �� = �

|23|
∑ �6�; (
, �)7(8,9)∈23

is the local 

loss.Thisfederated optimization process proceeds 
over;communication rounds. 

C. HE Scheme for Sharing Model Parameters 

This study adopts the Cheon–Kim–Kim–Song (CKKS) 
encryption scheme [30], which supports approximate 
arithmetic operations on real numbers, crucial for secure 
computation in privacy-preserving ML. 

1) Key Generation 

The encryption process begins with the generation of a 
Secret Key (SK) and a Public Key (PK): 

�� ← ���=��61>7 
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�� = �� /?     (2) 

whereλ is the security parameter(commonly 128 or 256 bits). 
The KeyGen function generates theS�, while the �� is derived 
by excluding the sensitive secret component?. This separation 
allows the PK to be safely distributed for encryption. 

2) Encryption Scheme 

Model parameters are encrypted using the CKKS scheme as 
follows: 

���(��) = ��(� + �) �CD �   (3) 

Each client encrypts its locally trained model 
parameters��by encoding the values as plaintext vectors�and 
introducing a small noise term�(automatically handled by the 
TenSEAL library), followed by modular reduction. This 
process preserves the structure necessary for homomorphic 
operations while ensuring numerical stability.In the proposed 
framework, model updates are encrypted on a layer-wise basis. 
Each layer’s weights are flattened into vectors, then encoded 
and encrypted using the CKKS HE scheme. This design allows 
efficient vectorized homomorphic operations during 
aggregation. Bias terms are also encrypted to ensure the 
confidentiality of all trainable parameters during both 
communication and aggregation. CKKS’s support for 
approximate arithmetic enables secure addition and 
multiplication over real-valued encrypted data. 

3) Decryption Scheme 

The decryption of ciphertext�is performed by computing its 
inner product with the ��: 

���(�) = 〈�, ��〉 �CD �   (4) 

This operation returns an approximate plaintext value, 
maintaining acceptable numerical accuracy due to CKKS’s 
design. 

D. Secure Federated Averaging with HE 

The FL-HE framework uses FedAvgalgorithm, allowing 
encrypted model updates to be securely aggregated by the 
central server. 

1) Local Model Training 

Each client #updates its model during eachFL roundGusing 
gradient descent: 

��
��� =  �� − �∇��(��)   (5) 

where ��  represents the global model at round G , �  is the 
learning rate and �� is the local loss function. 

2) Model Parameter Encryption 

Each client encrypts its locally updated model before 
transmission: 

��
� = ���JK(��

���)    (6) 

This ensures that the server receives only encrypted 
weights, preserving privacy. 

 

 

3) Secure Aggregation 

The server aggregates the encrypted updates ��
� from 

all�clients using homomorphic addition⊕: 

����
� = ⊕�5�

4 ��
�     (7) 

4) Decryption and Global Model Update 

The server decrypts the aggregated ciphertext and computes 
the average to obtain the global model: 

����
� = �

4
���LM(����

� )    (8) 

�(���) = ����
�     (9) 

This updated model�(���)is then broadcast to clients for 
the next training round. 

E. Secure Feature Normalization 

To maintain consistent training dynamics across clients, 
feature normalization is conducted securely in encrypted form, 
preventing information leakage from global statistics. 

 Encrypted mean���(N) is computed as: 

N = �

4
∑ 
�

4
�5�      (10) 

���(N) = �

4
∑ ���(
�)

4
�5�    (11) 

 Encrypted variance ���(!") is derived by computing the 
sum of squared deviations: 

!" = �

4
∑ (
�

4
�5� −  N)"    (12) 

���(!") = �

4
∑ (���(
�

4
�5� ) −  ���(N))" (13) 

These operations ensure that individual client-level data 
remains private while allowing normalized model inputs at the 
global level. 

F. Model Architecture 

The proposed FL-HE framework integrates a feed-forward 
neural network composed of three hidden layers with 128, 64, 
and 32 neurons, respectively. Each hidden layer employs the 
ReLU activation function to introduce non-linearity, while a 
30% dropout rate is applied to mitigate overfitting. The 
network is designed to process 17 input features, which include 
clinical biomarkers and demographic variables. The output 
layer comprises five neurons, corresponding to the five stages 
of CKD, and uses a softmax activation function with cross-
entropy loss to handle multi-class classification.For data 
privacy compliance, clients encrypt the updates to models as 
described in (3) and then send these encrypted updates to the 
server. Secure federated averaging occurs on the server, 
maintaining the confidentiality of sensitive parameters 
throughout the training process.Each client conducts local 
training using the Adam optimizer with a learning rate of 
0.001, along with early stopping (patience = 3) to avoid 
overfitting and reduce unnecessary computation. The global 
model is evaluated using a centralized test dataset of 5,000 
instances, enabling consistent and fair performance 
comparison. This architecture balances predictive accuracy 
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with stringent privacy guarantees, making it suitable for 
healthcare applications. 

G. Experimental Setup 

The FL-HE framework was evaluated on a system equipped 
with a 12th Gen Intel®Core™ i7-1255U CPU running at 1.70 
GHz, with 16 GB of RAM and 128 MB Intel®Iris®Xe 
integrated graphics, operating on Windows 11. The 
environment was implemented using PyTorch 2.6.0 and Python 
3.12.7. To enable secure computations on encrypted model 
weights, the TenSEAL library was used to inte
HE scheme into the FL pipeline. 

H. FL-HE Parameters 

The proposed FL-HE framework used 
parameters, aligned with widely accepted cryptographic 
standards, which are summarized in Table IV.

TABLE IV.  CKKS SECURITY PARAME

Parameter Value 

Polynomial Degree 16,834 

Coefficient Modulus [60, 40, 40, 60] 

Precision Scale 240 

 
A 128-bit security level is widely regarded as a 

cryptographic baseline, offering strong protection against 
brute-force attacks. The selected polynomial degree of 16,834 
ensures a sufficiently large ciphertext modulus, enabling 
support for the required multiplicative depth needed for deep 
learning model training while adhering to HE standards [31].
The precision scale of 2

40
represents a practical trade

between numerical precision and computational efficiency. It 
allows for approximately 12 decimal digits of precision, which 
is sufficient for encrypted real-number computations in neural 
networks without incurring significant performance overhead.

IV. RESULTS AND DISCUSSION

A. Plain FL 

Initially, this work implemented the plain FL setup with the 
same dataset specification and four clients.  
privacy attacks like model inversion attacks, MIA and gradient 
leakage attacks for three training rounds on four clients. The 
key observations of these attacks were: 

 Model inversion attack: Dummy inputs were successfully 
generated for all four clients,indicating
susceptibility to reconstruction of input
from shared model updates, posing a risk to data privacy.

 MIA: The precision of MIA ranged from 43% to 62% 
across different clients and training rounds, demonstrating 
moderate risk of inferring whether a specific data sample 
was used during training. 

 Gradient leakage attack: The gradients corresponding to 
input features were non-zero and semantically interpretable, 
highlighting the potential for adversaries to reconstruct 
sensitive input data through gradient inversion techniques.
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3.12.7. To enable secure computations on encrypted model 
weights, the TenSEAL library was used to integrate the CKKS 

HE framework used key encryption 
parameters, aligned with widely accepted cryptographic 

are summarized in Table IV. 

CKKS SECURITY PARAMETERS 

Security Level 

128-bit 

NIST- L3 

12-bit mantissa 

bit security level is widely regarded as a 
cryptographic baseline, offering strong protection against 

attacks. The selected polynomial degree of 16,834 
ensures a sufficiently large ciphertext modulus, enabling 
support for the required multiplicative depth needed for deep 
learning model training while adhering to HE standards [31]. 

represents a practical trade-off 
between numerical precision and computational efficiency. It 
allows for approximately 12 decimal digits of precision, which 

number computations in neural 
ant performance overhead. 

AND DISCUSSION 

Initially, this work implemented the plain FL setup with the 
same dataset specification and four clients.  Then we simulated 

nversion attacks, MIA and gradient 
tacks for three training rounds on four clients. The 

Dummy inputs were successfully 
,indicating the model's 

susceptibility to reconstruction of input-like representations 
from shared model updates, posing a risk to data privacy. 

The precision of MIA ranged from 43% to 62% 
across different clients and training rounds, demonstrating 
moderate risk of inferring whether a specific data sample 

The gradients corresponding to 
zero and semantically interpretable, 

highlighting the potential for adversaries to reconstruct 
sensitive input data through gradient inversion techniques. 

These findings confirm the vulnerability of plain FL to 
inference and reconstruction attacks, reinforcing the need for 
enhanced privacy-preserving mechanisms.

B. Comparative Analysis of Plain FL and FL

1) Performance Metrics 

Figure 1 illustrates the relationship bet
rounds and model accuracy for both the 
frameworks. Both approaches exhibit rapid convergence, with 
plain FL achieving 98.7% accuracy and FL
98.6% by the 10

th
 round. This negligible performance gap 

confirms that integrating HE with FL does not significantly 
degrade model accuracy. 

Figure 2 compares the per
communication rounds under both frameworks. Each of the 
four clients follows a similar convergence pattern, 
demonstrating that FL-HE maintains consistent performance 
across distributed environments while enhancing privacy 
guarantees. 

Fig. 1.  Performance of the 

2) Time Efficiency Analysis 

Figure 3 depicts the computational time for FL and FL
measured across three primary operations: encryption, 
aggregation, and decryption. 
spent on encryption or decryption, and the aggregation process 
takes approximately 5.1 s. Additionally, there is a transmission 
delay of around 0.83 s due to the transfer of uncompressed 
model parameters, bringing the total completion time to 5.93 
s.In contrast, the FL-HE framework incurs additional overhead 
due to the integration of homomorphic encryption. Specifically, 
encryption requires approxima
about 0.15 s. The aggregation time marginally increases to 5.3 
s, attributed to the added complexity of processing encrypted 
model parameters. However, the transmission delay is slightly 
reduced to 0.5 s, as encrypted mod
into fixed-size ciphertext structures, enabling more efficient 
data transfer.Overall, while the FL
modest overhead primarily in the encryption and decryption 
stages, the total completion time is 7.45 
than the 5.93 s of plain FL. 
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Comparative Analysis of Plain FL and FL-HE Framework 

Figure 1 illustrates the relationship between communication 
rounds and model accuracy for both the plain FL and FL-HE 
frameworks. Both approaches exhibit rapid convergence, with 
lain FL achieving 98.7% accuracy and FL-HE achieving 

round. This negligible performance gap 
that integrating HE with FL does not significantly 

Figure 2 compares the per-client model accuracy across 10 
communication rounds under both frameworks. Each of the 
four clients follows a similar convergence pattern, 

HE maintains consistent performance 
across distributed environments while enhancing privacy 

 

 

Performance of the global model after every round. 

 

Figure 3 depicts the computational time for FL and FL-HE 
across three primary operations: encryption, 
and decryption. In the plain FL setup, no time is 

spent on encryption or decryption, and the aggregation process 
. Additionally, there is a transmission 
due to the transfer of uncompressed 

model parameters, bringing the total completion time to 5.93 
HE framework incurs additional overhead 

due to the integration of homomorphic encryption. Specifically, 
encryption requires approximately 1.5 s, while decryption takes 

. The aggregation time marginally increases to 5.3 
, attributed to the added complexity of processing encrypted 

model parameters. However, the transmission delay is slightly 
, as encrypted model updates are pre-packed 

size ciphertext structures, enabling more efficient 
data transfer.Overall, while the FL-HE framework introduces 
modest overhead primarily in the encryption and decryption 
stages, the total completion time is 7.45 s,only slightly higher 
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3) Communication and Memory Overhead

Table V highlights a substantial increase in communication 
and memory overhead within the FL
particularly during aggregation and model update transmission. 
This increase is primarily attributed to ciphertext expansion and 
the computational requirements associated with performing 
encrypted arithmetic operations.While these overheads are non
negligible, they represent a necessary trade

Fig. 2.  

Fig. 3.   time of FL & FL-HE

TABLE V.  COMPARISON OF COMMUN
MEMORY OVERHEAD

Metric Plain FL (MB)

Average Model Update Size 0.197 

Aggregation Memory Overhead 0.049 

Average Round Trip Size 0.395 
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Communication and Memory Overhead 

Table V highlights a substantial increase in communication 
and memory overhead within the FL-HE framework, 
particularly during aggregation and model update transmission. 

increase is primarily attributed to ciphertext expansion and 
the computational requirements associated with performing 
encrypted arithmetic operations.While these overheads are non-
negligible, they represent a necessary trade-off for achieving 

strong privacy guarantees. To mitigate these costs in real
deployments, optimization strategies
batching, hyperparameter tuning, and model pruning
employed. These techniques aim to reduce the communication 
footprint and memory consu
scalability and efficiency of privacy
without compromising on data confidentiality.

 

 Progression of accuracy on the four clients in FL & FL-HE.

 
HE. 

COMPARISON OF COMMUNICATION & 
MEMORY OVERHEAD 

Plain FL (MB) FL-HE (MB) 

4.053 

12.544 

7.825 

4) Privacy and Security Analysis

To assess the FL-HE framework's privacy assurances, we 
simulated the same three privacy attacks 
FL framework. Under the FL
CKKS-based HE for model parameters and secure feature 
normalization during transmission and aggregation rendered 
these attacks computationally infeasible. By ensuring that 
model weights and gradients remain encrypted throughout the 
communication and aggregation process, the framework 
effectively eliminates direct data expos
significantly enhancing privacy protection.

Despite its strong privacy
limitations of the proposed framework warrant consideration:

 Computational overhead: 
and increased memory 
expansion and complex arithmetic operations.

 Scalability constraints: The current implementation has 
been validated on a small
its performance and stability in large
environments remain to be evaluated.

26019-26026 26024  
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cy guarantees. To mitigate these costs in real-world 
deployments, optimization strategies, including ciphertext 
batching, hyperparameter tuning, and model pruning, can be 
employed. These techniques aim to reduce the communication 
footprint and memory consumption, thereby improving the 
scalability and efficiency of privacy-preserving FL systems 
without compromising on data confidentiality. 

 

Analysis 

HE framework's privacy assurances, we 
three privacy attacks as those on the plain 

nder the FL-HE framework, the integration of 
for model parameters and secure feature 

uring transmission and aggregation rendered 
these attacks computationally infeasible. By ensuring that 
model weights and gradients remain encrypted throughout the 
communication and aggregation process, the framework 
effectively eliminates direct data exposure, thereby 
significantly enhancing privacy protection. 

Despite its strong privacy-preserving capabilities, several 
limitations of the proposed framework warrant consideration: 

verhead: HE introduces non-trivial latency 
 consumption due to ciphertext 

expansion and complex arithmetic operations. 

onstraints: The current implementation has 
-scale setup involving four clients; 

its performance and stability in large-scale federated 
ments remain to be evaluated. 
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 CKKS precision trade-offs: The use of approximate 
arithmetic in CKKS may result in minor numerical 
inaccuracies, particularly in deeper or highly sensitive 
neural architectures. 

 Attack resilience in real-world scenarios: While simulated 
attack scenarios demonstrated the framework’s robustness, 
real-world adversarial environments may introduce more 
sophisticated threats that require further investigation and 
mitigation. 

V. CONCLUSION 

Electronic Healthcare Records (EHRs) encapsulate highly 
sensitive and comprehensive healthcare data, necessitating 
robust privacy and security mechanisms during storage and 
analysis. To address these concerns, this work proposes a novel 
Federated Learning with Homomorphic Encryption (FL-HE) 
framework designed to preserve data privacy while enabling 
collaborative model training across multiple hospitals. The 
framework consists of a federated server and four clients 
(representing hospitals) using a real-time Chronic Kidney 
Disease (CKD) dataset. 

To evaluate the privacy vulnerabilities of a standard FL 
setup, we first simulated three well-known privacy attacks, 
model inversion, Membership Inference Attacks (MIA), and 
gradient leakage, on a plain FL configuration. These attacks 
revealed substantial privacy risks, validating the need for 
enhanced protection mechanisms. In response, our proposed 
framework integrates the Cheon–Kim–Kim–Song (CKKS)HE 
scheme within the FL pipeline to ensure the encrypted 
transmission, aggregation of model updates, and secure feature 
normalization. 

Experimental results demonstrate that despite the added 
cryptographic overhead, the FL-HE model achieves a 
classification accuracy of 98.6%, only 0.1% lower than that of 
the plain FL setup. This confirms that strong privacy 
guarantees can be achieved without sacrificing model utility. 
The key contributions of this work include: 

 Designing an end-to-end privacy-preserving FL-HE system 
suitable for real-world healthcare settings. 

 Implementing layer-wise encrypted model training and 
secure feature normalization to protect against known 
privacy attacks. 

 Empirically demonstrating that FL with homomorphic 
encryption maintains competitive accuracy while enhancing 
resilience to data leakage threats. 

Future work will focus on reducing encryption-related 
computational overhead through techniques such as model 
compression and quantization, improving the efficiency of 
secure training. We also plan to scale the framework to support 
a larger number of clients using parallelized or hierarchical 
aggregation strategies. Furthermore, the integration of hybrid 
privacy-preserving techniques, including Differential Privacy 
(DP), Secure Multiparty Computation (SMPC), and adaptive 
privacy budgets, will be explored to reinforce security and 
ensure compliance with evolving regulatory standards in 
diverse healthcare environments. 
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