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ABSTRACT

This study introduces a novel video steganography model called Video Steganography Technique in
Metadata (VSTM), which embeds secret messages within the metadata of MP4 video files. By utilizing the
'comments' field in the metadata, the method ensures that the visual and audio quality of the video remains
unaffected. This model offers original contributions in maintaining the integrity and resilience of digital
data against common manipulations, such as cropping, rotation, and social media compression. The VSTM
model combines the Advanced Encryption Standard (AES) for encryption and ZLIB for data compression,
enhancing the security and optimizing the data size. The tests demonstrate that the VSTM model
maintains perfect video fidelity with no detectable pixel changes and achieves a high level of robustness
against various manipulations, including video cropping, rotation, resizing, and sharing through most
social media platforms. The test results showed that the VSTM was able to maintain the integrity of the
video files, had resistance to visible detection, and was effectively used for small-scale confidential
communications. This model offers a practical and secure solution in the field of digital steganography,
and has the potential to be applied to a wide range of data protection needs in sensitive digital
environments. However, metadata stripping by certain platforms, such as Instagram, affects the message
retrieval. The method proves effective and reliable in securing digital information within the video files
while preserving quality and ensuring the message integrity.

Keywords-Advanced Encryption Standard (AES); MP4; video steganography; Video Steganography
Technique in Metadata (VSTM); ZLIB

that the users feel confident about the confidentiality of their

I. INTRODUCTION ) X . 7
o ) ] o data and information [1, 2]. While the transmission and
Digital services, whether web-based or mobile applications, reception of data over the internet offer numerous advantages,

need to be developed with robust security measures to ensure  there are also significant risks involved, such as cybercrimes
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including eavesdropping, data alteration, and various forms of
data manipulation [3-5]. As of 2023, it is estimated that there
are approximately 5.3 billion internet users worldwide,
representing about 66% of the global population [6, 7]. In the
growing digital era, the data security and confidentiality are
very crucial aspects. Personal information, company data, and
digital transactions are now stored in systems that are
vulnerable to cyber threats, such as hacking, identity theft, and
data misuse. A breach of data security can not only harm
individuals and organizations financially, but it can also
damage reputations and lower the public trust. Therefore, the
application of advanced cybersecurity technology, strict
privacy policies, and user awareness of the importance of
protecting personal data must be a top priority in facing the
challenges of an increasingly complex digital world.

This technique allows sensitive information to be conveyed
secretly without attracting the attention of unauthorized parties
[8]. In the context of information security, steganography is
often used as an additional layer of protection to strengthen the
confidential communication systems and protect the data from
eavesdropping or manipulation [9, 10]. Steganography is a
well-established technique in the field of information security
that involves concealing information within a medium in such a
way that only authorized parties can detect its presence [8, 9].
This method differs from cryptography, where messages are
encrypted but remain visible to anyone [11, 12]. In
steganography, the existence of the message itself is not easily
identifiable, as it is hidden within various media forms, such as
images, text, audio, or video [13]. In today's digital landscape,
steganography plays an increasingly vital role in safeguarding
privacy and data security, particularly in light of rising threats,
such as data theft and unauthorized surveillance [14].

Video has emerged as a preferred medium for
steganography due to its substantial storage capacity and the
complexity of the data it contains [15]. Videos facilitate the
concealment of large amounts of data without compromising
the visual quality, making detection by third parties more
challenging. Various video steganography techniques have
been developed, including Least Significant Bit (LSB),
Discrete  Cosine  Transform (DCT), and numerous
transformation-domain-based methods [14-17]. However, these
techniques also exhibit certain vulnerabilities, such as
susceptibility to detection attacks and limitations in their data-
hiding capacity [18].

Conventional steganography methods that modify the main
content of a video have some significant drawbacks. One of its
main drawbacks is the potential for visual degradation, where
changes to the pixels or frames of the video can give rise to
visible artifacts, thus triggering suspicion. In addition, these
methods are vulnerable to attacks of statistical analysis
detection techniques, especially if modifications are made
indiscriminately or repeatedly on a particular pattern [23, 24].
Another drawback is the sensitivity to compression or
conversion of video formats, which can corrupt or remove
hidden information if the data are not inserted with techniques
that are resistant to such interference. Therefore, while
effective in hiding information, these conventional methods
require improvements in terms of durability, undetectability,

and quality of the media used. As technology advances,
existing video steganography techniques are beginning to
reveal limitations, particularly regarding detection by
increasingly  sophisticated  security  algorithms  [19].
Furthermore, there is a growing demand for greater data-hiding
capacity [20]. This situation highlights the need for innovations
in video steganography techniques that can address these
limitations [21]. A new model that is both more efficient and
secure is required to meet these challenges, particularly by
leveraging elements within videos that have not been
extensively utilized, such as metadata.

Metadata, which consist of descriptive information about
video data, such as title, duration, format, and other attributes,
present significant potential for use in steganography [20-22].
Unlike the main video data, metadata do not directly affect the
visual content, allowing for the concealment of information
without degrading the video quality [25]. Additionally,
metadata are more challenging to detect using traditional
analysis techniques, making them an ideal medium for
steganography [26]. Utilizing metadata for steganography
provides a more secure solution and enhances the data-hiding
capacity compared to conventional methods [27]. Metadata
have great potential as a space for inserting information in the
context of steganography without compromising the visual or
audio quality of a video. Unlike conventional methods that
change pixels or frames, the insertion of metadata is done on
the header or additional information that does not affect the
main content. Metadata, such as time, location, codec, or even
custom tags, can be modified to house confidential messages in
a more secure and inconspicuous way. In addition to
maintaining the media quality, the use of metadata also
increases resistance to detection, as the changes are not directly
visible in the final video result. However, it should be noted
that metadata can often be removed or altered during the
distribution or compression process, so this technique needs to
be circumvented with an adaptive and manipulation-resistant
insertion method [28].

This study aims to develop a new video steganography
model that utilizes metadata as a concealment medium. The
proposed model is named Video VSTM. VSTM is an
innovative model that combines cryptographic techniques, data
compression, and steganography. Cryptography is both a
science and an art used to protect information by transforming
it into an unreadable format for unauthorized parties [26, 27].
The primary goals of cryptography are to ensure the
confidentiality, integrity, and authenticity of data. In contrast,
data compression refers to the process of reducing the size of a
file or dataset by eliminating non-essential information or
altering the data representation to require less storage space
[28, 29]. The main objective of data compression is to conserve
the storage capacity and expedite the data transmission across
networks.

The cryptographic technique employed is the AES. AES is
a symmetric cryptographic algorithm utilized for the encryption
and decryption of data. Established as a standard by the
National Institute of Standards and Technology (NIST) in
2001. AES replaced the previously used Data Encryption
Standard (DES) [30, 31] and is one of the most widely adopted
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cryptographic algorithms. The compression technique utilized
in this study is ZLIB, an extensively employed data
compression library for both compressing and decompressing
data. ZLIB finds applications in various file formats and
programs, including PNG image files, PDF documents, and
network protocols, like HTTP [32, 33]. The algorithm
employed by ZLIB combines two primary compression
methods: Deflate and LZ77. The proposed model is designed to
address the shortcomings of the existing steganography
techniques by enhancing the data-hiding capacity and
resistance to detection. The primary contribution of this
research lies in the development of a novel approach that can
be applied across various data security applications,
particularly concerning the privacy protection and the
safeguarding of the digital information [37]. The proposed
crypto-stego strategy in this work offers an efficient approach
to maintaining the data confidentiality through hiding it in
video media. This approach can strengthen the system's
resilience against attacks, while also being a potential direction
for the development of more adaptive and distributed works in
secure communication systems.

The video security presented is very promising, showing
significant improvements in terms of data protection and
resistance to attacks as a result of a complex embedding
process [38]. In this context, research on image confidentiality
makes an important contribution, particularly in explaining the
relationship between the embedding capacity and the level of
confidentiality achieved. The study shows that an increase in
the embedding capacity does not always correspond to an
increase in confidentiality, due to the trade-off that must be
managed carefully so that the existence of hidden data (stego)
remains difficult to detect [39]. Therefore, a video
steganography approach that adopts principles from image
secrecy research can produce a more adaptive and efficient
multimedia security system in maintaining the privacy and
information integrity [40]. The combination of video hiding
methodologies and secrecy principles from image
steganography opens up great opportunities to create robust and
adaptive data protection mechanisms against the current digital
security challenges [41, 42].

In the context of the real need for protection of secret data,
the use of the AES encryption algorithm in combination with
ZLIB compression in video steganography models, such as
VSTM is a highly relevant and strategic approach. AES
provides a high level of security for the embedded message,
ensuring that even if the message location is successfully
found, the content remains inaccessible without the decryption
key. This is crucial in real-world situations, such as
communication between investigative journalists and sources
in regions with strict censorship, where information leaks can
have fatal consequences. On the other hand, ZLIB compression
is necessary to address the space limitations in metadata
columns, such as 'comments' in MP4 files. This compression
allows for the efficient insertion of longer messages without
altering the structure of the video file, while also reducing the
potential for detection through metadata analysis. Many
previous stego-cryptography methods have failed in this aspect,
as they did not take into account the space efficiency or relied
solely on concealment without encryption protection. Without

compression, the size of the encrypted data becomes too large
and difficult to embed in limited metadata, whereas without
encryption, the content of the hidden message becomes
vulnerable if detected. Therefore, the integration of AES and
ZLIB not only enhances the security and efficiency, but also
addresses the fundamental weaknesses of previous stego-
cryptography approaches, making it a robust solution for the
secret communication needs in a digitally insecure
environment.

The main purpose of the data compression is to save
storage space and speed up data transmission over the network.
This model is expected to overcome the weaknesses of the
existing steganography techniques, by increasing concealment
capacity and resistance to detection. The main contribution of
this research is the development of new approaches that can be
used in various data security applications, especially in the
context of privacy protection and digital information security.

II. MATERIALS AND METHODS

In this study, the developed video steganography model
involves embedding secret messages into the metadata of MP4
videos using a Python library known as Mutagen. This process
not only inserts the message, but also employs cryptographic
techniques to enhance the data security by implementing the
AES algorithm. Before embedding, the message to be hidden
undergoes a compression process using the ZLIB algorithm to
reduce the size of the data being inserted, thereby minimizing
any significant change to the video file size.

This method is a follow-up to the development of earlier
established methods, including the Center Sequential
Technique (CST), Center Embedded Pixel Positioning (CEPP),
and Steganography on Image Metadata (SIM), which focused
on the protection of stego-images concerning the manipulation
robustness. The fundamental difference lies in the fact that
while the previous research concentrated on image media, this
study's primary focus is on using video files in the MP4 format
for steganography. Essentially, the Model of VSTM involves
the process of embedding messages into the metadata of a
video by utilizing the 'comments' feature in the video file.

In the VSTM model, the information intended for
concealment (such as text, images, or other data) is embedded
into the metadata fields. For instance, this information can be
inserted into attributes like 'title," 'author,’ 'description,' or
‘comments." However, the study specifically focuses on
manipulating the 'comments' field, as it is easier to embed
messages there. One advantage of the VSTM is that the data
are stored outside the video content, ensuring that the visual
and audio quality of the video remains intact without
degradation typically associated with pixel alterations.

The message embedded in the metadata file can be visually
perceived by the human eye, as it can be displayed in the file
properties. Therefore, before embedding the file, it needs to be
encrypted using the AES cryptographic technique. To address
the limitations of the data storage space in the metadata file, the
study also combines it with the ZLIB algorithm, which can
compress the message by over 50% of its original size.
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The first step in this process is to select the message to be
embedded, which is in text format saved as *.txt. After
choosing the message, the next step is to encrypt it using AES
and compress it with the ZLIB algorithm. This compression is
crucial as it reduces the size of the message, making it easier to
be embed without affecting the overall size of the video.

The VSTM model is developed using Mutagen, a Python
library designed for managing metadata in various audio and
video formats. In the context of video steganography, Mutagen
is utilized to read, write, and edit the metadata of MP4 video
files. By using Mutagen, users can easily access the metadata
sections and embed secret messages.

A. Message Embedding Process Using the VSTM Model

Steganography is effective in hiding confidential data. The
VSTM model minimizes the possibility of detecting the
inserted message. This approach is particularly suitable for
confidential communication scenarios that prioritize the
undetectability and media integrity. Figure 1 illustrates the
message insertion flow using the VSTM model.

Library
Declarations: . Include Secret
Mutagen, Fernet, Include Cover-Video Message ‘
ZLIB

Message Encryption
Process Using AES

Process of Inserting Message
ges info Video it
Metadata

Compression
Process Using ZLIB

Stego-Video + Key —'

Message embedding process using the VSTM model.

Steganography Key
Creation Process

Fig. 1.

The initial functioning of the VSTM model relies on
various libraries available in Python, including Mutagen,
Fernet, and ZLIB. Metadata consist of additional information
stored in the video, such as the title, description, and more.
Next, Fernet is a cryptographic method that utilizes AES
encryption for encrypting and decrypting messages. This
ensures that only individuals with the encryption key can read
the message. Finally, ZLIB is a method used for data
compression. By compressing the message, its size can be
reduced, making it more efficient to embed into the video.

The second step is to prepare a cover video in MP4 format.
This video serves as the medium for concealing the secret
message. It acts as a 'wrapper' that will hide the secret message
within its metadata. The selected video should be one that is
commonly used to avoid raising suspicion. The third step is to
prepare the secret message to be embedded, which can be in the
form of text, numbers, or other sensitive information stored in a
.txt format. For instance, this message might include
confidential company information, access keys, or even
personal data that need to be kept private.

The fourth process involves encryption using AES. This
encryption standard is known for being secure and difficult to

break. The encryption process ensures that the secret message
cannot be read directly by anyone attempting to access the
metadata without authorization. Through encryption, the
message is transformed into a coded format (ciphertext) that
cannot be read without the decryption key.

The fifth process is the compression of the message using
ZLIB. This compression aims to reduce the size of the
encrypted message, making it more efficient to embed within
the metadata. Consequently, the metadata do not become
excessively large, thereby minimizing the risk of detection.

The sixth process involves embedding the message into the
video metadata, which is the core of the developed model. The
encrypted and compressed message is inserted into the video’s
metadata. In this process, the 'comments' field within the video
metadata was manipulated. By embedding the message in the
metadata, its presence is concealed further, as it does not alter
the visual or audio appearance of the video itself.

The final step in message embedding is the creation of a
steganography key. This key is the encryption key used to lock
(encrypt) and unlock (decrypt) the secret message. It must be
stored separately and securely, as only those with this key can
read the embedded secret message.

As a result of these processes, a stego-video along with its
key is produced. This stego-video appears identical to the cover
video in terms of size, duration, and visual and audio quality.
However, within its metadata, it holds secret information that
can only be accessed with the steganography key that has been
created.

B. Message Extraction Process Using VSTM Model

Once the message is successfully embedded in the cover
video, it is then sent to the recipient through various media.
The recipient extracts the message using the same stego key
used during the message insertion process. Figure 2 illustrates
the flow of the message extraction from the stego-video.

Library
Declarations:
Mutagen, Fernet,
ILIB

Message Decoding
Process Using
VSTM

Read Stego-Video Include Stego-Key

Message
Decompression
Process Using ZLIB

Message Decryption
Process Using Fernet

Secret Message

Fig. 2. Message extraction process using the VSTM model.

The message extraction process begins by declaring the
Mutagen, Fernet, and ZLIB libraries, like the message
embedding process. The next step is to read the stego-video
containing the secret message, which is essential for identifying
the presence of the secret message within the video to initiate
the extraction process.
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Following this, the stego-key input by the user is read. In
this condition, the algorithm verifies the stego-key; if it is
incorrect, the decryption process cannot proceed. If the stego-
key is correct, the next step is to perform decompression using
the ZLIB algorithm. Decompression is the process of restoring
data to their original form before compression. This step is
necessary to access the encrypted message in its original size,
ensuring that the subsequent decryption process can be
executed accurately.

The next stage involves decrypting the message using the
Fernet/AES function. This process will revert the message,
which was previously transformed into ciphertext (encrypted
text), back to its original form (plaintext). Decryption is carried
out using the steganography key (stego key) included in the
previous steps. If the key used matches the one employed for
encryption, the secret message is successfully read and restored
to its original state.

The subsequent process is the extraction of the secret
message from the results of the prior decompression and
decryption. This stage ensures that the decrypted message can
be read in the correct format. The VSTM model reads the data
structure that has been decrypted and present it in the form of
the actual message in its entirety. If this process runs smoothly,
the hidden message within the video’s metadata is revealed and
ready for use. This process also serves to confirm that the
message has not been damaged or altered during the
embedding and extraction phases.

1. IMPLEMENTATION VSTM

The implementation of VSTM is a practical step in
applying safe and inconspicuous steganography techniques to
video media. VSTM leverages tools, such as FFmpeg or
ExifTool, to efficiently insert and extract hidden information.
With this approach, the messages can remain hidden and
protected from visible detection, making VSTM an effective
solution for securing communications in a digital environment
that is prone to eavesdropping or data manipulation.

Based on the flow in Figure 1, the process of inserting
messages in video metadata uses a pseudocode:

Message Insertion Pseudocode Using VSTM Model
— Import libraries: cryptography (Fernet), zlib,
argparse, mutagen (MP4), and shutil.
FUNCTION hide_message (cover_video_path,
secret_message_path, message_to_hide):
— Generate an encryption key using Fernet.
— Read the contents of the file that needs to be
hidden (message_to_hide).
— Compress the file content using ZLIB.
— Encrypt the compressed data using the generated
key.
— Create a file name based on the
secret_message_path.
— Create and save the encryption key file in the
‘key/’ directory with the name
“file_key_<filename>.txt".
— Display the encrypted data and encryption key (for
record-keeping) .
— Convert the encrypted data into a string format to
be inserted into the video metadata.
— Copy the cover_video_path to a new file with the
path specified in secret_message_path.

— Open the new video file using Mutagen (MP4).

— Insert the encrypted data string into the “©cmt’
metadata tag of the video.

- Save the video file with the modified metadata.

— Display a confirmation message that the encrypted
data has been successfully inserted.

FUNCTION main() :

- Create an argument parser to receive input paths
for “cover_video_path', 'secret_message_path', and
‘message_to_hide" .

— Call the hide_message () function with arguments
obtained from user input.

IF the program is executed as __main_ :
— Call the main() function.

END

The snippet of pseudocode represents the embedding
process using Mutagen metadata in video files. This process
differs from the algorithm development previously conducted.
In earlier methods, such as CST and CEPP, LSB was primarily
utilized for the embedding process. Additionally, the SIM
method was used for embedding the metadata in the image.
However, the current method does not alter the pixel values at
all. Instead, the encrypted and compressed message is directly
embedded in one of the video metadata attributes, specifically
the 'comments' field. With this developed model approach, the
quality of the resulting stego-video remains high in terms of
fidelity. The stego-video will also be resistant to manipulation
robustness attacks, such as cropping, resizing, rotation, and
other types of attacks. According to the principles of good
steganography, if the embedded message becomes less
noticeable in the host medium or if the pixel value changes
minimally or not at all, the quality of the steganography
algorithm used will be higher.

The following is the process outlined in pseudocode form in
carrying out the message extraction process using the VSTM
model.

Message Extraction Pseudocode Using VSTM Model
PSEUDOCODE :
— Import libraries: cryptography (Fernet), zlib,
argparse, mutagen (MP4).

FUNCTION unhide_message (stego_video_path, key):
— Convert the key into bytes format.
— Create a Fernet cipher object using the
provided key.

— Set the ‘output_video® variable to the path of
the stego video (stego_video_path).

— Use Mutagen (MP4) to read the metadata of
“output_video® .

— Retrieve the encrypted data from the metadata
tag "©cmt’ of the video file.

IF encrypted data is found in the metadata:
— Decrypt the data using the Fernet cipher
with the provided key.
— Decompress the decrypted data using ZLIB.

— Modify the “output_file' path and filename
for saving the recovered data.
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— Open the ‘output_file® and write the

decompressed data to it.
— Display the decrypted and decompressed
data.
ELSE:
- Print a message indicating no encrypted
data was found in the video metadata.

FUNCTION main() :

— Create an argument parser to receive input
arguments for ‘“stego_video_path® and ‘key'.

— Call the “unhide_message ()  function using the
arguments received from user input.

IF the program is executed as __main_ :
— Call the "main()" function.

END

The pseudocode outlines the steps to extract and retrieve
the secret message hidden within the metadata of a video
(stego-video). A brief explanation of this process involves:

1. Function unhide_message (stego_video_path, key)

e This function takes two parameters: the path of the stego

video (stego_video_path) and the encryption key (key).

The encryption key is converted to byte format and used to
create a Fernet object.

The video metadata is read using Mutagen to retrieve the
encrypted data from the metadata tag ©cmt.

If the encrypted data are found, they are decrypted using the
provided encryption key and then decompressed using
ZLIB.

The results of the decryption and decompression are then
saved to a new file in the recovery folder.

If no encrypted data are found, a warning message is
displayed.

Function unhide_message (stego_video_path, key)

Original Video Histogram

This function creates an argument parser to receive the
input path of the video (stego_video_path) and the
encryption key (key) from the user.

The unhide_message() function is then called with the
arguments obtained from the user input.

Execution of the Main Program

If the program is executed as main, the main() function is
called to initiate the extraction process.

IV. RESULTS AND DISCUSSION

Before conducting tests on the developed method, several
video samples were prepared for trial. A total of five videos in
MP4 format were selected as cover videos. The MP4 format
was chosen because it contains attributes that can be
manipulated to embed messages. Table I presents the tested
cover video samples.

TABLE L. COVER VIDEO SPECIFICATIONS
Cover video Size (MB) Dimensions Duration (s)
elephant.mp4 42.8 1280 x 720 33
giraffe.mp4 57.3 1280 x 720 39
seafood.mp4 17.1 1280 x 720 13
butterflies.mp4 67.1 1280 x 720 51
animals.mp4 3.20 360 x640 60

The process involves embedding a secret message in the
form of text into the cover video. The first experiment was
conducted to observe any changes to the cover video after the
message was embedded. The embedded message consists of a
string in .txt format with a size of 1,713 bytes. The results of
this experiment are presented in Table II.

TABLE I MESSAGE INSERTION TEST RESULTS

. Cover video | Stego-video Nun}ber of Message

Cover video . . pixel extraction

size (MB) size (MB)
changes results

elephant.mp4 42.8 42.8 0 Succeed
giraffe.mp4 57.3 57.3 0 Succeed
seafood.mp4 17.1 17.1 0 Succeed
butterflies.mp4 67.1 67.1 0 Succeed
animals.mp4 3.13 3.13 0 Succeed

0.30 1

0.25

o o
- N
w o

Frequency

o
-
o

0.05

0.00 4

—— Blue Channel
—— Green Channel
—— Red Channel

100

150 200 250

Pixel Intensity

(@

www.etasr.com

Darwis et al.: Metadata-Based Video Steganography: Development of a New Model for Secure ...




Engineering, Technology & Applied Science Research Vol. 15, No. 5, 2025, 27076-27088 27082

Stego Video Histogram

—— Blue Channel
.30+ —— Green Channel
—— Red Channel
0.25 1
0.20
=
v
<
H 0.15
go
&
0.10
0.05 -
0.00 -
0 50 100 150 200 250
Pixel Intensity
b
Original Video Histogram
05 4 —— Blue Channel
’ —— Green Channel
—— Red Channel
0.4 4
2034
<
v
3
4
€02
0.1 4
0.0 -
0 50 100 150 200 250
Pixel Intensity
©
Stego Video Histogram
0.5 - —— Blue Channel
' -~ Green Channel
—— Red Channel
0.4 1
> 0.3
c
v
>
H
0.2 4
01
0.0 4
0 50 100 150 200 250
Pixel Intensity
(@)

Fig. 3. Cover video and stego-video: (a) elephant.mp4 (cover video), (b) elephant.mp4 (stego-video), (c) giraffe.mp4 (cover video), (d) giraffe.mp4 (cover
video).

The results of the message embedding test presented in ~ modifications after the message is embedded and the use of the
Table II indicate that the size of the stego-video remains  ZLIB compression algorithm to reduce the message size. The
unchanged. This is due to the absence of any pixel extraction results also demonstrate that all embedded messages
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can be fully recovered without loss. A visual comparison
between the cover video and the stego-video can be observed
through the histograms portrayed in Figure 3.

The histograms displayed in Table III show that there is no
change in the pixel intensity values for the red, green, and blue
channels of the video. This lack of change is because the
embedded message does not alter the pixel bit values. Instead,
the message is inserted through the video's metadata.

The steganography model developed in this study is more
efficient in terms of the size of the embedded secret message
compared to SIM. This improvement is due to the addition of
the ZLIB compression algorithm. ZLIB is a lossless
compression algorithm designed to reduce the data size without
any loss of information [35]. It is an implementation of the
deflate algorithm, combining two primary compression
techniques: LZ77 (Lempel-Ziv 1977) and Huffman coding.
The algorithm is known for its simplicity, speed, and
compression efficiency, making it a popular choice in various
software compression implementations [33, 34]. The results of
the secret message embedding tests on the cover video are
depicted in Table III.

Vol. 15, No. 5, 2025, 27076-27088 27083
2552
PSNR = 10,5410 (ﬁ) )

The results of the fidelity test are presented in Table IV.

TABLEIV. FIDELITY TEST RESULTS
Stego-video MSE PSNR (dB)
stego_elephant.mp4 0 Inf (0)
stego_giraffe.mp4 0 Inf ()
stego_seafood.mp4 0 Inf (0)
stego_butterflies.mp4 0 Inf ()
stego_animals.mp4 0 Inf (0)

TABLE III. ZLIB COMPRESSION TEST RESULTS
File name Original file | Compressed file | Compression
size (KB) size (KB) ratio (%)
message_secretl.txt 10 4 60
message_secret2.txt 50 20 60
message_secret3.txt 200 80 60
message_secretd.txt 1,000 400 60

Based on the test results shown in Table IV, the ZLIB
algorithm provides stable and efficient compression, achieving
approximately 60% compression for text files of varying sizes.
This compression efficiency is possible because *.txt files
typically contain numerous repeated characters or sequences,
allowing the LZ77 and Huffman coding algorithms used by
ZLIB to effectively detect and compress them. However, the
compression results may vary if the characters in the *.txt file
have fewer repeating patterns, resulting in a compressed file
size that is not significantly different from the original file size.

A. Fidelity Testing

The fidelity test in video steganography is used to evaluate
the extent to which the quality of the stego-video is preserved
after embedding the secret message. Fidelity is a critical
parameter in measuring the performance of a steganography
method, as it indicates the level of distortion introduced to the
original video during the embedding process [43]. The metrics
used to assess fidelity include calculating the Mean Square
Error (MSE) and the Peak Signal-to-Noise Ratio (PSNR) [36,
37]. The MSE value is obtained by:

MSEAVG — MSER + MSEg + MSEp (1)

XY

where MSE, . is the cover video's average MSE value, MSEy is
the red MSE value, MSE;; is the green MSE value, MSEp is the
red MSE value, and X, Y are the video dimensions.

The PSNR value is determined by:

Based on the fidelity testing results using the MSE and
PSNR values, it can be concluded that all the stego-videos
tested—stego_elephant.mp4, stego_giraffe.mp4,
stego_seafood.mp4, stego_butterflies.mp4, and
stego_animals.mp4—showed an MSE of 0 and a PSNR value of
infinity (©0).

An MSE of 0 indicates that there is no difference (error)
between the stego-video and the cover video. This suggests that
the data embedding process in the stego-video does not alter
the video pixels, resulting in perfect fidelity when compared to
the original video. An infinite PSNR value (o°) signifies that
the quality of the stego-video is exceptionally high, with no
signal degradation compared to the original video. A high
PSNR typically reflects a better image quality, and in this case,
the PSNR reaches infinity because there are no errors or
alterations between the stego-video and the original video.
Thus, it can be concluded that all the tested stego-videos
exhibit perfect fidelity based on the MSE and PSNR metrics,
indicating that the data embedding in the video has no impact
on the visual quality.

B. Robustness Testing

Robustness testing is conducted to assess the resilience of
the stego-video, which has been embedded with a message,
against various video processing attacks and to verify whether
the message can still be extracted from the stego-video. In this
study, the attacks tested include video cropping, video rotation,
resizing, and sharing the stego-video through social media
platforms, such as email, WhatsApp, Telegram, Instagram, and
Facebook. Additionally, tests were performed by targeting the
metadata file using several video editing tools.

The video cutting test is carried out by cutting the video
duration using the Python programming language. Table V
presents the results of the video cropping testing using stego-
video 'elephant.mp4' along with the message extraction results.
Testing is carried out by cutting the video with a duration
percentage, namely: 25%, 50%, 75%, and 90%.

TABLE V. VIDEO CROPPING TEST RESULTS
Crop percentage (%) Vldi(:l:f;:lggt l(ls?fter Result
25 24.75 Succeed
50 16.50 Succeed
75 8.250 Succeed
90 3.300 Fail
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Based on the testing results presented in Table VI, which
involved trimming the video duration and extracting the
message, several insights can be gathered regarding the
robustness of the employed steganography method. The testing
was conducted by cutting the video duration by varying
percentages: 25%, 50%, 75%, and 90%. The extraction results
indicate that: when 25% of the video duration was cut, the
message extraction was successful; when 50% was cut, the
extraction was successful; when 75% was cut, the extraction
was also successful; however, with a 90% cut, the extraction
failed.

The successful extraction at 25%, 50%, and 75% cuts
demonstrates that the steganography method is quite robust and
capable of maintaining the integrity of the hidden message,
even after a significant portion of the video has been removed.
In contrast, the failure to extract the message after a 90% cut
indicates that the message's integrity could not be preserved,
leading to extraction failure. The successful extraction of
messages at various cutting percentages suggests that the
steganography method exhibits good robustness if the
embedded data remain within the remaining parts of the video.
At 25%, 50%, and 75% cuts, this method effectively preserves
the hidden information, allowing for complete message
extraction. However, with a 90% cut, only 10% of the original
video duration (3.3 s out of the total duration) remains. This
implies that a large portion of the video content has been lost,
including segments that may have contained the hidden
message. When the area where the message was embedded is
in the trimmed section, the message becomes fragmented and
unextractable.

From these results, it can be concluded that the greater the
percentage of the video duration cut is, the higher is the
likelihood of losing the section containing the message, leading
to extraction failure. The failure to extract the message after a
90% cut indicates that this steganography method relies heavily
on the number of frames or the duration of the video. In other
words, if the remaining video area is too small, the information
contained within is no longer sufficient to reconstruct the
original message. This suggests that embedding messages in
the video is more effective when the messages are spread
throughout the entire video rather than confined to specific
areas, thereby increasing the resilience against the duration
cuts. In previous studies that used video steganography, the
method they developed could not withstand the video rotation
attacks [44-46]. The messages cannot be extracted if the video
is rotated. Table VI illustrates the results of video
steganography robustness testing by rotating the video position
from 450, up to 1800 playbacks. The stego-video used is
'stego_giraffe.mp4'.

In the tests presented in Table VII, the robustness of the
video steganography was evaluated by rotating the stego-video
at various angles: 45°, 90°, and 180°. The results indicate that
the hidden message could be perfectly extracted at each
rotation performed. Video rotation is a form of video
processing attack that can alter the visual orientation and frame
structure within the video. Typically, such changes in
orientation can affect the pixel distribution used for embedding
the steganographic message. However, the test results

demonstrate that all messages can be fully extracted after the
stego-video is rotated at 45°, 90°, and 180 degrees: the message
is intact.

TABLE VL ROTATE MANIPULATION FOR
STEGO_GIRAFFE.MP4
Degree of rotation Result
45° Succeed
90" Succeed
180° Succeed
TABLE VII.  VIDEO RESIZE TEST RESULTS
Resize percentage (%) File size (MB) Result
25 12.8 Succeed
50 8.50 Succeed
75 4.20 Succeed
90 1.70 Succeed

The successful extraction of messages at each rotation
angle indicates that the steganography method employed is
highly robust against the changes in orientation. This suggests
that the technique used for embedding messages within the
stego-video does not rely on the specific orientation of pixels or
frames, thereby minimizing the risk of message loss during
video rotation.

The fact that the message can be fully extracted after
rotation indicates that the deployed steganography method
possesses good resistance to the changes in frame orientation.
This is because the embedded message does not interfere with
the existing frames and pixels in the video. The study
developed this method by embedding the secret message into
the video's metadata features.

Video resizing is a process for compressing or compressing
the stego-video. This test was carried out by compressing the
stego-video using the Python programming language. Testing
was carried out by reducing the video size from 25%, 50%,
75%, and 90%. Table VII lists the results of the stego-video
resize test and the extraction results. The stego-video tested is
'stego_seafood.mp4'.

In the tests presented in Table VII, the VSTM model was
utilized to embed a hidden message in the video's metadata.
The testing involved resizing the video to various percentages
of its original size: 25%, 50%, 75%, and 90%. The results
indicate that the message could be perfectly extracted from
each resized video. The VSTM model operates by embedding
the message in the metadata section of the video file rather than
in the main video data, such as pixels or frames. Metadata
contain additional information that detail the video, including
the title, description, codec, timestamp, and other parameters
that do not directly impact the visual content of the video.
Consequently, when the video is resized, the VSTM model
exhibits greater resistance to modifications because the
metadata do not necessarily change during the resizing process.

This success demonstrates that the VSTM model does not
rely on the content of the video altered by resizing; instead, it
depends on the metadata structure, which remains unchanged
or undergoes minimal changes during the resizing process. The
robustness of the VSTM model against video resizing can be
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explained by considering several characteristics of the metadata
and the resizing process.

e Changing the video size does not change the metadata
directly: When a video is resized, changes only occur in the
visual content, such as frame resolution and video bitrate.
Metadata, such as information about the author, title, or
even some other technical parameters, do not undergo
changes during the video resizing. This keeps the messages
embedded in metadata intact and can be extracted without
any problems.

e Resizing the video changes the visual content, not the
metadata structure: The video resizing process generally
focuses on changing the number of pixels per frame or the
video quality by adjusting the bitrate and resolution. Even
though the video file size is reduced, the metadata structure
is not compromised because the resizing only impacts the
visual content. In this way, the messages inserted in the
metadata can still be maintained even if the video file size
changes.

Based on the data evidenced in Table VII, even though the
file size was reduced by 90% of the original size (to only 1.7
MB), the extraction results still showed success. This indicates
that the steganographic messages inserted using the VSTM
model are not affected by the reduction in the video file size.
The successful extraction of messages at all resizing levels
shows that the VSTM model has excellent resistance to video
resizing. With high resistance to video resizing, the VSTM
model can be an effective solution for hiding information in
videos that are susceptible to size modification, either
intentionally or unintentionally.

Social media are often used to send messages through the
'inbox’ feature. To evaluate the resilience of the embedded
message in the video using the VSTM model, the study
conducted a trial by embedding a message into the video and
then sharing it on various social media platforms, including
email, WhatsApp, Telegram, Instagram, and Facebook. The
video was then downloaded and extraction was performed to
verify whether the message could still be retrieved. The results
of the stego-video testing conducted via social media are
presented in Table VIII. The stego file, ‘stego_animals.mp4’
was embedded and utilized for this test.

A fidelity test was conducted to evaluate the resilience of
the steganography method in videos that have been
manipulated using various video editing tools or applications.
The results outlined in Table IX indicate that only a few
applications successfully preserved the embedded message,
while others failed to extract the message intact. The findings
show that the success of extracting the steganographic message
is highly dependent on the video editing application used.
Applications, such as VSDC Free Video Editor, Filmora,
Shotcut, and HitFilm Express, successfully maintained the
metadata, allowing for the complete extraction of the message.
In contrast, applications, like Adobe Premiere Pro and Final
Cut Pro, demonstrated a failure to preserve the metadata,
resulting in the loss of the message. The extraction failure after
editing the stego-video occurred because these applications

altered the 'comments' attribute to the name label of the
application used.

TABLE VIII. TEST RESULTS THROUGH SOCIAL MEDIA
Social media Extraction results
E-mail Success
WhatsApp Success
Telegram Success
Facebook Success
Instagram Failure
TABLE IX. MESSAGE DURABILITY TEST RESULTS ON
VIDEO METADATA
Name of tools /
applications for Result Information
manipulation
VSDC Free Video Can preserve metadata l?ut may be
. Succeed lost if the export settings are
Editor
changed.
It does not damage metadata, but if
Filmora Succeed _ the export settings are done
incorrectly, messages cannot be
extracted
Preserves metadata well, especially
Shotcut Succeed if the compression settings are not
changed
- . Generally, preserves metadata, but
HitFilm Express Succeed must be careful with export settings
Adobe Premiere Fail Incorrect export settings can

Pro corrupt metadata

Cannot retain the message content

Final Cut Pro Fail in the metadata
L . Too many editing options will
DaVinci Resolve Fail cause the metadata to be damaged
The resulting large export file
iMovie Fail causes the metadata file to be

damaged

Windows Movie May corrupt metadata when saving

Fail . .
Maker a or exporting videos
CyberLink . Corrupts metadata if certain export
. Fail .
PowerDirector settings are used

The fidelity test results indicate that the visual quality of
videos that have undergone information hiding processes
remains within acceptable tolerance limits, with changes that
are undetectable by human vision (imperceptible). The testing
was conducted using standard metrics, such as PSNR and
MSE, which collectively evaluate the fidelity between the
original video and the stego-video. The high PSNR values
indicate that the distortion occurring is minimal, thus the
hidden information does not affect the user's visual experience.
These results prove that the deployed hiding method is not only
safe and effectively concealed, but also maintains the integrity
of the original media, making it suitable for applications in
secret communication systems and visual data protection.

C. Discussion

Based on the results of the experiments and tests conducted,
the message embedding method using the "mutagen" video
metadata, combined with Fernet cryptography and ZLIB
compression, successfully embeds messages into the metadata
space of the video under the 'comments' attribute. The
development of this method aims to address resilience issues,
such as cropping, rotation, resizing, transmission of video
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through social media, and testing the robustness of messages
using video editing tools. The fidelity analysis showed that the
MSE for all stego-videos is 0, indicating no changes between
the cover video and the stego-video. Meanwhile, the PSNR
obtained from this method across five video samples resulted in
an infinite value (o0) for all stego-videos, due to the absence of
changes in the pixel intensity and bit arrangement. This method
demonstrates an improvement over the previous techniques.
Additionally, this method produces better video quality
compared to several benchmark studies [39-45]. A
compression test was also conducted on the messages to be
embedded into the stego-video using ZLIB compression,
achieving an average file compression rate of 60% for *.txt
files.

For robustness testing, the videos were manipulated in
several ways, including cropping, rotating, resizing, and
sending the stego-videos through social media platforms, such
as email, WhatsApp, Telegram, Instagram, and Facebook. The
metadata file was also tested using various video editing tools.
The cropping tests indicated that the message could be fully
extracted from the stego-video even after 25%, 50%, and 75%
cropping. However, the message could not be extracted after
90% cropping because significant cuts compromised the
metadata file.

Further testing of video manipulation through rotation
demonstrated that the message in the stego-video could still be
extracted, regardless of whether the video was rotated at 45°,
90°, or 180°. The compression tests demonstrated that the
bmessages could be fully extracted even when compressing the
video from 25% to 90%, as long as the metadata containing the
message remained intact. Additionally, a secret message was
embedded into the stego-video and then shared on various
social media platforms. The results showed that the message
could be successfully extracted from platforms, like email,
WhatsApp, Telegram, and Facebook, but not from Instagram,
likely due to Instagram's aggressive compression algorithms
that often strip metadata from videos.

Videos were also tested using editing tools that could
damage the metadata file. The results indicated that some tools,
such as Adobe Premiere Pro, Final Cut Pro, DaVinci Resolve,
iMovie, Windows Movie Maker, and CyberLink
PowerDirector, could corrupt the metadata. However, tools,
like VSDC Free Video Editor, Filmora, Shotcut, and HitFilm
Express, were proven not to damage the metadata, allowing for
the successful extraction of the hidden messages.

The developed steganography model has proven to be a
viable alternative for securing digital data through video. This
method demonstrates resilience against manipulation and can
be utilized for message delivery on social media platforms.
Furthermore, the developed method maintains the quality of the
stego-video, showing no significant changes when compared to
the original stego-video.

V. CONCLUSION

The study developed a novel Video Steganography
Technique in Metadata (VSTM) that uses video metadata to
embed secret messages, improving both the data-hiding

capacity and security. By combining Advanced Encryption
Standard (AES) encryption and ZLIB compression, the VSTM
model ensures that the visual and audio quality of the video
remains intact while concealing the message securely within
the metadata fields, specifically the 'comments' attribute. The
method was tested for robustness against various
manipulations, including cropping, rotation, resizing, and social
media sharing. The results showed that the method could
successfully recover messages under most conditions, except
when the video was cropped beyond 90% or shared via
Instagram, which removes metadata. Video editing tools, like
Filmora and Shotcut preserved the metadata, while others, like
Adobe Premiere corrupted them. The fidelity tests indicated a
perfect quality retention, with no pixel changes detected,
demonstrating that the VSTM model effectively preserves the
video integrity. It is concluded that VSTM offers a reliable and
efficient solution for digital data security.

The main contribution of this research lies in the
development of a new model that utilizes video metadata as a
space for embedding secret information in a hidden and secure
manner, without altering the main visual content of the video
itself. This approach introduces a new paradigm in video
steganography, where message integration occurs at the
descriptive level of the file (metadata) such as tags, headers, or
other technical information, which are generally overlooked by
conventional media processing. This model not only enhances
the imperceptibility as it does not affect the visual quality of
the video, but also expands the insertion capacity and reduces
the likelihood of detection by traditional steganalysis
techniques. Furthermore, this model demonstrates high
efficiency in terms of extraction speed and cross-platform

compatibility, making it a potential solution for fast,
lightweight, and secure secret information delivery
applications.
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