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ABSTRACT 

Cancellable biometrics support multiplicity by allowing the generation of multiple secure templates from 

the same biometric data. In recent years, biometric technologies have advanced beyond conventional 

identification and authentication techniques, making template protection an increasingly critical 

requirement. Because biometric data are unique to each individual, it is essential to preserve and cross-

reference original features across applications. However, once compromised, biometric data cannot be 

recovered, highlighting the need for secure, revocable representations. In this study, we present Quadrant 

Shift Modulation (QSM), a patented technique designed to achieve both cancelability and irrevocability of 

biometric traits. Biometric authentication remains a reliable and user-friendly method of personal 

identification, yet protecting stored biometric data from malicious attacks remains challenging. The 

proposed QSM algorithm focuses on creating and protecting fingerprint templates by employing quadrant 

shift and quadrant swap operations to generate cancellable templates. Experimental evaluation using the 

Fingerprint Verification Competition 2004 (FVC2004) dataset demonstrates that the QSM system achieves 

97.79% accuracy, an average Genuine Acceptance Rate (GAR) of 92.25%, and a False Rejection Rate 

(FRR) of 7.75%, confirming its effectiveness. 

Keywords-biometrics; fingerprint; bit-shifting; cancellable template; minutiae points;transformation;Q-shift; 

Q-swap 

I. INTRODUCTION  

Cancellable biometrics offer a strategic way to ensure 
diversity, security, and privacy in biometric systems. As 
biometric authentication becomes more prevalent in modern 
identity verification, replacing traditional methods like 
passwords, PINs, and physical tokens, concerns about the 
permanence and traceability of biometric data have intensified 
[1]. Since biometric traits are unique and irreplaceable, any 
compromise poses a permanent security risk. To address these 
issues, we propose a novel technique called Quadrant Shift 
Modulation (QSM), which generates biometric templates that 
are both cancellable and irreversible. This method aims to 
prevent the recovery of original biometric data while enabling 
the reissuance of new templates if the existing ones are 
compromised. 

Unlike conventional authentication systems that are prone 
to theft and misuse, biometric systems utilize distinct 
physiological or behavioral characteristics to enhance security 
[2]. Fingerprints, due to their uniqueness and permanence, are 

widely used across sectors, including commercial applications 
(e.g., smartphones, banking), governmental applications (e.g., 
passports, national IDs), and forensic applications. However, 
despite their reliability, biometrics pose privacy risks, such as 
unauthorized tracking and non-revocability. Cancellable 
biometrics mitigate these risks by applying non-invertible, 
repeatable transformations to biometric data, supporting key 
goals such as diversity, reusability, non-invertibility, and high 
recognition accuracy [3]. In this work, we focus on fingerprint 
template protection using the QSM method, which ensures 
secure, private, and robust authentication. 

II. RELATED WORK 

Biometric template protection has become a critical area of 
research, as it aims to generate cancellable and irreversible 
templates while maintaining high recognition accuracy. One 
such technique, known as Shift-Phase Transformation (SPT), 
addresses biometric security threats by creating irreversible and 
cancellable fingerprint templates, with its correctness, security, 
and efficiency confirmed by experimental data [4]. Authors in 
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[5] proposed a secure fingerprint system that extracts binary 
features from ridges and minutiae to enable integration with 
cryptosystems and Hamming distance matching, with accuracy 
and robustness further improved by including core and delta 
points. 

The Optimal Iterative Solubility (OIS) algorithm, 
specifically designed to generate the coefficient matrix required 
in template protection, has been employed in fingerprint 
template protection techniques. Enrollment and authentication 
are the two main stages of such systems, with the OIS 
algorithm, minutiae points, and a Secure Point Base (SPB) 
framework used to extract an identification vector during the 
enrollment process [6]. 

The cancellable biometric model based on Snake and 
Ladder (SNL) offers a new approach for secure fingerprint 
authentication. Authors in [7] utilized the principle of multi-
source fusion to improve template diversity and security by 
creating a virtual identity. Authors in [8] proposed a fingerprint 
template protection method based on the CiKX transform and 
Tanimoto similarity measure, which enhances template security 
and diversity by generating robust and unique representations 
of biometric data. 

Despite these advances, stored fingerprint templates remain 
vulnerable to attacks such as replay, reconstruction, and cross-
matching [9]. Although many template protection techniques 
are currently in use, they have not achieved complete defense 
against such attacks. More reliable and irreversible 
transformation techniques are required, as studies have 
demonstrated that original fingerprint patterns can be reverse-
engineered from stored templates with sufficient 
supplementary information [10]. 

Biometric attributes are preferable to previous systems 
because they are permanent and distinct, but they can also 
cause long-term harm if data are released. Therefore, 
contemporary biometric systems require enhancement using 
advanced template protection methods such as visual 
cryptography, homomorphic encryption, hybrid models, 
biometric cryptosystems, and cancellable biometrics, while 
maintaining cost efficiency and usability. Authors in [11] also 
emphasize safeguarding user privacy and address issues with 
raw biometric data by proposing methods such as Bloom filter-
based template protection. Furthermore, a weighted feature-
level fusion technique is suggested to enhance privacy and 
recognition accuracy. 

Authors in [12] propose a fast and reliable minutiae 
extraction method that operates directly on binary fingerprint 
images using run-length coding, eliminating the need for 
thinning. Authors in [13] enhance adaptive fingerprint image 
processing through contextual filtering with automatically 
adjusted parameters, improving preprocessing, global and local 
analysis, and matched filtering. 

III. PREPROCESSING TECHNIQUES 

Each stage of the preprocessing procedure follows a 
specific strategy to achieve its objectives [14]. This strategy 
involves four main steps, described below: image 
preprocessing, image augmentation/noise removal, ridge 

extraction, and the definition of a Region of Interest (ROI). 
Subsequently, Feature of Interest (FOI) detection enables the 
generation of biometric templates that are both cancellable and 
irrevocable using QSM. 

• Image preprocessing: This step aims to improve the 
visibility of ridge patterns in fingerprint images, which may 
be blurry or low-contrast, as shown in Figure 1 [15]. 
Techniques such as histogram equalization are applied to 
adjust contrast, spreading the pixel intensity range so that 
ridge patterns become clearer. These enhancements ensure 
sufficient image quality for subsequent processing stages, 
such as feature extraction. 

• Image augmentation / noise removal: Noise can arise from 
low image quality, scanning errors, or environmental 
conditions. To eliminate unwanted artifacts that could affect 
fingerprint properties, noise removal is applied [16]. 
Median filtering replaces each pixel with the median of its 
neighbors, effectively removing "salt-and-pepper" noise, 
whereas Gaussian filtering preserves ridge sharpness and 
reduces high-frequency noise (Figure 2). 

• Ridge extraction and thinning: Finger placement on the 
scanner can introduce distortions. Orientation field 
estimation, typically using gradient-based or frequency-
based techniques, adjusts the fingerprint image to ensure 
precise alignment [17]. Ridge thinning reduces the ridge 
width to a single pixel, preserving essential ridge structure 
while enabling accurate feature extraction [18] (Figure 3). 

• ROI detection: The ROI focuses computation on the most 
relevant portions of a fingerprint image, which is 
particularly important in systems with limited processing 
power or when handling large datasets [19]. By 
concentrating on the ROI, unnecessary areas are excluded, 
leading to faster processing and improved algorithmic 
efficiency. In fingerprint recognition systems, the ROI 
typically corresponds to the central portion of the 
fingerprint, excluding peripheral regions where image 
quality often degrades due to distortion, noise, or 
incomplete ridge patterns (Figure 4). A practical method for 
defining the ROI involves dividing the fingerprint image 
into four equal quadrants and selecting the quadrant that 
contains the core fingerprint characteristics, such as 
minutiae points and ridge patterns [20]. This approach 
ensures the ROI is centered, square-shaped, and strictly 
within the fingerprint boundaries, excluding irrelevant or 
distorted areas. 

FOIs refer to bifurcations and ridge endings, which are 
critical for accurate fingerprint recognition and matching. 
Using a square-shaped ROI derived from quadrant division 
makes FOI detection more focused and efficient (Figure 5). 
Dividing the image into quadrants isolates the central region of 
the fingerprint, where core features are concentrated. By 
examining the ridge flow within this region, the system can 
precisely detect where ridges split or terminate, identifying the 
minutiae points essential for recognition. This quadrant-based 
method streamlines the detection process, enhances reliability, 
and improves the overall accuracy and performance of the 
fingerprint recognition system [21-25]. 
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Finally, a homomorphic encryption mechanism is applied 
to the image after preprocessing to protect sensitive 
information [26]. 

 

 

Fig. 1.  Original fingerprint image. 

 

Fig. 2.  Fingerprint image after noise removal. 

 

Fig. 3.  Fingerprint image after ridge extraction. 

 

Fig. 4.  ROI selection in the fingerprint image.  

 

Fig. 5.  Minutiae marking within the ROI. 

IV. MATERIALS AND METHODS 

Biometric data are highly sensitive and cannot always be 
kept entirely confidential, making robust protection essential. 
Biometric template protection methods aim to secure these data 
against unauthorized access and misuse. With growing reliance 
on biometric systems, ensuring data privacy has become a 
critical area of research [22]. 

A. Materials 

The Fingerprint Verification Competition 2002 and 2004 
(FVC2002 and FVC2004) datasets were utilized to assess the 
QSM algorithm's performance for fingerprint template 
protection. These databases contain 80 fingerprint images 
collected using a standardized setup during the April 2004 
competition. This are widely used benchmark dataset that help 
assess the accuracy and robustness of fingerprint recognition 
and protection methods in biometric security research [27]. 

B. Proposed Method: Quadrant Shift Modulation 

The block diagram of the proposed method is shown in 
Figure 6. The QSM algorithm is a reliable and efficient 
technique for ensuring the irrevocability and cancelability of 
fingerprint templates. A key feature of this biometric method is 
cancelability, which enables the reuse of biometric traits rather 
than the creation of new ones. This prevents unauthorized 
access by allowing the rapid regeneration of a new template 
using the same biometric information. Irrevocability reduces 
security risks and protects user data from potential leakage by 
ensuring that the recorded fingerprint template cannot be 
reversed or reconstructed. 

The proposed QSM algorithm effectively addresses the 
challenges of biometric template protection by employing the 
Quadrant Shift (QSh) and Quadrant Swap (QSw) techniques. 
These methods provide a highly secure and performance-driven 
solution for enhancing the protection of fingerprint templates. 
QSh involves shifting the fingerprint data within specific 
quadrants, disrupting the spatial arrangement of biometric 
features while maintaining their inherent structure. This adds 
an additional layer of security, making it more difficult for 
unauthorized parties to extract sensitive information. QSw 
further strengthens the protection by swapping the quadrants of 
the fingerprint template, further obfuscating the original data. 
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This technique guarantees that even in the event that an 
attacker manages to access the template, reconstructing the 
original fingerprint is practically impossible. Together, these 
techniques make the QSM algorithm highly effective in 

safeguarding biometric data, offering a balance between 
security and performance while preserving the integrity and 
uniqueness of the biometric template. 

 

 

Fig. 6.  Block diagram of the QSM algorithm. 

C. Quadrant Shift 

The fingerprint image is typically divided into four equal 
sections by splitting the image both horizontally and vertically. 
Each quadrant represents a distinct portion of the fingerprint, 
often containing critical features such as ridges and minutiae 
points [19]. This division allows focused processing of 
individual sections, making it easier to analyze specific features 
and enhance template security. 

The QSh technique introduces a sophisticated layer of 
security by applying differential bit-shifting operations to the 
four quadrants of a fingerprint image, based on their odd or 
even positional designation [23]. Odd-numbered quadrants (�1 
and �3 ) undergo right shifts, whereas even-numbered 
quadrants (�2  and �4) undergo left shifts. This differential 
shifting disrupts the spatial arrangement of the fingerprint, 
dispersing critical information across the image and increasing 
resistance to unauthorized access. The transformation can be 
summarized as follows: 

• �1–Right shift for odd quadrants: 

For 
�, 
� ∈ ��:   ���� 
�, 
� � ��
�,��
�� �  (1) 

Here, �
�, 
� is the original pixel value at position 
�, 
�, 2� represents the bit-shifting factor, where � is the number 
of bits to shift. For example, � � 1 performs a division by 
2, � � 2 performs a division by 4, and so forth. The result ���� 
�, 
� is the transformed pixel value. 

• �2 – Left shift for even quadrants: 

For 
�, 
� ∈ ��:   ���� 
�, 
� �                                            
�
�, 
� ≪ �� mod 2" (2) 

Here, �
�, 
�  is the original pixel value at 
�, 
� . The 
operator ≪ � denotes a left bitwise shift by � positions. The 

modulus mod 2" ensures the pixel intensity remains within 

the valid range #0, 2" % 1&, where ' is the image's bit depth. 
The resulting ���� 
�, 
�  is the final pixel value after 
transformation. 

• �3 – Right shift for odd quadrants: 

For 
�, 
� ∈ �(:   ���� 
�, 
� � ��
�,��
�� �  (3) 

This operation mirrors �1  and is applied to Quadrant 3 
pixels. 

• �4 – Left shift for even quadrants: 

For 
�, 
� ∈ �):   ���� 
�, 
� �                                             
�
�, 
� ≪ �� mod 2" (4) 

This operation mirrors �2  and is applied to Quadrant 4 
pixels. 

By drastically changing the fingerprint's representation, this 
transformation obfuscates the biometric data and makes it 
much more difficult for attackers to reverse-engineer its 
properties or recreate the original template. The differential 
disperses critical information across different areas of the 
image. As a result, even if parts of the template are exposed, 
the remaining sections are rendered unusable and cannot be 
easily pieced together. This method ensures that unauthorized 
users cannot easily extract identifiable features from any single 
quadrant, adding a robust layer of security to the fingerprint 
data. Ultimately, the QSh technique provides a powerful means 
of safeguarding biometric information, ensuring that any 
compromised portion of the template does not lead to the 
exposure of the entire fingerprint. 
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D. Quadrant Swap 

After performing the QSh operation, the next critical 
transformation step is QSw. This step further obscures the 
spatial structure of the fingerprint data, making the template 
non-invertible and resistant to reverse engineering.  

The primary goal of quadrant swapping is to enhance 
template security by ensuring non-invertibility and diversity. 
Since the spatial layout of minutiae and ridge patterns plays a 
crucial role in biometric identification, altering their global 
positions without modifying their internal structures provides 
effective protection against template reconstruction attacks 
[28].  

Additionally, the QSw operation is non-linear and key-
dependent, meaning that different swapping sequences can be 
generated using predefined keys or random seeds. This 
property enables cancelability, as a compromised template can 
be revoked and replaced by generating a new swapping pattern 
without requiring new biometric data. Thus, QSw acts as a 
powerful post-processing step that complements bit-level 
transformations and provides a strong foundation for biometric 
template protection schemes. The transformation can be 
expressed as follows for the swap pattern �� ↔ ��, �( ↔ �): 

�+�,-
�, 
� �
⎩⎪
⎨
⎪⎧�2�
�, 
�, if
�, 
� ∈ ���2�
�, 
�, if
�, 
� ∈ ���2)
�, 
�, if
�, 
� ∈ �(�2(
�, 
�, if
�, 
� ∈ �)

  (5) 

where �25
�, 
� is the pixel from the respective quadrant before 

the swap, and �+�,-
�, 
� is the pixel value after swapping. 

V. PERFORMANCE EVALUATION OF THE 

PROPOSED METHOD 

This section presents the results obtained using the QSM 
algorithm. The algorithm was implemented in MATLAB, and 
its performance was assessed using standard fingerprint 
datasets. Figures 7, 8, and 9 illustrate the outputs of key steps 
in the proposed QSM model: the original fingerprint image, the 
selected ROI, and the minutiae-marked image, respectively. 

 

 

Fig. 7.  Original fingerprint image. 

 

Fig. 8.  Square-shaped ROI on the fingerprint image. 

 

Fig. 9.  Minutiae-marked image within the ROI. 

A. Performance Metrics 

The effectiveness of the QSM algorithm is evaluated using 
several commonly used biometric metrics: Accuracy, False 
Acceptance Rate (FAR), False Rejection Rate (FRR), and 
Genuine Acceptance Rate (GAR). Table I summarizes these 
metrics for the tested datasets. 

TABLE I.  PERFORMANCE METRICS OF THE QSM 
METHOD ON THE FVC2004 DATASET 

Dataset 

(FVC2004) 

Time 

(s) 
FRR GAR 

Accuracy 

(%) 

DB1 0.0009 0.07 0.91 95.98 

DB2 0.0006 0.09 0.95 95.25 

DB3 0.0006 0.07 0.93 95.75 

DB4 0.0005 0.08 0.90 97.79 

 
Accuracy reflects the overall reliability of the system and is 

calculated as the ratio of correctly classified instances (both 
genuine and impostor) to the total number of attempts. Higher 
accuracy indicates better discrimination between authorized 
and unauthorized users. Figure 10 shows the accuracy of the 
QSM algorithm across the tested dataset. 

(GAR) measures how effectively the system verifies 
legitimate users. A high GAR indicates that genuine users are 
correctly recognized without unnecessary rejections. 
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Fig. 10.  Accuracy of the QSM method on the FVC2004 dataset. 

B. Comparative Analysis 

The performance of the proposed QSM algorithm is 
compared with existing methods from the FVC2002 dataset, 
including OIS [6], SNL [7], and CikX [8]. Table II presents the 
comparative results in terms of FAR, FRR, GAR, and 
accuracy. 

TABLE II.  PERFORMANCE COMPARISON OF QSM WITH 
EXISTING METHODS 

Method 
FAR 

(%) 

FRR 

(%) 

GAR 

(%) 

Accuracy 

(%) 

OIS 7.0 3.0 96.4 96.0 

SNL 5.4 3.5 94.56 91.33 

CikX 8.7  8.0 95.6 95.0 

QSM  7.1 7.7 96.41 96.19 

 

VI. CONCLUSION 

A novel algorithm, Quadrant Shift Modulation (QSM), was 
developed to ensure the security of fingerprint template 
protection. The fingerprint template protection process consists 
of two main steps: enrolment and authentication. During 
enrolment, the input fingerprint image is pre-processed, and 
minutiae features are extracted. The QSM technique is then 
applied to secure these features and generate a protected 
template. 

During authentication, the same preprocessing and feature 
extraction procedures are applied to the query fingerprint 
image. The protected template stored in the database is then 
compared with the features obtained from the query image, and 
the system decides whether to grant or deny access based on 
this comparison. 

Experimental results show that the QSM algorithm achieves 
robust performance, with a low False Acceptance Rate (FAR) 
of 7.1%, False Rejection Rate (FRR) of 7.7%, a Genuine 
Acceptance Rate (GAR) of 96.41%, and high accuracy: 
96.19% on the FVC2002 dataset and 97.79 % on the FVC2004 
dataset.  
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