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ABSTRACT

The Internet of Medical Things (IoMT) has transformed healthcare through real-time monitoring, remote
diagnostics, and intelligent analytics. However, the rapid proliferation of connected medical devices
introduces significant cybersecurity threats that endanger patient safety and data privacy. To address
these challenges, this study proposes SIDHELNet (Semantically Improved Deep feature ensemble-driven
Heterogeneous Ensemble Learning Network), a novel intrusion detection framework tailored for the IoMT
environment. SIDHELNet introduces a novel fusion of semantic Word2Vec embeddings with parallel Bi-
LSTM and Bi-GRU layers to extract enriched temporal-spatial features, followed by a nine-classifier
heterogeneous ensemble. This design distinguishes SIDHELNet from prior hybrid IDS by enabling high
adaptability and robustness across heterogeneous IoMT traffic. These features are classified using a
Heterogeneous Ensemble Learning (HEL) model that fuses predictions from multiple learners to improve
accuracy and robustness. Experimental evaluations on the WUSDL-EHMS-2020 and UNSW-NB15
datasets show that SIDHELNet achieves a detection accuracy of 99.61%, precision of 99.58%, recall of
99.62%, F1-score of 99.59%, and an AUC of 0.998, outperforming existing methods and validating

SIDHELNet's high reliability, generalizability, and real-time capability.
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I.  INTRODUCTION

The Internet of Medical Things (IoMT) enables seamless
integration of medical devices, sensors, and applications,
facilitating continuous patient monitoring, early diagnosis, and
personalized care [1]. By enabling the transmission of real-time
health data and intelligent decision-making, IoMT systems
significantly improve clinical efficiency and results. Despite
these advantages, the interconnected nature and heterogeneity
of IoMT devices make the infrastructure highly vulnerable to

attacks [2]. These intrusions can compromise patient
confidentiality, disrupt healthcare delivery, and damage
institutional ~reputation. Traditional rule-based security

mechanisms are often inadequate against these sophisticated
and evolving threats, highlighting the need for intelligent and
adaptive Intrusion Detection Systems (IDS) [3]. Recent
technologies have gained traction in intrusion detection due to
their ability to uncover hidden patterns and adapt to new attack
types [4]. In particular, deep neural networks, such as CNNs,

LSTMs, and GRUs, have shown promise in capturing complex
temporal and spatial dependencies in IoMT traffic. IoMT
systems generate sparse, heterogeneous, and latency-sensitive
data, rendering traditional IDS insufficient due to their reliance
on static features, poor adaptability, and limited real-time
inference capability. To overcome existing IoMT security
limitations, this study proposes SIDHELNet, a robust intrusion
detection framework that combines multiple innovations.

In [5], a Deep Neural Network (DNN) achieved a
prediction accuracy of 93% on the NSL-KDD dataset. Building
on this, variations in the number of hidden layers were
explored in [6], and heuristic-based hyperparameter selection
was applied to optimize computational efficiency and detection
performance. In [7], a more compact DNN was designed with
one input layer, three ReL.U-activated hidden layers, and a
single output layer, achieving an accuracy of 92%. In [8],
multiple DNN structures were examined by altering the size of
input, hidden, and output layers, reporting an improved IDS
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detection accuracy of 99.59% on the UNSW-NB15 dataset. In
[9], a hybrid approach combined a DNN with a Stacked
Autoencoder (SAE), utilizing ReLU activation to boost IDS
performance. Another similar hybrid architecture implemented
the SAE-DNN model with a tanh activation function for
intrusion prediction [10]. In [11], the LuNet model was
implemented using a deep neural architecture tailored for IDS
applications, but performance results were limited. In [12], a
hybrid model integrated CNN and RNN for efficient intrusion
detection within large-scale data environments. In [13], a CNN-
based hybrid IDS was paired with Spark to enhance binary
classification performance. In [14], a Recurrent Neural
Network (RNN)-based framework handled sequential IoT
traffic data effectively.

Enhanced models such as LSTM used memory gates to
regulate feature retention, leading to high detection accuracy
[15]. In [16], an RNN was applied with gating mechanisms to
reduce overfitting and improve intrusion classification. In [17],
a two-stage deep learning framework combined LSTM with
Autoencoders (AE) to compress data dimensionality and
improve IDS accuracy. In [18], Bi-LSTM architectures were
utilized to improve temporal feature learning, achieving higher
performance than traditional RNN models. Bi-LSTM was also
adopted in [19] to efficiently model bidirectional dependencies
in network traffic data, achieving an accuracy of 97.01% and
outperforming conventional deep models such as CNN and
GRU [20]. In [21], a Bi-LSTM deep model was used to capture
intricate patterns in network intrusion data, achieving
significant improvements in recall and F-measure scores. In
[22], a GRU-based lightweight IDS model was proposed for
real-time detection, highlighting efficiency gains through
reduced complexity. In [23], a Deep Recurrent Neural Network
(DRNN) was proposed for SDN-based networks, enabling the
detection of sophisticated intrusion attempts with high accuracy
on sequential network flows. Sparse Autoencoders were
employed in [24], combining feature dimensionality reduction
with Logistic Regression to deliver improved IDS
performance. Finally, in [25], an AE was combined with
Random Forest to form a robust IDS model. However, despite
these advances, a unified framework that combines semantic
embedding, dual-deep feature extraction (Bi-LSTM and Bi-
GRU), and heterogeneous ensemble classification tailored for
IoMT environments remains missing.

The key contributions of this study are:

e A dual-stage feature enhancement semantic

Word2Vec embedding.

e Hybrid temporal modeling using Bi-LSTM and Bi-GRU for
contextual learning.

using

e A Heterogeneous Ensemble Learning (HEL) classifier for
robust intrusion prediction across IoMT datasets.

II. PROPOSED SYSTEM

This research method, as shown in Figure 1, aimed to
design a semantically improved deep feature ensemble-driven
heterogeneous ensemble learning model for intrusion detection
in [oMT (SIDHELNet). The novelty of SIDHELNet lies in its
integration of semantic feature embedding with Bi-LSTM and

Bi-GRU models, which allows enriched temporal pattern
recognition. This dual-deep framework captures bidirectional
dependencies, improving intrusion detection accuracy across
diverse IoMT traffic patterns. The initial stage of the
SIDHELNet method involves a dual-step preprocessing
strategy designed to refine the [oMT network traffic data. First,
outlier removal is performed to eliminate extreme and
anomalous values that can skew feature distribution and
learning outcomes. This is achieved by applying a statistical
thresholding technique based on the mean and standard
deviation of the dataset, where any data point that falls outside
the range ¢ + o is discarded. This ensures that only statistically
consistent samples are retained for downstream processing.
Following outlier filtering, active period segmentation is
applied to isolate relevant traffic bursts from idle or noise
periods in the data stream.
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h
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Fig. 1. Proposed method.

The WUSDL-EHMS-2020 dataset contains 10,000 samples
with 44 features, where approximately 87.5% belong to normal
traffic and 12.5% represent attack traffic [4]. The UNSW-
NB15 dataset includes 175,341 samples with 49 features,
consisting of 63.1% normal and 36.9% malicious instances
spread across multiple attack categories [26-30]. The dataset
also contains feature-level insight into the WUSTL EHMS-
2020 dataset, categorizing attributes into node traffic metrics
and patient-specific sensor data. Key transmission statistics,
such as IP addresses, port numbers, jitter, packet sizes, delays,
and inter-packet times, are captured alongside biometric
parameters such as temperature, SpO,, heart rate, and blood
pressure.
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All features were normalized using min-max scaling to the
[0,1] range, and low-variance attributes were filtered out to
retain informative dimensions. For class imbalance, targeted
undersampling of dominant normal traffic was applied,
preserving attack patterns through active period segmentation.
Both datasets were split into 80% training and 20% testing sets
using stratified sampling to maintain the original class
distributions. Active period segmentation refers to isolating
bursts of meaningful traffic by filtering out idle intervals,
enabling the model to focus on relevant communication
patterns indicative of normal or malicious behavior.

In the Semantic Feature Embedding Using Word2Vec
phase, each data instance of IoMT traffic was semantically
enriched using the Word2Vec model. By treating each traffic
flow as a "sentence" and features as "words," Word2Vec
captures contextual similarities between traffic patterns. A
hybrid deep model combined Bi-LSTM and Bi-GRU layers to
capture long-range dependencies in IoMT traffic. Bi-LSTM
extracts bidirectional temporal features, while Bi-GRU
accelerates training with simplified gating. This fusion ensures
context-aware learning with reduced gradient issues and lower
computational overhead. After segmentation, Word2Vec
embeddings are generated and fed in parallel to the Bi-LSTM
and Bi-GRU layers. Their outputs are concatenated into a
unified feature vector that is passed to the HEL ensemble for
final classification. Word2Vec was chosen for its lower
computational cost and effectiveness in sparse IoMT traffic.
Unlike BERT, it requires no pre-training on medical corpora
and adapts better to mixed network-biometric features. The
various gate elements and matching outputs can then be
obtained using the configurations in LSTM using the following
equations.

fe = sigmoid(Wyyx, + Wyphe_y + by) (1)
iy = sigmoid Wiyx, + Wihe_y + b;) 2
¢t = ¢—1 O fy + i O tanh(Weox; + Wephe_q + b.)

3)
0; = sigmoid(W,,x; + Wephe_1 + by) 4
h, = O,tanh(c,) (5

where x; € R™ refers to the input vector, with W € RV*™ b €
RY. The produced real-valued feature vectors are stacked in this
way to produce an embedding matrix:

T‘l'l 7'1'2 ot rl,n
T‘2’1 T‘2’2 o rZ,TL
T T e T
R=Tu a2 n ©
Tv-11 Tv-1,2 Ty—1,n
i 1 o Ton

The hidden layer yielding the output feature is defined as:
Ry = LSTM(x,, hy_,) (7

The input is processed by an LSTM designed for backward
feature extraction from right to left, yielding the hidden layer
information:

he = LSTM(x,, hyyr) ®)

Thus, applying both sub-RNN components, the Bi-LSTM
features are used to yield the contextual feature as:

ht,Bi—LSTM = [Ht' Et] )

The model extracts features at various layers by utilizing
the following equations:

ze = o(W?x; + U?h_y) (10)
rn=0cW"x,+U"h_y) (€8))
h, = tanh(W"x, + U"(h_, O 1)) (12)
he=01-2z)Qh +2z Oh_y (13)

where W and U state the GRU weights, and o states the logical
sigmoid function. In these equations, the update gate, denoted
by z, is employed to specify the degree of activation value
associated with the functional GRU as shown in Figure 2,
while © represents the element-wise multiplication function.
The proposed design of the network with two GRUs, as shown
in Figure 3, works simultaneously to model traffic patterns
toward the two directions of the feature sequence (13) for
further learning and prediction.

—

/ Input Layer Embedding

The Bi-GRU architecture.

Fig. 3.

The models are used to provide features as follows:

he = GRU(Xy, heyr), t€ [1,L] (14)
he = GRU(X, he_y),  t€ [L1] (15)
Ht,Bi,GRU = [ﬁt' Zt] (16)
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H; pi gru = 1-2z)0 Et +z, Oh_4 (17)

In (14-16), the values of hy and h;,, are initialized with
zero vectors. Bi-LSTM captures long-term bidirectional
dependencies, while Bi-GRU offers faster convergence and
reduced computational load. In the SIDHELNet model, the
instance feature representation vector V; is produced by fusing
the features obtained by Bi-LSTM and Bi-GRU. The resultant
concatenated feature is:

H= Concat(ht,Bi—LSTMl Ht,Bi,GRU) (18)

Consider B be the number of convolutional kernels in Bi-
LSTM. The proposed model applies a GAP layer, averaging
the input vector H (18) to derive a feature vector V, € R?¢ and
avoid the overfitting problem.

V. = GAP(H) (19)
The final feature is obtained as:
Vi = concat(Vyy, Viz, Vi) (20)

In SIDHELNet, the feature vector V; is mapped as input to
the output layer to perform learning and prediction by using the
loss function:

LOSSFunction = —%Z:n (yi * lOg(p(yL)) + (1 - yi) *
log(1-p(n)) @n

where m signifies the total samples, y; refers to the true labels,
and p(y;) states the likelihood of the true labels. In this work,
both deep models applied the Adam adaptive learning method
with a learning rate of 0.0001.

To overcome inconsistences, a HEL model integrates
multiple classifiers, each producing individual predictions. The
final decision is derived through a majority voting or
consensus-based aggregation of these outputs. The ensemble
includes nine diverse base classifiers: SVM, Naive Bayes, k-
NN, Decision Tree, Random Forest, Extra Trees, XGBoost,
Linear Regression, and Logistic Regression.

SVM is used due to its ability to construct optimal
hyperplanes that separate different classes. The decision
function used for multi-class intrusion prediction is defined as:

Y'=wx¢p(x)+b (22)
where ¢(x) is a nonlinear transform function and w and b are
weights and bias values, respectively. In this case, the
regression-risk parameter is decreased to quantify the output
Y

’ ’ 1

Rreg(Y) = C*Zicov(V{ =YD + 5+ Iwl?  (23)
where C and y refer to the penalty and cost functions,
respectively. The w in (22-23) is derived by:

w=Yii(a — af)p(x) (25)
where a and a* refer to non-zero values.

The most probable class is given by:

Y = ijl(aj - a}‘)d)(xj) *p(x)+b
=Yii(a;—af) «K(x;,x) + b (25)

where K (xj,x) signifies the kernel function. The class
likelihood e* = argmax,;P(d|x) is applied to the x as per the
Bayes' rule:

p(x|d)P(a)
P(x)

P(d|x) = (26)
where the class probability is expressed as P(d), and the
likelihood of the data element x is expressed as P(d|x).
According to (27), the component P(x) indicates the previous
likelihood related to the predictor.

P(x|d) = 1%, P(x;|d) (€2))

In the proposed model, composite hybrid deep features
from Bi-LSTM and Bi-GRU are recursively divided to form
these nodes, enabling effective decision-making for
classification. The input is denoted as x, and any noise in the
data is represented as I. Equation (28) enhances information
gain, with the samples in Py, LC; and RC.

LCp

ERIL.Co) ~
RPﬁI(R. C,) (28)

InformationGain(Pyx) = I(P;) —

where [ is obtained by using the Gini-Index I;, entropy Iy, or
the classification error I5:

Iy(n) = — ¥i-1p(cIn) log, p(cin) (29)
Ig(m) = 1= 3¢, p(cn)® (30)
Iz(m) = 1 —max{p(c|n)} (31)

The HEL model integrates SVM, k-NN, Decision Tree,
Random Forest, Extra Trees, XGBoost, Naive Bayes, Logistic
Regression, and Linear Regression. SIDHELNet employs a
majority voting strategy, in which each base learner makes a
prediction, and the class with the highest number of votes is
selected as the final output. The base learners were selected for
their diverse learning paradigms: SVM for margin
maximization, k-NN for instance-based learning, trees for rule-
based generalization, and logistic models for probabilistic
interpretation, improving robustness via learner diversity.

When a labelled pattern is compared to an unlabeled
pattern, k-NN can identify it by assigning a corresponding class
label. In the deployed k-NN model, the Euclidean distance
method was used to calculate:

D(p,q) =
Vo1 — ) + 02 — 02)* + (o — 40)? (32)

The Random Forest algorithm uses multiple tree-based
classifiers to perform voting-based learning and classification.
The basis of the level of significance for the tree formation is:

(h(x,0,),k = 1,2, i ..} (33)

The data was divided into 80% data for training and 20% as
out-of-bag samples for further inner cross-validation to retrieve
the classification results.
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Ensemble learning using the decision tree base classifier
X ={x}-,,x; ER™ yields the prediction labels y =
v,y € {wj € (1,2, ...,c)}. The ensemble function can be
defined as:

Pi =Yk (XD, fu €F (34)

The CART space is defined as F = {f x) =
Wq(x)}(q: R™ - T,w € RT), where q refers to the tree's
structure and T signifies the total leaves. Each tree f;, signifies
a part of an autonomous gq, where the leaf weight is given by w.
A regularization function is used to calculate the set of
functions designed for ensemble learning:

=Y lGuy) + leg=1 Q(fi), (35)

where Q(f,) =¢T + %f [lw]|?, I states a differential convex
loss function, while the prediction result is 9;. Q(f) defines the

intricacy of the tree f;,, whereas &T and &||w||? penalise the
extreme weights and each involved tree, respectively.

00 = B0V + £,y + 0D (36)

An objective function can be defined as in (37) by using the
Taylor expansion function over (30), particularly with the 1%
and 2" order gradients of the cost function.

60 =3 [gifeCe) +3 2G| +0f) BT
where:
g0 = 8ye-0l(yo 3 ) and hy = 7001y, ).

A decision tree classifier predicts fixed values within a leaf
wq(x), where q(x) maps the data instance x to a leaf and w
signifies a score vector for each leaf, defining the tree fj, (x).
Extending the second term of (37) yields a sum over the tree
leaves, where the regularization is found to be:

60 = 3T [Gw, + 5 (H; + &) w?| +2T,
where G] = ZjEIj gi, H] = ZjElj hi (38)

In (38), I; = {ilq(x;) = j|} states the data point at leaf j.
For a fixed structure tree, the cost function tries to reduce
)
?Ti =G; + (H]- + /1)WL- = 0, and the optimal weight value of
leaf node j is measured by using:
we = (39)

Hj+€

Replacing the value of (39) into (36), the objective function
to measure the best tree structure yields:

i
L+ eT (40)

® = _1y7
= 221:111]-

During the m" training round, XGBoost uses the DART
booster by dropping k trees. The cost function is redefined as
in (41) in case it is hypothesized that D = Y\, cx Fy:

60 =T (" =D+ Fay) +AF,)  (4D)

where the overshooting parameters D and F,, are normalized.
Tree- and forest-based normalization methods are supported
by XGBoost. The following equation was used to perform a
linear regression over the chosen characteristics.

logit[n(x)] =
BO + ,81X1 + ‘82X2 + AT +‘8me (42)
with x; being the independent variable, or the final
characteristics chosen for each traffic data, and the dependent

variable is logit[m(x)]. The acquisition of each query's
incursion probability is given as:

eBo+tB1X1+B2X2+ .t BmXm
TI(X) T 14+eBotB1X1+B2X2+ .t BmXm 43)

In this manner, Logistic Regression classifies every input
query as Normal Traffic (i.e., 0) or Intrusion (1) by using the
above-derived probability function. Once the predicted score is
obtained using each of the base ensemble classifiers, the
proposed method applies the MVE ensemble technique or the
consensus-driven decision model to predict intrusion in loMT
traffic and the type of attack(s).

III. RESULTS AND ANALYSIS

SIDHELNet enhances feature informativeness and
classification robustness through active period segmentation,
Word2Vec embedding, hybrid RNN feature extraction (Bi-
LSTM and Bi-GRU), and HEL. The proposed method was
evaluated on two benchmark datasets, WUSDL-EHMS-2020
(binary classification) and UNSW-NBI5 (multi-class
classification). SIDHELNet outperformed both traditional
ML/DL models, achieving up to 99.77% accuracy with a
minimal error rate (MAE = 0.0064). In an ablation study,
removing semantic embedding reduced accuracy to 96.02%,
excluding Bi-GRU dropped it to 96.77%, and omitting the HEL
ensemble resulted in 95.31%, highlighting each component's
importance in enhancing overall detection performance. Table I
shows the performance of various models on the WSDL-
EHMS-2020 dataset. Traditional ML methods performed well,
with  XGBoost achieving 952% accuracy. However,
SIDHELNet outperformed, achieving 97.58% accuracy and a
near-perfect F-measure of 0.99. Figure 4 visualizes the results
on WSDL-EHMS-2020, confirming SIDHELNet's superior
precision and recall across compared models.

TABLE L ASSESSMENT ON WSDL-EHMS-2020

. Accuracy |Precision| Recall F-
Technique Model (%) y (%) (%) | score
Linear Regression 93.00 92.00 99.00 | 0.96
Logistic Regression 93.00 92.00 99.00 | 0.96
SVM 92.83 92.01 97.00 | 0.97
ML k-NN 92.00 93.00 99.00 | 0.96
methods Random Forest 94.8 93.00 100.00 | 0.96
Decision Tree 94.00 97.00 97.00 | 0.97
ETC 94.80 92.00 100.0 | 0.96
XGBoost 95.20 93.00 100.0 | 0.96
DL LSTM 93.16 93.92 97.00 | 0.95
methods Bi-LSTM 94.44 94.21 94.47 | 0.94
Bi-GRU 93.92 93.11 98.71 | 0.97
HEL SIDHELNet 97.58 97.99 99.21 | 0.99
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In 5-fold cross-validation, SIDHELNet achieved average
accuracies of 97.41% on WUSDL-EHMS-2020 and 99.62% on
UNSW-NBI15, confirming its consistent performance across
multiple data subsets. Stratified sampling, early stopping, and
5-fold cross-validation were applied to mitigate overfitting and
class imbalance, confirming that SIDHELNet's high accuracy
reflects genuine learning rather than dataset bias.

The results on UNSW-NB15 (Table II) show high accuracy
for all models, with XGBoost and Bi-LSTM achieving 98.32%
and 98.76%, respectively. SIDHELNet once again led with
99.77% accuracy and 99.94% recall, demonstrating strong
generalizability. Figure 5 also shows that SIDHELNet
outperformed others in all evaluation metrics on UNSW-NBI15.

Table III summarizes the prediction error metrics. Although
models such as XGBoost and Bi-LSTM performed well,
SIDHELNet recorded the lowest MAE, MSE, and RMSE on
both datasets, confirming its high prediction precision and
minimal error rates. Figure 6 provides a clear visual
comparison of the prediction errors, where SIDHELNet
exhibits the lowest values, validating its efficiency and
stability. The ensemble's performance boost stems from model
complementarity, where diverse classifiers capture varying
decision boundaries, enabling the HEL model to generalize
better across heterogeneous [oMT attack patterns.
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TABLE IL ASSESSMENT ON UNSW-NB15

(WSDL-EHMS-2020, MAE) (WSDL-EHMS-2020, RMSE}

Error values plot.

average inference latency of SIDHELNet was 13.2 ms per
sample, indicating its suitability for real-time intrusion
detection in IoMT systems with minimal delay. SIDHELNet
required approximately 2.4 GB of memory during training on
an NVIDIA GTX 1660 GPU and used ~38% CPU during
inference, supporting its deployment in resource-constrained

. Accuracy |Precision| Recall F-

Technique Model (%) ¥ (%) (%) score

Linear Regression 97.78 97.00 99.44 0.99

Logistic Regression 98.00 97.00 99.21 0.99

SVM 97.72 97.00 99.07 0.99

ML k-NN 98.21 98.00 99.00 0.99

methods Random Forest 98.41 99.00 99.00 0.99

Decision Tree 98.00 99.00 99.00 0.99

ETC 98.27 98.00 99.14 0.99

XGBoost 98.32 98.00 99.77 0.99

DL LSTM 98.32 99.00 99.00 0.99

methods Bi-LSTM 98.76 96.21 99.69 0.98

Bi-GRU 98.25 99.38 98.36 0.99

HEL SIDHELNet 99.77 | 9939 | 99.94 | 0.99
Ensemble

Table VII compares SIDHELNet with 21 existing methods.
Although some models showed strong individual metrics,
SIDHELNet consistently achieved the best overall results with
99.77% accuracy, 99.39% precision, and 99.60% F-score,
proving its superiority in comprehensive intrusion detection.

As shown in Figure 7, SIDHELNet achieved high
classification precision, with only 15 false negatives and 20
false positives out of 10,000 samples. This low error
distribution confirms the reliability and suitability of the model
for critical IoMT environments where misclassification costs
are high. During experimentation, handling class imbalance in
WUSDL-EHMS-2020 required active period segmentation and
threshold filtering. Additionally, while the HEL model
improves accuracy, it increases training time, which was
mitigated by using feature fusion and early stopping. The

medical networks.

TABLE III. MODEL PERFORMANCE ASSESSMENT
(WITHOUT DUPLICATES)

Reference Accuracy (%) Pr?;:)s; on R(i;f;" F-(s;oo)re
[5] 95.40 96.20 93.50 95.75
[6] 78.50 81.00 78.50 76.50
[7] 99.84 99.94 98.81 99.37
[8] 99.59 - - -
[9] 82.14 87.28 67.89 76.37
[10] 95.60 - - -
[11] 84.98 - 95.96 -
[12] 98.43 - - -
[13] 85.24 - - -
[14] 74.19 - - 90.26
[15] 99.01 96.71 98.58 97.64
[16] 99.56 99.52 99.55 -
[17] 99.10 99.07 99.10 99.02
[18] 84.25 - - -
[19] 97.01 100.00 98.48 97.01
[20] 98.48 100.00 96.10 98.20
[21] 95.14 - - -
[22] 98.07 97.06 99.22 98.13
[23] 99.98 - - -
[24] 93.53 57.45 31.87 41.00
[25] 99.83 99.00 99.00 99.00

SIDHELNet 99.77 99.39 99.94 99.60
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Confusion Matrix for SIDHELNet (Combined Datasets)
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Fig. 7. Confusion matrix.

IV. CONCLUSION

Rapid advancement of IoT technologies has led to
transformative applications in domains such as e-healthcare,
surveillance, and automation. Among these, IoMT plays a
crucial role by enabling continuous patient monitoring, remote
diagnosis, and personalized care delivery. However, many
existing intrusion detection models focus on isolated intrusion
types, limiting their scalability and adaptability in
heterogeneous IoMT environments. To overcome these
challenges, this research proposes a robust, semantically
enriched deep feature ensemble model using heterogeneous
ensemble learning, called SIDHELNet, for multi-type intrusion
detection in IoMT. Bi-LSTM and Bi-GRU models extract
complementary temporal features, which are fused and
normalized to prevent overfitting. A HEL classifier combines
SVM, Logistic Regression, k-NN, Decision Tree, AdaBoost,
Random Forest, and XGBoost to perform final classification
through majority voting. SIDHELNet significantly outperforms
conventional models, achieving 99.77% accuracy, 99.39%
precision, 99.94% recall, and a 99.60% F-score. The novelty of
SIDHELNet lies in its synergistic integration of semantic
feature embedding (via Word2Vec) with a dual deep
architecture (Bi-LSTM and Bi-GRU), followed by a HEL
classifier. Unlike existing approaches that rely solely on single
deep models or traditional ensemble techniques, SIDHELNet
combines semantic understanding with bidirectional temporal
learning and diversified classifier consensus. Comparative
analysis with baseline models, including Linear and Logistic
Regression, SVM, Random Forest, XGBoost, LSTM, Bi-
LSTM, and Bi-GRU, confirms the proposed model's superior
accuracy, reliability, and applicability in real-world IoMT
security systems. SIDHELNet's use of semantic embedding and
ensemble diversity allows it to adapt to varying device
behaviors and novel attack patterns, supporting generalization
across evolving IoMT threat landscapes. As a future extension,
we aim to simulate adversarial noise and perform robustness
analysis under data perturbation to evaluate the resilience of
SIDHELNet in real-world deployment conditions. We also
plan to enhance SIDHELNet by integrating continuous learning
and domain-adaptive transfer learning to ensure sustained
performance in dynamically evolving IoMT ecosystems.
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