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ABSTRACT

The present work explores the development and application of the method of indirect monitoring of
telecommunication network quality based on the analysis of Point-to-Point Protocol over Ethernet
(PPPoE) session parameters using machine learning methods as a key indicator of the network failures, the
use of the K coefficient is justified based on the dynamics of PPPoE Active Discovery Termination (PADT)
packets and the number of active PPPoE sessions. The paper describes the stages of data collection and
preprocessing, including the conversion of session indicators from a “wide” format to a “long” format for
ease of analysis. A statistical analysis of the significance of attributes (Analysis of Variance (ANOVA)-test,
correlation analysis) was carried out, based on which a limited set of informative parameters of PPPoE-
sessions (e.g., connection duration, frequency of disconnections, volume of transmitted data, connection
establishment time) was selected. Linear Regression, Ridge, Lasso, Random Forest, and Support Vector
Regression (SVR) models were trained and comparatively evaluated on these attributes to predict the K
value. The symbolic regression experiment provided an analytical formula to confirm the correctness of
the selected K value. The comparative analysis by the Mean Squared Error (MSE) and Coefficient of
Determination (R? metrics showed the advantage of Random Forest model (R? = 0.90, MSE = 0.0001),
which indicates the high efficiency of the proposed approach. The significance of the study lies in
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demonstrating the possibility of the early detection of the network quality anomalies without a direct
analysis of the traffic content, which increases the efficiency of monitoring the quality of

telecommunication services.

Keywords-machine learning; PPPoE; Quality of Service (QoS); statistical analysis; network monitoring;

broadband networks

I.  INTRODUCTION

The current state of telecommunication networks is
characterized by a rapid increase in the number of subscribers
and the volume of transmitted data, which necessitates the
implementation of effective approaches to the service quality
monitoring and management [1-3]. A key parameter in
evaluating the service quality is the analysis of the network
structure, which enables a timely detection of the deviations in
the network performance and ensures the required Quality of
Service (QoS). Particularly important in this context is the
assessment of parameters related to the PPPoE transport
protocol (Point-to-Point Protocol over Ethernet). Approaches to
modeling integrated quality assessment systems in
cybersecurity contexts can also inform the network QoS
evaluation frameworks [4]. This protocol is widely used to
provide user access to network resources over broadband
connections and is actively employed in the infrastructure of
the internet service providers [5]. The increasing complexity of
broadband networks and the growing number of subscribers
require advanced monitoring techniques to ensure consistent
QoS. Machine learning approaches have shown significant
promise in addressing these challenges by enabling predictive
and automated QoS management in telecommunication
networks [6].

The direct monitoring of all infrastructure components can
be technically complex and computationally expensive,
especially under high traffic dynamics. Often, direct
monitoring relies on the content of higher-level TCP/IP
protocol packets. However, in the presence of tunneling
technologies or encrypted data, the direct access to payloads
may be restricted. Consequently, there is growing interest in
the indirect monitoring methods that do not require access to
packet contents, but instead rely on behavioral traffic indicators
and PPPoE session statistics [7, 8]. PPPoE is a widely adopted
protocol for managing the user sessions in broadband access
networks. Its integration into modern IP network architectures,
such as those leveraging Asterisk PBX, ensures reliable
connectivity and supports QoS monitoring [9]. Analyzing
session characteristics, such as the connection duration, data
volume, session drops, and establishment latency, allows for an
objective assessment of the user experience quality and timely
response to emerging issues. These indicators can also serve as
input features for machine learning algorithms to detect
abnormal behavior and anomalies, which may indicate network
failures, bandwidth congestion, authentication errors, DDoS
attacks, or routing issues.

This study introduces an approach to indirect monitoring of
service quality based on the behavioral analysis of PPPoE
sessions, without accessing payload data. The proposed
anomaly detection framework uses parameters such as session
duration, disconnection rates, traffic volume, and session
initiation delays. A comparative analysis of machine learning

models-including Linear Regression, Ridge, Lasso, Random
Forest, and SVR-is applied to predict the failures and QoS
violations based on PPPoE-specific session features. The
validation on real access logs from a major telecom provider
confirms the approach’s practicality and applicability.

The rationale and prospects for the proposed method are
supported by prior research. The use of PPPoE packet statistics
for QoS monitoring has been investigated [10], as well as
machine learning applications in predicting the network
anomalies [6]. These efforts laid the groundwork for assessing
the feasibility of indirect network diagnostics using a metric K,
calculated from the dynamics of PADT packets and the number
of active sessions.

In [11], tasks such as classification, optimization, and
network security are explored, along with challenges, like data
imbalance and real-time processing constraints. On this basis,
the examination of PPPoE-specific features for QoS monitoring
emerges as both relevant and novel. Research on fault detection
in Industrial IoT (IIoT) environments has demonstrated the
potential of machine learning models for identifying failures
based on device state characteristics, an approach that could be
adapted to broadband access systems like PPPoE. A system-
level approach to the flow optimization in multiservice
environments has been demonstrated in [12], highlighting the
importance of considering routing topology and resource
constraints in telecommunication service quality management
[12].

Al-driven monitoring systems have also been investigated
in [13], where the integration of machine learning is
highlighted for its role in anomaly detection and failure
prediction in network environments. Ensemble approaches
have shown effectiveness in heterogeneous network conditions,
including LiFi and RF handovers [14]. For example, authors in
[15] demonstrate the use of support vector machines and time-
series forecasting for failure prediction in optical networks.

Furthermore, large-scale comparative studies of anomaly
detection techniques in time-series data have been conducted in
[16], assessing both traditional statistical and deep neural
methods. These have been deployed in real-world systems,
such as the Microsoft telemetry anomaly detection service
described in [17], which relies on hybrid machine learning
models.

Advanced architectures, such as Convolutional Neural
Networks (CNNs) and Long Short-Term Memory (LSTM)
networks, have proven effective in detecting anomalies. The
CNN-based DeepAnT approach [1] offers high accuracy
without requiring labeled datasets, while the LSTM models
have shown strong performance in analyzing the temporal
patterns in network data [2].
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Nonetheless, there is a notable gap in applying interpretable
machine learning to session-based metrics in PPPoE
environments. While symbolic regression is emerging as a
method to generate human-readable, analytical models from
data, its application in PPPoE traffic analysis remains limited.
This study fills this gap by introducing and validating a novel
coefficient K for session instability detection, derived from
measurable PPPoE parameters and verified through regression
modeling and symbolic analysis.

II. MATERIALS AND METHODS

The methodological framework of this study involves a
sequential implementation of several key stages aimed at
constructing a model for evaluating QoS based on the analysis
of PPPoE traffic under real operational conditions.

A. Data Collection

As an initial stage of the methodology, a structured data
collection system was deployed to extract PPPoE session
statistics from a real broadband network environment. Session
log files and aggregated performance metrics collected at the
Broadband Remote Access Server (BRAS) level were used as
data sources. This configuration allowed capturing key metrics,
such as VLAN IDs, IP interfaces, session durations, traffic
volumes, and disconnection rates [18]. Previous simulation-
based studies using tools, such as Cisco Packet Tracer, have
shown the effect of the ICMP packet sizes on latency metrics,
relevant to the session stability assessment [19].

B. Quality Indicator (K) Formation

Based on the collected statistics, an integral indicator —
referred to as coefficient K — was calculated to reflect the
stability and reliability of the data transmission across different
directions. This coefficient aggregates characteristics, such as
the number of disconnections, reconnections, and packet losses
recorded on access interfaces and virtual network segments
[20]. The following initial attribute-factors are considered to
predict the probability of PPPoE session loss:

e PADI - number of connection initiations

e PADO - number of connection offers from the server
e PADR - number of connection requests from the client
e PADS - number of confirmed sessions

e PADT - number of terminated (broken) sessions

e Summary sessions - total number of active PPPoE sessions
in the network

e Time - time (e.g. hourly index) reflecting the long-term
trend

It was necessary to determine which of these attributes have
the most significant impact on PADT (session loss) to find the
key factors that explain the variation in the number of PPPoE
session breaks. The task was solved by methods of statistical
data analysis. First the correlation coefficients between the
attributes and the target variable were calculated, and ANOVA
with Fisher's F-test and p-value estimation was performed to
test the significance of the factors. Also, the statistical

significance of a trait was defined as the ability of its variation
to explain the variation in response (session losses) at a level
that exceeds random noise with low confidence level (p <
0.05). The study analyzed the time series from the obtained
statistics. The trait K = (PADT, — PADT,_,)/S,_, was
introduced as a target trait reflecting the proportion of gaps per
load interval. Additionally, 10 static attributes Ki,j =
(Xi—Xj)/S, where Xi,Xj are taken from PADI, PADO,
PADR, PADS, and PADT were generated. In order to assess
the significance of the features, the ANOVA F-test was applied
and correlation coefficients were calculated with K [19].

Thus, the goal is to identify the key factors (both static and
dynamic) that determine the probability of the PPPoE session
rupture and confirm their significance using statistical methods.
The results of this analysis allowed to narrow down the set of
attributes for subsequent modeling and machine learning,
improving the interpretability and effectiveness of the network
failure prediction model [6].

C. Prediction Using Machine Learning Models

This stage involves the task of regression-based prediction
of the K coefficient using network metrics. Predictive features
included quantitative characteristics of traffic and user activity.
Both classical regression methods (Linear, Ridge, and Lasso
regression) and more advanced models (Random Forest and
SVR) were employed for the analysis [23, 24].

D. Comparative Model Evaluation

This stage involves an experiment aimed at evaluating the
accuracy and robustness of the models under real network load
conditions. Performance metrics, such as Mean Absolute Error
(MAE), Root Mean Squared Error (RMSE), and the R? were
used to assess the model quality. The most effective model was
selected based on its accuracy in approximating the actual K
value and its suitability for real-time QoS monitoring in
telecommunication systems [25]. The statistical data collection
followed the methodologies proposed in [6, 10, 14]. The initial
dataset is presented in Table I, where the column values
correspond to different network directions (interfaces such as
xe-..., ps.., etc.), and rows represent the time stamped
snapshots (a total of 98-time intervals were recorded). For each
direction, the following indicators were recorded: Summary
Sessions, PADI, PADO, PADR, PADS, and PADT [25].

TABLE L. PPPoE PACKET STATISTICS FOR MULTIPLE
DESTINATIONS WITH TIMESTAMPS
xe-0/2/0.3221828270
Time Summary | pipy1 | pADO | PADR | PADS | PADT
sessions
2024-05-23
14:54:20 340 0 27610 0 18706 | 17001
ALMT
2024-05-23
14:59:31 340 0 27613 0 18709 | 17004
ALMT
2024-05-23
15:04:47 340 0 27615 0 18711 | 17006
ALMT
2024-05-23
15:41:39 339 0 27650 0 18741 | 17037
ALMT
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In Table I, the data are organized in a two-level header
format, where the first row defines the general categories and
the second row specifies the parameters within each category.
This format complicates the analysis, since each time slice is
presented in a single row, and different metrics are located in
separate columns. For ease of processing, the table was loaded
into Python using pandas, with the headers read from header =
(0,1), which allowed for the correct interpretation of the data
hierarchy. Next, a transformation to long format was applied in
which the columns with parameters were reduced to two key
attributes: "Parameter name" and "Value", which allowed for a
unified data structure. This transformation simplifies
aggregation, regression analysis, and subsequent model
processing. Then, within each "Direction" group (i.e., a specific
interface), timestamps were sorted and the difference A(PADT)
was calculated. Based on this difference and summary sessions,
the K coefficient was calculated as [5, 7]:

K = (PADT; — PADT;_y,)/S 1)

where PADT; and PADT,_; are the values of the PADT counter
(number of session terminations) at the current and previous
time points, and S is the total number of active sessions [6].

This formula represents the proportion of sessions
terminated within the interval between observations i—/ and i.
The higher the value of K is, the more abrupt is the increase in
the session terminations during that time window. Thus, the
coefficient K serves as an indicator of abnormal disconnection
spikes. Under normal network operation, K remains low,
whereas during major failures (e.g., simultaneous
disconnection of many PPPoE sessions), K approaches 1 or
exceeds the typical threshold values. This metric enables real-
time detection of anomalies associated with connection
instability.

It is important to note that in addition to specific metrics,
like K, modern network administration increasingly employs
machine learning methods for anomaly detection. However,
compared to these complex approaches, the K metric offers a
simpler and more interpretable indicator specific to PPPoE
sessions.

To predict the value of K based on PPPoE session
parameters, several regression models are employed. Each
model aims to minimize the error between the predicted and
actual K values (typically measured using MSE) and is based
on specific assumptions about the data structure.

The following algorithms are used in this study:

e Multiple Linear Regression
This model assumes a linear relationship of the form:
y = BotBixi+ o+ Bypx, 2)

where x represents the features (e.g., counts of PADI, PADO,
PADR, PADS packets, session count S, etc.), and S are the
model coefficients. The model is trained using the least squares
method, which minimizes the sum of the squared deviations
from the actual values (the MSE loss function). Linear
regression is a baseline approach for estimating K and provides

interpretable coefficients showing the impact of each feature
[5]. However, it cannot capture the complex non-linear effects.

e Ridge Regression

This is a modified linear model that incorporates the L2
regularization. A penalty term a). j[)’jz is added to the loss
function to prevent overfitting and address the multicollinearity
among features [26]. While the model remains linear, the
penalty reduces the variance of the coefficient estimates. Ridge
regression is particularly useful when many correlated PPPoE
metrics are present, as it smooths the influence of less
informative features.

e Lasso Regression

Another regularized linear model, Lasso applies an L/ norm
penalty aj¥. | Bj |. This penalty drives some coefficients to
zero, effectively performing feature selection [27]. This means
that the model automatically identifies the most influential
parameters (e.g., it may exclude redundant metrics that have
little impact on K). Lasso regression is useful when selecting a
subset of meaningful indicators from a wide array of network
statistics. The loss function is also based on MSE but includes
an L] penalty; solving it requires specialized optimization
methods due to its non-smooth nature, but modern libraries
offer efficient implementations.

e Random Forest Regression

This is an ensemble method consisting of multiple decision
trees trained on different data subsets and feature combinations
[25]. Each tree constructs recursive if-then rules, partitioning
the feature space to minimize MSE within the leaves. The final
prediction is the average output of all trees, which reduces
variance (the bagging effect). Random Forest can model the
complex non-linear relationships between the PPPoE metrics
and the K coefficient, accounting for the interactions between
features (e.g., the combined influence of PADI and PADO).
The advantage of Random Forest lies in its high accuracy and
robustness to noise, while its main drawback is the low
interpretability—since the model may include hundreds of
trees, direct analysis is difficult.

¢ Support Vector Regression

The Support Vector Machine (SVM) method has been
extended to regression tasks through the introduction of the ¢ -
insensitive zone. The objective of SVR is to approximate the
dependency y = f(x) with a function f{x) such that
deviations | y — f(x) | smaller than e are not penalized, while
larger deviations are minimized using the largest possible
margin.

The final optimization problem minimizes the
functional %lwl2 + C Y;max(0, |ly; — f(x;)| —€), which

results in a sparse solution — only a subset of data points (called
support vectors) that is used to define the regression.

SVR with a kernel (such as the Radial Basis Function
(RBF) used in this study) is capable of modeling the non-linear
relationships by projecting the original features into a higher-
dimensional feature space, and has been successfully applied in
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previous works for predicting the user behavior in IPTV
systems [29]. In the context of PPPoE, this allows the model to
capture the complex interactions between indicators (e.g., the
non-linear influence of session count S on the behavior of
coefficient K). SVR typically requires the tuning of
hyperparameters - ¢ width and the regularization parameter C
to manage the trade-off between the training accuracy and
generalization performance.

Each of the models described above was trained to predict
the K coefficient based on features derived from PPPoE session
data, including the number of PADI, PADO, PADR, PADS
packets, PADT differences, and more. The training was
conducted on historical session logs. The dataset was split into
training and testing subsets, and the models were fitted on the
training data by minimizing the MSE loss. The performance
was then evaluated on the test data.

It is worth noting that the regularized models (Ridge and
Lasso) help prevent overfitting to random fluctuations in
metrics, which is particularly relevant for high-frequency
traffic variations. Random Forest and SVR, due to their ability
to model non-linearities, often outperform linear models in
predicting the K value [28]. This observation was confirmed
experimentally, as Random Forest and SVR typically achieved
the highest R’ values on the test data. However, these complex
models generally require more data for reliable training and are
more difficult to interpret.

To quantitatively assess the model performance standard
regression metrics were used: MSE and the R’ [31]. MSE is
computed as the average squared difference between the
model’s predictions ¥, and the actual values y;:

MSE=~ 3%, (v — ¥, @

This metric has the dimension of the square of the original
value and is interpreted as the average degree of model error.
The smaller the MSE is, the closer the predictions are to the
real values (MSE = 0 means a perfect match). MSE is
convenient for optimization (differentiable, single minimum)
and, therefore, often acts as a loss function when training
regression models. However, its value is difficult to interpret in
absolute terms. It is important to compare the MSE of different
models with each other on the same dataset. For a more
interpretable quality assessment, the R’ is used. It is defined as
the proportion of response variance explained by the model:

Livi-°*

Lii-9)? ©)
where y is the average value of the actual y based on the test
data.

R?=1-

The R’ value varies from 0 to 1 (for a perfect prediction, R®
—1 for a model that does not outperform the trivial mean,
—0 a negative R’ is also possible if the model is worse than a
constant mean). Thus, R shows the proportion of the vanat10n
in the metric K that can be explained by the model. A high R?
indicates that the model captures the main pattern in the data.
In network problems, where a significant portion of
fluctuations can be random or caused by external factors, even
moderate R’ values (~0.5-0.7) are considered good. According

to research, R? is often more informative for comparing models
than absolute error values, and is preferable when assessing the
quality of regressmn In this study, the models were compared
primarily by R’ on the test sample, and MSE was used to
understand the scale of errors. For example, the best of the
classical models (Random Forest) showed an R’ of about 0.85,
which means that about 85% of the variation in the coefficient
K is explained, with the mean square error deviation of about
several units in absolute values of K. These metrics confirm the
correctness of the model and allow a quantitative comparison
of different algorithms.

In addition to the listed algorithms, symbolic regression
implemented through the genetic programming method is of
particular interest. Symbolic regression attempts to explicitly
identify an analytical formula that relates the target variable (K)
to the features (PPPoE metrics) through the evolutionary
enumeration of various functions and feature combinations. In
this case, the gplearn library (SymbolicRegressor class) is used,
which operates on a population of candidate formulas and
evolves them, similar to biological evolution, based on their
fitness (accuracy).

The principle of symbolic regression lies in a random
population of mathematical expressions built from a basic set
of operations (+, —, *, /) and random constant starts. Each
expression is a genetic program, usually represented as a tree
(nodes are operations, leaves are variable-features or
constants). For each candidate, the loss function is calculated,
in this case, MSE on the training data. Then the most accurate
formulas (with the lowest MSE) are selected from the
population. These are subjected to genetic operations such as
recombination (crossing), the exchange of parts of expressions
between two formulas, and mutations, which involve random
changes to operations or constants in the formula, among
others. The algorithm parameters set, such as the population
size (in the work, about 2000 expressions), the number of
evolutionary generations (20-50), the probability of crossover
(for example, 0.7) and mutations of different types (the general
order is 0.2-0.3). After each generation, the newly obtained
formulas are evaluated by the MSE metric, and the process is
repeated, gradually improving the accuracy of the best
expressions. The evolution stops either when a given number
of generations is reached, or when a given stopping criterion is
reached. For example if the MSE falls below a glven threshold
(in this case,107). As a result, symbolic regression tries to find
an explicit formula for K based on PPPoE features. For
instance, one of the obtained best formulas (conditionally)
could look like:

K =~
0.0025 -PADT 46 — 0.0001 - PADO + 0.05 (6)

where PADT ;5 = PADT; — PADT ;. is the difference in PADT
(already used in the definition of K), and PADO is the number
of PADO packets per interval.

Equation (6) indicates that an increase in the number of
session breaks (PADT,; directly increases K, while an
increase in the server responses (PADO) slightly decreases K
(e.g. due to a more stable session with a larger number of offers
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from hubs). It is important to emphasize that when using
symbolic regression, the same quality metric, MSE, was used
as the objective function (fitness). This means that evolution
directly optimized the mean square error of the prediction K. In
addition, complexity limiting methods (e.g. tree depth penalty
or maximum depth limit) are used to prevent the excessive
growth of the formula sizes. gplearn implements the stopping
criteria parameter, which allows stopping the evolution when
the improvement becomes insignificant (MSE < 107). After
training all models (linear, Ridge, Lasso, Random Forest, SVR
and szmbolic), their qualities were compared using the MSE
and R” metrics on the delayed test set.

III. RESULTS AND DISCUSSION

The processing of the "wide" table allowed to transform the
data into approximately 1,666 rows in a "long" format. During
the model training phase (80% of data for training, 20% for
testing), the following results were obtained. Table II shows the
calculated statistical indices for the original (non-derived)
features with respect to the target variable PADT (number of
broken PPPoE sessions) based on the accumulated data. The
features are sorted by decreasing the F-value.

TABLE IL STATISTICAL INDICATORS FOR BASIC
FEATURES (RELATIVE TO PADT)

Correlation with
Feature F-value p-value PADT
PADS 9.07x10* 1.15x10™ +0.9995
Time (hours) 1.94x10* 1.35x10""2 +0.9975
PADO 7.42%10° 1.01x10™ +0.9936
Summary session 1.29x10” 1.79x10°" —0.7574
PADR 1.30x10 1.00x107 +0.900

PADI ~0 1.00 -

The PADS, Time and PADO features, show the highest F-
values and negligible p-values (<0.001), ie. they have a
significant effect on the number of session breaks. PADI is
statistically insignificant and can be excluded.

The significance of the derived features (K coefficient and
differences). Next, the significance of the dynamic K

coefficient and all combinatorial features of the form (Xi -
Xj) /S were analyzed. The target variable (K;) for this analysis
is the calculated for each interval (percentage of sessions lost
X;(0)-X(0)
s(t-1)
how well it explains the variation in the true K,. A univariate
ANOVA F-test [22] for the regression K;;—K was applied,
and the p-values and correlations with K were calculated [3].

per interval). For each candidate, is evaluated to see

TABLE III.

The results for the most representative combinations are
summarized in Table IIL.

Table III shows the striking superiority of the K coefficient
over any other combinations. The reference feature K (the
difference of PADT on the interval normalized by the session)
gives a huge F=1250 at p<10™®, while the closest “chaser” -
the combination (PADT— PADS)/S has an F of about 350.
The contributions of the others are even smaller (PADT—
PADR)/S gives F=180, (PADR— PADS)/S is of the order of
95, etc. Statistically insignificant results (p > 0.05) are observed
for most combinations that do not contain PADT. For example,
differences including only PADI, PADO, PADR (without
PADT or PADS) have an F less than 1 and p=0.3-0.5, i.e., their
effect on K is random. Even if some of such features are
correlated with the modulo K, they do not contribute new
information already accounted for by other factors.

Figure 1 shows the heat map of the correlation between all
combinatorial features K(;; and the target K. It confirms the
above quantitative findings. In the row/column corresponding
to the reference K, the bright red cells are observed only for
traits containing PADT and/or PADS (upper left block of the
matrix).

These traits are highly correlated with K (coefficients
p~=08—-0.99). In contrast, the block of combinations
without PADT/PADS (lower right corner of the matrix) has a
pale coloration, indicating low correlations (|p| close to 0).
Thus, of all the combinatorial indicators, the ones that are
statistically significant are those related to the immediate
events of session termination (PADT) or confirmation (PADS),
or their difference (e.g., PADO-PADS). This approach to
identifying the most critical influencing parameters aligns with
role-based analysis methods used to determine the functional
stability of complex systems [29]. These results are consistent
with past studies. For reliable accident prediction, dynamic
attributes involving counters directly reflecting the session
breakage are most informative, while arbitrary combinations of
indirect metrics do not improve the model.

According to the results of correlation analysis and F-test,
the most significant was the dynamic feature K =
(PADT, — PADT,_1)/S:—1 (F> 46000, p < 1e-200). Prior work
has also proposed the use of statistical criteria, such as
Pearson’s chi-squared to assess the transmission quality over
multiservice networks [27]. From the static features, PADT -
PADS)/S, PADT - PADOI/S, and PADO - PADSI/S stood out.
Pure counts of PADT, PADS, and PADO also showed a high
correlation with K (corr > 0.84).

COMPARISON OF SIGNIFICANCE FOR DYNAMIC FEATURE K AND COMBINATIONS (x;-x; /S

Correlation

Feature F-value p-value with K

K = (PADT; — PADT;_p))/S¢e—1y | 1.25x10° <102% +0.998
(PADT — PADS)/S 3.50x102 2.3x10% +0.950
(PADT - PADO)/S 2.73x10” 1.1x107 +0.982
(PADT - PADR)/S 1.80x10” 1.1x10™ +0.890
(PADO - PADS)/S 1.20x10” 1.0x107% +0.900

(PADI — PADO)/S 0.80 0.37 +0.020
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Fig. 2. Correlation of traits K; with the coefficient K.

The analysis has demonstrated that it is most appropriate to trained on the processed PPPOE session data and their
use the dynamic attribute K for forecasting session losses, since performance was evaluated using standard regression metrics:
it reflects the temporal dynamics of instability. Static attributes =~ MSE and R? All models were evaluated using five-fold cross-
K can usefully supplement the model, but are not its basis, as validation to ensure robustness and generalizability.
displayed in Figure 2. Afterwards, five regression models were
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Linear models, such as the Linear Regression and Ridge
Regression, achieved similar MSE values (296.6), while Lasso
Regression produced a higher MSE (773.3). Random Forest
and SVR showed the largest MSE values (1699.8 and 1698.1,
respectively), which is explained by the high variance and
occasional spikes in the target variable K. Despite the similar
MSE values between the Random Forest and SVR, their R?
scores differed drastically. Random Forest achieved the highest
R’ (0.7445), meaning that it explains nearly 74% of the
variance in the K coefficient. In contrast, SVR yielded a near-
zero R (—0.0005), indicating that its predictions do not improve
over simply predicting the mean. This contrast demonstrates
that MSE alone can be misleading without considering how
well the model captures variance, as presented in Figures 3 and
4,

Linear Regression and Ridge Regression provided
moderate R? values (= 0.4422), while Lasso was lower (=

0.3653). These results suggest that while simple linear models
can partially capture relationships in the data, Random Forest is
better suited to model the complex, nonlinear dependencies
present in session dynamics. Kernel-based models, like SVR,
appear to be unsuitable for this task, even when tuned. To
further illustrate the model performance, a scatter plot was
generated with the actual K values on the X-axis and the
predicted values from the Random Forest model on the Y-axis.
The points form a dense diagonal trend with visible spread,
complying with the obtained R score, as presented in Figure 5.

The distribution of points around the y = x line indicates
that the model captures the overall pattern well, though
deviations occur due to the natural variability in the data. The
results support the Random Forest as the most effective and
robust model for this prediction task.
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In addition to accuracy, the Random Forest model offers
practical advantages for real-world deployment. Its inference
time is low, and it operates solely on session-level counters
(e.g., PADT, PADI), which are readily available in BRAS logs
without requiring deep packet inspection. This makes the
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approach feasible for integration into real-time network

monitoring systems.
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Although deep learning models, such as LSTM networks,
are widely used for time-dependent data, they require large
volumes of labeled training data, significant tuning effort, and
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substantial computational resources. Moreover, their lack of
interpretability can be problematic in network operation
environments. In contrast, the proposed method emphasizes the
interpretability, efficiency, and minimal data requirements,
offering a practical balance between the analytical rigor and
deployment feasibility.

Symbolic regression methods allow algorithms to
autonomously discover the mathematical relationships in data,
offering a way to verify whether the K metric genuinely
reflects the network issues without manually specifying
formulas [30]. An experiment using the gplearn library (Figure
6) was conducted to search for expressions describing the
dependency of K on Sessions, PADI, PADO, PADR, PADS,
and PADT. The model successfully generated a formula
closely matching (1), with R? = 0.99987 [21].

To validate the symbolic regression, the SymbolicRegressor
(genetic programming) was used to recover this relationship.
The model discovered an expression very close to the original

formula, yielding an MSE of about 0.0030 and R’ = 0.9999 on
the test data. Figure 7 shows the quality of symbolic regression:

Actual vs Predicted Values (SymbolicRegressor)

15¢ -

10 -~

Predicted K
o

=10 27"

=15 -10 -5 0 5 10 15
Actual K

Fig. 7. Scatter plot of actual versus predicted K values of the
SymbolicRegressor on synthetic data.

The points lie along the line y=x, indicating an outstanding
model performance (R” close to 1, meaning that nearly 100% of
the data variance is explained). The genetic algorithm for the
symbolic regression gradually improved the solution with each
generation. Figure 8 shows the change in the MSE of the best
expression in the population across 20 generations. The error
decreased rapidly in the initial few generations (from ~12 to
<l), stabilizing around ~0.003 by generation 20, essentially
reaching the noise level in the data.

MSE has rapidly decreased (orange curve, point mark
generations), demonstrating the learning process and
convergence toward an optimal formula. As a result, the model
produced a formula matching (1), with R~ 0.99987. The
symbolic regression algorithm (Genetic Programming)
confirmed that a simple formula like this (or a closely related
one) provides a minimal error when modeling the K
coefficient. Thus, the hypothesis that K can be expressed

through APADT and sessions is validated. The metrics show a
nearly perfect alignment, R* = 0.99987, indicating that the
formula accurately reflects the underlying "law" of K
dynamics. This approach aligns with previous work on the
symbolic representations in logic-based signal processing
systems [32, 33]. This method (symbolic regression) can also
be applied in other domains requiring the automatic discovery
of mathematical relationships in network statistics or similar
datasets.

MSE Dynamics by Generation (SymbolicRegressor)

10

MSE

2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Generation

Fig. 8. MSE evolution of the best solution across generations for
SymbolicRegressor.

IV. CONCLUSION

This study is the first to propose and empirically verify a
method of indirect network quality monitoring based on
analyzing the dynamics of PPPoE Active Discovery
Termination (PADT) packets and the number of active Point-
to-Point Protocol over Ethernet (PPPoE) sessions, enabling the
calculation of the failure indicator K. Statistical analysis
(Analysis of Variance (ANOVA)-test, correlation) identified a
limited set of significant features, validating the effectiveness
of feature pre-selection before applying machine learning
algorithms.

Among the five regression models tested, the Random
Forest model demonstrated the best performance for predicting
the K coefficient, achieving a Coefficient of Determination (R?)
of approximately 0.7445 and outperforming linear models (R =
0.44) and Support Vector Regression (SVR) (R = —0.0005),
even after parameter tuning. This confirms that ensemble-based
models are better suited for capturing the nonlinear patterns
present in network session behavior. The Mean Squared Error
(MSE) of Random Forest was approximately 1699.8, which is
acceptable given the high variance and occasional spikes in the
target variable.

The application of symbolic regression further confirmed
the mathematical validity of the original formula for K,
supporting the hypothesis that session-level counters can
effectively reflect link instability. The results demonstrate that
integrating machine learning techniques into network
monitoring pipelines can significantly improve the detection of
anomalies and automate the failure prediction processes.
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The practical value of the proposed approach lies in its
ability to detect quality degradation early, using only
aggregated session-level statistics without inspecting the traffic
content. Future work may focus on log-transforming the target
variable to reduce volatility, expanding the feature set with
temporal dependencies, and deploying the model in real-time
systems for continuous monitoring of the telecommunication
infrastructure.

Although deep learning models, such as Long Short-Term
Memory (LSTM) networks are frequently applied to temporal
data, they were not included in this study due to several
limitations: the need for large labeled datasets, higher
computational overhead, and reduced interpretability. In
contrast, the chosen regression models provide a transparent
and resource-efficient solution, which is more compatible with
operational environments where explainability and low-latency
decision-making are critical.

Future work may explore log-transforming the target
variable to improve stability, integrating time-series modeling
techniques, and expanding the feature set with temporal
dependencies, such as lags or cyclical patterns. Additionally,
extending the proposed system into production-grade real-time
monitoring platforms represents a promising direction for
future research.
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