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ABSTRACT 

The increasing incidence of cyberattacks on healthcare infrastructure has highlighted the critical 

vulnerability of sensitive patient data, necessitating the implementation of advanced security measures. 

Although blockchain technology offers a promising solution for ensuring data integrity and confidentiality, 

its integration into resource-constrained medical devices, especially low-power embedded systems, presents 

significant challenges. This study addresses these challenges by proposing two novel frameworks: Zlib 

Hardware Accelerator with Adaptive Dictionary Encoding (ZHA-ADE) for efficient data compression, and 

Chaotic Hybrid Asymmetric and Symmetric Encryption (CHASE) for lightweight and secure encryption. 

ZHA-ADE enhances traditional Zlib compression with adaptive dictionary encoding, optimizing 

biomedical data throughput and reducing the computational load on ARM Cortex-A microcontrollers 

while maintaining compatibility with blockchain. Simultaneously, CHASE combines chaotic key 

generation with Advanced Encryption Standard (AES) and Elliptic Curve Cryptography (ECC) 

techniques to provide high-entropy outputs and strong defense against cryptographic attacks while using 

minimal processing power, making it ideal for real-time applications in the healthcare industry. The 

proposed system was evaluated across key metrics, including compression ratio, processing time, energy 

efficiency, and implementation cost. Results demonstrate that the hardware-optimized blockchain–

Internet of Things (IoT) framework significantly improves healthcare data integrity. Compression was 

accelerated by 98%, enabling the processing of large datasets in 35 ms. Meanwhile, the encryption model 

achieved outstanding performance, recording the lowest encryption time of 2.8 ms and the highest 

ciphertext entropy of 8.0 bits per byte. These results establish the proposed architecture as a highly viable 

solution for future decentralized and real-time healthcare systems, enhancing both the security and 

accessibility of critical patient data in resource-limited environments. 

Keywords-blockchain; healthcare; Internet of Things (IoT); ARM Cortex; data compression; chaotic 

encryption; Zlib; patient data security 

I. INTRODUCTION  

The rapid expansion of healthcare information, due to the 
widespread use of wearable technology and remote monitoring 
equipment, highlights the urgent need for secure, scalable, and 
efficient data management in modern e-Health systems. 
Internet of Things (IoT)-based healthcare generates vast 
streams of sensitive patient information through biomedical 
sensors embedded in wearables, home-based equipment, and 
other monitoring infrastructures [1]. These real-time data 
streams are essential for diagnostics, chronic disease 

management, and personalized care. However, traditional 
centralized systems struggle to provide the necessary levels of 
security, privacy, and integrity, leaving patient records 
vulnerable to breaches, unauthorized access, and manipulation 
[2]. High-profile incidents, such as the data breach in India's 
CoWIN portal that exposed sensitive patient information [3], 
underscore these risks. The convergence of IoT with intelligent 
systems also plays a critical role in secure data management 
across sectors, including healthcare and manufacturing. 
Initiatives like "Made in China 2025" stress the importance of 
enhancing the security of data in the Manufacturing Internet of 
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Things (MIoT) ecosystem [4]. However, the vast amounts of 
sensitive data generated by IoT ecosystems remain exposed to 
security threats, including spoofing attacks and tampering. 

Blockchain has emerged as a promising solution for 
decentralized healthcare data management by providing 
immutability, traceability, and eliminating third-party 
intermediaries [5]. It enables secure authentication via smart 
contracts and enhances privacy, yet challenges persist, 
especially in resource-constrained environments. Issues such as 
limited storage capacity, low transaction throughput, block size 
optimization [6], and increased storage burdens as the 
blockchain grows hinder real-time processing and energy 
efficiency. Additionally, integrating blockchain with embedded 
microcontrollers introduces thermal stress and heightened 
energy consumption [7]. 

Extensive research has explored blockchain's potential to 
enhance the security, integrity, and interoperability of 
healthcare systems. Recent frameworks have integrated hybrid 
encryption mechanisms tailored for smart healthcare, aiming to 
secure IoT-generated medical data and enable privacy-
preserving data exchange [8]. For instance, the Blockchain-
Assisted Improved Puma Edge Computing Network (BA-
IPEN) utilizes the Twofish algorithm for secure, tamper-proof 
data storage in edge computing environments [9]. Similarly, 
blockchain-based Sensor-Cloud architectures have been 
proposed to safeguard sensitive patient data [10], whereas 
advanced compression schemes like Zstandard have been 
adopted to alleviate network congestion and reduce storage 
overhead [11]. 

Cutting-edge approaches like BlockMedCare [12] use 
blockchain and IoT technology to provide remote patient 
monitoring, especially for chronic care. These frameworks 
frequently use hashed blockchain storage in conjunction with 
proxy re-encryption methods, which allow for fine-grained 
access control and guarantee data integrity. They usually rely 
on traditional encryption techniques, which might not 
withstand new quantum threats like Shor's algorithm. This 
emphasizes the urgent need for lightweight, quantum-resilient 
cryptographic solutions, particularly in IoT situations with 
limited resources. To address this, we have developed the 
Chaotic Hybrid Asymmetric and Symmetric Encryption 
(CHASE) hybrid framework, which combines hardware-level 
compression, chaotic key generation, and blockchain 
immutability to offer a real-time, secure, and energy-efficient 
encryption solution designed for scalable IoT-based healthcare 
data storage. 

Several researchers have proposed blockchain–
InterPlanetary File System (IPFS) hybrid models for managing 
Electronic Health Records (EHRs), leveraging SHA-256 for 
integrity, IPFS for off-chain storage, and robust authentication 
mechanisms to prevent unauthorized access. The integration of 
blockchain, IPFS, fog computing, and the Internet of Medical 
Things (IoMT) further enhances decentralized, secure smart 
healthcare ecosystems [13]. By processing data near IoMT 
devices via fog nodes, these models reduce latency, alleviate 
network congestion, and ensure privacy and availability 
through immutable blockchain records and off-chain IPFS 
storage. 

Building on these advancements, this study presents a 
hardware-optimized, blockchain-based healthcare data 
management framework tailored for embedded systems. Two 
major contributions define the proposed model. 

 Zlib Hardware Accelerator with Adaptive Dictionary 
Encoding (ZHA-ADE), designed to improve compression 
efficiency for biomedical data on resource-limited devices. 

 CHASE, combining Advanced Encryption Standard (AES), 
Elliptic Curve Cryptography (ECC), chaotic key generation, 
and Hash-Based Message Authentication Code (HMAC) to 
ensure robust cryptographic security with minimal 
overhead. CHASE is implemented on a low-power ARM 
Cortex-A platform with real biomedical sensors.  

 Employing Numba Just-In-Time (JIT) enables the 
integration of a high-dimensional chaotic system with 
software-level acceleration, greatly lowering encryption 
latency while maintaining high entropy and diffusion 
conditions. 

The proposed framework demonstrates substantial 
improvements in compression, encryption, energy efficiency, 
and blockchain scalability through a Remote Patient 
Monitoring (RPM) use case. This work contributes to the 
development of decentralized, real-time e-Health systems that 
are secure, energy-efficient, and suitable for low-resource 
environments. 

II. PROPOSED METHODOLOGY 

A. System Architecture 

The proposed architecture presents a secure and efficient 
data management framework for healthcare applications by 
employing blockchain technology with IoT devices. As the 
system workflow depicts, patient health data are first generated 
through wearable biomedical sensors. These IoT devices 
transmit raw physiological signals to an edge processor, 
typically a low-power ARM Cortex-A microcontroller, for 
real-time processing. At the edge layer, the data undergo 
filtering to remove noise and irrelevant information. The 
cleaned data are then compressed using the proposed ZHA-
ADE framework, which leverages dictionary-based 
compression and hardware acceleration to enhance storage 
efficiency and reduce latency. Following compression, the data 
are encrypted using the CHASE scheme, which integrates the 
AES and ECC encryption methods with chaotic key generation 
based on nonlinear dynamic systems. Figure 1 shows the 
overall system architecture using a block diagram.  

The implemented model of the proposed work is shown in 
Figure 2(a). Patient details and sensor data are obtained through 
the web interface, as illustrated in Figures 2(b) and 2(d). The 
complete patient records are logged and presented in Figure 
2(c). This hybrid encryption approach ensures high entropy, 
low computational cost, and strong resistance to cryptographic 
attacks, making it suitable for healthcare settings with limited 
resources.  

The encrypted and compressed data are then securely 
transmitted to the blockchain network, where a 
cryptographically signed transaction is created and recorded. 
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Figures 3(a) and 3(b) show the compression results obtained by 
the proposed method for each patient data set and the 
corresponding transaction recorded in Blockscout, which is 
used to maintain scalability. Essentially, the hash is kept on-
chain to ensure data integrity and inviolability, whereas the 
entire information is kept off-chain via the IPFS. The 

blockchain explorer facilitates transparent access to transaction 
logs and metadata, whereas authorized stakeholders can 
retrieve and analyze health data from IPFS. This architecture 
ensures data privacy, integrity, and auditability and supports 
real-time access and remote patient monitoring. 

 

 

Fig. 1.  Block diagram of the proposed healthcare data management framework. 

 

Fig. 2.  (a) Implemented model of the proposed framework, (b) obtaining patient details via the web interface, (c) patient records, (d) obtaining sensor data via 

the web interface. 
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Fig. 3.  (a) Compression metrics for a single block, (b) recorded transaction in Blockscout after adaptive dictionary Zlib compression. 

To further validate the scalability and responsiveness of the 
proposed architecture under high-load conditions, a simulation 
was conducted using 1,000 virtual IoT nodes interacting with 
the blockchain backend via a secure tunneling mechanism. This 
emulates a realistic healthcare environment involving 
simultaneous transmissions from distributed patient monitoring 
devices. The transactions were executed using 
cryptographically signed payloads that simulate encrypted and 
compressed health records. 

The simulation results yielded a total of 1,386 successfully 
recorded transactions, with an average latency of 4.12 s per 
transaction and a network throughput of 0.78 transactions per 
second. The complete simulation was executed in 
approximately 29.5 min (1772.5 s). These metrics demonstrate 
the system's ability to handle concurrent device transmissions 
and provide timely data recording to the blockchain, even 
under high concurrency. This validates the architectural 
resilience and supports its suitability for deployment in 
scalable, real-time healthcare infrastructures. 

B. Adaptive Dictionary Zlib Compression 

Zlib hardware accelerators are specialized components 
designed to improve the speed and efficiency of data 
compression and decompression, particularly for the widely 
used Zlib algorithm based on DEFLATE. Common in 
applications like PNG, Gzip, and ZIP, Zlib reduces data size by 
eliminating redundancies, making it ideal for storage and 
transmission. While effective, software-based Zlib compression 

can be computationally intensive, especially for large datasets, 
due to operations like hash table lookups and pattern matching. 
Hardware accelerators address these challenges by offloading 
compression tasks from the CPU, reducing memory usage, 
network bandwidth, and processing overhead [14]. 

Adaptive techniques during encoding adjust to changing 
data patterns, unlike static dictionary techniques (e.g., Lempel–
Ziv–Welch (LZW) or DEFLATE), which rely on an initially 
created or predetermined dictionary. Text, logs, sensor data, 
and multimedia are a few instances of real-world datasets in 
which the frequency and complexity of repeating patterns 
change over time. Adaptive dictionary encoding performs 
better than static methods, as it considers these variations.  

This is further explained using the following mathematical 
formulation. Consider � � ���, �� … . �
�  as an input data 
sequence of symbols (bytes, characters), and �
  as a dictionary 
at time step �  for mapping phrases to shortened codes. The 
frequency of the windowed phrase �
  in the past data is 
denoted as ���
� at the frequency threshold �, which includes 
the phrases in the dictionary. A phrase �
  of length � to extract 
substrings starting at position � can be expressed as:  

�
 � �
 , �
�� … . . , �
����, for � � 1 �� � � � � 1 (1) 

These substrings are called n-grams. 

 Step 1: For each �
 , the frequency over the input string � is 
computed as: 
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���
� � ∑ !��" � �
�
#���"$�    (2) 

where !�. � is the indicator function: 

!%�" � �
& � '1,   if �" � �
  
0,   otherwise  

This gives a frequency distribution of all repeating patterns 
for a defined frequency threshold. For a frequent substring, 
the initial dictionary �/ is defined as: 

�/ � ��
 | ���
� ≥ ��    (3) 

 Step 2: At each step �, the dictionary is updated based on 
the frequency in the recent sliding window: 

�2 � �2#� ∪ �� ∈ 52|�2��� ≥ ��  (4) 

where 52 is the set of new phrases in the window at time �, 
and �2��� is the updated local frequency of phrase �. 

 Step 3: Each matching phrase � �  �2  is replaced by its 
dictionary code 6���, which has a shorter representation. 
Let us consider 7���  as the original length of �  and 
7�6��� ) as the length of the encoded phrase. Then the 
compression gain for each replacement is: 

8��� � 7��� � 7%6���&   (5) 

The total gain over all replacements is: 

8292:; � ∑ �2���.< = �> 8����   (6) 

 Step 4: Let the size of the data after step 1 be �;?@@. Then, 
the compressed size after adaptive dictionary encoding is: 

�A
B2 � �;?@@ � 8292:;      (7) 

Again, it can be computed as: 

�A
B2 = �;?@@ . (1 − CA
B2)    (8) 

where CA
B2 ∈ [0,1]  represents the dictionary gain or the 
proportional improvement in compression due to adaptive 
dictionary encoding.  

The corresponding pseudocode for this mathematical 
formulation is presented below. 

#Pseudocode for ZHA-ADE 

#Get original size 

�9F
G ← GetSize(�) 
#Apply LZ77 compression 

lz77_output ← LZ77_Compress(�) 
�;?@@ ← GetSize (lz77_output) 
#Construct initial dictionary 

if �;?@@ > 0 { 
 �/ ← BuildInitialDictionary(lz77_output, 

 0) #using (3) 

#Apply adaptive dictionary encoding 

�2 ← replacePatternsWithDictionary(lz77_ 
output, �/) #using (4) 
�A
B2 ← GetSize(�2) #using (7) 
CA
B2 ← 1 − (�A
B2

�;?@@
I ) 

} 

else { 

�A
B2 ← �;?@@ 
CA
B2 ← 0  

} 

return  �9F
G, �;?@@, �A
B2, CA
B2 

C. Chaotic Hybrid Asymmetric and Symmetric Encryption 

In IoT-enabled blockchain healthcare systems, achieving 
both high performance and strong security is challenging due to 
resource constraints. Symmetric algorithms like AES are 
efficient for real-time transmission but lack secure key 
distribution, whereas asymmetric methods like RSA and ECC 
ensure secure key exchange but demand significant 
computational power [15]. Software-based AES 
implementations on embedded processors consume high 
energy and processing time, making them unsuitable for 
latency-sensitive healthcare IoT applications [16, 17]. 
Hardware acceleration of AES via Instruction Set Architecture 
(ISA) extensions improves efficiency. To overcome these 
challenges, the CHASE scheme combines RSA for secure key 
exchange, AES for data encryption, chaotic maps for dynamic 
key updates, and HMAC for integrity, specifically tailored for 
securing healthcare data in blockchain systems.  

The security of RSA relies on the mathematical challenge 
of factoring large composite numbers generated from two large 
primes, making private key retrieval from the public key 
practically infeasible [18]. RSA enables two distinct parties to 
securely establish a common secret key even in the absence of 
a pre-existing secure communication channel. The publicly 
accessible key can be freely shared without jeopardizing the 
confidentiality of either the private key or the session key it is 
used to protect. Furthermore, RSA supports authentication 
through the use of digital certificates. When a server provides 
the public key contained in a certificate that has been 
authenticated and issued by an authorized Certificate Authority 
(CA), the client can validate the server's identity. This process 
not only facilitates secure key exchange but also introduces an 
essential layer of trust and authentication within the 
communication protocol. The RSA key generation process can 
be described mathematically by choosing two large numbers 
J and K to generate the modulus: 

� = J. K     (9) 

The Euler totient function is then computed as: 

L(�) = (J − 1)(K − 1)   (10) 

Select the public key exponent M shush that it is coprime 

with L(�) and satisfies 1 < M < L(�), i.e., gcd%M, L(�)& = 1. 

Then, calculate the modular multiplicative inverse of M  to 
obtain the private key R: 

R ≡ M#�    mod L(�)    (11) 

This yields: 

R. M ≡ 1   mod L(�)    (12) 

The public key is (M, �) and the private key is (R, �). Let 
UVWX denote the AES key, which is converted into an integer 
Y. Encryption is performed as: 
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Z = Y[    mod �    (13) 

This ensures that only one user with the private key R can 
decrypt the AES key. The receiver uses private key R  to 
retrieve the original AES key: 

Y = ZA    mod �    (14) 

Data secrecy is ensured via the popular symmetric-key 
encryption method AES, which encrypts and decrypts data 
using the same key. Due to its strong resilience to 
cryptographic attacks, AES, which is renowned for its speed 
and security, is ideal for encrypting private medical 
information in blockchain systems. AES incorporates functions 
like SubBytes, ShiftRows, MixColumns, and AddRoundKey.  

To enhance key security, CHASE employs the chaotic 
logistic map, a nonlinear iterative formula that is defined as: 

\
�� = ]. \
. (1 − \
)�   (15) 

where \
  represents the value at the �^_  iteration, typically 
within the range (0,1). This value can contribute to a part of the 
encryption key. The next iteration is \
�� and ] is the control 
parameter, which acts as a part of the secret key.  

In dynamic key alteration schemes, the logistic map is 
employed to enhance the security of symmetric encryption by 
generating key components that vary with each data block. 
During the initialization phase, both the sender and the 
recipient concur upon a secret seed value \/  and a control 
parameter ], which form part of the shared secret key. For each 
block of data to be encrypted, the logistic map is iterated a 
predefined number of times. The output values from specific 
iterations \
 are then utilized to derive dynamic components of 
the encryption key for that block. This derivation may involve 
directly using \
 , quantizing it into a binary sequence, 
combining multiple iterations to construct a more complex key 
segment, or applying transformations such as indexing a 
lookup table. The dynamically derived key component is 
subsequently used to modify the primary symmetric encryption 

key U`ab , typically through a bitwise XOR operation: 

Uc;9B�d � U`ab ⨁ RM]�fMR_�Mh(\
)   (16) 

where Uc;9B�
d  is the modified symmetric key for the current 

data block and RM]�fMR_�Mh(\
)  represents the key 
components derived from the logistic map output. After 
generating the encryption key for a data block, the logistic map 
updates \
  to \
�� , which serves as the starting point for 
deriving the next block's key. This iterative process ensures that 
each data block is encrypted with a unique, dynamically 
generated key, enhancing overall security.  

To further protect data integrity and authenticity, HMAC 
integrates a cryptographic hash function with a private key to 
certify the sender's legitimacy and ensure that the message has 
not been changed. 

III. EXPERIMENTAL SETUP AND RESULTS 

A. Hardware and Software Description 

The proposed patient-centric data storage system was 
implemented using an ARM Cortex-A series microcontroller, 

chosen for its balance of low power consumption, high 
performance, and real-time processing capabilities, which are 
essential for healthcare IoT applications. Its efficient 
architecture and integrated peripherals enable seamless 
interfacing with biomedical sensors such as the LM35 
(temperature) and MAX30102 (heart rate and oxygen 
saturation). The microcontroller's deterministic interrupt 
handling ensures low-latency and real-time data acquisition in 
critical environments.  

A lightweight Proof-of-Stake (PoS) consensus mechanism 
was embedded for decentralized, secure data validation and 
storage. Its energy-efficient processing reduces the overall 
energy footprint, making it suitable for long-term, battery-
powered use. Wireless communication via Wi-Fi was used to 
enable encrypted data transmission to the blockchain. The 
hardware was tested in simulated scenarios for latency, 
throughput, energy efficiency, and reliability, confirming its 
effectiveness for real-time, patient-centric IoT systems. 

The system was implemented on an ARM Cortex-A 
microcontroller, with development and simulation performed 
on an AMD Ryzen 2.6 GHz, 16 GB RAM host. Docker [17] 
was used to enable lightweight simulation of distributed 
blockchain environments, and Blockscout [18] provided a web-
based interface for monitoring blockchain transactions, 
contracts, and account activity. 

B. Results of Zlib Hardware Accelerator with Adaptive 

Dictionary Encoding 

The study investigates different data compression 
algorithms by analyzing hardware-accelerated compression 
metrics. Figure 4 compares the compression performance 
between various text compression algorithms against data 
variance. The compression algorithms evaluated include 
standard Zlib, Gzip, Lempel–Ziv–Markov Chain Algorithm 
(LZMA), Zstandard, and the proposed ZHA-ADE.  

The DEFLATE algorithm, implemented in Zlib, combines 
the LZ77 algorithm for finding and replacing duplicate strings 
with Huffman coding for entropy encoding [19]. Gzip is a 
lossless compression algorithm and file format based on the 
DEFLATE algorithm (the same as that used by Zlib) but adds a 
header, a CRC-32 checksum for error detection, and the 
original file length [20]. LZMA is a lossless data compression 
algorithm offering a high compression ratio [21]. It is the 
primary compression method used in the 7z archive format and 
employs a dictionary compression scheme. Zstandard is a 
relatively new lossless compression algorithm designed for 
high speed and good compression ratios [22].  

The experimental setup enabled an effective comparison of 
the variability and central tendency across algorithms, 
demonstrating superior compression efficiency for the 
proposed method. Input files ranging from 100 to 500 bytes 
were tested, with the proposed method achieving up to 60% 
size reduction, compressing 100 KB files to around 0.056 KB, 
as shown in Figure 4, outperforming Zlib, Gzip, LZMA, and 
Zstandard. Statistical evaluation using the Shapiro–Wilk test 
showed that most algorithms lacked normal distribution (p < 
0.05), except Zstandard. Consequently, non-parametric tests, 
like the Kruskal–Wallis H test, confirmed significant 
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differences (statistic = 44.93, p < 0.0001), and Mann–Whitney 
U tests consistently validated the proposed method's superiority 
(p = 0.0001). 

 

 
Fig. 4.  Data compression analysis for all algorithms.  

The compression time, depicted in Figure 5, demonstrates 
that the hardware-accelerated approach of the proposed ZHA-
ADE performs approximately 72% faster than traditional 
methods. For a 500-byte input, the compression is completed in 
as little as 2.85 ms. In contrast, conventional algorithms such as 
LZMA require over 2500 ms to compress the same input size, 
emphasizing the significant reduction in processing latency 
achieved by the proposed system. 

The energy consumption analysis demonstrates the most 
compelling results. As shown in Figure 6, the proposed method 
consumes only 0.0036 mJ on average, nearly 64% less than the 
highest-consuming standard, the Zstandard algorithm. The 

suggested method achieves substantial energy savings, 
consuming only 9 mJ at maximum input size, approximately 
70% less than existing methods.  

 

 

Fig. 5.  Compression time depicted on a logarithmic scale for all 

algorithms. 

Furthermore, the blockchain gas cost, shown in Figure 6, 
reflects the storage cost based on compressed size at 0.02 gas 
units per KB. The proposed method reduces gas consumption 
by 75%, resulting in significantly more cost-efficient data 
storage. The suggested method demonstrates an improvement 
over traditional Zlib compression by applying an aggressive 
compression ratio, illustrating the benefits of hardware 
acceleration combined with adaptive dictionary optimization 
techniques. 

 

 

Fig. 6.  Energy consumption graph and gas cost graph in terms of gas units for all algorithms. 
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C. Results of Chaotic Hybrid Asymmetric and Symmetric 

Encryption 

To assess the efficiency of the proposed CHASE Hybrid 
encryption algorithm, its performance was compared with 
established standards, including ChaCha20, Blowfish, AES, 
and Data Encryption Standard (DES) [23]. ChaCha20, a 
modern stream cipher based on Addition, Rotation, XOR 
(ARX) operations, offers high-speed encryption with a 256-bit 
key and 96-bit nonce, making it ideal for platforms without 
AES acceleration. Blowfish, a symmetric block cipher with 
variable key lengths up to 448 bits, uses a 16-round Feistel 
structure but suffers from slow key setup [24]. AES, the widely 
adopted NIST standard, encrypts 128-bit blocks using keys of 
128, 192, or 256 bits through multiple rounds of substitution 
and permutation. DES, once popular for 64-bit block 
encryption with a 56-bit key, is now obsolete due to its 
susceptibility to brute-force attacks [25]. 

The study examined four crucial cryptographic parameters, 
including encryption time, ciphertext entropy, re-keying 
overhead, and avalanche effect, to evaluate encryption 
effectiveness for real-time, IoT-based healthcare systems 
integrated with blockchain. As shown in Figure 7, the CHASE 
Hybrid encryption achieved the lowest encryption time of 2.8 
ms, outperforming ChaCha20 (3.5 ms), Blowfish (4.0 ms), 
AES (4.8 ms), and DES (5.1 ms). This improvement is due to 
its lightweight architecture, combining AES with chaotic key 
generation, minimizing computational overhead for real-time 
healthcare needs.  

 

 

Fig. 7.  Encryption time and ciphertext entropy graph for all algorithms. 

Ciphertext entropy, shown in Figure 7, indicates the 
randomness of encrypted data, with CHASE Hybrid reaching 
the ideal value of 8.0 bits/byte, surpassing ChaCha20 (7.9), 
AES (7.7), Blowfish (7.4), and DES (6.8). This enhanced 
entropy results from the chaotic dynamics introduced during 
key generation, making the ciphertext highly unpredictable and 
resistant to statistical attacks. 

An empirical entropy study of the resulting ciphertext was 
conducted in accordance with NIST SP 800-90B 
recommendations to further support the robustness of the 

CHASE Hybrid encryption. To determine the encrypted output 
byte stream's unpredictability and resistance to statistical 
inference, the Shannon entropy and min-entropy were 
computed, revealing that CHASE Hybrid achieved a high 
Shannon entropy of 6.88 bits/byte and a min-entropy of 5.49 
bits/byte, outperforming the usual thresholds needed for 
cryptographic-quality randomness in secure applications. These 
results empirically confirm that the proposed encryption yields 
sufficiently random output, reducing the risk of entropy-based 
attacks and supporting its suitability for secure blockchain-
integrated IoT healthcare data storage. 

Furthermore, Figure 8 highlights that CHASE Hybrid 
achieved the lowest re-keying overhead of 1.5%, ensuring 
minimal computational load during frequent key update, which 
is essential for secure communication in IoT environments with 
limited resources. This is a significant improvement over 
ChaCha20 (2.0%), Blowfish (3.0%), AES (10.0%), and DES 
(15.0%). Finally, the avalanche effect, shown in Figure 8, 
reflects the encryption's sensitivity to input changes, with 
CHASE Hybrid achieving 94%, indicating strong diffusion 
properties. This makes even minor changes in the input 
produce drastically different ciphertexts, protecting against 
differential cryptanalysis. Together, these results demonstrate 
CHASE Hybrid's superiority in balancing security and 
efficiency for secure, real-time IoT healthcare systems. 

 

 

Fig. 8.  Re-keying overhead graph in percentage and avalanche effect for 

all algorithms. 

Further tests under simulated attack scenarios empirically 
validated the resilience of the CHASE Hybrid encryption 
scheme. The phase-space reconstruction plot, depicted in 
Figure 9(a), demonstrates a highly unpredictable trajectory, 
exhibiting robust resistance to phase-space reconstruction 
attacks and confirming the inherent non-linear, non-repetitive 
behavior of the underlying chaotic system. This 
unpredictability is essential for ensuring that encrypted data 
cannot be reverse-engineered. Additionally, Figure 9(b) 
presents the execution-time distribution obtained from timing-
based side-channel analysis, which remains steady and 
consistent, indicating the absence of timing leakage. These 
findings, together with high entropy and avalanche effect 
measurements, support the robustness and appropriateness of 
CHASE Hybrid for safe implementation in real-time IoT 
healthcare systems. 
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Fig. 9.  (a) Phase-space reconstruction plot, (b) timing-based side-channel resistance. 

IV. DISCUSSION 

To substantiate the practical feasibility and performance 
optimization of the proposed CHASE scheme in real-time IoT-
based healthcare systems, an additional experiment was 
conducted using a 5-dimensional input-coupled fractional-order 
hyperchaotic system integrated with Numba JIT compilation. 
To simulate a real-world medical scenario, a 256 × 256 
grayscale chest X-ray picture from the publicly accessible 
COVID-19 Radiography Dataset was utilized [26]. To ensure 
high input sensitivity and uniqueness in key stream production, 
the system's initial conditions were dynamically constructed 
from the image's statistical properties, namely mean, standard 
deviation, and entropy. 

Incorporating fractional memory dynamics increased 
chaotic complexity and introduced long-term reliance. Both 

JIT-accelerated and standard Python versions of the encryption 
procedure were benchmarked. The JIT-optimized version was 
acceptable for resource-constrained IoT edge devices, as it 
significantly increased execution speed by reducing runtime 
from 8020.14 ms to 786.23 ms (a 10.2× speedup), as depicted 
in Figure 10. With a significant avalanche effect (98.56%) and 
higher entropy (5.5353), the encrypted image demonstrated 
outstanding diffusion and resilience against differential attacks, 
demonstrating that security was not compromised.  

Through the acceleration of sophisticated chaotic 
calculations without compromising security, this study 
demonstrates how JIT compilation provides real-time 
cryptographic performance in resource-constrained IoT 
healthcare systems. Along with offering a scalable and secure 
healthcare data architecture, it also establishes the foundation 
for future hardware acceleration employing FPGAs [27]. 

 

 

Fig. 10.  (a) Original X-ray image, (b) encrypted image without Numba JIT compilation, (c) encrypted image with Numba JIT compilation. 

V. CONCLUSION 

This work presents a real-time, secure, and energy-efficient 
patient data management framework integrating Internet of 
Things (IoT)-based healthcare monitoring with blockchain 

technology. Biomedical sensor data were collected via IoT 
devices, processed on ARM Cortex-A microcontrollers, 
compressed using the Zlib Hardware Accelerator with 
Adaptive Dictionary Encoding (ZHA-ADE), and encrypted 
with using the Chaotic Hybrid Asymmetric and Symmetric 
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Encryption (CHASE) scheme before secure anchoring on a 
blockchain, with complete data stored in the InterPlanetary File 
System (IPFS). A complete hardware–software prototype was 
developed, with blockchain transactions simulated via 
Blockscout, and key performance metrics evaluated. Results 
showed ZHA-ADE improved compression efficiency by 60%, 
reduced processing time by 72% (2.85 ms for 500 bytes), 
achieved 70% energy savings, and decreased blockchain gas 
costs by 75%. The CHASE scheme demonstrated robust 
encryption performance, achieving 2.8 ms execution time, 8.0 
bits/byte ciphertext entropy, 94% avalanche effect, and only 
1.5% re-keying overhead, outperforming ChaCha20, Blowfish, 
Advanced Encryption Standard (AES), and Data Encryption 
Standard (DES). The integrated framework enhances 
scalability, reduces latency, strengthens security, and improves 
overall efficiency, making it suitable for practical, 
decentralized IoT healthcare deployments. 

VI. FUTURE WORK 

Future advancements to the proposed IoT–blockchain 
healthcare framework include building a fully hardware-
accelerated encryption and compression pipeline on an FPGA 
to further improve latency and energy efficiency at the edge. 
The encryption module is being enhanced with post-quantum 
key exchange and adaptive re-keying for stronger security. The 
system is being scaled to handle multimodal medical data by 
integrating Artificial Intelligence (AI)-based anomaly detection 
at the edge. In our ongoing work, we are integrating synthetic 
and anonymized large-scale medical datasets, including high-
resolution imaging and structured multi-gigabyte EHR records, 
to comprehensively validate the performance of our pipeline 
using metrics such as compression throughput per GB, 
encryption key regeneration overhead, and blockchain 
anchoring behavior for real-time archival on the IPFS. 
Additionally, deployment on a permissioned blockchain testbed 
using real hospital datasets is underway to assess scalability, 
interoperability, and compliance with healthcare standards. 
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