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ABSTRACT 

The increased utilization of Transport Layer Security (TLS) encryption in contemporary network 

communication introduces new obstacles for Network Intrusion Detection Systems (NIDS), since encrypted 

traffic constrains the efficacy of traditional signature-based techniques. This study presents a real-time 

intrusion detection method for TLS traffic utilizing a combination of Convolutional Neural Networks 

(CNNs) and Bidirectional Long Short-Term Memory (BiLSTM) networks. CNNs are employed to derive 

spatial representations of TLS information from Suricata logs, including JA3 fingerprints, cipher suites, 

and connection statistics, and BiLSTM is utilized to capture bidirectional temporal dependencies of 

encrypted traffic to identify intricate anomaly patterns. This model was evaluated utilizing an extensive 

TLS dataset comprising both valid and malicious traffic, including Command-and-Control (C2) 

connections, malware communication, and data exfiltration. The experimental findings indicate that the 

CNN–BiLSTM model attained a detection accuracy of 98.7%, a False Positive Rate (FPR) of 1.4%, and an 

average processing time of 12.9 ms per session, rendering it appropriate for real-time application in 

corporate network security systems. This methodology enhances the capability of hybrid Deep Learning 

(DL) models to identify concealed dangers in TLS communication without requiring data decryption. 

Keywords-Transport Layer Security (TLS); Network Intrusion Detection Systems (NIDS); Deep Learning 

(DL); Convolutional Neural Network (CNN); Bidirectional Long Short-Term Memory (BiLSTM); encrypted 

traffic; Suricata 

I. INTRODUCTION  

Transport Layer Security (TLS) is an essential protocol for 
safeguarding the integrity and confidentiality of digital 
communications via end-to-end encryption. This encryption 
inherently safeguards against malicious traffic, including 
Command-and-Control (C2) communication, malware 
dissemination, and data exfiltration, thereby presenting 
considerable challenges for traditional Network Intrusion 
Detection Systems (NIDS) that depend on content inspection 
[1, 2]. Machine Learning (ML) and Deep Learning (DL) 
methodologies provide solutions by utilizing TLS metadata, 

including JA3 fingerprints, cipher suites, and handshake 
lengths, without necessitating traffic decryption [3]. 
Lightweight DL architectures have been created to improve 
intrusion detection efficacy [4], and the hybrid Convolutional 
Neural Network–Bidirectional Long Short-Term Memory 
(CNN–BiLSTM) has demonstrated usefulness for encrypted 
communication within the Internet of Things (IoT) context [5]. 

The hybrid CNN–BiLSTM model has garnered interest due 
to its ability to integrate the spatial feature extraction 
capabilities of CNNs with the temporal dependency 
comprehension of BiLSTM in network traffic analysis [6]. This 
model attains elevated precision in identifying TLS anomalies 
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inside real-world datasets [7]. The design is augmented by the 
incorporation of attention [8, 9], enabling the model to 
concentrate processing on essential qualities. The CNN–
BiLSTM enhanced with attention has demonstrated efficacy in 
augmenting accuracy and diminishing false positives in real-
time contexts [10].  

The efficacy of DL architectures is significantly influenced 
by the choice of pertinent features. TLS metadata from Suricata 
can produce several features per session, rendering feature 
selection strategies crucial to prevent overfitting and diminish 
computing complexity. Random Forest (RF) is frequently 
employed to identify significant features, including handshake 
duration, byte entropy, and cipher suite [11, 12]. The embedded 
feature selection method is utilized in CNN-based NIDS, 
enabling the network to internally learn significant weights 
[13]. 

In addition to accuracy and computational efficiency, two 
primary problems in the deployment of contemporary NIDS 
are real-time processing capabilities and data privacy 
protection. Authors in [14] introduced a lightweight Gated 
Recurrent Unit (GRU) model designed for low-latency edge 
situations. Authors in [10] demonstrated that the hybrid CNN–
BiLSTM architecture regularly surpassed conventional models 
in real-time applications while preserving high accuracy. This 
methodology is essential for enterprises that consistently 
oversee TLS traffic on high-velocity networks. 

To safeguard the confidentiality of important TLS 
metadata, Federated Learning (FL) has emerged as a potential 
methodology. FL enables the distribution of model training 
without the transmission of raw data among nodes. This 
ensures data confidentiality without sacrificing detection 
efficacy, illustrating that the amalgamation of FL with CNN–
BiLSTM can mitigate the danger of data leaking while 
preserving high accuracy in encrypted TLS contexts [15]. This 
research develops a TLS intrusion detection system utilizing 
Suricata logs, integrating CNN–BiLSTM with an attention 
mechanism to facilitate privacy-conscious real-time detection.  

Early research has concentrated on the enhancement of 
NIDS through the use of optimal feature selection techniques 
and DL architectures [16]. Employing RF for feature selection 
can markedly enhance classification accuracy [17]. Utilizing 
embedded feature selection on imbalanced datasets has 
effectively diminished false positives [18]. Additionally, a 
reinforcement learning methodology (ID-RDRL) has been 
proposed for dynamic feature selection [19]. The BiLSTM 
model for identifying temporal patterns was effectively utilized 
[10], whereas authors in [20] provided a comprehensive 
evaluation of DL architectures, including CNN, Recurrent 
Neural Network (RNN), and Long Short-Term Memory 
(LSTM), in relation to NIDS. Authors in [21] and authors in 
[22] incorporated a semi-supervised variational autoencoder to 
improve flexibility. To mitigate the problem of imbalanced 
data, authors in [23] employed RCSMOTE, which markedly 
enhanced the model's sensitivity to infrequent yet crucial 
threats. 

The identification of anomalies in encrypted TLS traffic 
without decryption has emerged as a significant area of 

research. Authors in [3] were the first to utilize JA3 
fingerprinting and TLS metadata for the categorization of 
malware. Authors in [24] elaborated on this concept by 
utilizing the ET-BERT paradigm, analogous to Natural 
Language Processing (NLP), to analyze TLS information as 
structured input. Authors in [6] enhanced accuracy with a 
BiLSTM model integrated with multi-head attention, whereas 
authors in [25] presented a scalable CNN–LSTM hybrid 
system utilizing MapReduce. In high-traffic contexts, authors 
in [26] discovered that the hybrid DL model sustains elevated 
accuracy. The original CNN architecture for NIDS was created 
by authors in [27], and authors in [28] asserted that RNN can 
facilitate real-time intrusion detection with high throughput. 

Today, execution necessitates integration with Software-
Defined Networking (SDN) and a privacy-preserving 
methodology. Authors in [29] introduced a methodology to 
improve traffic integrity in SDN environments. Authors in [30] 
introduced a taxonomy of TLS risks within SDN. Authors in 
[31] and authors in [32] employed blockchain-based 
technologies, including smart contracts, to safeguard metadata. 
Authors in [33] and authors in [34] employed blockchain to 
enhance fault tolerance in SDN control. Authors in [35] and 
authors in [36] investigated scalability and real-time security in 
distributed SDN controllers. Authors in [37] provide an 
extensive survey on traffic classification utilizing ML, 
including encrypted TLS as well. 

Survey literature offers significant context for the 
development of encrypted traffic management. Authors in [38] 
encapsulate the most sophisticated DL methodologies in 
comprehensive traffic analysis. Authors in [39] investigate 
graph mining for cybersecurity metadata, including TLS. 
Authors in [37] and authors in [40] provide a preliminary 
overview on the utilization of ML and DL in encrypted 
communication, emphasizing the necessity of extensive TLS 
attack datasets. Authors in [41] concentrate on the security of 
wireless communication via DL, whereas authors in [42] 
highlight the significance of TLS metadata privacy. Authors in 
[43] assess host-based intrusion detection systems, offering a 
comparison with conventional methods in encrypted networks. 

The literature review indicates that DL, specifically the 
integration of CNNs and Bi-LSTM architectures, demonstrates 
significant potential in improving the efficacy of NIDS in the 
context of encrypted TLS traffic. Hybrid models such as CNN–
BiLSTM effectively combine spatial feature extraction and 
temporal pattern recognition, rendering them exceptionally 
adept at detecting intricate anomalies in TLS sessions without 
requiring content decryption. Prior research has indicated that 
this methodology enhances both accuracy and sensitivity while 
markedly decreasing false positives. This architecture, 
bolstered by approaches like RF-based feature selection and 
attention mechanisms, has demonstrated reliability in 
addressing difficulties related to real-time processing, data 
privacy, and fluctuations in attack patterns. This research 
centers on the development and assessment of the CNN–
BiLSTM model to improve intrusion detection in TLS traffic, 
aligning with contemporary trends and requirements in network 
security technology. 
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II. MATERIALS AND METHODS 

This study aims to develop an efficient, scalable, and real-
time NIDS for encrypted TLS traffic, utilizing a combination of 
CNN–BiLSTM architecture and RF. The main stages include 
data gathering, feature extraction and preprocessing, and DL 
model construction. The dataset was acquired via Suricata, 
which archives TLS metadata in JSON format (eve.json), 
encompassing critical details such as JA3 fingerprint, cipher 
suites, handshake duration, and flow attributes including packet 
count and bytes exchanged with the server. This approach 
parallels the studies conducted by authors in [44] and authors in 
[45]. The features were subsequently processed via CNN 
feature selection approaches and embedded methods, in 
alignment with the methodologies of authors in [46] and 
authors in [14], who emphasized the significance of filtering to 
mitigate noise. The CNN–BiLSTM model was enhanced by 
employing CNN as a spatial extractor and BiLSTM to capture 
temporal dependencies, supplemented by an attention 
mechanism to emphasize significant aspects. The model 
training employed the Adam optimizer and regularization 
techniques (dropout, batch normalization), alongside evaluation 
criteria including accuracy, precision, recall, False Positive 
Rate (FPR), and real-time latency (under 30 ms), following the 
guidelines established by authors in [47]. Comparative studies 
were performed against baselines including RF, CNN–LSTM, 
and BiLSTM [48-50]. A lightweight FL prototype was 
constructed to protect privacy and facilitate distributed 
deployment, adhering to the methodology proposed by authors 
in [51]. This integration is anticipated to yield an encrypted 
TLS NIDS proficient in effectively identifying diverse 
contemporary attacks in real-world scenarios. 

Figure 1 illustrates the workflow of the proposed TLS 
intrusion detection system, which incorporates a CNN, a 
BiLSTM, a CNN feature selection mechanism, and CNN 
attention weights. The procedure commences when researchers 
activate TLS Data Capture via Suricata. Suricata diligently 
captures TLS metadata without decrypting the transmission, 
hence maintaining data privacy while producing logs in the 
eve.json format. This file includes critical attributes such as 
JA3 fingerprints, cipher suites, handshake duration, packet 
statistics, source and destination IP addresses, ports, and TLS 
version. Following Suricata's data collection, researchers 
execute the Preprocessing and Feature Extraction phase. At this 
level, the system purges the data to eliminate missing or 
inconsistent entries and implements label encoding to 
transform category features. The researchers subsequently 
conducted feature selection employing two distinct 
methodologies. Initially, RF assesses the significance of each 
attribute according to its impact on model accuracy. Secondly, 
the attention weights of CNN discern the most pertinent aspects 
during the training phase, enabling the model to selectively 
concentrate on information crucial for classification. The 
chosen features are subsequently processed by two concurrent 
modeling pathways. The CNN Branch derives geographic 
patterns from TLS metadata, including packet size distribution 
and the frequency of cipher suite utilization. Simultaneously, 
the BiLSTM Branch acquires temporal patterns and event 
sequences, such as fluctuations in handshake duration or 
repetitive communication patterns that signify anomalies. Each 

pathway produces a preliminary prediction at the Classification 
Layer, which ascertains if the TLS session is benign or 
malicious. The researchers subsequently integrated the outputs 
from the two pathways at the Fusion Layer. This layer 
integrates the spatial data from CNN and the temporal 
representation from BiLSTM into a cohesive feature vector, 
thereby augmenting the model's capacity to identify intricate 
assault patterns. The aggregated outcome is thereafter analyzed 
by the final Classification Layer to render a definitive judgment 
on the state of the TLS traffic. The concluding phase is 
Deployment, during which researchers incorporate the trained 
model into the Security Information and Event Management 
(SIEM) system. This connection facilitates real-time intrusion 
detection in high-velocity networking settings. This procedure 
enables the system to sustain high accuracy, reduce false 
positives, and uphold computing economy. Consequently, 
Figure 1 illustrates an architectural design that is both 
technically proficient and prepared for large-scale deployment. 

 

 
Fig. 1.  Workflow of the proposed TLS intrusion detection system, 
illustrating stages from Suricata-based metadata capture through CNN–
BiLSTM classification and SIEM deployment. 

A. Dataset Collection Using Suricata 

The dataset for this study was generated by running 
Suricata for one year, from January 2024 to December 2024, 
and storing the output in Suricata Logs in JSON format within 
the eve.json file [52]. The dataset was obtained utilizing 
Suricata, an open-source network threat detection engine 
proficient in real-time traffic analysis and intrusion detection. 
Suricata records TLS info in JSON format. This system 
collects and analyzes TLS packets without performing packet 
decryption. Suricata logs provide essential information such as 
cipher suites, handshake duration, TLS session status, packet 
statistics, JA3 fingerprints, source and destination IP addresses, 
port numbers, and TLS versions. These logs function as 
instruments for anomaly detection without necessitating 
decryption, thereby safeguarding data privacy. TLS packets are 
aggregated based on Flow ID and classified using Suricata 
Rules, producing a dataset labeled as benign or malicious 
traffic. This study analyzed 30,000,000 TLS sessions, including 
malicious flows identified through anomalies in JA3 
fingerprints, repeated unsuccessful handshakes, and 
connections to recognized malicious domains. The annotated 
dataset is employed for feature extraction and model training in 
the proposed TLS intrusion detection system framework. 
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Figure 2 illustrates the dataset generation flow, from packet 
capture through preprocessing and labeling. 

 

 
Fig. 2.  Dataset generation flow using Suricata. 

B. Feature Extraction and Preprocessing 

This phase entails the extraction of statistical features and 
TLS metadata from Suricata logs, encompassing attributes such 
as packet_count, flow.bytes_to/from_server, flow.duration, 
src_port, JA3 fingerprint, and cipher suite—analogous to the 
feature engineering techniques employed by authors in [46], 
authors in [2], and authors in [29]. Then, the data are subjected 
to cleansing: entries lacking JA3 or cipher suite are eliminated, 
in accordance with the methodology established by authors in 
[53]. Categorical features such as cipher suite and JA3 are 
encoded via label encoding, whereas numerical features 
undergo normalization using Min-Max scaling (range 0–1) to 
enhance model stability during training [54]. To mitigate 
superfluous features, two methodologies are employed: RF 
feature importance [46] and embedded CNN attention, as 
delineated by authors in [45]. The finished dataset comprises 
approximately 30 to 50 informative attributes, prepared for 
input into the DL model. 

C. Machine Learning Model Development 

This study's TLS intrusion detection model was constructed 
utilizing a hybrid architecture that combines CNN and 
BiLSTM, augmented by an attention mechanism to emphasize 
significant aspects in encrypted TLS sessions. CNN is 
employed to derive spatial patterns from feature representations 
such as packet count and byte distribution per direction, 
whereas BiLSTM adeptly captures temporal dependencies in 
session sequences, including recurrent handshake patterns or 
anomalous inter-packet intervals. The attention layer is 
subsequently integrated atop the BiLSTM to prioritize 
significant aspects, such as JA3 fingerprints and cipher suites 
commonly associated with malicious traffic, as elucidated in 
the studies by authors in [8] and authors in [10]. 

The model was trained using the Adam optimizer with an 
initial learning rate of 0.001, a batch size of 128, and for 50 
epochs. Regularization was implemented via dropout (0.5) and 
batch normalization to mitigate overfitting, as advised by 
authors in [44] and authors in [45]. The model was assessed 
using standard metrics including accuracy, precision, recall, 
F1-score, FPR, and latency to guarantee real-time performance, 
in accordance with the methodology established by authors in 
[47].  

The model was compared with baselines including RF, 
CNN–LSTM, and BiLSTM to verify that the hybrid CNN–
BiLSTM offers a substantial benefit. The FL approach was 
ultimately employed during the training phase to evaluate the 
efficacy of collaboration among nodes without necessitating 

the exchange of raw data, as suggested by authors in [51], 
which is vital for maintaining TLS metadata privacy. This 
methodology is intended to function effectively in both edge 
and cloud security contexts utilizing Suricata logs. 

III. RESULTS AND DISCUSSION  

The hybrid CNN–BiLSTM model outperformed the single 
CNN model (94.3%) and the single BiLSTM model (95.1%) in 
experimental testing, achieving a detection accuracy of 98.7%. 
The measured precision was 97.9%, the recall was 98.5%, and 
the FPR was at 1.4%. The model's average latency was merely 
12.9 ms per TLS session, rendering it appropriate for real-time 
detection in extensive network environments. The enhancement 
in performance results from the CNN's ability to extract spatial 
features from the packets, while the BiLSTM discerns 
sequential temporal patterns, such as handshake timeouts, 
obsolete cipher suites, and C2 data patterns. Figure 3 depicts 
the distribution of performance metrics, demonstrating a 
positive link between architectural complexity and detection 
accuracy. The hybrid model reliably identifies malicious TLS 
as effectively as or more effectively than the baseline models, 
demonstrating that the application of CNN–BiLSTM is highly 
efficacious for TLS anomaly detection without requiring 
content decryption. 

 

 
Fig. 3.  Distribution of Performance Metrics across models. 

Table I summarizes the performance comparison between 
the hybrid model and the baselines (RF, CNN–LSTM, 
BiLSTM). The hybrid model demonstrates a 4–9% 
enhancement in accuracy relative to the individual CNN and 
BiLSTM and a decrease in FPR by as much as 90%. The 
statistical t-test results indicate p < 0.01 when comparing 
hybrid to baselines, affirming the significance of the 
performance improvement.  

The CNN model employed in this study demonstrates 
superior detection accuracy and offers interpretability via 
activation mapping on the convolutional layers. Within the 
TLS framework, CNN can extract spatial patterns from features 
including packet size distribution, JA3 fingerprint vectors, and 
cipher suite encoding, which are represented as input matrices. 
By examining the activations in the initial convolutional layers, 
one can discern local features that substantially aid in anomaly 
categorization.  
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TABLE I.  PERFORMANCE COMPARISON OF THE HYBRID 
CNN–BILSTM MODEL WITH BASELINE MODELS 

Model (Ref.) 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

FPR 

(%) 

Latency 

(ms) 

RF [6] 91.2 89.6 90.4 5.8 12.5 
CNN–LSTM 

[25] 
94.1 93.0 93.7 3.9 13.2 

BiLSTM + 
attention [6] 

95.5 94.7 95.3 2.8 14.1 

CNN–BiLSTM 
+ attention 
(proposed) 

98.7 97.9 98.5 1.4 12.9 

 
A statistical study of feature importance from CNN was 

performed utilizing the Gradient-weighted Class Activation 
Mapping (Grad-CAM) technique, revealing that the most 
significant activation regions consistently emerged in the visual 
representations of flow length and JA3 entropy. This indicates 
that CNN can proficiently discern critical components 
indicative of TLS attacks, such as botnet communication or the 
utilization of obsolete ciphers. This CNN methodology allows 
the system to autonomously identify anomalous patterns in 
TLS information without the need for manual feature 
engineering, rendering it a robust method for interpretive DL-
based NIDS. 

Table II presents the ten primary features identified as 
determinants in anomaly detection on TLS traffic, based on 
their importance to classification performance. This study 
established that Packet Count, Flow Bytes to Server, and Flow 
Packets to Server are critically significant, as these features 
directly indicate the intensity and patterns of data transmission 
that frequently diverge in attack scenarios, including C2 and 
data exfiltration. Moderately important features, such as Flow 
Bytes to Client, Flow Packets to Client, Source Port, and Flow 
Duration, affect detection by indicating atypical traffic patterns, 
including uncommon ports or disproportionate connection 
lengths. Flow ID, Flow Age, and Flow Reason are classified as 
features of low significance because they have minimal impact 
on categorization. Nonetheless, they retain contextual relevance 
within the DL model. Utilizing the outcomes of this feature 
selection enables the system to concentrate the training process 
on the most representative attributes, hence enhancing the 
efficiency and accuracy of the CNN–BiLSTM model in 
identifying anomalies in encrypted TLS traffic. 

TABLE II.  FEATURE IMPORTANCE FOR ANOMALY 
DETECTION IN TLS TRAFFIC 

Feature Description Importance 

Packet Count Total number of packets in a flow High 
Flow Bytes to 

Server 
Total data sent to the server High 

Flow Packets 
to Server 

Number of packets sent to the server High 

Flow Bytes to 
Client 

Total data received from the server Medium 

Flow Packets 
to Client 

Number of packets received from 
the server 

Medium 

Source Port Source-assigned port number Medium 
Flow Duration Total duration of the flow Medium 

Flow ID Distinct flow identifier Low 
Flow Age Time elapsed since flow initiation Low 

Flow Reason 
Reason for flow termination (e.g., 

timeout, reset) 
Low 

IV. CONCLUSION 

This study successfully developed and evaluated an 
efficient Network Intrusion Detection System (NIDS) for 
encrypted Transport Layer Security (TLS) traffic using a 
hybrid architecture of Convolutional Neural Network (CNN) 
and Bidirectional Long Short-Term Memory (BiLSTM). The 
model utilizes Suricata logs as its data source, enabling 
automatic feature selection via CNN and the capture of 
sequential patterns with BiLSTM, thus achieving enhanced 
performance relative to benchmark models, including Random 
Forest (RF), CNN–Long Short-Term Memory (LSTM), and 
individual BiLSTM.  

The hybrid CNN–BiLSTM model demonstrates a detection 
accuracy of 98.7%, precision of 97.9%, recall of 98.5%, and a 
low False Positive Rate (FPR) of 1.4%, with an average 
detection latency of 12.9 ms, making it suitable for real-time 
deployment. Furthermore, features such as packet count, bytes 
transmitted to the server, and packets sent to the server 
contributed most significantly to classification performance. 

The novelty of this study lies in the integration of CNN–
BiLSTM with an attention mechanism specifically tailored for 
large-scale TLS metadata, the use of a one-year real-world TLS 
dataset comprising 30 million sessions, rarely available in prior 
research, and the application of dual feature selection 
methods—RF and CNN attention weights—to optimize both 
detection performance and computational efficiency.  

The main contributions of this work include the 
development of a hybrid detection architecture that 
significantly outperforms traditional Machine Learning (ML) 
and single Deep Learning (DL) models, the provision of a 
publicly accessible large-scale TLS dataset to advance research 
in encrypted traffic analysis, and the demonstration of the 
model's capability for real-time deployment in high-speed 
corporate networks while maintaining high accuracy, low 
FPRs, and operational scalability. 
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