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ABSTRACT 

The emergence of sixth-generation (6G) networks facilitates robust capabilities such as ultra-low latency 

and massive device connectivity, which simultaneously raise critical challenges in securing cloud-based 

data transmission. This study proposes a novel anomaly detection framework that integrates Autoencoders 
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(AEs), Convolutional Neural Networks (CNNs), and Federated Learning (FL) to deliver real-time, privacy-

preserving intrusion detection for 6G-enabled cloud computing environments. The framework is evaluated 

using four benchmark datasets, including NSL-KDD, UNSW-NB15, CIC-IDS2017, and CIC-DDoS2019. 

Across all datasets, the model achieved an average accuracy of 99.85%, precision of 99.76%, recall of 

99.82%, and F1-score of 99.79%, while maintaining a False Alarm Rate (FAR) as low as 0.0011. The model 

also demonstrated high efficiency, operating with inference latency below 350 ms, making it highly suitable 

for the stringent requirements of 6G infrastructure. Enhanced with explainability tools, the system ensures 

transparent decision-making, offering an interpretable solution towards next-generation cybersecurity 

threats. 

Keywords-sixth-generation (6G) networks; anomaly detection; Federated Learning (FL); cloud security; 

Artificial Intelligence (AI) 

I. INTRODUCTION  

The shift towards sixth-generation (6G) networks brings a 
much wider threat landscape, driven by Artificial Intelligence 
(AI), quantum computing, and a decentralized design. AI, 
playing a dual role, enables advanced real-time anomaly 
detection and smart defense, but also opens new attack paths 
through adversarial learning and model inference attacks [1]. 
The use of quantum computing in 6G makes things harder, 
since legacy encryption can become useless, so quantum-
resilient cryptographic solutions are needed [2]. Also, 6G may 
inherit weaknesses from fifth-generation (5G) networks, 
mainly in early non-standalone setups that reuse 5G core parts. 
Zero Trust Architectures (ZTAs) are often suggested, since 
they remove implicit trust and require ongoing verification with 
a dynamic trust model [3]. Privacy is also an important issue, 
since AI and data-driven systems are everywhere in 6G. 
Methods such as Federated Learning (FL), homomorphic 
encryption, differential privacy, and split learning are explored 
to decentralize learning while still reducing privacy risk [4]. 
Still, these methods add latency, computational load, and 
accuracy trade-offs, especially in strict edge environments. 

FL itself is open to attacks such as model poisoning and 
membership inference. Hierarchical and clustering-based 
aggregation approaches show promise in mitigating these 
attacks by filtering and dropping malicious updates, 
maintaining model integrity even when 80% nodes are 
compromised. Robust FL is vital as 6G networks become more 
decentralized, providing redundancy, fault tolerance, and 
privacy, but also making trust building and threat detection 
harder [5]. Distributed security must also account for 
transparency and explainability. An open-source, white-box 
approach, like that in the Open Radio Access Network (O-
RAN) Alliance, helps to build trust and allow strong validation. 
Explainable AI (XAI) methods are now integrated into 
workflows to balance conflicting needs, such as asynchronous 
versus synchronous updates, and to improve how complex 
model decisions can be understood [6]. Future research 
priorities include the development of realistic, domain-specific 
datasets, especially for dual-use scenarios in civilian and 
military contexts such as autonomous driving and industrial 
Internet of Things (IoT). There is also a need for early isolation 
mechanisms for colluding adversaries in federated systems, 
trust verification protocols compatible with ZTA principles, 
and quantum-safe learning algorithms.  

The evolution of cybersecurity defense mechanisms has 
paralleled the increasing complexity of network infrastructures. 

Early defenses, such as basic alert systems, gradually gave way 
to antivirus software, firewalls, and Intrusion Detection 
Systems (IDSs) with the emergence of home networks and the 
Internet [7]. As cloud computing and mobile networks grow 
rapidly, tools such as Intrusion Prevention Systems (IPS), 
Security Information and Event Management (SIEM), and Data 
Loss Prevention (DLP) have emerged to deal with new 
vulnerabilities [8]. However, with the 6G and metaverse era 
expected to connect around 50 billion devices, a new security 
paradigm is needed. 

A. Artificial Intelligence and Machine Learning-Based 
Anomaly Detection in 6G Networks 

Recent studies show that ensemble learning and hybrid AI 
models are very effective for anomaly detection in 6G. Authors 
in [9] presented AD6GNs, an ensemble framework using 
Correlation-based Feature Selection with Random Forest (CFS-
RF) and modified Support Vector Machine (SVM). Their 
system achieved 99.95% accuracy and a very low False Alarm 
Rate (FAR) on multiple benchmark datasets. Authors in [10] 
surveyed Machine Learning (ML)-based anomaly detection in 
6G, covering datasets, metrics, and problems such as data 
sparsity, accuracy, and real-time detection. Also, authors in 
[11] discussed deep learning and AI integration in 6G 
infrastructure to uncover hidden traffic patterns. 

B. Edge–Cloud Optimization and IoT-Integrated Anomaly 
Frameworks 

Energy efficiency and resource-aware design are also 
critical for 6G IoT applications. Authors in [12] proposed a 
Metaheuristic Energy-Aware Routing with Optimal Deep 
Learning Anomaly Detection Technique (MER-ODLADT), 
using Marine Predator Optimization (MPO) for routing and 
Deep Belief Networks (DBFs) for anomaly detection. They 
achieved 99.43% accuracy and 98.41% F1-score. Authors in 
[13] proposed a cloud-edge collaborative framework (WC-SM-
AI) that leverages deep neural networks for real-time security 
management, focusing on reducing latency, preserving data 
integrity, and optimizing network lifespan through intelligent 
Cloud Edge Computing (CEC) deployment. Authors in [14] 
addressed high-dimensional Industrial IoT (IIoT) data by 
modeling spatiotemporal correlations and implementing 
autoregressive models to eliminate noise. 

C. Context-Aware and Specialized Anomaly Detection Models 

To address the variability of edge environments, authors in 
[15] introduced a video anomaly detection framework for 
scene-adaptive applications that fine-tunes edge models using 
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local and simulated anomalies. It ensures robust detection in 
diverse real-world conditions such as smart cities, campuses, 
and public infrastructure. Authors in [16] focused on log-based 
anomaly detection in Cyber-Physical Systems (CPS) by 
integrating the LogFiT and Deep Convolutional Neural 
Network (DCNM) methods, demonstrating enhanced 
classification of log anomalies and real-time deployment 
capabilities in 6G-integrated environments. Authors in [17] 
targeted fuzzing attack mitigation by developing a Multi-Scale 
Convolutional Autoencoder (MSCAE) with Tuna Swarm 
Optimization (TSO), achieving significant detection 
improvements. 

Figure 1 illustrates the multi-layered architecture of the 
proposed anomaly detection framework for 6G-enabled cloud 
computing systems, encompassing edge, fog, cloud, and core 
network layers and enabling real-time threat detection, privacy 
preservation, and operational transparency.  

 

 

Fig. 1.  Secure data transmission in 6G-enabled cloud computing 

environments. 

The key contributions of this study include: 

 An anomaly detection framework tailored for 6G cloud 
computing systems, integrating AI-driven detection with 
cyber-range simulation environments that span cloud, edge, 
and core layers. 

 The framework is augmented with FL to ensure 
adaptability, privacy preservation, and robustness against 
data scarcity and poisoning attacks. 

 An explainability module, powered by Large Language 
Model (LLM)-based interpretations and Shapley Additive 
Explanations (SHAP)-based visualizations, for users and 
security analysts. 

 Validation was performed using four benchmark datasets 
(NSL- KDD, UNSW-NB15, CIC-DDoS2019, and CIC-
IDS2017) and testing against complex, simulated 5G/6G-
specific threats. 

II. METHODOLOGY 

This section outlines the methodological pipeline used in 
the proposed anomaly detection framework for secure data 
transmission in 6G-enabled cloud computing systems. It 
includes details on dataset characteristics, system architecture, 
model formulation, and evaluation setup. 

A. Dataset Description and Preprocessing 

The experimental framework utilizes four benchmark 
datasets. The NSL-KDD [18] contains 125,973 instances and 
41 features, offering a refined version of KDD99 by 
eliminating redundant records. The UNSW-NB15 [19] 
encompasses 49 attributes and modern attack types such as 
Exploits, Fuzzers, and Generic attacks. The CIC-IDS2017 [20] 
includes 80 features and covers 14 attack types, simulating 
realistic traffic patterns. The CIC-DDoS2019 [21] is designed 
to capture Distributed Denial-of-Service (DDoS)-specific 
behaviors, and it contains over 12 million flow records, 
providing high-volume data suitable for 6G-like environments. 
Continuous features are normalized using min-max scaling: 

x������ =  
 � ���

�
��


�� ���

�   (1) 

Data imbalance is mitigated using the Synthetic Minority 
Over-Sampling Technique (SMOTE) and class-weight 
adjustments to preserve detection sensitivity. 

B. System Architecture Overview 

The system is deployed in a multi-tiered architecture 
consisting of edge, fog, and cloud layers. The edge layer 
handles real-time inference on IoT devices. The fog layer 
performs intermediate data aggregation, whereas the cloud 
layer hosts the global detection model and explainability 
modules. Figure 2 illustrates the hierarchical integration of 6G-
enabled devices, Ultra-Reliable Low-Latency Communication 
(URLLC) slices, cyber range simulations, and cloud 
intelligence modules, facilitating real-time, distributed, and 
explainable anomaly detection across edge and core 
infrastructures. 

An FL strategy is employed to train models locally and 
aggregate global weights centrally. The aggregation of model 
parameters is computed as:  

W����� =  ∑ ����
� �w��

�������    (2) 

where �w��
���

 denotes local weights, and n��� is the sample size 

of client i. 
C. Data Collection and Preprocessing 

Raw traffic data are captured using SPAN ports and packet 
sniffers deployed in a controlled cyber range environment. 
Preprocessing includes encoding, normalization according to 
(1), noise filtering using ARX models, and imbalanced class 
treatment. The data are finally structured into numerical vectors x ∈ ℝ�. 
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D. Feature Selection and Engineering 

Feature dimensionality is reduced using RF and CFS 
importance scores. The selection metric is given by: 

Merit! = " ⋅�$%
&'" � "
"���(((((((���%%)

   (3) 

Here, k represents the included selected features, r+, is the 
average correlation of feature-classes, and r,,  denotes the 
average feature correlation. 

 

 

Fig. 2.  Intelligent anomaly detection framework for 6G-enabled cloud 

computing environments. 

E. Anomaly Detection Techniques 

1) Machine Learning Models 

Three classical models are applied: 

 The SVM uses a radial basis function kernel and minimizes 
the following objective function:  

min�.,0,1�
�
2 ‖w‖2 + C ∑ ξ�����    (4) 

 RF builds an ensemble of decision trees using bootstrap 
aggregation. Feature importance is evaluated using Gini 
impurity reduction.  

 Naive Bayes (NB) calculates posterior probabilities 
assuming feature independence: 

y8 = argmax
�+∈∁�

P
c� ∏ P
x? | c��?��    (5) 

2) Deep Learning Approaches 

Two deep architectures are incorporated: 

 Autoencoder (AE): Detects anomalies based on 
reconstruction error: 

L 
x, x8� = ‖x − x8‖22    (6) 

As shown in (6), the AE instances with high reconstruction 
loss are classified as anomalous. 

 Convolutional Neural Network (CNN): Performs spatial 
feature extraction on structured input features: 

yC = σ 
wC ∗  xC�� + bC�   (7) 

where ∗ denotes convolution, and σ is the ReLU activation 
function.  

The models are evaluated using 5-fold cross-validation and 
stratified 80/20 train-test splits. The following performance 
metrics are calculated: accuracy, precision, recall, F1-score, 
and FAR. 

III. RESULTS AND DISCUSSION  

This section presents a systematic evaluation of the 
proposed AE-CNN-FL framework against conventional 
anomaly detection models across multiple benchmark datasets. 
In the proposed FL setup, we simulate a network with 10 edge 
clients, each representing a separate cloud node or device 
cluster. We use FedAvg for aggregation, which averages 
weights from locally trained models of all clients. To handle 
non-IID data, common in real-world traffic variations, we 
apply data augmentation at each client and use momentum-
based optimization during aggregation. This helps stabilize 
global updates and reduces the drift problem. 

A. Performance Evaluation of Detection Models 

The proposed AE-CNN-FL model was tested on four well-
known security datasets: NSL-KDD, UNSW-NB15, CIC-
IDS2017, and CIC-DDoS2019. Metrics such as accuracy, 
precision, recall, F1-score, and FAR were used to measure both 
overall performance and generalization across different attack 
types and network conditions. The model outperformed peer 
methods on all datasets. For example, on NSL-KDD it 
achieved an F1-score of 99.74% and FAR of 0.0015, 
demonstrating high reliability in anomaly detection with very 
low false positives. On CIC-DDoS2019, which mimics heavy 
DDoS traffic, the F1-score remained above 99.7%, indicating 
strong robustness under volume attacks. Figure 3 shows that 
AE-CNN-FL consistently achieves higher accuracy than 
baselines from [9], [12], and [14]. Accuracy exceeds 99.80% 
across all datasets, with a clear lead on CIC-DDoS2019, 
highlighting robustness and generalization in 6G threat 
detection. 

B. Comparative Analysis with Existing Methods 

To validate the superiority of the proposed framework, we 
compared it against three peer-reviewed anomaly detection 
systems. Earlier works focused on ensemble learning with 
CFS-RF and hybrid classifiers, and also on IIoT-focused 
multidimensional anomaly detection using ARX modeling. The 
model in [12] was close in precision, but was less effective in 
recall, leading to lower F1-scores on complex traffic scenarios. 
Also, the work in [14] underperformed on high-dimensional 
datasets like CIC-IDS2017 due to its shallow modeling. Figure 
4 highlights the precision performance across different models, 
where the proposed AE-CNN-FL model achieves the highest 
precision consistently, exceeding 99.7% on all datasets.  
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The framework is built for scalability, which is critical for 
future 6G services, where FL enables to split computation 
across clients, avoiding single points of failure or bottlenecks. 
With more devices and traffic, the framework scales by adding 
extra clients in FL rounds. A lightweight AE-CNN hybrid 
model keeps computation low, allowing deployment on edge 
devices with limited resources. Our tests used 10 clients, but 
FL can expand to hundreds or thousands of nodes. FedAvg 
with momentum ensures strong performance even when data 
are not uniform across the network. 

 

 

Fig. 3.  Accuracy comparison of anomaly detection models across four 

benchmark datasets. 

 

Fig. 4.  Precision comparison of anomaly detection models across four 

benchmark datasets. 

C. Analysis under 6G Network Constraints 

A simulated 6G testbed was deployed using containerized 
environments to replicate core-edge cloud interactions. The 
inference latency of the proposed model remained under 350 

ms, meeting the stringent ultra-low-latency requirements of 6G. 
Furthermore, federated deployment allowed each edge node to 
adapt to localized traffic while periodically synchronizing with 
the global model, achieving a balance between responsiveness 
and global consistency against cyber-attacks in ensemble 
networks [22]. 

Energy efficiency, another critical 6G parameter, was 
evaluated indirectly via CPU utilization benchmarks. AE-
CNN-FL consumed 14% less CPU on average during inference 
compared to ensemble-based models, making it suitable for 
resource-constrained edge environments. Table I highlights the 
superior performance of the proposed AE-CNN-FL model, 
which consistently outperforms existing approaches across all 
datasets, attaining 99.90% accuracy on CIC-DDoS2019 and 
maintaining performance above 99.80% on the other 
benchmarks. 

TABLE I.  ACCURACY OF ANOMALY DETECTION 
MODELS ACROSS FOUR BENCHMARK DATASETS 

Model 
NSL-KDD 

(%) 
UNSW-NB15 

(%) 
CIC-IDS2017 

(%) 
CIC-DDoS2019 

(%) 

Proposed 

(AE-CNN- FL) 
99.85 99.83 99.87 99.90 

[9] 99.50 99.48 99.46 99.44 

[12] 99.43 99.45 99.46 99.47 

[14] 97.30 97.10 97.20 97.00 

 
Table II demonstrates the overall effectiveness of the 

proposed AE-CNN-FL model, which outperforms competing 
models across all performance metrics. The model achieved the 
highest average accuracy (99.86%) and F1-score (99.79%), 
with a good balance between precision (99.76%) and recall 
(99.82%). The FAR remained lowest at 0.0011, indicating 
strong reliability in reducing false alarms in real-time 6G 
environments. 

TABLE II.  COMPARATIVE EVALUATION OF ANOMALY 
DETECTION MODELS 

Model 
Avg. accuracy 

(%) 

F1-score 

(%) 

Precision 

(%) 

Recall 

(%) 
FAR 

Proposed 

(AE-CNN- FL) 
99.86 99.79 99.76 99.82 0.0011 

[9] 99.47 98.94 98.9 99 0.0038 

[12] 99.45 98.41 99.58 98.34 0.0029 

[14] 97.15 94.85 95.1 94.6 0.0047 

 

D. Implications for Cloud Security 

Deployment of the framework in a Kubernetes-based cloud 
pipeline demonstrates its real-world feasibility. Also, 
explainability modules using SHAP plots and an LLM-driven 
chatbot improve prediction interpretability. This allows 
administrators to not only detect and react to threats in real 
time, but also understand why the model makes decisions, 
supporting forensic tracking and compliance checks. The 
integration with cloud-native observability tools like 
Elasticsearch and Kibana ensures a continuous feedback loop 
for system performance and threat landscape evolution. Future 
work will explore integrating split learning and differential 
privacy, enabling private, decentralized training across 
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heterogeneous IoT cloud landscapes with intelligent reflecting 
surfaces [23].  

The framework shows high performance but also has 
limitations, as it relies on regular FL synchronization and 
aggregation. If clients frequently drop or miss synchronization, 
model drift and slow convergence may happen. The model 
defends well against known attacks, but detecting zero-day 
attacks remains challenging as it depends on historical data. 
Future work plans to employ stronger adversarial learning 
techniques to detect such threats early. Another potential 
failure scenario is data poisoning, where a malicious client 
sends corrupted data to bias the model. To address this, we plan 
to implement a robust client reputation and validation 
mechanism. 

IV. CONCLUSION 

This work presents an intelligent anomaly detection model 
tailored for sixth-generation (6G) cloud computing systems, 
leveraging the strengths of Autoencoders (AEs), Convolutional 
Neural Networks (CNNs), and Federated Learning (FL). The 
proposed approach effectively addresses the dual challenges of 
real-time detection and data privacy. Experimental results 
across diverse and complex datasets confirmed the model's 
superiority, achieving a consistent average accuracy of 99.85%, 
recall of 99.82%, precision of 99.76%, and F1-score of 
99.79%. The framework maintained a False Alarm Rate (FAR) 
below 0.0012 and inference latency under 350 ms, 
demonstrating both detection accuracy and deployment 
feasibility in edge-based environments. Its integration with 
visualization and explainability modules further ensures 
actionable insights for network operators.  

While promising, the framework currently assumes 
moderate computational resources and periodic connectivity 
for federated updates. Future research will focus on enhancing 
energy efficiency, incorporating continuous learning, and 
supporting dynamic threat adaptation to fully align with the 
evolving landscape of 6G network security. 
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