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ABSTRACT

Routing in Wireless Sensor Networks (WSNs) is highly vulnerable due to the unreliable wireless medium
and limited node resources. Routing attacks can severely degrade network performance. This paper
proposes a Robust Security system using Reinforcement Learning (RSRL) and the Secure Hash Algorithm
512 (SHA-512) for secure and efficient routing in WSNs. The primary objective of the RSRL mechanism is
to detect malicious nodes and enhance system security. In the RSRL mechanism, the Base Station (BS)
performs aggregator verification using SHA-512 to ensure data integrity without burdening low-power
sensor nodes. A Reinforcement Learning (RL) agent, executed at the BS, dynamically learns optimal
policies to detect malicious sensor nodes based on node Response Time (RT), Consumed Energy (CE), and
Loss Ratio (LR). The RSRL system selects reliable nodes for route selection to improve routing efficiency.
The proposed RSRL model is implemented in Network Simulator 2.35. Simulation results demonstrate a
26.44% improvement in Packet Forwarding Ratio (PFR) and 95% detection accuracy compared to a
conventional secure routing mechanism. The results confirm that RSRL effectively mitigates routing

attacks while maintaining high network performance.

Keywords-Reinforcement Learning (RL); Wireless Sensor Networks (WSNs); Secure Hash Algorithm 512

(SHA-512); malicious node detection; reward function

I.  INTRODUCTION

Wireless sensor networks (WSNs) deployed in military
applications require high security, making the use of reliable
nodes and links essential [1]. Over the years, various
approaches have been proposed to enhance data aggregation,
routing, and data security [2]. Despite these efforts, most
existing methods remain limited by factors such as high time
complexity, vulnerability to malicious attacks, and data
uncertainty [3]. To strengthen network protection, Elliptic
Curve Cryptography (ECC) and the Advanced Encryption
Standard (AES) have been widely adopted, as they combine
resource efficiency with strong data security in WSNs [4].
However, although cryptographic approaches effectively
mitigate security vulnerabilities, they often suffer from reduced
throughput [5]. As a result, the efficient detection of malicious
sensor nodes has become a significant factor.

Reinforcement Learning (RL) provides an adaptive
framework capable of learning from network behavior [6]. RL
is a machine learning model in which an agent interacts with
the environment, makes decisions, and receives rewards to
learn an optimal strategy. It offers adaptiveness, robustness,
and scalability, enabling security policies to evolve alongside
attack strategies. Moreover, RL provides robust protection even
against unknown attacks [7], minimizes false alarms in
malicious detection, and enhances the Packet Forwarding Ratio
(PFR).

The Secure Hash Algorithm 512 (SHA-512) generates hash
values for encrypting input data, ensuring both data integrity
and authentication. This hash-based grouping process also
improves routing efficiency. In this process, network sensor
nodes are distributed into several groups, with each group
comprising multiple sensor nodes and an aggregator node that
manages local communication within the group [8]. In general,
group members (sensor nodes) communicate with the
aggregator, which aggregates and fuses the collected data to
conserve energy.

The Secure Authentication and Key Management Scheme
(SAKMS) based on ECC provides secure and trustworthy
authentication between devices in wireless networks. This
mechanism utilizes hashing, Exclusive OR (XOR), and ECC

multiplication operations. Furthermore, dynamic key updating
ensures resilience against potential key leakage. However,
frequent dynamic key updates across nodes introduce
additional transmission and processing overhead. The regular-
window method accelerates ECC multiplications, but
cryptographic operations, including hashing, hidden credential
handling, and dynamic key cooperation, still require significant
resources and introduce latency in sensor node communication.
In addition, this mechanism requires interactions for
authentication and key agreement, which can impact battery
life. Moreover, the ECC algorithm is susceptible to timing and
power analysis attacks [9].

To overcome these challenges, this paper introduces a
Robust Security system using SHA-512 with RL (RSRL) for
WSN. The RSRL framework leverages SHA-512 to ensure
strong security, whereas the RL agent provides adaptability in
resource-constrained and attack-prone environments. The main
contributions of RSRL are summarized as follows. The Base
Station (BS) verifies the aggregator using a hash code value
computed by the SHA-512 algorithm. This hash code is
generated from the node identity, personal identification
number, and sensor node location to detect malicious
aggregators. Additionally, the RL model calculates a node
reward function based on node Response Time ( RT ),
Consumed Energy (CE), and Loss Ratio (LR), efficiently
detecting malicious sensor nodes. Afterward, the aggregator
node forwards the sensor data to the BS through reliable nodes.
The results demonstrate that RSRL improves the detection ratio
while minimizing delay and packet loss in WSNs.

II. LITERATURE REVIEW

Artificial intelligence algorithms have been applied to
identify Denial of Service (DoS) attacks and alleviate their
effects. In addition, ensemble-based methods aggregate
multiple classifiers to enhance detection accuracy [10]. The
Rabin—Karp method is a lightweight algorithm that verifies
transmitted data packets using hash values. This mechanism
maintains  high  detection accuracy while reducing
computational overhead, improving the reliability of WSNs
[11]. Furthermore, the homomorphic encryption technique
encrypts and decrypts messages to address key distribution
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issues for secure transmission during secret key generation
[12].

In [13], a cryptographic data security mechanism for
reliable WSNs applies the ECC method for key generation,
whereas the Advanced Encryption Standard (AES) algorithm
performs encryption and decryption to enhance security. This
technique also utilizes a grouping process to improve energy
efficiency. In [14], the Elliptic Curve Digital Signature
Algorithm (ECDSA) using SHA-512 encrypts the data and
checks the integrity of the received data. If an attacker alters
the received data, the ECDSA notices it and signals the
transmitter for retransmission.

Misdirection attacks cause malicious nodes to divert
network traffic to improper paths, leading to packet drops,
increased energy consumption, and transmission failures. In
[15], a misdirection attack detection and prevention scheme
that utilizes an RL algorithm efficiently detects such attacks
with minimal computational cost [15].

Secure aggregation is an efficient solution for providing
privacy in federated learning-based WSNs. Traditional secure
aggregation for sensor nodes relies on Shamir's secret sharing
to achieve dropout robustness but restricts scalability and
dropout tolerance. In [16], an improved secure aggregation
method utilizes a non-colluding server and motivator nodes to
reach almost complete (up to n — 2) corruption and dropout
tolerance. It exploits discrete logarithm-based extractable and

equivocal commitments to achieve malicious security.
Furthermore, in [17], a random forest-based selective
forwarding attack detection mechanism observes node

behavior, such as packet loss rate, size of packet, forwarding
rate, and energy utilization, to identify malicious activities in
WSNE.

In [18], a security-enhanced certificateless designated
verifier anonymous aggregate signature approach provides
strong security against several attacks. In addition, the You
Only Speak Once (YOSO) model introduces a dynamic and
volatile committee for system initialization and key
distribution. In [19], an adaptive fusion biometric key
generation framework integrates palm vein biometric features
with state-of-the-art cryptographic methods to detect Man-in-
the-Middle (MIMT) attacks in the network [19]. Moreover,
authors in [20] proposed an RL-based intrusion detection
mechanism that applies repeated node classification to detect
intrusions. It measures sensor node behavior based on link
quality, which is computed from the PFR and the residual
energy of each node.

1. PROPOSED METHOD

In WSNs, security has become a critical issue, as existing
techniques for malicious node detection often adopt a one-time,
centralized decision-making approach. With this paradigm,
errors are difficult to avoid, and reproducibility and traceability
are challenging. Hence, conventional WSN malicious node
detection methods cannot assure the traceability and fairness of
the detection process.

WSNs are vulnerable to an extensive range of attacks, in
which the malicious nodes can obtain the identities of middle

nodes or incorrectly construct identities before linking to the
network. External attacker nodes may eavesdrop on node-to-
node communication and propagate incorrect information
through the network. There are many methods to perform
attacks. For example, malicious nodes may communicate
directly with legitimate nodes, assume the identity of a
legitimate node to transmit false data, or initiate DoS attacks to
weaken the resources of reliable nodes.

To address these challenges, the proposed work introduces
SHA-512 combined with an RL algorithm to improve secure
routing in WSNSs. Figure 1 illustrates the block diagram of the
proposed RSRL mechanism. The RSRL mechanism consists of
registration, group formation, malicious node categorization,
and the data transmission process in WSNs.

Sensor BS verifies
nodes SHA-S12 AG node
. . AGnode Compute Group
Reg1strat1on 9 selection 9 HC value formation
I
A2
Malicious sensor
Data - node RL
transmission categorization algorithm
Fig. 1. Block diagram of the proposed RSRL system.

In a WSN, multiple sensor nodes sense the environment
and forward information to an aggregator (AG) node. The AG
node collects this information, removes redundant data, and
transfers it to the BS. The objective of applying SHA-512 is to
authenticate the sensor nodes. The BS verifies AG nodes before
they communicate with other AG nodes or sensor nodes. In
addition, the AG node authenticates each sensor node when it
joins the group. The RL algorithm isolates malicious nodes to
protect the integrity and confidentiality of transmitted data.

A. Registration

All sensor nodes have unique Media Access Control
(MAC) addresses. The BS handles the registered sensor node
details, and this information is stored in the database. The BS
broadcasts a request message to all sensor nodes to select the
AG. Some sensor nodes respond with a reply message
indicating their willingness to act as an AG.

The RSRL system utilizes the SHA-512 algorithm to
compute the AG Hash Code (HC) value. Before selecting AG
nodes, the BS verifies the HC value and MAC address.
Consider an AG node with ID,g (AG identity), Locyg (AG
location), and PIN,g (personal identification number). The
SHA-512 algorithm computes the HC as follows:

HC = hf(IDpg||Locag||PINyg) (D

where hf indicates the hash function. The PIN is a 4-digit
random number between 0 and 9. If the computed HC value
matches the AG node's HC, the BS confirms that the AG node
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is normal and broadcasts its role as an AG to the entire
network. Otherwise, the BS notifies the network that the AG
node is malicious. Thus, the RSRL system, using the SHA-512
algorithm, can detect external attacks such eavesdropping,
DoS, and node capture attacks in the WSN.

B. Group Formation

Each sensor node forwards a join request message within
the communication range of the AG nodes to form groups. The
AG nodes receive these request messages and respond to allow
the sensor nodes to join their groups. The BS verifies whether
each sensor node is normal or malicious by applying the RL
algorithm. The RL algorithm computes a reward function for
each sensor node based on its LT, RT, and CE. If a sensor node
is identified as malicious, the BS broadcasts a notification
message to all nodes. When a sensor node is verified as
reliable, it is associated with a group and receives data
uninterruptedly. The AG node acts as the leader of the group,
and the member nodes forward their data through the AG node.
The AG node accepts the data from the normal nodes, removes
duplicates and forwards the important data.

C. Malicious Sensor Node Categorization Using
Reinforcement Learning

Conventional security approaches increase computational
costs and create a single point of failure, causing sensor nodes
to act selfishly due to the lack of resources. To address these
problems, RL is applied with reward function estimation. The
RL agent, such as the BS, computes each sensor node's reward
function based on node LR, RT, and CE.

LR indicates the amount of packet loss per unit time during
data communication in the network. The following equation
calculates LR:

Loss packets(n)
T

LR = 2

Here, T indicates the time interval, and n denotes the sensor
node. CE describes the amount of energy consumed from a
sensor node's battery during the execution of supervisory and
data transmission processes. The following equation calculates
CE:

CE = Initial Energy — Residual Energy 3)

RT indicates the entire time between request initialization
and fulfillment. The following equation calculates RT:

b Pd ot

__nb ps
RT = 22— )

where pb denotes the number of packet bits, pd indicates the
propagation distance, st represents the serving time, ps refers
to the propagation speed, nb describes the network bandwidth,
and T indicates the time.

The RL agent, such as the BS, computes each sensor node's
reward function based on node LR, RT, and CE. Here, the RL
sense environment is defined as a Markov Decision Process
(MDP), which is established with an optimum rule theory to
recognize the maximum rewards over time. The RL agent
interacts with the environment and takes an action (AT) in each
state (ST) and waits for a response. The agent observes the

environment states (LR, RT, and CE) for any updates and
optimizes the received reward (RW) via updating rules.

In the RL technique, the agent evaluates the state-value
function to adjust all states and actions. For each iteration, if
the AT result is lower than the RW, the output table is updated.
In every ST, the agent takes an AT, such as malicious, reliable,
or suspicious, detects the RW for that action, and then
transitions to the next ST, adjusting the Evaluated Quality (EQ)
as specified below:

EQ(ST,AT) « (1 —y)Q(ST, AT) + y(RW +
max Q(ST, AT)) (5)

LR, RT, and CE compute the RW value for isolating
malicious nodes. The nodes with the highest RW value nodes
are identified as malicious nodes. The reward computation for a
sensor node is specified below:

RW = yP(LR + RT + CE) (6)

where y € [0, 1] and D represents a discount factor that
determines the influence of future rewards on the present one.
The RW value of +1 denotes accurate detection, whereas 0
indicates an uncertain decision corresponding to a suspicious
node. Finally, the sensing information is forwarded through
reliable AG nodes in the network. Table I demonstrates how
the BS categorizes malicious nodes.

TABLE L RL ALGORITHM-BASED MALICIOUS NODE
DETECTION IN A WSN
D RT LR CE RL Sensor node EQ RW
(ms) (%) J) output | classification | value
SN1 15 1.5 0.015 0 Normal 0.93 +1

SN2 25 4 0.045 1 Suspicious 0.68 0
SN3 40 8 0.09 2 Malicious 0.81 +1
SN4 4 0.9 0.05 0 Normal 0.95 +1
SN5 110 12 0.07 2 Malicious 0.85 +1

The pseudocode of the RSRL mechanism is specified
below.

#Pseudocode of the RSRL mechanism
Initialization: BS, sensor nodes
nodes, HC, RL algorithm
Registration of AG nodes:
For AG =1, 2,..., k do {
BS computes the HC value using SHA-512
If (BS HC = = AG HC) {
AG is legitimate
AG is assigned as an aggregator
} else {
AG is malicious
AG node is removed from the network

(SN), AG

}
Registration of SN nodes:
For SN =1, 2, ..., n do {
BS computes RW based on RT, LR,
If RW indicates SN is reliable {
SN shares its ID and location with
related AG

and CE
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SN joins the group

} else {

SN is malicious

AG discards the join request

}
}

Data transmission:

AG selects the route to forward the data
SN data are forwarded through the
selected AG route
BS receives the data

IV. SIMULATION ANALYSIS

This section presents a simulation-based evaluation of the
RSRL model for detecting malicious nodes in WSNs. The
Network Simulator 2.35 tool is used to model the network
environment and compare the performance of the proposed
RSRL with the existing SAKMS model. The simulation uses a
500 x 600 m? topology, with 150 randomly distributed sensor
nodes, each having a communication range of 50 m and an
initial energy of 1 J. The simulator employs a two-ray ground
propagation model.

The RSRL system utilizes the KDDCup'99 dataset [21] to
detect malicious sensor nodes in the WSN. Data packets of size
1024 bytes are forwarded through the network, and the SHA-
512 algorithm authenticates aggregator nodes to protect the
data from external attackers.

PFR indicates the ratio of the sensor nodes that forward the
data packets to the BS successfully. Figure 2 demonstrates the
PFR with respect to the number of sensor nodes.

120
100 Y b S esiesenel
-.-.----.- e
a0 T~
—— Siea
X 60
=== SAKMS
£ 40
20 eeeee RSRL
0

0 25 50 100 150
Number of sensor nodes

Fig. 2. PFR of SAKMS and RSRL models versus the number of sensor

nodes.

As shown in Figure 2, the PFR decreases as the number of
sensor nodes increases. A higher number of sensor nodes
contributes to increased communication, which raises delay and
computational overhead. However, the proposed RSRL model
achieves a higher PFR than the existing SAKMS model. By
utilizing the SHA-512 algorithm combined with an RL reward
function, the RSRL model efficiently detects the malicious
nodes. In contrast, the existing SAKMS model relies on the
ECC algorithm, which increases computational complexity and

delay. Overall, the proposed RSRL model improves PFR by
26.44% compared to SAKMS.

The Malicious Detection Ratio (MDR) is defined as the
ratio between the number of accurately acknowledged
malicious sensor nodes and the total number of malicious
sensor nodes. It is computed as:

MALp ck
MALTotal

MDR = @)

Figure 3 shows MDR accuracy with respect to the number
of sensor nodes. As the number of sensor nodes increases,
MDR decreases due to missed detections. As shown in the
figure, the proposed RSRL model detects malicious sensor
nodes more efficiently than the existing SAKMS model.

1.2
0.8 R
& 0.6
o — — SAKMS
0.2 seseoe RSRL
0 |
25 50 100 150

Number of sensor nodes

Fig. 3. MDR of SAKMS and RSRL models versus the number of sensor

nodes.

Delay represents the time between the sender forwarding
the data packet and the destination receiving it. It is calculated
as:

Delay = Yi2,(Time of packet received —
Time of packet sent) ®)

where m denotes the number of sensor nodes. Figure 4
illustrates the Delay of SAKMS and RSRL models with respect
to the number of sensor nodes.

Malicious nodes can drop data packets and do not provide a
proper response, requiring multiple retransmissions. The
proposed RSRL mechanism utilizes the SHA-512 algorithm to
authenticate sensor nodes and the reward function to detect
malicious sensor nodes efficiently. In addition, data are
transmitted through reliable AG nodes, minimizing the delay.
As a result, RSRL reduces delay by 30.52% compared to the
SAKMS mechanism.

Packet Loss Ratio (PLR) is defined as the number of
forwarded packets not received at the BS:

PLR =

Y.i2o(Forwarded packets — Received packets)(9)
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Delay of SAKMS and RSRL models versus the number of sensor

Figure 5 shows the PLR of SAKMS and RSRL models with
respect to the number of sensor nodes. As the number of sensor
nodes increases, PLR also increases due to the increase in the
number of hops and the presence of malicious nodes. The
proposed RSRL mechanism, using SHA-512 with RL, detects
malicious sensor nodes efficiently and transmits data through
reliable AG nodes, reducing PLR by 28.83% compared with
SAKMS.
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Fig. 5. PLR of SAKMS and RSRL models versus the number of sensor
nodes.

V. CONCLUSIONS

This paper proposes an integrated approach using the
Secure Hash Algorithm 512 (SHA-512) and Reinforcement
Learning (RL) to secure Wireless Sensor Networks (WSNs)
against malicious nodes. The SHA-512 algorithm authenticates
aggregator (AG) and sensor nodes, whereas the RL agent
effectively detects malicious nodes. The Base Station (BS)
verifies the aggregator using the SHA-512 algorithm. The RL
agent learns optimal policies to identify malicious behavior
based on node Response Time (RT), Consumed Energy (CE),
and Loss Ratio (LR).

The proposed Robust Security with Reinforcement
Learning (RSRL) system forwards data through reliable AG
nodes, ensuring network reliability and routing efficiency.
Simulation results demonstrate that the RSRL mechanism
reduces packet loss by 28.83% and delay by 30.52% compared

to the existing Secure Authentication and Key Management
Scheme (SAKMS), and enhances malicious node detection
accuracy.

The RSRL system is suitable for applications such as
critical infrastructure protection, transportation hubs, urban
security, and disaster management, which require reliable and
continuous monitoring. A limitation of the RSRL system is the
increase in communication overhead and energy consumption.
Future work includes applying federated learning for
distributed RL agents and integrating real-time blockchain
technology to further enhance security and reliability.
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