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ABSTRACT 

Nowadays, communication can be conducted at high speed and conveniently through computer networks. 

In addition, devices in network systems can store data for extended periods. However, communication or 

storage over the network may lead to security issues or loss of data integrity. Therefore, data security 

mechanisms should be used to verify and maintain confidentiality and integrity. This research aims to 

evaluate which algorithm can verify data integrity and identify message authors in the least amount of 

time. The algorithms studied are Rivest–Shamir–Adleman (RSA), Hash-based Message Authentication 

Code–Secure Hash Algorithm 256 (HMAC-SHA256), HMAC-SHA384, and HMAC-SHA512, all of which 

verify data integrity and authenticate message authors. We compared the performance of all algorithms 

using ten different data sizes ranging from 100 to 1000 MB, with twenty datasets for each size, and 

evaluated their throughput and bandwidth. The results show that the HMAC-SHA256 algorithm requires 

the least execution time and therefore demonstrates the highest efficiency. In addition, the algorithm 

becomes more efficient as the data size increases, followed by HMAC-SHA512, HMAC-SHA384, and RSA, 

respectively. In future work, studying other algorithms that are capable of verifying data integrity and 

sender authenticity, such as digital signatures using RSA, Elliptic Curve Cryptography (ECC), and Galois 

Message Authentication Code (GMAC), or developing applications using HMAC-SHA256 for data 

integrity and sender authentication, will provide further insights into selecting the most appropriate 

algorithm for specific applications. 

Keywords-digital signature; Rivest–Shamir–Adleman (RSA); Secure Hash Algorithm (SHA); Hash-based 

Message Authentication Code (HMAC) 

I. INTRODUCTION  

A. Background and Significance 

At present, with the proliferation of transferring and storing 
large volumes of data via electronic means, the safety and 
reliability of data concerns everyone. A widely adopted 
solution to this challenge is the digital signature. Digital 
signatures are indispensable for certifying the source and 
integrity of the information transmitted in an electronic 
document or message. They play a critical role in securing and 
guaranteeing the reliability of electronic documents. Digital 

signatures also have legal attributes. Currently, the primary 
legal attribute is the writing attribute, whereas the two techno-
legislative attributes are the certificate authorities and the 
submission format. The electronic signature ensures a 
standardized digital representation and accuracy of information 
[1]. What makes digital signatures special and gives them value 
is that they provide three critical security features 
simultaneously: authentication, integrity, and non-repudiation. 
Non-repudiation is particularly important in legal or business 
functions because it certifies that an author signed a document 
and has not retracted their agreement.  
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In the digital domain, a digital signature begins with a user 
taking a message and processing it through a hashing 
algorithm. The hash value is then encrypted asymmetrically 
with the sender's private key. The resulting encrypted value is 
the signature, which travels with the message to the recipient. 
The recipient is able to verify the signature by hashing the 
message and then decrypting the signature with the sender's 
public key. The resulting hash values are then compared to 
confirm authenticity and integrity [2-5]. 

The Rivest–Shamir–Adleman (RSA) algorithm works by 
utilizing the mathematical properties of large prime numbers 
and their factorization. The security of RSA relies on the 
difficulty of factoring large composite numbers, ensuring that 
only the intended recipient can decrypt the encrypted data [6]. 
RSA is a widely used public-key cryptosystem in secure 
communication protocols such as HTTPS, SSL/TLS, and SSH 
to establish a secure channel between two parties. The 
algorithm comprises three steps: generation of keys (public-
private key pairs), encryption (public key), and decryption 
(private key) [7]. RSA security relies on complex mathematical 
computations, though this computational burden affects 
performance in resource-constrained environments.  

Unlike the asymmetric RSA mechanism, Hash-based 
Message Authentication Code (HMAC) is a symmetric 
algorithm designed solely for the purpose of message 
authentication and integrity [8-11]. HMAC is a fusion of a 
cryptographic hash function, such as Secure Hash Algorithm 
(SHA)-1, SHA-256, or SHA-384, with a secret key to produce 
a fixed-size authentication code that can be created only if the 
user is aware of both the key and the message. The HMAC 
process involves the division of the original message into n-bit 
blocks, depending on the adopted hashing algorithm, and using 
an n-bit secret key. The key is subjected to XOR operations 
with inner and outer padding (iPad and oPad) values, and the 
obtained hash value is the authentication code [12]. HMAC's 
greatest advantage is its high speed due to shared secret keys, 
although this exposes it to key distribution challenges common 
in symmetric schemes, as shown in Figure 1.  

System designers and users frequently encounter a complex 
balancing act between security and performance. Foundational 
security protocols for data protection and user trust, such as 
cloud storage security measures [13], secure user passwords 
and associated data [14], and ciphertext policy attribute-based 
file access [15], often add complexity that hinders user 
experience and system efficiency. On the other hand, 
emphasizing system performance can expose systems to cyber 
threats and compromise data integrity and data confidentiality 
[16, 17]. The security and performance balance is particularly 
evident in digital signature algorithms. RSA, for instance, is 
computationally heavy due to complex mathematical 
computations, whereas HMAC is computationally light 
because of the symmetric key operations. The choice of 
algorithm depends on the context, dictating the balance of 
security and performance for specific operations. 

Recent research has extensively explored different aspects 
of digital signature algorithms and optimization. Authors in 
[18] emphasized the necessity of examining and adjusting 
digital signature algorithms due to advances in quantum 

computing and recommended a comparative analysis of post-
quantum hash-based signature schemes. Authors in [19] 
compared hash-based signature schemes, specifically MSS and 
W-OTS algorithms, based on key generation, signature 
generation, and verification performance. Energy minimization 
has been another area of utmost significance. Authors in [8] 
suggested a novel approach to reduce HMAC energy usage by 
optimizing the underlying SHA-256 algorithm with the Energy 
Complexity Model and achieved energy conservation of up to 
14%. This article demonstrated that deep efficiency gains are 
achievable by directly designing cryptographic primitives 
rather than focusing on optimizations at the upper system level.  

 

 
Fig. 1.  Schematic of HMAC. 

Performance comparisons between different algorithms 
have also been under the spotlight. Authors in [20] compared 
HMAC, RSA, ECC, and ZK-SNARK implementations 
according to banking industry standards, whereas authors in 
[14] provided in-depth comparisons of hash functions (MD5, 
SHA-1, SHA-2, and SHA-3) in password storage scenarios. 
Authors in [21] specifically used HMAC-SHA256 for file 
authentication, demonstrating its effectiveness in guaranteeing 
data integrity and preventing unauthorized modification. The 
continually evolving threat landscape, particularly the 
implications of quantum computing, have propelled the 
research in the direction of post-quantum cryptography. 
Authors in [22] provided a comprehensive review of classical 
and post-quantum digital signature schemes, in response to the 
urgent need for quantum-proof schemes. Meanwhile, authors in 
[23] studied homomorphic encryption techniques for secure 
image processing within the broader context of cutting-edge 
cryptographic applications. 

The present research topic seeks to evaluate the 
performance of digital signature algorithms, specifically RSA 
and HMAC. Using performance metrics such as encryption 
speed, decryption speed, time to generate key, and memory 
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usage, this research provides valuable information about the 
disadvantages and advantages of RSA and HMAC as digital 
signature algorithms. This research will prove beneficial as it 
will shed light on how various algorithms are effective and 
efficient. This information will be useful to academicians, 
developers, and organizations in the selection and 
implementation of digital signature algorithms. Additionally, it 
may be used to create more reliable digital systems that provide 
safe and secure digital interactions across a range of industries, 
including e-commerce, online banking, and e-government. 

II. METHOD 

A. Dataset and System Preparation 

In this section, an analysis of the performance of HMAC 
algorithms, including HMAC-SHA256, HMAC-SHA384, and 
HMAC-SHA512, as well as the digital signature using the RSA 
algorithm, is presented. The researcher used a personal 
computer with an Intel Core i7 CPU clocked at 2.50 GHz and 
40 GB of RAM, and installed the Ubuntu operating system and 
OpenSSL on Oracle VirtualBox software. 

The algorithms were evaluated based on the time taken to 
process different data sizes. The researcher defined ten data 
sizes for testing: 100, 200, 300, 400, 500, 600, 700, 800, 900, 
and 1000 MB, which are typical sizes used in communication, 
such as messaging apps, e-commerce, or cloud storage. Each 
size was randomly sampled into 20 datasets and saved as .txt 
files to serve as the benchmarks for each algorithm. The 
proposed system and workflow are illustrated in Figure 2. 

 

 
Fig. 2.  Schematic of the proposed system. 

B. File Generation 

To generate the random character files, the researcher used 
the command shown in Figure 3, where 'head -c 100M' 
specifies the number of bytes for the random character file. 

 

 
Fig. 3.  Command to create random character files. 

The command generates random character files of the 
following sizes: 100, 200, 300, 400, 500, 600, 700, 800, 900, 
and 1000 MB. 

C. Digital Signature Performance 

1) Key Generation 

To test the performance of digital signatures, the researcher 
used the RSA algorithm to generate private and public keys of 
2048 bits, which were saved in .pem files. The commands used 
for generating private keys are shown in Figure 4, and the 
commands for generating public keys are shown in Figure 5. 

 

 
Fig. 4.  Command to generate private keys. 

 
Fig. 5.  Command to generate public keys. 

2) Digital Signature Testing 

The researcher used the '-sign' command with '-sha256' and 
the private keys created in the key generation step to create a 
digital signature for each data file ($i), which was stored in a 
file named $i.bin. The 'time' command was used to measure 
performance, and the results were exported to a file named 
according to the size of the test file, as shown in Figure 6. 

 

 
Fig. 6.  Command for digital signature testing. 

D. HMAC Performance Testing 

The researcher tested the performance of HMAC 
algorithms (HMAC-SHA256, HMAC-SHA384, and HMAC-
SHA512) using a 128-bit key. Execution time was measured 
with the 'time openssl' command, and the results were exported 
to files named according to the type of test and size of the data. 
The commands used for each algorithm are shown in Figures 
7–9. 

 

 
Fig. 7.  Command for performance testing of HMAC-SHA256. 

 
Fig. 8.  Command for performance testing of HMAC-SHA384. 

 
Fig. 9.  Command for performance testing of HMAC-SHA512. 
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Table I summarizes the file sizes, algorithms, key sizes, and 
number of datasets per size used in the experiments. 

TABLE I.  DATA SIZES, ALGORITHMS, KEY SIZES, AND 
NUMBER OF DATASETS PER SIZE 

File size 
Number of 

datasets 
Algorithm 

Key size 

(bits) 

100–1000 20 RSA 2048 
100–1000 20 HMAC-SHA256 256 
100–1000 20 HMAC-SHA384 384 
100–1000 20 HMAC-SHA512 512 

 

III. RESULTS AND DISCUSSION 

A. Results 

The results of the execution time comparison for the digital 
signature RSA algorithm, HMAC-SHA256, HMAC-SHA384, 
and HMAC-SHA512 are shown in Table II. The table shows 
the average execution time for each file size, calculated from 
20 datasets and 100 testing rounds per size. The comparative 
performance of all algorithms is summarized in Table II and 
illustrated graphically in Figure 10. 

TABLE II.  COMPARATIVE EXECUTION TIME OF ALL 
ALGORITHMS 

File size 

(MB) 

RSA 

(s) 

HMAC-

SHA256 (s) 

HMAC-

SHA384 (s) 

HMAC-

SHA512 (s) 

100 0.00720 0.00485 0.00450 0.00550 
200 0.27995 0.26075 0.26615 0.27135 
300 0.46745 0.23055 0.42775 0.42425 
400 0.57605 0.29160 0.55865 0.56230 
500 0.70285 0.36080 0.69135 0.69250 
600 0.83610 0.42690 0.82580 0.83120 
700 0.97495 0.49710 0.95955 0.96575 
800 1.10845 0.56450 1.09355 1.09555 
900 1.26315 0.64205 1.22740 1.22865 
1000 1.37225 0.70490 1.36955 1.36270 

Average 0.75884 0.39840 0.74243 0.74398 

 

 
Fig. 10.  Average execution time of RSA and HMAC algorithms for each 
file size. 

In terms of throughput, shown in Figure 11, the HMAC-
SHA256 algorithm performed the fastest, achieving the highest 
throughput of 1,247,509,128.27 bytes/s. The next most 
efficient algorithm was HMAC-SHA384, with a throughput of 
688,389,845.09 bytes/s, followed by HMAC-SHA512 at 

685,619,347.64 bytes/s. The RSA algorithm exhibited the 
lowest throughput, at 668,445,104.83 bytes/s. 

 

 
Fig. 11.  Average throughput of all algorithms. 

The bandwidth evaluation, captured within the time 
intervals, was in agreement with the throughput results. 
HMAC-SHA256 achieved the highest average bandwidth of 
1189.71 MB/s. HMAC-SHA384 and HMAC-SHA512 
demonstrated comparable bandwidths of 657.08 MB/s and 
653.85 MB/s, respectively, whereas RSA exhibited the lowest 
bandwidth of 632.90 MB/s, as shown in Figure 12. 

 

 
Fig. 12.  Average bandwidth of all algorithms. 

B. Discussion 

The algorithm performance evaluation confirmed that 
HMAC-SHA256 achieved the best performance due to its 
optimized implementation and balance between security 
strength and processing efficiency. The SHA-256 hash 
function, employed as the basis of HMAC-SHA256, is 
designed to operate efficiently on modern processors and 
utilize hardware acceleration on multiple platforms. A key 
observation is the extreme difference in execution time 
between the 100 MB files and larger files across all algorithms. 
This behavior indicates that the encryption operation involves a 
high initial computational overhead, which diminishes as the 
file size increases. For file sizes of 200 MB and above, the 
performance is reasonably consistent, reflecting the optimal 
performance of the algorithm. 

Although HMAC-SHA256 demonstrated the highest 
performance, the selection of an algorithm should also consider 
security requirements. HMAC-SHA384 and HMAC-SHA512 
provide stronger cryptographic security, although with slightly 
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reduced performance compared with HMAC-SHA256. RSA is 
an asymmetric algorithm with different cryptographic 
purposes, such as digital signatures and key exchanges, and is 
expectedly slower due to its mathematical complexity. 

IV. CONCLUSION 

This research provides the first extensive comparative 
analysis of Rivest–Shamir–Adleman (RSA) digital signatures 
and Hash-based Message Authentication Code (HMAC) 
variants, including Secure Hash Algorithm (SHA)-256, SHA-
384, and SHA-512, in large-scale file processing (100–1000 
MB), with systematic evaluations of throughput and 
bandwidth. Although prior studies have examined these 
algorithms independently or in small-scale implementations, 
this work bridges the gap by explicitly comparing their 
performance using larger datasets that better represent actual 
use cases such as cloud storage, e-commerce platforms, and 
multimedia file sharing.  

A standardized evaluation method was established using 20 
random datasets per file size and 100 test rounds to ensure 
statistical reliability, an aspect often overlooked in earlier 
cryptographic performance studies. The results indicate that 
HMAC-SHA256 achieved the highest throughput among the 
four algorithms and is therefore the most suitable choice for 
operations requiring fast processing time while ensuring data 
integrity and sender authentication. Because SHA256 is a 
secure and widely used hash algorithm, HMAC-SHA256 
achieves an optimal balance between security and performance 
for time-sensitive applications.  

For future research, increasing the data size to gigabytes 
and beyond could reveal additional insights into the scalability 
of each algorithm. Similarly, increasing the number of test 
rounds would further enhance the accuracy and reliability of 
the results. Practically, for large files (≥200 MB), HMAC-
SHA256 would be the best choice for symmetric 
authentication, offering nearly twice the performance of 
HMAC-SHA384 and HMAC-SHA512. However, for smaller 
files or scenarios where maximum cryptographic strength is 
essential, HMAC-SHA512 provides the strongest security with 
acceptable performance.  

The findings align with those reported by authors in [8] on 
HMAC optimization, demonstrating that HMAC-SHA256's 
superior throughput (1,247,509,128.27 bytes/s) validates their 
energy-efficient design approach. This study extends those 
findings by including comprehensive bandwidth measurements 
(1189.71 MB/s) across varying file sizes. Compared with the 
quantum-focused research by authors in [22] and post-quantum 
signature schemes investigated by authors in [18], the present 
work offers baseline performance metrics for current 
cryptographic algorithms and provides benchmarks for 
evaluating future post-quantum alternatives. Future 
investigations of algorithms capable of ensuring data integrity 
and sender authentication, such as RSA-based digital 
signatures, Elliptic Curve Cryptography (ECC), and Galois 
Message Authentication Code (GMAC), or applications 
implementing HMAC-SHA256 for authentication and data 
integrity verification, will further guide the selection of the 
most suitable algorithm for specific applications. 
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