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ABSTRACT 

This article presents an application called WillRo App, designed to detect potential phishing by analyzing 

website screenshots in real time. The system integrated Robotic Process Automation (RPA) to capture 

screenshots, and the YOLOv5 deep learning model in order to classify phishing and no-phishing content. 

The results demonstrated a precision of 85.80%, a recall of 93.00%, a mAP@0.5 of 66.60%, and a 

mAP@0.5 -0.95 of 32.70%. These values showed a reliable detection performance, making WillRo a 

possible model for phishing detection. Future work should focus on improving the model with additional 

features to increase its accuracy. 

Keywords-phishing detection; deep learning; malicious content; Robotic Process Automation (RPA) 

I. INTRODUCTION  

Phishing is a cyberattack type that can both enable and 
facilitate the stealing of highly sensitive data. Hackers often 
impersonate employees or reliable contacts, creating fake 
websites that look like the originals to provide malicious 
content. According to [1], phishing was responsible for 22%-
24% of the total cyberattacks in the first months of 2024, 
leading to substantial losses of personal data. In 2023, authors 
in [2] stated that threat actors applied BEC 2.0 methods to take 
control of the email accounts of university students, which they 
used for leaking academic and research data without detection. 

During the same period, both individuals and companies 
suffered from phishing campaigns, leading to the loss of 
confidential information and the gaining of unauthorized access 
to bank services and online platforms. 

Several approaches based on Machine Learning (ML) have 
been proposed to mitigate this issue. Specifically, authors in [3] 
developed a phishing detection system that reached an accuracy 
of 98.20%, while in [4], a precision rate of 99.60% was 
achieved in detecting phishing emails. However, these 
solutions remain restricted to controlled environments and 
email-based detection, limiting their applicability to real-world 
scenarios involving websites. Based on these prior 
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contributions, the present study introduces an application 
designed to detect phishing through image recognition 
combined with RPA for automated screenshot acquisition. The 
system combines a deep learning algorithm to analyze content, 
generate detection results, and provide user recommendations 
through an interactive dashboard, while maintaining records in 
a database. 

II. LITERATURE REVIEW 

The related works reviewed in this study were organized 
into four groups. The first group focuses on ML and comprises 
five contributions. In the first work [5], the K-Nearest 
Neighbors (KNN) algorithm was applied to detect phishing 
attacks on mobile devices, with an accuracy of 95.62% after 
training and testing. Similarly, authors in [6] presented a model 
for identifying phishing websites through a Hybrid Feature Set, 
achieving 99.17% accuracy with a balanced dataset of 13,000 
benign and 13,000 malicious URLs. The third contribution 
developed a model that was trained using two datasets 
consisting of 49,400 benign and 50,175 malicious URLs, 
resulting in an average accuracy of 96.05% [7]. In the fourth 
study [8], different techniques for training ML models were 
examined, using 54,000 records for training and 12,000 for 
testing. Naïve Bayes delivered the best results at 95.65% 
accuracy. Authors in [9] proposed a method for the 
identification of phishing URLs based on a dataset of 114,996 
URLs for training and 23,000 for validation. This approach, 
along with the Light Gradient Boosting Machine (LGBM) 
model, reached an accuracy of 95.41%. 

The second group addressed deep learning, including six 
works. The first one introduced a browser extension using 
Convolutional Neural Networks (CNNs), trained on 651,191 
URL samples and achieving 98.42% accuracy [10]. Authors in 
[11] evaluated five algorithms, including ANN, CNN, RRN, 
BRNN, and AN, reporting accuracies of 88.0% with 50 
samples and 94.0% with 10,000 samples. A BERT-based deep 
learning technique trained on 549,346 Kaggle entries was 
investigated, obtaining 96.66% accuracy [12]. Similarly, in 
[13], a model was developed to identify spam comments on 
YouTube, using the UCI dataset of benign and malicious 
URLs, yielding 96.43% accuracy. Additionally, the 
AntiPhishStack framework combined stacking generalization 
with LSTM networks to detect phishing across multiple web 
services, using datasets from Alexa and PhishTank [14]. The 
best performance was achieved with an SVM model, which 
reached 88.72% accuracy. 

The third group emphasized the use of RPA. The first study 
demonstrated an RPA-based model that could perform human-
like tasks 100% accurately when tested with 10, 20, and 50 
cases [15]. In [16], an RPA model was presented, which was 
able to classify and prioritize customer complaints into three 
categories: "did not complain," "complain," and "micro 
average," with each class achieving 99% accuracy. Similarly, 
authors in [17] automated RPA and utilized it to streamline 
financial accounting tasks in companies, resulting in 
reconciliation time from 60 min to just 2 s. In [18], a 
framework was proposed integrating RPA with Computer 
Vision (CV) and Natural Language Processing (NLP). 
Experiments with a dataset of 252 scanned documents and 
18,326 entities demonstrated a 15% efficiency improvement. 
The last study presented a methodology that applied RPA for 
digital task selection in recruitment processes, with evaluation 
times ranging between 1 and 20 min depending on the case 
[19]. 

The fourth and final group focused on detecting 
vulnerabilities with ML. The first work introduced a 
framework capable of detecting both phishing attempts and 
web vulnerabilities, using datasets comprising 4,300 URLs, 
which reached 88.90% accuracy [20]. Authors in [21] 
developed models for classifying URLs as benign or phishing, 
reporting exceptionally high precision rates between 99.93% 
and 99.98%. A further contribution proposed an MLP-based 
detection algorithm that supports the training of other models, 
yielding 91.28% accuracy [22]. The ContractWard model was 
also presented, trained with 49,502 samples, and produced a 
precision rate of 93.33% [23]. Finally, the last work introduced 
a method for phishing detection on websites, reporting 
accuracy results ranging from 90.61% to 99.00% after testing 
[24]. 

III. SYSTEM DESIGN 

A. Architecture 

The architecture of the WillRo App is designed to detect 
phishing threats and is structured into four main components: 
User, Front-End, Functions, and Cloud Service, as illustrated in 
Figure 1. The architecture begins with the user. The latter, in 
this case, is a university student who accesses both the 
application and a website through Google Chrome. It is 
important to emphasize that the application should be installed 
beforehand on a laptop or desktop computer to ensure proper 
operation. Once this requirement is satisfied, the user initiates 
the system's workflow. 

 

 

Fig. 1.  Architecture of the WillRo app. 
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The second component, the front-end, operated on the 
Windows platform to enhance accessibility. Python is 
employed as the main programming language, while Tkinter 
provides the Graphical User Interface (GUI), including 
interactive elements such as buttons and menus. For image 
processing, the PIL Image library is used to resize and 
manipulate screenshots. 

The third component involves the core functionalities of the 
application. These include user authentication, which allows 
account registration and login; a detection history module, 
which stores and retrieves previous detection results; and 
account management, which permits users to update personal 
details or permanently delete their accounts. The primary 
functionality, however, is malicious content detection, where 
screenshots are analyzed to identify potential threats. This 
section also integrates several supporting libraries: 

 PyODBC allows the connection between the application 
and the database. 

 Azure Storage Blob is used for the cloud storage of 
screenshots. 

 PyGetWindows allows window control within the 
application. For instance, when it finishes the detection, it 
closes and opens another window to proceed with the 
results. 

 PyAutoGUI automates the actions of the device in order to 
take a screenshot automatically. 

 PyTorch is for model training and use, combined with 
YOLOv5, which helps with the detection of malicious 
content. 

The fourth and final component is the cloud service, 
implemented using Microsoft Azure. It serves as the database 
infrastructure responsible for storing user account information, 
screenshots, detection outcomes, and the recommendations 
generated by the application. 

B. User Interface Design 

User interface design is important for achieving good 
interaction between the user and the application. It welcomes 
the user and offers them the option to log in with an existing 
account or register a new one. From this screen, the user can 
proceed to the registration form, where a username and a 
password (entered twice for confirmation) are required to 
create a new account. Alternatively, the user may access the 
login interface, which requests valid credentials (username and 
password) to enter the system. Both the registration and login 
views are accessible as continuations of the initial screen, with 
navigation buttons allowing users to return to the welcome 
page or switch between these options. Figure 2 illustrates the 
main menu interface, which welcomes the user. From this 
menu, the first button directs the user to the malicious content 
detection module, the primary functionality of the application. 
The second button grants access to the detection history, where 
previous analyses, results, and recommendations are displayed. 
The gear icon leads to the account management section, 
enabling the user to update personal data or delete the account. 
Finally, the last button allows the user to sign out. 

 

Fig. 2.  Interface of the main menu. 

As depicted in Figure 3, the interface of the malicious 
content detection menu allows the user to either initiate the 
detection process or return to the main menu. From this screen, 
the process continues with the first phase, in which a 
screenshot of the website is captured using RPA, followed by 
the second phase, where the captured screenshot is analyzed to 
identify potential threats. 

 

 

Fig. 3.  Interfaces of the malicious content detection. 
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Figure 4 presents the final two phases of the malicious 
content detection process. On the left, the third phase shows the 
analysis results, presented through a pie chart, indicating the 
probability of phishing versus non-phishing, along with a 
button to proceed to the final stage. On the right, the fourth 
phase provides recommendations based on the analysis 
outcomes, with an option to save the results and return to the 
main menu. 

 

 

Fig. 4.  Interfaces of results and recommendations. 

Figure 5 displays the detection history interface. This 
screen provides detailed information about past analyses, 
including the date and time of detection, whether phishing was 
identified, the corresponding screenshot stored as a URL, and 
the generated recommendations. 

 

 

Fig. 5.  Detection history interface. 

The main screen provides options to update user 
information, delete the account, or return to the main menu. 
From this menu, the user can proceed to the update screen, 
where credentials, such as username and password, may be 
modified with buttons to save the changes or return to the 
account management menu. As a further continuation, the 
account deletion screen allows the user either to confirm the 
removal of the account or return to the previous menu. 

IV. METHODOLOGY 

A. Dataset 

In this study, the dataset was obtained from Kaggle [25] 
through a combination of three different sources, each 
containing website images classified as phishing and non-
phishing: 

 Phish-Iris Dataset, which consists of 1,101 screenshots 
divided into phishing and non-phishing categories [26] 

 Counterfeit Affiliate Programs (CAP) dataset, containing a 
total of 121 screenshots [27] 

 Phishing dataset, which includes 983 website screenshots 
[28] 

After merging the three datasets, the final collection 
comprised 2,205 screenshots, distributed as follows: 1,159 for 
training (52.56%), 686 for validation (32.84%), and 85 for 
testing (14.60%). The screenshots were labeled using 
MakeSense.ai with the labels "Phishing" and "No Phishing," 
enabling the algorithm to distinguish between the two classes 
during the training process. 

B. Model 

The utilized model was YOLOv5 [29], which is based on 
the You Only Look Once (YOLO) framework. As an open-
source algorithm, YOLOv5 is widely used for object detection 
in images and videos. In this work, it was applied to analyze 
screenshots in order to determine whether they contain 
malicious content. 

C. Pre-Processing 

YOLOv5 requires datasets in JPG or PNG format, along 
with corresponding labels. For this project, the labeling process 
was carried out using MakeSense.ai to ensure the proper 
training of the model. Additionally, a YAML configuration file 
was prepared to define the parameters and associate the labels 
with the model. 

D. Training 

The training phase was conducted on Google Colab, 
employing Python and the prepared dataset to evaluate the 
model's precision. A total of 70 epochs were executed, using 
the labels "Phishing" and "No Phishing" to optimize detection 
performance. 

E. Evaluation and Statistical Analysis 

Table I shows the metrics used for evaluation and statistical 
analysis [30], along with their descriptions and formulas. 
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TABLE I.  METRICS WITH DESCRIPTION AND FORMULA 

# Metric Description Formula 

1 Precision 
Precision on the correct 

detection of objects 
TP/(TP + FP) 

2 Recall (R) 

Ability of the model to 

identify the instances of 

objects in images 

TP/(TP + FN) 

3 mAP@0.5 

Mean average precision 

calculated at an 

Intersection over Union 

(IoU) threshold of 0.50 

1
� � �����	
 �  0.5� 

�

���
 

4 
mAP@0.5-

95 

The average of the 

mean average precision 

calculated at varying 

IoU thresholds, ranging 

from 0.50 to 0.95 

1
� � 1

10 � �����	
 
��

���

�

���
�  0.5 � 0.05��� � 1�  

5 F1-score 

Harmonic mean 

between precision and 

recall 
2 � �������	  � !��"##

�������	  �  !��"## 
 

V. RESULTS 

Figure 6 illustrates the training and testing results for each 
class. The sum of each metric for all classes gave a total 
precision of 85.8% indicating strong accuracy in detecting 
malicious content. A recall of 93% demonstrated a high 
proportion of true positives and the ability to correctly identify 
most actual phishing instances. Additionally, the mAP@0.5 
metric yielded 66.6%, suggesting that the system provides a 
reasonable detection performance within an acceptable margin 
of error, effectively fulfilling its intended purpose. Conversely, 
the mAP@0.5 -0.95 metric recorded 32.70%, which reflects an 
acceptable but limited performance, highlighting the need for 
further improvements in detecting specific screen elements. 
Finally, the F1-score achieved 86.26%, showing a balanced 
trade-off between precision and recall. This means that the 
application can be both reliable and efficient, producing 
accurate results while minimizing errors. 

 

 

Fig. 6.  Results of training and testing. 

In Figure 7, the F1-confidence curve illustrates the optimal 
confidence threshold required to achieve a balanced 
performance of the model and the application. This balance 
relied on the integration of both precision and recall, as these 
metrics are fundamental components of the F1-score formula. 
All classes 0.29 at 0.147 implied that the model's highest 
average F1-score (0.29) occurred at a confidence threshold of 
0.147, reflecting the best balance between precision and recall. 
Figure 8 presents the precision-recall curve, which reflects the 
trade-off between the two metrics. A downward trend indicates 
that the model identified more actual positives but at the cost of 
introducing incorrect predictions. With a precision of 85.80%, 
the results demonstrated that the application achieved a strong 
accuracy in detecting malicious content, with potential for 
improvement as the dataset expands. All classes 0.222 
mAP@0.5 denoted that the model reached a mean average 
precision of 0.222 across all classes at an IoU threshold of 0.5, 
summarizing its overall precision-recall performance. 

 

Fig. 7.  F1-confidence curve. 

 

Fig. 8.  Precision-recall curve. 

Figure 9 depicts the precision-confidence curve, which 
evaluates how effectively the model maintains accuracy across 
different confidence levels. The results confirmed that the 
application performed consistently well when distinguishing 
between phishing and non-phishing screenshots. All classes 
refers/refer to the model's overall precision when considering 
both "Phishing" and "No Phishing" predictions together. A 
value of 1.00 indicated that, at this specific confidence 
threshold, every single prediction the model made was correct. 

Figure 10 shows the recall-confidence curve, which 
measures how confidence thresholds affect the model's ability 
to detect true positives. The curve suggested that the 
application is well optimized, ensuring reliable detection 
performance. A value of 0.82 at 0.000 revealed that before any 
low-confidence predictions was/were filtered out (at a 
confidence threshold of 0), the model successfully identified 
82% of all relevant instances across both classes. 
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Fig. 9.  Precision-confidence curve. 

 

Fig. 10.  Recall-confidence curve. 

Figure 11 illustrates the confusion matrix, a key evaluation 
tool that summarizes the distribution of true positives, false 
positives, true negatives, and false negatives. The balance 
observed in the matrix indicates that the application performs 
effectively, minimizing misclassifications. All classes 
represented the overall recall, combining the "Phishing" and 
"No Phishing" results. Background is a class created by the 
model and represents all image regions where no ground-truth 
objects are present. It functions as an implicit negative class 
used exclusively for evaluation purposes, capturing instances in 
which the model produces detections in areas that should 
contain no labeled objects. Finally, Figure 12 displays an 
example of the model's output to the user after analysis. The 
system highlighted sections of the screenshot with bounding 
boxes, marking areas that may contain phishing indicators or 
safe content. The red box displayed on the screen represents the 

estimated percentage of potential phishing contained in that 
element. Leveraging the dataset and training process, the model 
is capable of detecting elements such as headers and webpage 
sections to identify potential threats. 

 

 

Fig. 11.  Confusion matrix. 

 

Fig. 12.  Analysis result. 

VI. DISCUSSION 

The results of this study demonstrated the applicability of 
YOLOv5 for analyzing webpage screenshots in the context of 
phishing detection, broadening its application from the typical 
object recognition tasks to phishing detection. The model's 
precision of 85.80% was lower than that of some comparable 
works, but the higher recall (93.00%) highlighted its 
effectiveness in identifying true phishing instances. 

Unlike many existing approaches that rely on URL-based 
detection - which attackers can bypass by frequently altering 
domain names - the present work emphasized the structural 
analysis of websites. Since modifying the visual composition of 
a site requires greater effort and resources, this strategy 
increases the robustness of phishing detection. 

In addition, the integration of RPA streamlined the 
acquisition of training data by automating the screenshot 
capture process. This ensured consistency, accuracy, and 
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efficiency in collecting the visual inputs necessary for analysis, 
while reducing the likelihood of human error. 

VII. CONCLUSION 

This work proposed an application, called WillRo, capable 
of analyzing website screenshots to determine the presence of 
malicious content, thereby providing users the ability to detect 
phishing. 

The system achieved a precision of 85.80% and a recall of 
93.00% demonstrating strong performance. Moreover, the user-
friendly interface and the automated analysis not only make it 
possible for technically unskilled users to use it, but they also 
make it suitable for non-technical users in everyday web 
browsing activities. 

However, the performance evaluation metrics pointed out 
that the model needs optimization, particularly in the size and 
variability of the dataset. Future improvements should focus on 
employing larger and more diverse datasets from verified 
sources, which would enhance the model's generalization 
capacity. Additionally, monitoring the system's performance 
over time - by recording behaviors and outcomes during 
analysis - would provide valuable insights for iterative 
refinement. Working on these aspects will increase the 
reliability of detection and wider acceptance in educational and 
corporate environments. 
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