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ABSTRACT 

The swift advancement of networking technology and the rising incidence of cyber-attacks have made 

effective cybersecurity a critical priority. The primary concern with IoT networks is their susceptibility to 

vulnerabilities. IoT security necessitates the substantial involvement of artificial intelligence as a security 

technology to mitigate these challenges. Cyberattacks are evolving in sophistication, consequently posing 

greater obstacles in the precise detection of intrusions. An Intrusion Detection System (IDS) is a device or 

software application that monitors the activities of network systems for malicious actions or policy 

breaches and produces reports. The primary objective of an IDS is to efficiently identify attacks. 

Moreover, it is imperative to identify attacks at an early stage to mitigate their effects. Machine learning 

models have become increasingly popular in IDSs due to their capacity to process substantial data volumes 

and identify patterns in real time. Machine learning involves building an algorithm to identify consistent 

patterns within a dataset. This study aimed to build an IDS using an ensemble machine learning (DTXG-

RF) model and compare it with DT, XGBoost, KNN, RF, NB, and CatBoost on the CIC-IoT-2023 and a 

Ransomware dataset. The results showed that the proposed DTXG-RF outperformed other machine 

learning models with accuracy reaching 95.06%. 
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I. INTRODUCTION  

The IoT is essentially a human-machine connection where 
humans give commands and devices carry them out. To 
perform this role, a huge amount of data must be generated and 
transmitted. As the current world's requirements cannot be 
satisfied by conventional data processing techniques, Artificial 
Intelligence (AI) is used [1, 2]. The integration of AI and IoT 
yields the concept of Artificial Intelligence of Things (AIoT). 
The IoT functions as a digital nervous system, while AI serves 
as its brain [3]. Cyberattacks are evolving in sophistication, 
consequently posing greater obstacles in the precise detection 
of intrusions. The data integrity, confidentiality, and 
availability are affected by the failure to prevent attacks [4, 5]. 
Intrusion Detection Systems (IDSs) are employed in 
cybersecurity platform that detect and identify intrusion 
attackers [6]. Early attacks detection is necessary to minimize 
their impact, therefore, the primary goal of an IDS is to detect 
attacks effectively [7]. Machine learning models have become 

increasingly important in IDS, as they can deploy significant 
amounts of data, recognize real time patterns and exhibit 
unique characteristics, such as network configuration, types of 
attack, and user behavior [8]. This study aimed to develop an 
IDS using an ensemble model (DTXG-RF) and compare its 
accuracy and reliability performance with different machine 
learning methods, including XGBoost, Naïve Bayes (NB), k-
Nearest Neighbor (KNN), CatBoost and Decision Tree (DT).  

II. LITERATURE REVIEW 

To improve the performance of IDSs, the researchers used 
neural networks, deep learning, and machine learning. IDS 
development included implementation methods, data types, 
authentication methods and some common methods. In [9], IoT 
IDSs specific classification is presented, as well as different 
approaches and IoT attacks targeting the IoT network. In [10] a 
comprehensive survey of current IDSs for IoT contexts is 
introduced. 



Engineering, Technology & Applied Science Research Vol. 15, No. 1, 2025, 19610-19614 19611  
 

www.etasr.com Nourildean et al.: DTXG-RF-based Intrusion Detection System for Artificial IoT Cyber Attacks 

 

III. IOT BASED AI  

The next stage is to combine AI and the IoT to create what 
is referred to as the "Intelligence of Things". IoT devices that 
incorporate AI can evaluate data, make decisions, and take 
action based on them without the need for human interaction. 
Companies may benefit from the advantages of the full 
integration of the IoT with AI, or AIoT [3]. AI, machine 
learning, and deep learning are three prevalent terms currently 
used interchangeably to denote intelligent systems or software 
[17-19].  

A. Cyber Attacks 

A cyber security guideline is essential to protect 
information technology and computer systems, encouraging 
various organizations and corporations to defend their systems 
and data against cyber attacks [20, 21]. Although there are 
different types of cyber attacks, the most common types in IoT 
are: 

 Physical Attacks 

 Encryption Attacks 

 DoS (Denial of Service) 

 Firmware Hijacking 

 Botnets 

 Man-in-the-Middle 

 Ransomware 

 Eavesdropping 

 Privilege Escalation 

 Brute Force Password Attack 

B. Intrusion Detection System (IDS) 

An IDS plays a significant role to monitor network traffic 
and identify potential security breaches [6]. An IDS detects 
network intrusion attempts by monitoring network activities 
[22]. Data mining, machine learning, and deep learning are 
different techniques used in IDSs [23]. 

IV. RESEARCH METHOD 

This study aimed to build an IDS for IoT systems to protect 
against cyber attacks defined in the CIC-IoT2023 dataset, 
including Ransomware, DoS, DDoS, Mirai, Benign, MiTM, 
Recon-OSScan, DNS_Spoofing, Recon, Brute-Force, utilizing 
the proposed DTXG-RF ensemble model. This model was 
compared to several machine learning models, including DT 
[23], XGBoost [24], Logistic Regression (LR) [25], kNN [26], 
Naïve Bayes (NB) [27], and CatBoost [28].  

The selection of machine learning algorithms is crucial in 
the design of IDSs [6]. The implementation of a machine 
learning model consists of the following primary steps [6]:  

 Data Acquisition: The preliminary phase comprises the 
collection of training data, which is defined in the datasets 
used. 

 Data Preprocessing: This phase encompasses cleaning, 
feature selection, normalization, data splitting, and altering 
the training data to make it appropriate for processing by 
the machine learning model [29]. 

 Model Selection and Training: Identify the appropriate 
machine learning model and train it on the training data to 
discern inherent patterns and correlations.  

 Model Evaluation: After training, the model undergoes 
assessment utilizing distinct test data that was excluded 
from the training process. This enables the assessment of 
the model's efficacy in generalizing patterns to novel data. 
In this study, the evaluation of the machine learning models 
was performed in terms of Precision, Accuracy, Recall, and 
F1-score. 

The steps in this study were as follows: 

1. The preprocessing pipeline involved the following steps to 
ensure consistency. Replaced invalid values (np.inf, -np.inf) 
with NaN. Removed incomplete rows to avoid errors. 
Finally, verification ensured the structure and completeness 
of the data. 

2. Split the dataset into training and testing subsets with data 
allocation of 20:80 resulting in 20% of the data to the test 
set, leaving 80% for training. 

3. VotingClassifier: Combine multiple models to make a 
single prediction based on voting. 

4. DecisionTreeClassifier (DT): A tree-based model that splits 
data based on feature values. 

5. RandomForestClassifier (RF): An ensemble model that 
builds multiple DTs and averages their results. 

6. XGBClassifier (XGBoost): It is a gradient boosting 
algorithm, effective for structured data. 

7. The VotingClassifier combines the predictions from these 
multiple models in the model's list 

8. Set up a checkpoint to save the best model (based on 
validation accuracy) during training. 

9. Load the best-saved model for evaluation. 

10. Predicts the class probabilities for the test set. 

11. Calculate metrics to evaluate the model. 

12. Compare the results of the ensemble model against single 
XGBoost, kNN, DT, LR, and NB. 

Figure 1 summarizes the steps of this study. 

A. Dataset 

This study used the CIC IoT 2023 dataset [29], which is 
particularly helpful for improving cyberattack detection 
algorithms for IoT devices. This dataset comprises multiple 
devices, a variety of usage profiles, and both IP and non-IP 
device data, and provides valuable insights for developing 
effective detection strategies. The considered attacks are: DoS, 
DDoS, brute force, spoofing, Web-based, Mirai, and Recon. 
The proposed cluster model also included ransomware attacks, 
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using the dataset in [30]. The IoT architecture implemented for 
the CICIoT2023 consists of 105 IoT, Z-Wave, and Zigbee 
devices, which were directly affected with the attacks. The 
proposed DTXG-RF ensemble model outperformed the others 
with Accuracy and Recall reaching 95.0647%, 95.0265% 
Precision, and Fl-Score of 95.0297%. The ROC curve is a plot 
of the True Positive Rate (TPR) versus the False Positive Rate 
(FPR) at various threshold settings. The Area Under the ROC 
Curve (AUC) is used to measure a model's ability to 
distinguish between positive and negative classes. The ROC 
curve and AUC of DTXG-RF were determined and compared 
with those of the other single machine-learning models, as 
shown in Figure 2. The proposed DTXG-RF ensemble model 
had the greatest AUC of 0.96103, indicating better 
performance.   

 

 
Fig. 1.  The overall framework of this study. 

B. Evaluation Metrics 

Accuracy is the primary criterion for evaluating algorithm 
performance in classification tasks [31]. It measures the 
proportion of correct estimates, expressed as: 
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Precision measures the proportion of accurately predicted 
positive outcomes relative to the total predicted positives [31]. 
It merely indicates the quantity of relevant selected data 
elements [32]. 
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Recall calculates the proportion of accurately anticipated 
positive instances to the total instances within a designated 
class [32]. It indicates the number of pertinent data items 
picked [31]. 

$���%% =
��

��"#�
  

F1 score, also referred to as f-score or f-measure, 
incorporates both precision and recall to evaluate the 
performance of an algorithm [32]: 
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The proposed DTXG-RF ensemble model was trained and 
tested with different machine learning models for the two 
datasets, CIC-IoT-2023 [29] and Ransomware [30], using the 

following specifications: Core i7 CPU, RAM 16.0 GB, 
Windows 11, Python 3.12.4, and Jupyter 1.0.0 

V. RESULTS AND DISCUSSION 

Table I shows the evaluation metrics for the proposed 
DTXG-RF model, along with the respective metrics for the 
single machine learning models. 

TABLE I.  EVALUATION RESULTS 

ML Model Accuracy Precision Recall FI-Score 

Ensemble 

DTXG-RF 
95.0647% 95.0265% 95.0647% 95.0297% 

XGBoost 93.6878% 93.5681% 93.6878% 93.5758% 

KNN 89.8039% 90.1108% 89.8039% 89.5440% 

DT 94.8139% 94.8267% 94.8139% 94.8161% 

LR 69.7545% 69.7647% 69.7545% 64.5945% 

NB 57.5973% 66.9938% 57.5973% 55.0630% 

CatBoost 93.0366% 93.0503% 93.0366% 92.8612% 

 
The proposed DTXG-RF ensemble model outperformed the 

others with Accuracy and Recall reaching 95.0647%, Precision 
of 95.0265%, and Fl-Score of 95.0297%. 

The ROC curve is a plot of the True Positive Rate (TPR) 
versus the False Positive Rate (FPR) at various threshold 
settings. The Area Under the ROC Curve (AUC) is used to 
measure a model's ability to distinguish between positive and 
negative classes. The ROC curve and AUC of DTXG-RF were 
determined and compared with those of the other single 
machine-learning models, as shown in Figure 2. The proposed 
DTXG-RF ensemble model had the greatest AUC of 0.96103, 
indicating better performance. 

VI. CONCLUSION 

The integration of IoT and AI can be a powerful solution 
that can solve many IoT issues related to big data generated by 
IoT devices IoT devices incorporating AI can measure, make 
decisions, and act on data without the need for human 
interaction. IDS are essential for monitoring network traffic to 
identify potential security breaches, enable attacks to be 
detected at the earliest stages of attack, and provide 
opportunities for mitigation Furthermore, IDSs had facilitated 
the detection of IoT attacks, such as Denial of Service (DoS), 
Ransomware. Machine learning can be used in IDS to detect 
known and new attacks, if the model is sufficiently trained for 
predictive or automated tasks. Deep learning and machine 
learning models are important detection techniques. In this 
study, the proposed DTXG-RF ensemble model was used to 
develop an IDS against the most common types of IoT attacks 
and the CIC-IoT 2023 and Ransomware dataset, which 
contains the most common types of attacks in IoT was 
considered. The proposed DTXG-RF ensemble model 
outperformed the single machine learning models, achieving 
improved accuracy of 95.06% in multiclass classification. 
Future work should involve the use of the proposed model in 
an ensemble with other deep-learning models utilizing a voting 
rule classifier. 
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Fig. 2.  ROC curves for all machine and ensemble learning models: (a) XGBoost, (b) KNN, (c) DT, (d) Ensemble DTXG-RF, (e) LR, (f) NB. 
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