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ABSTRACT 

The advancement of Internet technology and digital transformation is always followed by increased 

security concerns in computer networks. Attacks can disrupt services connected to LANs and the Internet, 

particularly those targeting web-based applications. The most common threat in HTTP is Distributed 

Denial of Service (DDoS) attacks. Network security is critical to preserve the integrity and availability of 

services, and it is a critical necessity to have effective methods for detecting and mitigating such attacks to 

address these risks. Machine learning techniques, particularly ANN and XGBoost, play a key role in 

enhancing the ability to identify unusual patterns. Despite that, challenges remain in fine-tuning these 

models for accurate and efficient detection, especially when working with imbalanced data. This study 

proposes an integrated model that combines ANN with XGBoost to improve detection performance. In the 

first phase, the ANN architecture is customized to distinguish normal traffic from attacks, while in the 

second phase, XGBoost is used to refine predictions and improve accuracy. The evaluation results show 

that the DBSCAN-SMOTE-ANN-XGBoost-PSO model outperforms others, with high accuracy (96.83%), 

sensitivity (93.23%), and precision (96.13%), demonstrating its effectiveness in detecting DDOS attacks 

while reducing both false positives and negatives. This integrated approach offers an optimal solution to 

improve network security and address evolving DDOS attack patterns. 
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I. INTRODUCTION  

Digital transformation has encouraged a deeper exchange of 
data and services that increases the risk of cyberattacks, 
especially those focused on web-based applications and 
services. One of the most frequent and severe cyberattacks is 
via HTTP [1]. Among the most common and high-risk threats 
are HTTP attacks, such as Distributed Denial of Service 
(DDoS) [2, 3], SQL injection [4, 5], and Cross-Site Scripting 
(XSS) [6, 7]. Therefore, it is essential to detect and mitigate 
HTTP attacks to ensure the security and accessibility of online 
services [8]. 

There are various types of research to detect anomalies in 
network traffic, which are very important to prevent and 
overcome attacks while maintaining the security of data 
exchange [9-11]. Intrusion Detection System (IDS) technology 
detects and blocks behavior that can undermine system 
security, such as collecting vulnerability data, blocking access, 
and proactively identifying unusual traffic. These systems 
continuously monitor and analyze events within a computer 
system or network to ensure network access control and 
maintain the reliability and integrity of data. Machine learning 
is frequently employed in network security systems to learn 
data exchange patterns and address decision-making challenges 
such as prediction and classification [12]. This technology 

employs past data on network traffic to analyze traffic 
behavior, supporting network administrators in classifying 
traffic and applying suitable defensive strategies to counter 
malicious attacks. Rule-driven traffic analysis has drawbacks 
that can be mitigated by machine learning classification 
techniques. Many studies have explored machine-learning 
approaches to detect abnormal network data flows [13-16]. 
With the fast-paced improvement of network technologies, the 
growth in network traffic has created challenges for machine 
learning, particularly in analyzing complex nonlinear data 
relationships. Traditional methods show many limitations that 
are becoming increasingly evident [17]. Therefore, with the 
growing amount of data, learning accurate traffic 
characteristics to enhance the accuracy of detecting unknown 
attacks is increasingly difficult [16, 18].  

As a solution to this problem, deep learning methods such 
as Convolutional Neural Networks (CNN) [19], Recurrent 
Neural Networks (RNN) [20], and Generative Adversarial 
Networks (GAN) [21] are used to identify anomalies in 
network traffic. These methods have resulted in efficient and 
precise attack detection classifiers, which offer more reliable 
security measures for networks and further improve the 
precision of network detection. However, certain deep learning 
methods are overly dependent on data when detecting network 
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attacks or require the application of various models. This can 
cause delays in detection, thus reducing the efficiency of IDSs. 
In addition, there is a need for models that can generalize well 
across different types of attacks, especially as new attack forms 
emerge. This requires the exploration of robust architectures 
that can adapt to evolving attack patterns.  

Recent studies have shown that multiple techniques can 
increase the effectiveness of DDoS detection [22-26]. For 
example, in [27], Clustering-Based Local Outlier Factor 
(CBLOF) was combined with eXtreme Gradient Boosting 
(XGBoost), showing improved results in detecting DDoS 
attacks than traditional methods. CBLOF was used to detect 
anomalies in network traffic patterns, while XGBoost was used 
to classify them into attacks or normal traffic. The combination 
of these two techniques provides advantages in the context of 
detection effectiveness and the potential to identify more 
complex and unexpected attacks. Another noteworthy approach 
is the use of DBSCAN (Density-Based Spatial Clustering of 
Applications with Noise) and SMOTE (Synthetic Minority 
Oversampling Technique) combined with Long Short-Term 
Memory (LSTM) [28]. This method focuses on managing class 
imbalance in DDoS detection datasets, which is often a major 
problem in machine learning models. By applying SMOTE and 
DBSCAN, the class distribution in the dataset is improved, 
facilitating the LSTM model to learn better at detecting time-
based anomalies that occur during DDoS attacks. This 
approach further strengthens the model's proficiency in 
identifying attacks in highly heterogeneous networks.  

ANNs have made significant strides in recognizing 
complex patterns in network traffic data [29]. However, 
optimizing ANN architectures to detect DDOS attacks remains 
a matter of improvement, as the preferred selection of 
hyperparameters, such as the number of layers, neurons, and 
the activation mechanism, has a major effect on model 
performance. Therefore, integration of ANN with other models 
is needed. One model that has the potential to improve 
detection capabilities is XGBoost [30, 31], which is 
acknowledged for its effectiveness and accuracy in handling 
structured data and imbalanced datasets [32]. However, the 
optimal integration of these models for the detection of DDOS 
attacks has not been thoroughly explored. Integration of 
XGBoost with neural network-based models for DDOS attack 
detection has received less attention. The existing literature 
often treats these models as standalone solutions, without 
exploring the synergies that can arise from combining the 
capabilities of ANNs with the power of XGBoost. As a result, 
there is a crucial gap in the potential benefits of hybridizing 
these two approaches to improve both detection accuracy and 
computational efficiency. This study addresses this gap by 
proposing a novel hybrid ANN-XGBoost framework, aiming to 
provide a balanced solution to the challenges of high detection 
accuracy and computational efficiency in DDOS attack 
detection. The proposed solution aims to leverage the strengths 
of both models, where ANN captures complex nonlinear 
patterns in DDOS traffic and XGBoost fine-tunes the 
predictions to improve accuracy, especially in scenarios with 
imbalanced data.  

In the first phase, the goal is to fine-tune the ANN 
architecture to effectively distinguish normal HTTP traffic 
from attacks. The process involves adjusting key parameters 
such as hidden layers, neurons, activation functions, and 
learning rates. Techniques such as Bayesian optimization or 
grid search can be utilized to find the best settings, ensuring 
that the model balances accuracy with performance. In the 
second phase, the output of the optimized ANN is passed to the 
XGBoost model, which helps refine the predictions by 
leveraging its strength in handling imbalanced data. XGBoost 
fine-tunes the final classification by focusing on misclassified 
examples from the ANN stage, thereby reducing false 
negatives and improving overall detection accuracy. This 
combined model is expected to provide more reliable results 
than using independently each model. By optimizing ANN to 
capture complex patterns in DDOS traffic and using XGBoost 
to fine-tune the output, this solution aims to achieve high 
detection rates with low false positives and negatives.  

The DBSCAN algorithm is employed to identify anomalies 
in traffic data. DBSCAN helps distinguish outliers that might 
suggest DDoS attacks, enhancing overall detection accuracy. 
SMOTE is used to address the issue of class imbalance in the 
dataset. By generating synthetic samples for the minority class, 
SMOTE improves the model's ability to detect rare DDoS 
attack instances, thus improving detection performance. A 
method is proposed to optimize the ANN architecture to 
effectively distinguish between normal HTTP traffic and DDoS 
attacks, with a focus on hyperparameter tuning. The output of 
the optimized ANN is integrated into XGBoost to refine the 
detection process, particularly in the handling of imbalanced 
datasets. Finally, the effectiveness of the developed integrated 
model was evaluated and contrasted with conventional 
methods, demonstrating its superior accuracy and efficiency. 

 

 

Fig. 1.  Research method. 

II. RESEARCH METHOD 

Figure 1 shows a structured pipeline designed to process 
network traffic data, detect anomalies, and perform 
classification using a machine learning model. A detailed 
description of each stage of the flowchart follows. 
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A. Traffic Input and Dataset Collection 

The process begins with the input of raw network traffic 
data into the system. The data are stored in a dataset that went 
through a series of transformations to make it ready for use by 
machine learning models. Network traffic data typically 
includes various metrics and characteristics, such as packet 
size, duration, and origin/destination information. Table II 
provides a summary of the key variables utilized in this study 
to describe network traffic during a communication session. 
Each variable plays a critical role in identifying patterns related 
to DDOS attacks, especially in the context of packet-level data. 
Table II represents the details of these variables, such as the 
total number of packets, byte size, protocol type, and 
connection status, which are critical to analyzing and detecting 
potential security threats.  

This dataset was collected using Wireshark during a 
penetration test conducted at the Department of Information 
Technology, Satya Wacana Christian University, Indonesia, 
with a DDoS attack using the HTTP protocol launched through 
Metasploit. The entire penetration test lasted 4 days, with the 
DDoS attack only taking two hours to generate packet data. A 
total of 1,048,598 packets were collected, consisting of 978,279 
benign packets (93.3%) and 70,319 malicious packets (6.7%). 
This dataset is imbalanced, with benign packets far 
outnumbering malicious packets, providing a realistic picture 
of real-world conditions. 

TABLE I.  PACKET FEATURES DETAILS 

Variables Variable details 

pkts 
Number of packets sent during a communication 

session or data stream. 

byte 
Number of bytes (data size) transferred in a 

communication session or data stream. 

rate (packet rate)  
Number of packets sent per second in a session or data 

stream. 

proto (Protocol) 
Type of network protocol used in communication, for 

example, TCP, UDP, or ICMP. 

flgs (Flags) 

An indicator or bit in the TCP protocol that indicates 

the status or control of the packet, such as SYN, ACK, 

RST, FIN. 

state (Connection 

State) 

The status or condition of the connection at a certain 

time, for example, "ESTABLISHED", "CLOSED", or 
"SYN_SENT" 

saddr (Source 

Address) 

The source or origin IP address from which the packet 

is sent 

daddr (Destination 

Address) 
The destination IP address to which the packet is sent 

dport (Destination 

Port) 

The destination port on the receiving device used in 

communication, for example, port 80 for HTTP or 443 

for HTTPS. 

 

B. Preprocessing 

During the preprocessing phase, raw traffic data were 
processed and organized. This includes tasks such as handling 
missing values, removing irrelevant information, converting 
data formats, and eliminating unnecessary or redundant data. 
The objective of this phase was to ensure that the data is 
consistent and reliable for the next stages. 

C. DBSCAN Anomaly Detection  

After the preprocessing stage, the data was processed using 
an anomaly detection algorithm based on DBSCAN. DBSCAN 
is an unsupervised clustering method that is often used to 
identify outliers or anomalies in data [33]. By clustering data 
based on density, DBSCAN helps isolate suspicious or unusual 
traffic patterns that may indicate attacks or abnormal activity. 
Figure 2 shows the process of the DBSCAN algorithm to detect 
clusters and anomalies in the network traffic data.  

 

 

Fig. 2.  DBSCAN clustering workflow with anomaly detection using 

network traffic variables. 

The process begins by selecting an unvisited data point that 
includes attributes such as packets, bytes, rate, protocol, flags, 
status, source address, destination address, and destination port. 
The algorithm then calculates the number of neighboring points 
within a certain radius (ε). If the number of neighboring points 
meets or exceeds the minimum value (minPts), then the data 
point is considered a core point. This core point is then 
expanded by adding its neighboring points to the cluster. If a 
point does not have enough neighbors, it is marked as noise or 
anomaly. This process continues until all data points have been 
visited. The final result is the identification of clusters for 
similar data and the marking of anomalies that potentially 
indicate unusual or suspicious patterns. 

D. Data Standardization 

Once anomalies are detected, the data go through a 
standardization process as a preparation step for further 
analysis. The data standardization process generally involves 
transforming features to have a mean of 0 and a standard 
deviation of 1. This process can be performed with: 

� =  �� �
�      (1) 
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where �  is the initial value, 	  is the average value of the 
feature, and 
 is the standard deviation. This equation ensures 
that all features have a balanced contribution to the analysis, 
which is very useful in clustering, as it prevents features with 
larger ranges from dominating the distance calculation. 

E. Dataset Split 

Before building and testing a model, it is important to split 
the dataset carefully so that the training and evaluation 
processes can be carried out properly. A 70:30 was chosen to 
divide the dataset between training and testing to ensure a 
balance between sufficient data for accurate model training and 
evaluation. 70% of the training data allows the model to learn 
existing patterns, while 30% of the testing data ensures a valid 
evaluation with previously unseen data. This ratio avoids 
overfitting and ensures that the model can generalize well to 
new and representative data. 

F. Handling Data Imbalance with SMOTE 

The dataset contains two main groups, benign and 
malicious. However, there was an imbalance, with far fewer 
malicious samples compared to benign ones. SMOTE was used 
to address this, which helps create new malicious samples by 
generating variations of existing ones. For example, SMOTE 
can modify features such as the number of HTTP packets, 
HTTP ports, and external IP addresses to generate new 
examples. This helps balance the dataset, ensuring that the 
model can learn effectively from both classes. As a result, the 
model becomes better at detecting and identifying malicious 
activities or unusual behavior in network security. To deal with 
the imbalance, two key steps were followed: First, the minority 
class (malicious) was identified, and then samples from this 
class were selected to generate new synthetic data using 
SMOTE. SMOTE aims to address data imbalance by adding 
synthetic data to the minority class (e.g., HTTP attack data). 
These synthetic data are created by interpolating existing 
minority data points and their neighbors using the k-Nearest 
Neighbors (k-NN) algorithm [34]. Synthetic data are created 
using: 

��
� = �� + ���
������ − ��� ∗  �   (2) 

where ��   denotes the original sample from the minority class 

(e.g., selected malicious examples), ��
������  denotes the 

selected neighbors from the minority class, and � is a number 
between 0 and 1 to set how far a new synthetic sample will be 
created from the original example.  

Equation (2) describes how to update the value of ��  
towards the value of ��
������  based on the parameter � that 

controls how much of a change is made. Here, ��  is the initial 

value, ��
������  is the neighbor or reference value to be 

approximated, and � is a multiplier that determines how much 

the difference between ��  and ��
������  contributes to the 

update of ��
� . The larger � is, the larger the change made to 

��  to approach ��
������ . 

G. Building an ANN Model 

ANNs are powerful tools for classification built on the 
concept of artificial neurons. These neurons are designed to 
mimic the way biological neurons work and serve as the basic 

elements of the network. In this study, the ANN architecture 
created consists of 11 input units and a single hidden layer 
containing 10 neurons. The number of inputs and the number 
of neurons in the hidden layer can change depending on the 
feature selection method used in the model. This ANN model 
learns from the features and patterns in the training data to 
classify between normal and anomalous traffic. The proposed 
ANN architecture comprises three layers: an input layer, a 
single hidden layer, and an output layer. The input layer 
contains 11 units, each representing different network traffic 
features such as byte, rate, proto, flgs, state, saddr, daddr, dport, 
and other relevant variables. These input units are fully 
connected to the hidden layer, which consists of 10 neurons. 
The hidden layer processes the input data and is then connected 
to the output layer, which has a single unit representing the 
result, either "Attack" or "No Attack." This architecture forms a 
basic structure for detecting DDOS attacks, where each input is 
passed through the hidden layer, and the output is classified 
based on the learned weights of the neural network. 

H. Building an XGBoost Model Using ANN Output 

After training the ANN model, the output of the ANN is 
input to the XGBoost model. XGBoost is a gradient-boosting 
algorithm that is well known for its speed and high 
performance, especially in tabular data. XGBoost is used to 
further refine the predictions by exploiting the patterns 
identified by the ANN model. The combination of ANN and 
XGBoost can create a more robust classifier with higher 
predictive power. 

The XGBoost classifier model was trained using the core 
parameters that define its structure and behavior. With 10 
decision trees (n_estimators = 10), XGBoost builds a series of 
trees iteratively, where each tree aims to reduce the prediction 
error of the previous. The maximum tree depth was set to 3 
(max_depth = 3), limiting the number of splits to keep the 
model complexity low and reduce the risk of overfitting. The 
learning rate was set at 0.1 (learning_rate = 0.1), which 
controls how much each tree contributes to the final prediction, 
allowing the model to learn more gradually and achieve better 
optimization. 

I. PSO Optimization 

PSO was applied to optimize the performance of the ANN 
and XGBoost models. PSO was used to tune the 
hyperparameters of the ANN and XGBoost models, finding 
optimal settings that maximize the accuracy and performance 
of the model on the dataset. Every particle within the PSO 
model represents a potential solution consisting of the ANN 
and XGBoost parameters, such as weights and biases. This 
process begins by initializing the particles randomly in the 
specified search space. This random initialization allows PSO 
to explore various possible XGBoost parameter configurations 
in an attempt to find the optimal convergence to the expected 
solution. PSO involved the following steps. 

1) Velocity Update 

Equation (3) is used in PSO to update the position and 
velocity of particles in the search space. In this context, this 
equation is used to update the parameters or weights of a neural 
network model (such as ANN or XGBoost) based on the 
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particle's personal best position ��,�
��  and the global best 

position ��
�� .  �!"# is the particle velocity at iteration ", while 
��!"# is the position or value of the parameter being searched 
for. Factors $%  and $&  are coefficients that control how much 
influence the personal and global best positions have on the 
update, and '�  and '&  are random numbers to enhance 
exploration. Using this equation, PSO can find the optimal 
architecture or parameters for detecting DDOS attacks, even 
though facing class imbalance problems. 

 �!" + 1# = ).  �!"# + $%. '� +��,�
�� − ��!"#, +  

+$&. '&!��
�� − ��!"##     (3) 

where ) is the inertia weight, $% and $& are cognitive and social 
coefficients, '�  and '&  are random numbers between 0 and 1, 

��,�
��  is the best position found by the particle -, and ��
��  is 

the best position found by the entire swarm. 

2) Position Update 

After the particle velocity  �!" + 1# is updated using (3), 
the new position of the particle ��!" + 1#  is calculated by 
adding the old position ��!"# with the new velocity  �!" + 1#. 
Mathematically, this is expressed as ��!" + 1# =  ��!"# +
  �!" + 1#,  where ��!"#  are the weights or parameters of the 
model at iteration " and  �!" + 1# are the changes applied to 
those weights. This position update will move the model 
parameters closer to the optimal solution which can enhance 
the model's ability to detect DDOS attacks. This update process 
will continue in each iteration, with the particle trying to 
explore the solution space by moving closer to the personal 

best position ��,�
��  and global ��
�� . This is performed until 

PSO finds the most effective combination of weights or 
parameters, maximizing the detection accuracy even in 
situations with imbalanced data, where the amount of normal 
data is much larger compared to the attack data. In this way, 
PSO iteratively updates the weights or parameters of the model 
(both in ANN and XGBoost) to optimize the detection of 
DDOS attacks, so that the model can recognize rare but 
dangerous attack patterns in the network data stream. 

J. Model Evaluation 

In model evaluation, a confusion matrix was used to 
determine the model performance. Some elements in the 
confusion matrix include False Positive (FP), False Negative 
(FN), True Positive (TP), and True Negative (TN). This 
confusion matrix is used to describe the extent of the 
classification effectiveness. The confusion matrix can be used 
to determine whether the predictions produced are accurate or 
not. In addition, the proposed model was evaluated using 
metrics commonly used in DDOS detection.  

Accuracy reflects the model's prediction performance, 
measuring the total percentage of correctly detected results, 
both normal and anomalous. Accuracy was calculated using: 

.$$/'0$1 = 23425
23425463465   (4) 

Precision is the ratio of true detected attacks compared to 
the total number of detected attacks. Precision shows how 
many positive DDOS detections were correctly predicted. 

7'8$-9-:; !7# = 23
63423     (5) 

Recall, also known as Detection Rate (DR), often referred 
to as true positive rate (TPR), is the ratio of success in 
identifying attacks compared to their total amount. 

<8$0== !'# = 23
65423    (6) 

F-score or F1 score considers both false positives and false 
negatives. F-score is very useful, especially in cases where the 
distribution of class labels is imbalanced, and is the harmonic 
balance between recall and precision. 

>�?��
 = 2 × 3�
?�����×B
?CDD
3�
?�����4B
?CDD    (7) 

III. RESULTS 

Table II summarizes the various experimental scenarios 
conducted, along with the models used and the input variables 
applied to each scenario. Each scenario was designed to assess 
the performance of different machine learning algorithms for 
comparison, including ANN, XGboost, SMOTE PSO LSTM-
GRU, Random Forest, as well as hybrid models such as PSO-
ANN-XGBoost and SMOTE-PSO-ANN-XGBoost. Table II 
lists the specific input features used in each model, including 
network traffic attributes such as TCP packets, UDP packets, 
external IP, and DNS query time, among other variables. These 
input variables were selected based on their relevance in 
detecting DDOS attacks on imbalanced networks and were 
used to train and test the models in each experimental scenario. 
These experimental scenarios provide a comprehensive 
overview of how various machine-learning approaches and 
input configurations were tested for their effectiveness in 
detecting DDOS attacks on networks. 

TABLE II.  DETAILS ON EXPERIMENTS 

Scenario  Model Input variables 

S1 
DBSCAN-SMOTE-

ANN 

pkts, byte, rate, proto, flgs, state, saddr, 

daddr, dport 

S2 
DBSCAN-SMOTE-

XGBOOST 

pkts, byte, rate, proto, flgs, state, saddr, 

daddr, dport 

S3 
DBSCAN-SMOTE-

ANN-XGBoost 

pkts, byte, rate, proto, flgs, state, saddr, 

daddr, dport 

S4 Random Forest 
pkts, byte, rate, proto, flgs, state, saddr, 

daddr, dport 

S5 
SMOTE PSO LSTM-

GRU 

pkts, byte, rate, proto, flgs, state, saddr, 

daddr, dport 

S6 
DBSCAN-SMOTE-

ANN-XGBoost-PSO 

pkts, byte, rate, proto, flgs, state, saddr, 

daddr, dport 

 
Figure 3 and Table III show the model performance metrics 

in six different scenarios (S1 to S6). The results show that 
model performance varies across scenarios. Overall, scenario 
S6 performed the best on all metrics, with accuracy, precision 
and F1 score values approaching 96%. In contrast, scenario S3 
performed lowest across almost all metrics, especially in 
Sensitivity and F1-score. This analysis shows that model 
effectiveness is highly dependent on the conditions or 
parameters applied in each scenario, providing important 
insights for further optimization. 
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Fig. 3.  Performance metrics per scenario. 

TABLE III.  PERFORMANCE METRICS PER SCENARIO 

Scenario Model Accuracy Precision Recall F1 score 

S1 
DBSCAN-SMOTE-

ANN 
91.25% 90.15% 92.82% 92.93% 

S2 
DBSCAN-SMOTE-

XGBOOST 
90.54% 89.76% 92.00% 92.35% 

S3 
DBSCAN-SMOTE-

ANN-XGBoost 
87.63% 87.36% 88,23% 88.15% 

S4 Random Forest 88.81% 87.42% 90.45% 90.24% 

S5 
SMOTE PSO LSTM-

GRU 
95.56% 94.82% 98.24% 98.45% 

S6 
DBSCAN-SMOTE-

ANN-XGBoost-PSO 
96.83% 96.13% 98.53% 98.56% 

 
To further validate the performance of the DBSCAN-

SMOTE-ANN-XGBoost-PSO model, Table IV presents the 
confusion matrix of the DBSCAN-SMOTE-ANN-XGBoost-
PSO model. The high TP (69,296) and TN (955,000) values 
indicate the effectiveness of the model in detecting DDoS 
attacks, while the relatively low number of FP (23,279) and FN 
(1,023) indicate minimal misclassification rates. 

TABLE IV.  CONFUSION MATRIX FOR DBSCAN-SMOTE-
ANN-XGBOOST-PSO 

Actual \ Predicted No Attack (0) Attack (1) Total 

No Attack (0) 955,000 (TN) 23,279 (FP) 978,279 

Attack (1) 1,023 (FN) 69,296 (TP) 70,319 

Total 956,023 92,575 1,048,598 

TABLE V.  TRAINING AND VALIDATION RESULTS  

Model  
Training 

loss 

Validation 

loss 

Training 

accuracy (%) 

Validation 

accuracy (%) 

Random Forest 0.32 0.25 91.25 88.81 

SMOTE PSO 

LSTM-GRU 
0.2 0.15 96 95.56 

DBSCAN SMOTE-

ANN 
0.28 0.21 92.8 91.25 

DBSCAN SMOTE-

XGBOOST 
0.3 0.22 92.1 90.54 

DBSCAN SMOTE-

ANN-XGBOOST 
0.4 0.35 89 87.63 

DBSCAN SMOTE-

ANN-XGBOOST- 

PSO 

0.18 0.12 97.5 96.83 

Table V presents a performance comparison of several 
machine learning models, summarizing their results. SMOTE 
PSO LSTM-GRU and DBSCAN-SMOTE-ANN-XGBoost-
PSO showed superior results compared to other models in 
terms of accuracy and F1 score. This table provides an 
overview of the effectiveness of various models on the same 
dataset, allowing the selection of the optimal model for a 
specific purpose. 

IV. DISCUSSION 

The DBSCAN-SMOTE-ANN-XGBoost-PSO (S6) model 
stood out as the best in almost all metrics tested. This model 
had the highest accuracy of 96.83%, indicating that it 
successfully predicted classes with the lowest error rate. In 
addition, S6 also excelled in terms of sensitivity (93.23%) and 
precision (96.13%), which means that this model is very good 
at detecting positive classes (avoiding FN) and producing 
accurate positive predictions (avoiding FP). In addition, this 
model also shows the highest specificity (94.27%), indicating 
that it is very good at avoiding prediction errors in the negative 
class. Its F1-score is also very high (98.56%), reflecting a very 
good balance between precision and recall. 

 

 
Fig. 4.  Training validation loss and accuracy. 

The SMOTE PSO LSTM-GRU model (S5) also performed 
very well, although it was slightly behind S6. It achieved an 
accuracy of 95.56%, which was very good, and an F1-score 
that was almost on par with S6 (98.45%). Although slightly 
lower in terms of sensitivity (92.36%) and specificity (91.49%) 
than S6, SMOTE PSO LSTM-GRU was still a solid model, 
with an excellent ability to detect the positive class and produce 
accurate predictions. This suggests that SMOTE PSO LSTM-
GRU is a good choice if high F1-score performance is a 
priority, although S6 still excels. 

The DBSCAN-SMOTE-ANN model (S1) showed the 
highest sensitivity among all models (93.29%) but had lower 
accuracy (91.25%) and F1-score (92.93%) compared to 
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SMOTE PSO LSTM-GRU and S6. Although these models are 
quite good at detecting positive classes, S1 is not as good as S5 
and S6 in terms of metric balance. In addition, the DBSCAN-
SMOTE-ANN-XGBoost (S3) and Random Forest (S4) models 
showed lower performance, with accuracies of 87.63% and 
88.81% respectively, meaning they are less effective in making 
correct predictions compared to the other models. Both also 
had lower F1-score values, indicating that they are not as 
optimal in terms of the balance between precision and recall. 

Overall, S6 (DBSCAN-SMOTE-ANN-XGBoost-PSO) is 
superior, showing the best ability to detect positive classes, 
avoid errors in negative classes, and produce very accurate 
predictions, with a very good balance between precision and 
recall. S5 (SMOTE PSO LSTM-GRU) is a very good second 
choice but lags slightly behind in some metrics such as 
sensitivity and specificity. S1 (DBSCAN-SMOTE-ANN) and 
S3 (DBSCAN-SMOTE-ANN-XGBoost), although good in 
some aspects, cannot outperform S5 and S6 in overall 
performance. Random Forest (S4) also performs less than the 
best models. 

In the performance analysis of several DDoS attack 
detection models, Table VI provides a comparison of the 
accuracy of previously various deep learning-based approaches 
and other techniques. Existing research shows that several 
models show excellent results in detecting DDoS attacks. 

TABLE VI.  COMPARISON WITH PREVIOUS STUDIES 

Model 
Accuracy 

(%) 

Precision 

(%) 

Recall  

(%) 

F1-score 

(%) 

DBSCAN-SMOTE-LSTM 

[28] 
96.12 93.6 96.2 98.3 

WF-HDL [35] 99.69 99.03 99.07 99.05 

DDAD-SOEL [36] 99.81 99.6 99.61 99.59 

CNN+BiLSTM [37] 94.52 93.44 92.04 94.74 

AE-MLP [38] 98.34 98.18 98.48 97.91 

PB-DID [39] 96.3 N/A N/A N/A 

DBSCAN-SMOTE-ANN-

XGBoost-PSO 

 (Proposed model) 

96.83 96.13 98.53 98.56 

 
One of the models that stands out is the WF-HDL (Wrapper 

Feature Selection-Based Hybrid Deep Learning Model) [35], 
which achieved a very high accuracy of 99.69%. This model 
shows high effectiveness in detecting DDoS by utilizing 
wrapper-based feature selection and the application of deep 
learning techniques. This excellent accuracy shows the 
importance of properly selecting features to improve the 
performance of attack detection models. Another model that 
has high performance is DDAD-SOEL (Snake Optimizer with 
Ensemble Learning) [36], which achieved excellent results in 
all metrics with an accuracy of 99.81%. The use of Snake 
Optimizer to guide the training process and ensemble 
techniques to improve accuracy have proven effective in 
detecting DDoS attacks in the IoT environment. In addition, the 
DBSCAN-SMOTE-LSTM model [28] showed solid 
performance with an accuracy of 96.12%. This approach 
utilizes a combination of DBSCAN and SMOTE techniques to 
handle imbalanced class problems and LSTM for sequential 
data analysis. This shows how the combination of multiple 
techniques can improve DDoS detection capabilities in 

networks with data imbalance. CNN+BiLSTM (Convolutional 
Neural Network + Bidirectional Long Short-Term Memory) 
[37] showed good results with an accuracy of 94.52%, where, 
although slightly lower than other models, the combination of 
CNN and BiLSTM is effective in processing time-based data 
and attack detection. 

The proposed DBSCAN-SMOTE-ANN-XGBoost-PSO 
model showed competitive performance in detecting DDoS 
attacks. Integration of DBSCAN for anomaly detection, 
SMOTE for class balancing, and the hybrid ANN-XGBoost 
approach significantly improved detection accuracy. In 
addition, the PSO algorithm is used to optimize the 
hyperparameters, thereby improving its efficiency. In general, 
the results indicate that deep learning-based hybrid models, 
such as AE-MLP [38], PB-DID [39], and others, with 
optimization and ensemble techniques, such as DBSCAN-
SMOTE-ANN-XGBoost-PSO, have advantages in detecting 
DDoS attacks. This confirms that the combination of 
optimization techniques, feature selection, and the use of deep 
learning algorithms can significantly improve performance in 
detecting increasingly complex cyber threats. These results 
show that the combination of deep learning-based methods and 
other techniques, such as SMOTE and optimization, can 
improve detection results and overcome various challenges in 
detecting DDoS attacks on highly dynamic and large networks. 

This study makes an important contribution by showing 
that the hybrid ANN-XGBoost approach combined with 
optimal data balancing techniques can significantly improve 
the accuracy and sensitivity of the model in detecting attacks in 
real network environments. The implications of these results 
indicate the relevance of the proposed method for application 
in modern network security systems. Future studies can 
integrate advanced ensemble techniques or explore more 
complex architectures to improve generalization across 
different types of attacks in dynamic networks. 

V. CONCLUSION 

Based on the results of the experimental comparison, it can 
be concluded that the DBSCAN-SMOTE-ANN-XGBoost-PSO 
model shows excellent performance among all tested scenarios, 
with accuracy of 96.83%, precision of 96.13%, recall of 
98.53%, and F1-score of 98.56%. These results outperform 
other models such as SMOTE PSO LSTM-GRU (95.56% 
accuracy) and DBSCAN-SMOTE-ANN-XGBoost (87.63% 
accuracy). Meanwhile, the SMOTE PSO LSTM-GRU model 
has the best performance in terms of recall and F1-score, but 
DBSCAN-SMOTE-ANN-XGBoost-PSO provides a better 
balance between all evaluation metrics. Compared to previous 
studies, the DBSCAN-SMOTE-ANN-XGBoost-PSO model 
shows quite competitive performance. Although it does not 
achieve the highest performance, this model still has excellent 
performance, superior to other models, showing great potential 
for classification tasks. 

Future directions can involve further exploration of 
hyperparameter tuning to improve model performance, as well 
as the application of more sophisticated ensemble learning or 
deep learning techniques to find more optimal model 
combinations. In addition, experiments with larger and more 
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varied data can help test the reliability of the model under more 
complex conditions. Techniques such as regularization or 
transfer learning can also be explored to improve the 
generalization of the model, which can make significant 
contributions to its application in various domains.  
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