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Abstract: Data commingling involves merging data from various sources into a shared infrastructure. However, this poses 
ethical challenges for businesses. This article delves into the ethical issues that arise from data commingling and its impact on 
organizations. It also provides recommendations for responsible data management. Real-world cases, such as LinkedIn's data 
handling, highlight the consequences of data commingling on customer trust and company credibility. To overcome these 
challenges, businesses should explore the creation of multi-cloud data lakes, offer employee training, and advocate for global 
regulations on data commingling. 
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1. Introduction 
Data plays a crucial role in today's digital era for businesses. 

With technology advancements, the significance of data has 
increased, but this has also raised concerns regarding data 
privacy and misuse. Data commingling, which involves 
merging information from various sources within a shared 
infrastructure, has become widespread in business. This 
article explores the ethical dilemmas linked to data 
commingling and its impact on organizations. Through real-
world case studies, such as LinkedIn's data practices, we aim 
to highlight the effects of data commingling on customer trust 
and company credibility. We will also provide 
recommendations for responsible data management to 
address these challenges. 

1.1. What is Data Commingling 
With the development of technology, people understand 

more about the importance of data. Besides, data privacy 
protection has become a topic of concern, and data misuse is 
one of the most common privacy problems in business. 
Commingled data is information stored in a shared 
infrastructure, such as multiple related or connected databases 
(Commingled, 2016). In this essay, I will discuss how data 
commingling may cause ethical issues in the business place 
and the impact on the organization by analyzing a real-world 
case example. 

1.2. Why data commingling important to 
business? 

Sophisticated use of consumer data allows for personalized 
product offering and let marketers pass along additional 
benefits to consumers as they can operate more efficiently 
with information (Martin & Murphy, 2017). However, 
commingling happens when an organization captures data 
from a specific audience for a specific stated purpose, then 
reuses that same personal data for a separate task in the future 
(Invisibly, 2021). Because of the potentially vast benefits of 
customer data, fewer companies have systematically 
considered the ethical aspects of data management, which 
could have broad ramifications and responsibility (Edquist et 
al., 2022). So, at the enterprise level, avoiding data 
commingling is suitable for long-term business development. 

1.3. How is Commingling useful? 
The growth of technology has also offered the expansion 

of linkable data resources, especially in social media 
platforms (Soussan & Trovati, 2021). Using stored customer 
data in other business activities allows the company to save 
the cost of collecting information and the time cost, so 
commingling is a profitable choice for companies. Besides, 
only 60 percent of consumers are aware that their information 
has been compromised (Ablon et al., 2016). The difficulty of 
traceability has led many businesses to believe that 
commingling is an opportunistic method for profit-making. 

1.4. What are the ethical issues with Data 
commingling? 

There are three possible causes of ethical problems. The 
first is the original company that improperly stores customer 
information. Many organizations make the mistake of 
commingling data with different sensitivities (Somani, 2020) 
which means that once a company merges 500 gigabytes of 
sensitive data into a data lake containing 10 terabytes of 
public data, they must shoulder the responsibility to secure all 
10.5 terabytes of data. However, most companies will think 
more about their own interests than about the ethical issues of 
whether they will harm their customers. 

The second is a company that has accidentally used 
commingling data. The ethical issue that arises here is that 
these companies have not bothered to trace the origin of this 
information. the main problem is employees’ training as their 
behavior is fixed, they may not have paid attention to how the 
information was obtained. 

The third is companies that deliberately take commingling 
data for profit. This is the most serious ethical issue, as these 
companies continue to exploit the loopholes in the law by 
using commingling data, knowing that it will be harmful to 
their customers. 

1.5. Security as a business enabler 
Industry reliance on data has grown exponentially in the 

present dynamic and highly competitive, challenging 
business environment (Mubarak Alharbi et al., 2013). The 
focus of competition has also risen from how to obtain 
effective information to how to obtain information ethically. 
As more and more famous companies are exposed to the 



 

78 

problem of commingling such as LinkedIn, Facebook, and so 
on (Hill & Swinhoe, 2022), consumers are also paying more 
attention to the security of their information. If other 
companies can access their own customers' information, it 
will also lead to a decline in customer trust and a loss in 
credibility. Therefore, improving the company’s safety factor 
is also a way to combat commingling. If companies can 
properly store the collected customer information and avoid 
commingling will be a new challenge in data security. 

1.6. Long-term impacts - company loses 
credibility 

As personal data has become a new source of economic 
value which is extremely useful for advertising (Esteve, 2017). 
In the short term, companies may think that this is a cost-
effective and fast way to access customer information through 
commingling, but this is not conducive to long-term business 
success. Research shows that loyalty program customers 
significantly reduce their trust in the organization after a data 
breach crisis (Chen & Jai, 2021). Therefore, if companies are 
seeking long-term development, it is essential to maintain 
relationships with customers and ethical management of 
customer data is undoubtedly the key to increasing customer 
trust. Because commingling issues are not easily detected and 
are difficult to trace back to the source, if companies can 
ethically avoid using this data, it can create strong brand 
equity as technology evolves and customers trust it. Therefore, 
if companies are only interested in the immediate profit by 
using commingling data will be eliminated in the end.  

1.7. Case in Focus: LinkedIn 
DPC, in 2017 found out that LinkedIn was using people's 

email addresses – some 18 million in all – in a way that was 
not transparent, in a bid to get people to sign up for the service 
and then using in a hashed form for targeted advertisements 
on the Facebook platform (Lunden, 2018). However, the DPC 
does not solve the problem as we still do not know where 
LinkedIn got the 18 million email addresses and other 
relevant data. LinkedIn was not fined in the process - which 
may have been a lever that prompted the company to act from 
the outset rather than changing its approach after it was called 
out - because the regulator did not have the power to enforce 
the fine.  

This case shows us that the impact of commingling is 
enormous and that customers need to know when their 
information, registered at an unknown time, will be used. 
Besides, there is a problem with data commingling. In that 
case, there must be more than one company to take 
responsibility, so this example shows us that companies need 
to be vigilant not only about the source of customer 
information but also about the information security of their 
own company.  

Moreover, there is no doubt that LinkedIn is abusing 
commingled data, and from the enormous data, we can see the 
seriousness of the problem. However, based on the DPC's 
solutions, many regulations and policies still need to be 
improved for data commingling. Nevertheless, judging from 
the fact that more and more companies are exposed, this is not 
a loophole that companies can exploit, and as the law 
improves, the punishment will be more serious. 

1.8. Recommendations 
Build and maintain multi-cloud data lake 
I recommend that the company can build up a multi-Cloud 

data lake that proposes using combined cloud services from 
different providers (Zagan & Danubianu, 2021). This method 
is to help the company solve the problem of data commingling 
from the source. Although it may require greater technical 
skills to achieve communication between each platform, it 
also means that the company can be benefiting from the 
advantages of each platform. Using a multi-cloud data lake 
allows the company to store consumer data based on different 
sensitivities which can reduce the possibility of data 
commingling. 

Train employees how to avoid data commingling 
Many companies attach great importance to the privacy of 

customer information, but due to inadequate training of 
employees, ethical issues of misuse of sensitive information 
are prone to arise. The most important thing is to solve 
employees’ behavioral issues of ISA (information security 
awareness) through regular training (Bulgurcu et al., 2010). 
This can help companies increase employee sensitivity to 
customer information acquisition, thereby reducing the 
probability of data commingling. 

Establish global regulations of data commingling 
As more and more companies rely on personalized 

customer information to achieve marketing success, they will 
prefer self-regulation to stay ahead in a rapidly changing 
environment (Sarathy & Robertson, 2003). Thus, every 
country needs to use harsh measures, setting the same 
standards and penalties for companies. Besides, soft law 
should also be used, like the reactions of disappointed 
customers, primarily when those reactions are spread by 
social media, which often be more effective than mere fines 
or penalties (Lee et al., 2016). Nevertheless, whether it is a 
strict policy or a soft law, the most important thing is to ensure 
consistency and to give companies a level playing field. 

2. Conclusion  
As data privacy increasingly becomes a critical societal 

concern, the issue of data comingling is also getting more and 
more attention (Li et al., 2023). Whether companies can 
manage data ethically will become an opportunity and a 
challenge. The implementation of ethical management 
requires the company to have strict supervision, not only to 
track the information but also the protection of its company's 
data security. Therefore, companies must build a multi-cloud 
data lake and train employees to prevent commingling. 
Furthermore, establishing global regulations is also vital to 
create a fair competition environment. 
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