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Abstract: In reality many networks, such as information storage networks, can be modelled as a multi-state stochastic flow
network. The reliability of an information storage network is the probability that the network is able to deliver the required
amount of information data to the specified server, and its an important metric to assess the performance of an information
storage network. Most existing multi-state network reliability assessment algorithms are calculated using very small capacity
vectors. However, calculating the reliability of such a network requires reuse of algorithms and is inefficient when the network
size, demand, etc., changes rapidly, resulting in managers not making timely decisions accordingly. In order to obtain reliability
metrics quickly, this paper proposes a dynamic network reliability prediction model based on deep neural networks (DNNS),
which allows the corresponding reliability to be obtained quickly even when the network is changing rapidly. Finally, a local
information storage network is used as an example for validation to illustrate the feasibility of the prediction model.
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1. Introduction

Currently, people's daily lives are intricately linked to
network systems, such as electronic information networks [1-
3], transportation networks [4, 5], and power distribution
networks [6, 7], which ensure the normal operation of our
lives. These real-world networks can be described as multi-
state stochastic flow networks. Reliability, as a critical
indicator for network performance evaluation, plays an
essential role in the processes of network construction,
operation, and maintenance. In multi-state network systems,
reliability is defined as the ability to complete predetermined
tasks of material flow, information flow, and energy flow
transmission under specific conditions [8-10].

In the field of operations research, one of the methods for
evaluating network systems is to model them as a multi-state
stochastic flow network. Computing the reliability of a
network is an NP-hard problem, and numerous scholars have
proposed different methods for assessing network reliability.
Generally, there are two approaches: the minimal path method
and the minimal cut method [11-25]. Both methods search for
all minimal paths or cuts while satisfying requirements and
then calculate the reliability through these paths or cuts. In
addition, the universal generating function method [26, 27]
and simulation method [28, 29]also demonstrate good
efficiency in evaluating reliability. However, the above-
mentioned reliability assessment methods are based on the
evaluation of the reliability of a single network. When the
capacity state of the network changes rapidly with time, these
methods cannot quickly calculate the network’s reliability. To
solve this problem, many researchers have used deep
neural networks to predict network reliability [30-32]. Deep
neural networks have powerful predictive functions and can
be used for various prediction tasks, such asimage
classification [33-34], speech recognition [35-36], natural
language processing [37-38], and time series prediction.
Huang [30] transformed the capacity state and demand
information of the network into a one-dimensional array,
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which was used as input information for the deep neural
network to achieve the reliability prediction of multistate
stochastic cloud/edge-based network. In addition, Huang [31]
evaluated the reliability of a manufacturing network
with rework probability through a neural network. Huang [32]
using artificial neural networks (ANN) to predict network
reliability of random capacitated-flow networks under
different network connectivity scenarios. However, the
above-mentioned models based onneural network
predictions all make the assumption that the topological
structure of the multi-state stochastic flow network is fixed.

Taking a dynamic information storage network (MDISN)
as an example, whose topology and capacity state change
rapidly with time. The model proposed by Huang et al [30-
32]. Is clearly not suitable for such situations. Therefore, this
paper proposes a fast reliability prediction model based
ondeep  neural network for ~ dynamic  networks.
Achieving reliability prediction requires converting network
information into the required input format for the neural
network, which includes the network topology, arc
capacity and capacity probability, demand, etc. When
characterizing a multi-state stochastic flow network,
the adjacency matrix is used to describe the topology, and
then each piece of information is converted into a one-
dimensional array and arranged sequentially. For data with
different dimensions, the method of complementing zeros is
used to supplement them so that each data has the same
dimension.

The arrangement of this article is as follows: Section 2
explains the method and detailed steps for evaluating network
reliability based on the minimal path, while introducing the
basic concepts and models of neural networks. Section 3
describes the process of generating training and testing
data required for the model, as well as the structure and
parameters of the deep learning network. Section 4 uses
a dynamic MISN as a case study to demonstrate the feasibility
of the proposed prediction model in detail. Finally, the
conclusion is presented in Section 5.



Table 1. Notations

G=(V,E,W) a multi-state stochastic flow network
\Y V={s,1,..,n-2,1}is the set of nodes.
E arc set.
W maximum capacity vector.
Wi largest capacity of ei.
m number of arcs.
ei the i-th arc in E.
S the source.
MP; the j-th MP.
d demand level.
X a vector X = (X1, X2, ..., Xm).
F F={f1,f,..., fg }is the flow vector
t the sink.
n number of nodes.
[o] minimum integer larger than or equal to e .
Lo maximum integer smaller than or equal to e .

2. Network Reliability Evaluation for
the MDISN

2.1. Multi-state Network Reliability Evaluation

For assessing the reliability of a multi-state information
storage network, a static information storage network is
modeled as a multi-state stochastic flow network, defined as
G =(V, E, W), where V = {s, 1, ..., n-2, t} denotes the set of
all nodes (containing source s and sink t) in the network; E =
{ei | 1< i <m} denotes the set of arcs in the network, where e;
denotes the i-th arc in the network and m denotes the number
of arcs in the network; W ={w; | 1< i < m}, where w; denotes
the maximum capacity of e; and satisfies 0 <wj. X = {x; | 1<
<m} denotes the capacity state vector of arcs, and 0 < X; < w;;
Assume that there are g MPs in the network, and MP (minimal
path) denotes the set of all arcs in a path from sto t.

The following assumptions also need to be satisfied in the
assessment of network reliability.

(1) All nodes and arcs are completely reliable and satisfy
the law of flow conservation.

(2) The capacity state distribution of the arcs are
statistically independent.

(3) The flow through the minimal path to reach the sink t is
a non-negative integer.

Suppose fj (1 < j < g) represent the flow from the j-th
minimal path MP;to the sink. The demand is d. Let F = {fy ,
fo ,..., fy}, named the flow vector, then F = {f; , f2 ,..., fg}
exactly satisfies the demand d if it satisfies the following
conditions:

Zg:fj =d

=1

)

For the flow vector F = {f1, f2,..., g}, fj also satisfies the
following condition:
f, <min{w]e, € MP;} (2
In the network, the flow from different minimal paths
entering the arc ¢ is restricted by the maximum capacity
bound w;, therefore the following constraints should be
satisfied:
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> f<w

& eMP;

©)

Meanwhile, any F is feasible under X = (x4, X2, ..., Xm) if and
only if it meets the following condition;

> <x

& €MP;

)

The F which is obtained by filtering the above conditions
is called the feasible flow vector, and capacity state vector X
can be obtained by the following equation:

Xi = rZ fj—|

EiEMPj

()

The details of the proof process can be found in [39-44].

Definition 1: X <Y: (X1, X2, ..., Xm) < (Y1, Y2, ..., Ym) if and
onlyifxi<yifori=1,2,...,m.

Definition 2: X <Y: (X1, X2, ..., Xm) < (Y1, Y2, ..., Ym) if and
only if xi<y;fori=1,2,..,m, and at least one j (1< j <m)
exists such that x; <'y;.

The X obtained by Eqg. (5) is not always the minimal
capacity vector (d-MCV), and the d-MCV can be obtained by
the comparison method. The detailed steps of the comparison
method [11, 12] are as follows:

(1) H=4d (H is to store the indexes of d-MCVs, and initially,
H is empty).

(2)Fori=1too & igH.

(3)Forj=i+1tooc & jeH.

(4) If Xj < Xi, then X; is not a d-MCV, H = HY {i}, and go
to step (7);

Else if Xj> Xi, then X; is nota d-MCV and H = H Y {j}.

(5) Next j.

(6) Xiis ad-MCV.

(7) Next .

Let X1, Xy, ...., Xy be all d-MCVs , and network reliability

Ro = Pr{U{X| X 2 X}} that can be efficiently calculated
i=1

using the recursive sum of disjoint product (RSDP) technique
[45]. With the above elaboration, the steps of the traditional
method of network reliability assessment can be summarized
as Algorithm 1.

Algorithm 1

Input: G = (V, E, W), d.

Step 1. Find all MPs.

Step 2. Find all flow vectors F = {f,, f.,..., fg} that satisfy
Equation(1)(2)(3).

Step 3. Convert each F derived from Step 2 into (d-MCV
candidates) according to Equation (5).

Step 4. Utilize the comparative method to find all d-MCVs.

Step 5. Assume that X, Xa,...., Xy are all d-MCVs from
Step 4, then utilize the RSDP technique to compute Rq= Pr

{URX X 2 X,

Output: Rq.



2.2. DNN Model

Deep neural network is the infrastructure of deep learning.
The main purpose of deep learning is to build a deep
convolutional neural network (DNN) and use a large amount
of data samples as input to generate a model with powerful
analysis and identification ability, which is widely used in
computer vision, language recognition, natural language
processing.

Suppose a DNN model with several inputs and one output
is schematized as Figure 1:

X1
output

X3
Figure 1. The basic operating principles of neurons

A linear relationship between input and output is obtained
by learning, and the intermediate output results is z:

Z= D WX+Db (6)
k=1

Suppose a neuron has v inputs, wk (1< k < v) is the input
xk with the weight of the neuron, and b denotes the bias of the
neuron.

The intermediate output result z is used as the input of the
activation function f(x) that yields the output of this neuron.
The common activation functions are Sigmoid, Tanh, ReLU,
LReLU, PReLU, Swish, etc. Take sigmoid as an example,
sigmoid is a highly frequent activation function, also called
logistic function, for calculating the output of hidden layer
neurons, and takes the value range of (0, 1), and the
expression of the function is as follows.

f(x)=

l+e™ ()

The internal layers of DNN can be divided into three

categories, input layer, hidden layer and output layer. Take

Figure 2 as an example, the first layer is the input layer, the

last layer is the output layer, and the middle layers are all

hidden layers. The layers are fully connected, i.e., any neuron
in layer i must be connected to any neuron in layer i+1.

hidden
layer

hidden
layer

input
layer

output
layer

inputs

Figure 2. The structure of a deep learning network

The training of deep neural networks usually requires the
following steps:

1) Weight initialization.
2) Forward propagation.
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3) Compute cost.
4) Backward propagation.
5) Update parameter.

3. Reliability Prediction

Aiming to make the reliability of the network can be
evaluated quickly, this paper makes predictions based on the
DNN model with four steps:

Step 1: The topology of the network, maximum capacity of
the edges, probability distribution, demand etc. are described
by a matrix or vector.

Step 2: The reliability is obtained by using Algorithm 1
with the known information from Step 1. Take the known
information as input and reliability as output to get a data
sample. Repeat Steps 1, 2 to create a data set with a large
number of samples and divide it into a training set and a test
set.

Step 3: Set the parameters of the DNN model, such as the
number of training times, initial weights, number of hidden
layers and hidden layer neurons, learning rate, and number of
iterations.

Step 4: The training set is fed into the model for training,
and the test set was used for prediction.

3.1. Data Generation

The required information to calculate the reliability of a
multi-state network includes the topology, the maximum
capacity of each edge and the corresponding state probability
distribution. This information is transformed into data that
can be recognized by the DNN model through the following
operations:

Suppose there are two topologies as shown in Figure 3. The
topology, the maximum capacity of the arc and the state
probability distribution are known.

Network topology

0110
Association Matrix Al= 0011
(A) 0 001
0 00O
Maximum capacity of _
the arc (W) W1=(43232)
01 02 02 02 03
Capacity state p1= 01 02 03 04 0
probability 01 04 05 0 O
distribution (P) 01 02 03 04 O
02 04 04 0 O

Figure 3. Network topology

For the association matrix A, the internal element a; = 1
means that the i-th node is connected to the j-th node. For the



maximum capacity vector W= (w1, Wa,...,Wm), Where w;
denotes the maximum capacity of arc e. For a state
probability distribution P, the i-th row (0 <i<m) in P denotes
the probability of the capacity distribution corresponding to
arc ei. For example, in the first network, the maximum
capacity of e; is 4, then the probabilities corresponding to the
capacities 0, 1, 2, 3,4 of ey are 0.1, 0.2, 0.2, 0.2, 0.3.

3.2. Training Set and Test Set

To obtain real-time network reliability when the network is
varying rapidly, a deep learning model is used for reliability
prediction. In order to predict reliability index more precisely,
a massive number of samples are needed for training. In this
study, 10,000 training samples were generated with matlab,
and the steps to generate a training sample are shown below:

(1) Suppose the number of network nodes is n, and the
association matrix A with n xn is generated.

all ain
A: . .

a a

nl nn

Where a;; = 0 or 1, aj =1 means flow from the i-th
node to the j-th node, and a;j =0 means the i-th node is
unconnected to the j-th node. The matrix A satisfies

n n
m=3>>a:
i=1 j=1

(2) First generate the maximum capacity vector W=(wj,
Wo,..., Wn) randomly, let v = max(wi, Wa,..., Wm)+1, and then
generate the probability distribution matrix P of m xv,

pll plv

pml

Where pjj = 0 when wi+1<j <v.

(3) Generate the demand as d, calculate Ry with Algorithm
1.

(4) Expand the above information into a one-dimensional
array:

Qa = [611, aiz, ..

W = [wy, Wy, ..., W]

QP = [pll! P12, ...,P1v, ---,Pm1, Pm2, -~~pmv]
(5) Combine all information into one data sample: Qu=[Qa,
W, Qp, d, Rd].

The above steps (1)-(5) are repeated until a sufficient
number of datasets are generated. In the process of generating
the dataset, the correlation matrix describing the topology and
the dimensionality of the state distribution probability matrix
will be inconsistent before and after the change of the network,
therefore, the operation of filling in the zeros is applied to
make the dimensionality consistent. Take the two network
structures in the above table as an example. The two network
structures in Table 1 above are used as examples to illustrate.

In Figure 3:
Qa1=[0110001100010000]
Wi=[43232]

Qp;=[010.202020301020304001040500
0.10.20.30400.20.40.400]

Prw

., Ain,..., ant, @n2, ..., ann]
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The above Qa1 with 16 elements, W, with 5 elements, and
Qp1 with 25 elements; but Qa, with 25 elements, W, with 7
elements, and Qp; with 35 elements. Therefore, 9 (25-16)
zeros need to be added after Qa1, 2 (7-5) zeros after W1, and
10 (35-25) zeros after Qp1 in such a way that the two different
structured networks correspond to the same dimensionality of
the data set Qu.

Therefore, Qu1=[Qa1,0,0,0,0,0, 0, 0, 0,0, W1,0, 0, Qp1,0, 0,
0, 0,0,0,0,0,0,0,d1,Rqa1]-

With each new dataset generated, the dimensionality is
compared with all the datasets already generated before, and
the datasets with smaller dimensionality are subjected to a
zero-fill operation according to the above rules.

All the generated data are divided into a training set and a
test set. The training set is fed into the DNN model for training,
and the test set is used as a validation to evaluate the
performance of the DNN model.

3.3. Network Structure and Parameters of
DNN

(1) Network structure

In general, the more the number of hidden layers, the better
the learning ability of the model will be, but excessive hidden
layers can cause problems such as training difficulties and
gradient disappearance.

(2) Learning Rate

The smaller the learning rate, the slower the change rate of
the loss function, leading to overfitting. However, a large
learning rate leads to gradient explosion, making it difficult to
converge the model.

(3) Epoch and batch size

In the process of model training, the complete process of
running the model to complete a forward and backward
propagation of all the data is called an epoch. In the process
of gradient descent model training, the neural network
gradually moves from an unfitted state to an optimally fitted
state, and then enters an overfitted state after reaching the
optimal state. Therefore, the epoch is not as large as possible,
but generally between 50 and 200. The more diverse the data,
the larger the epoch. When we deal with larger data sets,
feeding the network with all the data at once does not give
good training results. The number of samples in each batch is
called the sample size batchsize. Batchsize is one of the
important neural network hyperparameters and is generally
set at around 50-400.

(4) Forward propagation algorithm

The forward propagation algorithm uses a number of
weight coefficients matrix W, bias vector b to perform a series
of linear operations and activation operations with the input
value vector X. Starting from the input layer, the algorithm
computes backward layer by layer until it reaches the output
layer and obtains the output result.

(5) Backward propagation algorithm

The DNN model needs to find the appropriate linear
coefficient matrix W and bias vector b for all the hidden layers
and output layers, such that the output computed from all the
input test data is as similar as possible to the real output value.

(6) Loss function

The process of optimizing the loss function for extreme
value solving is most commonly done iteratively by gradient



descent, but it can also be done by other iterative methods
such as Newton's method and Newton-like method. Before
performing the DNN backpropagation algorithm, we need to
choose a loss function to measure the loss between the output
calculated from the training samples and the real training
sample output. Then this loss function is optimized to
minimize the extreme value process, and the backpropagation
is continuously updated for a series of linear coefficient
matrices W, bias vector b.

The training set is fed into the DNN model for training, and
then the test set is used for validation. The predicted values
are compared with the true values to calculate the validation
metrics. The commonly used validation metrics are Root
mean square error (RMSE), mean absolute error (MAE),
mean absolute percentage error (MAPE), and in this paper,
RMSE is used as the validation index, and the calculation

formula is
18 .
E=,-D.(R-R)
ko

Where k is the number of test set data, R;is the predicted

®)

value, and ﬁi is the true value.

The process of prediction with a DNN is shown in Figure
5:

Setting the structure of
DNN

Input Data (training set

and test set) v
Initialize the parameters
y of DNN

»
>

4
Training with training
dataset

y

Obtain optimal
parameter values

|

Calculate the error

|

Parameter value update

Data pre-processing

Satisfy the termination
condition

Predict and validate
results

Figure 4. Process of prediction.

4. A numerical Example

4.1. Description of MDISN

To illustrate the proposed reliability prediction method, A
dynamic information storage network (MDISN) is used as an
example. In an MDISN network, all nodes (except the source
and sink nodes) have two states: busy or idle. When a node is
busy, it does not participate ininformation transmission,

203

while an idle node participates in information transmission.
The source node in the network represents the information
server, which receives information and identifies the
destination of the transmission. All intermediate nodes can
serve as storage or forwarding nodes. During each
information transmission service, any two adjacent idle nodes
form a transmission arc, with the capacity and distribution
being random and independent.

Assuming that the interval between each transmission of
the information server (source) is At and the whole
transmission process is divided into g intervals and the whole
transmission process is divided into g intervals, the
topological dynamics of an MDISN evolves as Table 2:

Table 2. Evolution of dynamic networks in terms of time

(6] (6] (6]

(6]
(2) Network topology state at
At— 2At

0 0
(1) Network topology state at 0

(3) Network topology state at
hat — (h+1)at

(4) Network topology state at
(g-1)at—gat

Where the ® indicates that the state of the node is 1 (idle
state) and the O indicates that the state of the node is 0 (busy
state), the information reception point is random and is
determined by the demand place information segment with in
the information. The above changes represent the random
change process of a dynamic information storage network,
and the topology of the network before and after the change
does not affect each other.

4.2. Parameter Setting

In this research, the DNN structure is set up with one input
layer one output layer and two hidden layers with 246 neurons
in the input layer, one neuron in the output layer and 8 neurons
in both hidden layers.

4.3. Training and Prediction

To ensure the speed and accuracy of the prediction, 3000
training data were generated in this study. Thirty data were
selected as the test set for reliability prediction and error
verification.

The results obtained by using DNNs for reliability
prediction are shown in Table 3:



Table 3. The prediction results

# s # oo
1 039388  0.396555 16  0.597544  0.562538
2 | 0489242 0499341 = 17  0.722112  0.688588
3 0719897 0.700775 18 = 0.799615  0.849029
4 | 09048388  0.914287 @ 19 0.59636 = 0.536434
5  0.836764 0.850825 20 = 0.930725 = 0.920649
6 00915486 0.907676 21  0.891704  0.881599
7 0633266 0.670436 22  0.598828  0.607837
g | 0.869711 = 0.859501 @ 23 = 0.787892 = 0.795234
9 0.479199 0.438547 24 0.626878 0.626939
10 = 0597251 = 0.615595 o5 0.88529 = 0.913345
11 0.446727 0435551 @ 26 = 0.550347 = 0.55157
12 | 0470692  0.504608 27 = 0.601518  0.597296
13 0.809594 = 0.777553 = 2g = 0.803686 = 0.817463
14 | 0.771331 = 0.765723 = 29 0.47761 | 0.476347
15 0412146  0.352877 30 = 0.498263  0.511465
RMSE 0.0255843

Note: # is the actual values of reliability, and ** is the values of
reliability predicted by the DNN model.

5. Conclusion

The reliability of a network is an important metric needed
to measure the efficiency of the network and the decisions of
managers. The assessment of the reliability of a dynamic
information storage network, whose topology and capacity
state change rapidly over time, can be solved using existing
algorithms, but when the network structure changes, the
algorithm needs to be reused for calculation, which leads to
low efficiency in calculating the reliability.

In order to quickly obtain the reliability of dynamic
information storage networks within a time period and
facilitate rapid decision making by managers, a reliability
prediction model based on the DNN model is proposed to
achieve efficient prediction of reliability when dynamic
information storage networks change. First, 10,000 pieces of
data are generated through the steps in Section 3, each piece
of data containing the necessary information such as the
topology of the network, the capacity state and probability
distribution, the demand, and the actual reliability values.
Next, a deep neural network was built, with the actual
reliability value of each data item as the output and the rest of
the information as the input, using sigmoid as the activation
function and RMSE as the loss function to train the deep
neural network. Finally, 30 pieces of data were selected as the
test set and input to the trained network for prediction, and the
error between the actual reliability value and the predicted
value was compared. The prediction result showed that the
RMSE between the actual value and the predicted value was
0.0255843. Overall, the contribution of this paper is based on
a deep neural network that inscribes the topology of a multi-
state stochastic network through an association matrix to
quickly predicting the network reliability in each temporal
state.
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