
Frontiers in Computing and Intelligent Systems 
ISSN: 2832-6024 | Vol. 12, No. 1, 2025 

 

134 

A	Blockchain‐based	Trust	Management	Model	for	IoV	
Xudong Chen 

College of Computer Science and Engineering, Chongqing University of Technology, Chongqing, China 

 

Abstract: In this paper, we design a blockchain and social information-driven trust management model for the Internet of 
Vehicles (IoV), which effectively solves the problems of sparse node interactions, data dynamics, and malicious attacks faced 
by trust management in the IoV environment. The model utilizes a multi-dimensional assessment method of direct, indirect and 
global trust between entities, and dynamically constructs a reference list by quantifying social relationships such as ownership 
similarity between nodes in the connected car environment. A weighted fusion algorithm of direct trust, indirect trust and inter-
cluster relative trust is proposed, combined with a lightweight consensus mechanism to achieve efficient updating of the trust 
value, and the storage method is optimized taking into account the blockchain storage performance limitation. After verification, 
the system can quickly identify and isolate malicious nodes under the premise of low cost and low latency, significantly 
improving the overall security and reliability of Telematics. The scheme also has better performance in terms of storage overhead 
and time required for consensus, and has the ability to withstand attacks such as singalongs. 
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1. Introduction 
There are several issues that need to be focused on when 

designing a trust management model for the IoT domain. First, 
due to the large number of device nodes included in the IoT 
environment, it is likely that a particular node has never 
directly interacted with most of the other entities, which 
makes inter-device interactions as well as utilizing feedback 
suggestions from other nodes of great significance for trust 
evaluation. However, obtaining feedback from all other nodes 
is impractical in real-world scenarios, not only because IoT 
devices are mostly resource-constrained, as it is extremely 
wasteful of computational resources to do so, even if 
resources are sufficient. For these reasons, there is an urgent 
need to design a lightweight algorithm and build a mechanism 
to help the model evaluate and filter the reference-value 
suggestions, so as to effectively reduce the number of 
interactions in the system and the cost incurred by executing 
smart contracts. In addition, given that IoT devices are 
constrained in terms of energy and computational resources, 
designing a lightweight algorithm not only helps to conserve 
resources, but also ensures that these devices will not be 
overburdened with computation when participating in the 
trust assessment, thus affecting the overall system 
performance. 

Based on the above analysis, our contribution is as follows: 
based on the in-depth analysis of social information collected 
in IoT networks, we propose a blockchain and social 
information-driven trust management model (BBTMT) for 
Telematics. The model gives full play to the advantages of 
blockchain's distributed, untamperable and transparent nature, 
and constructs a distributed trust assessment solution suitable 
for the IoT environment. It is worth noting that the framework 
is not only applicable to IoT, but also has strong versatility 
and extensibility, which can provide technical support for 
other IoT application scenarios. In order to verify the 
effectiveness and feasibility of the proposed model, we 
implement the BBTMT model on a private blockchain 
platform based on Ether, and evaluate the model's 
performance in terms of malicious node detection, trust value 
update, and storage cost through a series of experiments. The 

experimental results show that BBTMT has advantages in the 
identification rate of malicious nodes, system accuracy, and 
cost-effectiveness compared with existing schemes. 

2. Related Word and Preliminaries 
Analyzing the social relationships of connected devices is 

an effective way to evaluate trust between entities in IoT 
systems[1]. The social IoT concept integrates the definitions 
of IoT networks and social networks and considers IoT 
objects as nodes connected through social connections[2]. 
Using this approach, the combination of social information 
with feedback data from prior behavior of nodes in the system 
can be a valuable source of information for assessing the 
trustworthiness of devices. Trust management in the Social 
Internet of Things has been studied by many researchers for a 
long time. Nitti et al[3] proposed two approaches for trust 
management in the Social Internet of Things: the subjective 
model and the objective model. These two modeling 
approaches have greatly inspired later researchers. In the 
former approach, each node calculates the trustworthiness of 
other nodes based on its direct experience and 
recommendations from mutual friends, which is noteworthy 
because this approach is applicable to localized information 
and small-scale networks. The latter approach utilizes 
Distributed Hash Tables (DHT) to store and share the trust 
information of the nodes so that any node can access the 
global trust data, whereas this approach is suitable for large-
scale networks but increases the network burden. Truong et 
al[4] proposed a Trust Management Model (TM-SIoT) based 
on mutual evaluation method in order to assess the 
trustworthiness of the social IoT nodes. The model combines 
quality of service (QoS) and social relationship metrics and 
introduces a new time-aware trust metric. The authors 
verified that the model is able to provide reliable trust 
assessment in environments with 50% malicious nodes. Chen 
et al[5], after recognizing that traditional recommender 
systems are difficult to apply in social IoT environments 
facing issues such as data sparsity, dynamics, and 
heterogeneity, proposed an access service recommender 
scheme for the social IoT, which analyzes the social 
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relationships between devices and quality of service metrics 
by A comprehensive trust assessment model is constructed. In 
Chen et al[6], the authors proposed a multidimensional trust 
assessment model combining direct and indirect trust for 
social IoT. The model first filters candidate services based on 
social relationships then ranks them based on QoS scores and 
finally generates a recommendation list. However, the 
drawback is that a recommendation is shared with all other 
nodes after each interaction to help them make better 
decisions in the following interactions, but this creates more 
computational burden. Of course, all the above studies are 
centralized and have drawbacks such as single point of failure 
problem. 

In the IoT ecosystem, decentralized approaches and trust 
assessment mechanisms play a vital role. Lately, blockchain 
technology has emerged as a strong candidate for enhancing 
the security, privacy, and dependability of IoT 
systems[7].Ahmed et al[8] proposed a blockchain-based 
privacy-preserving authentication and trust management 
framework by combining blockchain technology, 
cryptographic algorithms, and a distributed consensus 
mechanism, which achieves anonymous authentication of 
vehicle identities and dynamic evaluation of trust values. The 
authors' proposed solution framework provides a secure and 
efficient privacy protection and trust management solution for 
VANET, which can enhance the security and reliability of 
intelligent transportation systems. Tu et al[9] proposed a 
blockchain-based dynamic trust and reputation model, which 
utilizes a dynamic evaluation mechanism and distributed 
consensus algorithms to achieve real-time updating of the 
trust value of a device and dynamic reputation management. 
Du et al [10] proposed a dual-layer blockchain trust 
management mechanism (DLBTM), which can effectively 
identify malicious nodes through a dual-layer blockchain 
architecture and a logistic regression algorithm, and the 
system is able to identify at least 90% of malicious nodes over 
time. Considering the existing research on IoT trust 
management systems, a number of issues need to be 
addressed. First, a node is likely to have little or no interaction 
with most other nodes in the system. Due to this reason, this 
paper argues that research should focus on how to utilize the 
opinions of other nodes. In addition, the proposed solution 
should be designed to be lightweight and low-cost due to 
constraints such as limited resources of devices in the IoT 
environment. 

In order to address these issues, in this study, we aim to 
design a blockchain-based trust management system that 
utilizes the social information of entities to provide a trust 
computation mechanism.  

3. Proposed Solution 
In the model, the blockchain is responsible for storing data 

about the trustworthiness of the nodes in the system and 
ensuring the integrity and immutability of the data. The 
delegator refers to the node used to assess the trustworthiness 
of other nodes, while the delegatee is the node being assessed. 
At the end of the evaluation process, the delegator will 
feedback the evaluation results to the blockchain. The 
generation of feedback data consists of two ways: one is 
dynamically generated through an independent feedback 
module, and the other is calculated and updated based on the 
historical behavior of the nodes in the system. Fig. 1 
illustrates the overall overview of the designed framework. In 
this design, the nodes in the network realize trust assessment 

by interacting with the blockchain to ensure the transparency 
and security of the transaction and trust management process. 
The framework, which will be implemented in this paper, is 
deployed on the private chain of an Ethernet platform that 
stores transaction records and deploys smart contracts. The 
deployed smart contract is responsible for running the trust 
evaluation process on the blockchain, and the contract code is 
written in the Solidity language and deployed to run in the 
Ethernet-specific binary format.  

 
Fig 1. System architecture 

 

The RSU that first discovers the correct random number 
within a specific region becomes the creator or miner of the 
new block. Once the block is generated, it is broadcast to all 
RSUs within that region. This allows every RSU in the area 
to independently verify the validity of the new block using the 
shared random number. 

The trust assessment process of the social relationship 
analysis module is shown in Fig. 2, and the specific flow is 
explained as follows: 
 The trustee sends a request to the blockchain, which 

verifies the trustee's identity. 

 The smart contract evaluates the trust value using the 

trust evaluation algorithm. 

 Based on the trust threshold, the result will be sent to the 

trustee and delegator nodes. 

 The smart contract calculates the feedback about the 

request and updates the associated trust value based on the 

feedback. 

 
Fig 2. Flowchart of trust calculation 
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reference lists and introduces social ties (ST) as a metric to 
measure the social relationship between any two nodes in a 
network. To compute this metric, this paper integrates the 
following three key factors: 

Ownership similarity: it is a measure of the strength of 
social ties between nodes with common ownership. In this 
method, multiple ownership is allowed, i.e., a device can be 
shared by multiple owners. Based on this, this paper defines 
the ownership similarity in this way. Let the sets of owners of 

node i  and node j be iO  and jO , respectively, where the 

respective primary owners are denoted as 
p
iO   and 

p
jO  , 

and the sets of partners are denoted as 
c
iO   and 

c
jO  , 

respectively, then the ownership similarity 
( , )owST i j

  of 

node i  and node j  can be expressed as: 

ST ( , ) ( , ) (1 )
c c
i jp p

ow i j c c
i j

O O
i j o o

O O
  


    


(1) 

This similarity can be defined by the ratio of actual 

interactions ijn   between devices to the total possible 

interactions ijN  . For example, if 5 communication 

interactions actually occurred between two vehicles in the last 
30 minutes and the total possible interactions are 10, their 
friendship similarity is 0.5. The node friendship similarity 

( , )friST i j  can be expressed as: 

( , ) ij
fri

ij

n
ST i j

N
                (2) 

Owner friendship similarity: besides friendship between 
nodes, another type of friendship is defined between owners. 
This means that each owner can create a list of network node 
owners as its friend list. There may be a strong friendship 
similarity if there is a business cooperation between the 
owners of two vehicles (e.g., between different fleets of 
vehicles), or if there is a government vehicle, a shared car, or 
a cab company. Let the set of owners of node i  and node j  

be iO  and jO  respectively, where the respective friend 

lists are denoted as ( )iF O  and ( )jF O , then the owner 

similarity ( , )ofST i j   of node i   and node j   can be 

expressed as: 
                       

| ( ) ( ) |
( , )

| ( ) ( ) |
i j

of
i j

F O F O
ST i j

F O F O





        (3) 

In this paper, Jaccard's index[11] is used to assess the 
similarity between the above three lists for each pair of nodes 
and aggregated in order to define the following social 
relationships: 

( ) ( , ) ( , ) (1 ) ( , )ij ow fri ofST t ST i j ST i j ST i j           (4) 

Above, is t   time, owST  , friST   and ofST   are 

ownership similarity, node friendship similarity and owner 
friendship similarity respectively. The parameters  and   
are real numbers in the range [0,1] used to weight these 

factors. Node i  adds node j  to its reference list if ijST  

is greater than a defined threshold. Nodes can periodically 
update their reference lists based on their latest social 
information, and they can also refine their reference lists 
based on trust values. 

3.2. Calculation of Direct Confidence Value 

When initializing the system, the direct trust value ijDT  

between all devices is set by default to an initial value of 1. 
This setting is suitable for cold-start scenarios with no 
historical interaction data, and the nodes dynamically update 
the trust value through a feedback evaluation mechanism 

during the subsequent process. The nodes utilize ( )ijf k  for 

modification, which is the feedback from node i  about the 

k th access request from node j . The formula is as follows: 
      

) ( )( ) ( (1 )ij ij ijDT t t kDT t f         (5) 

3.3. Calculation of inter-Cluster Relative Trust 
Value 

The inter-cluster relative trust value iICT  of a node i is 

computed by averaging the interaction frequency change ratio 
of that node with the interaction frequency change ratio of all 
other nodes within the same cluster. Assuming that there are 
N nodes in a cluster, the inter-cluster relative trust value of 

node i   is denoted as iICT  . the initial maximum of the 

inter-cluster relative trust value is the same as that of the direct 

trust value and is denoted as maxICT  . for 1N    nodes 

other than node i  , the actual and standard interaction 

frequencies are denoted as 
now
jM  and jM  , respectively, 

and the change ratio of the interaction frequency is calculated 
according to Equation (6):  

| |
now
j j

j
j

M M
r

M


                (6) 

Then, the average value of the interaction frequency 

change ratio of these 1N    nodes is denoted as Averr  , 

which can be calculated by Equation (7): 
1

1 1

N

Aver
j

jrr
N






           (7) 

The relative trust value iICT   between clusters can be 

calculated by using Equation (8), and the upper limit of the 
difference between the interaction frequency change ratio of 
node i  and the average of the interaction frequency change 

ratios of other nodes is rrtK : 

( )i maxICT t ICT             (8) 

Among them: 
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It should be reminded that when calculating the average, 
only the nodes in the reference list are counted, and if the 
nodes are not in the reference list, they are not involved in the 
calculation of the average. 

3.4. Calculation of Indirect Trust Value 
In this part, indirect trust is defined as a weighted mean 

derived from the direct trust assessments of the trustee 
provided by the reference node: 

           

1

1

( ) ( )
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K

ik kj
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w t DT t
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


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


       (10) 

In the algorithm designed in this paper, the node i  
reference list contains K   nodes. Among these reference 
nodes, the recommendation weights of each node are not 
equal, but are calculated based on the social connection 
between the delegator and the reference node as well as the 
direct trust value. Specifically, the recommendation weights 
are defined as shown below: 

( ) (1 ) ( )ik ik ikw ST t DT t        (11) 

3.5. Calculation of Indirect Trust Value 
In the trust calculation process, the trust value of node i  

to node j  is denoted as ijT , where i  is the delegator and 

j  is the delegatee, and ijT   takes values between [0,1]. 

When 1ijT    it means that node j   is completely 

trustworthy to node i  , while when 0ijT    it represents 

completely untrustworthy. The formula for the trust value ijT  

is given below: 
( ) ( ) ( ) (1 ) ( )ij ij ij iT t DT t IT t ICT t        (12) 

4. Synthesize and Analyze 
In the experimental design, this paper focuses on testing the 

performance of the proposed trust management model, 
mainly evaluating its ability to assess the trustworthiness of 
nodes and the success rate of detecting malicious nodes. 
Among them, this paper analyzes three performance metrics: 
the success rate of malicious node identification, the average 
trustworthiness of malicious nodes, and the cost of smart 
contract execution. The success rate is a measure of the 
percentage of malicious nodes that the system successfully 
detects out of the total malicious nodes. The average 
trustworthiness, on the other hand, evaluates whether the 
system is accurate in determining the trustworthiness of 
malicious nodes. And the cost of smart contract execution is 
calculated in terms of Gas, which is used to pay for 
transaction execution and contract invocation, and its specific 

value is calculated based on the computational resources 
consumed on the blockchain. With these metrics, this paper is 
able to comprehensively evaluate the performance of the 
proposed scheme in terms of malicious node detection, trust 
management, and computational overhead. Fig. 3 depicts the 
detection success rate of the system with different percentages 
of malicious nodes. 

 
Fig 3. Success rate of detecting malicious nodes 

 
In this paper, the Gas value of each process stage of the 

designed model is tested, including the smart contract 
deployment, node registration, trust value calculation and 
update stages, and the specific results are shown in Fig. 4. The 
results show that the Gas consumption required for smart 
contract deployment is the highest among all the phases, but 
this operation is performed only once at the beginning of the 
evaluation, so although the cost is high, the impact is minimal 
in the specific operation of the system. The relatively high 
Gas consumption for trust value computation compared to the 
node registration and update phases is mainly due to the fact 
that this phase requires more operations and data processing. 

 

 
Fig 4. Gas consumption detail diagram 

5. Conclusion 
This paper presents a decentralized trust management 

model based on blockchain, designed to leverage social 
information for trust evaluation within a connected vehicle 
environment. The model incorporates social relationships 
between entities as supplementary data to improve the 
precision of trust computations. Nodes in the network 
evaluate the credibility of a given entity by collecting and 
analyzing feedback from peers. This process introduces 
minimal network overhead, thereby maintaining efficient 
communication. To optimize trust filtering, the model 



 

138 

integrates a lightweight algorithm that selectively processes 
reliable recommendations and restricts the frequency of 
interactions between nodes. By integrating blockchain 
technology, the framework ensures robust security and 
privacy protection. Simulation results demonstrate that the 
proposed approach effectively evaluates node trustworthiness 
and surpasses existing methods in terms of accuracy and cost 
efficiency. 
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