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Abstract: The development of cloud computing has brought many conveniences to life, its advantages of low cost and high 

computing power bring convenience to our life, but the main problem is how to protect user data on untrustworthy cloud servers. 

To solve this problem, we have proposed a new private set intersection protocol, denoted as. The protocol uses a representation 

of sets with polynomial point-value pairs. All elements should be transmitted and computed in the protocol as ciphertext by 

introducing random polynomials to re-randomize the encryption elements. To reduce the computational burden of each party. 

The parties send the processed polynomials to the cloud server, which calculates the intersection. In addition, our protocol 

achieves fairness in the case of collusion between   parties. Finally, the security of the protocol is demonstrated under the UC 

model. Comparing the performance of this protocol with other related protocols show that the   protocol is better than the other 

associated protocols in terms of low computational overhead. 

Keywords: Private set intersection; Secure multi-party computation; Fair computation; Oblivious Linear Function Evaluation. 

 

1. Introduction 

1.1. Background 

Private Set Intersection (PSI) is an important branch of 

secure multi-party computation that allows parties to jointly 

compute the common information of their sets without 

revealing any additional privacy information. At the end of 

the PSI protocol, if the PSI protocol outputs the results to all 

parties, we say it's fair. Since Freedman proposed PSI in [1], 

PSI has not only become an important research problem in 

privacy, but also has specific applications in many scenarios. 

For example, in the process of genetic similarity testing, the 

participants only want to get the same gene fragment of both 

for themselves, while the rest of the gene fragments should be 

kept strictly confidential. Another typical example is private 

contact discovery, where WeChat makes friend account 

recommendations based on the cell phone address book. At 

the same time, the emergence of cloud server provides more 

convenient conditions for PSI[2,3]. The PSI protocol 

combined with cloud computing technology is also widely 

utilized, such as online advertising[4], genetic testing[5], 

contact tracing for infection detection[6,7]. 

PSI based on cloud outsourcing brings us a lot of 

convenience, but there are still some problems that we need 

to solve. protocols based on public-key cryptosystems often 

require additional management of keys which is too 

expensive. In addition, the cloud server it may not perform 

the computation honestly, so one of the basic requirements of 

outsourcing the computation is to ensure the correctness of 

the results. In other words, the user should have a way to 

verify the correctness of the cloud server output with absolute 

probability. Although the cloud server is not trusted, 

inappropriate behavior can occur on the client side. For 

instance, a malicious user may intentionally claim that the 

cloud server's outputs are incorrect, even though the cloud 

server performed the calculations honestly. Therefore, the 

results are best disclosed to all parties at the same time. These 

problems are also of concern to us. 

1.2. Our Contributions 

A new protocol MPSI
 is proposed which is implemented 

by combining cloud servers and Oblivious Linear Function 

Evaluation (OLE). The protocol achieves fairness in multi-

party PSI while protecting the privacy of all parties. The main 

contributions of this paper can be summarized in the 

following three aspects:  

(a)The MPSI
  protocol uses polynomials to improve the 

pre-processing of set elements by introducing common sets. 

Using OLE to blind the polynomials of the parties involved, 

only the polynomials need to be compared. The computation 

overhead of the entire protocol is reduced by reducing the 

number of times to determine whether the elements are equal.  

(b)The MPSI
 protocol further reduces the computational 

burden on all parties by shifting the computation of 

intersections to the server. In addition, multiple parties are 

able to run the MPSI
 protocol in parallel with each other. In 

addition, the protocol ends with each party knowing the result 

of the intersection, achieving fairness of the MPSI
 protocol. 

(c)The MPSI
 protocol resists collusion between the cloud 

server and 1n −   parties. The MPSI
  protocol also ensures 

that each party can check the integrity and correctness of the 

results to counteract malicious behavior of the cloud server. 

2. Related work 

Scholars have studied PSI extensively, and in this section, 

we present further related work. Generally speaking, these 

works could be categorized into the 3 types. 

2.1. Public-key technology 

The PSI protocol was proposed in [1] based on polynomial 

evaluation, where a polynomial is constructed from the 

elements in the set, the coefficients of the polynomial are 

found by interpolation, and the polynomial coefficients are 
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sent to the server in ciphertext. In this protocol, a larger 

number of polynomials will cause the higher computational 

costs in the homomorphic encryption process. In [8], authors 

constructed the oblivious pseudo-random function (OPRF) 

based on the inadvertent transmission expansion protocol to 

efficiently complete the privacy equivalence test and propose 

a PSI protocol. In [9] , authors introduced the cuckoo hash 

mapping technique based on [8] and proposes an efficient PSI 

protocol. In [10] a new PSI protocol with lower complexity is 

given. Based on this, [11] proposed an unbalanced PSI 

protocol is made resistant to malicious attacks by using OPRF 

in the initialization part of this protocol. In [12] , authors used 

a new inadvertent transfer expansion protocol based on the [9] 

for constructing inadvertent pseudo-random functions as well 

as PSI schemes. The most common technique is 

homomorphic encryption. The authors of [13] improved 

computational efficiency by using ElGamal encryption and 

reduced computational complexity by using the Cuckoo Hash 

technique [14]. Abadi proposed a point-value pair-based d-

polynomial representation of the set method, which is 

accomplished by the Paillier encryption scheme, reducing the 

multiplicative complexity from 
( )2O d

 to 
( )O d

  [15]. The 

PSI protocols based on public-key technology are generally 

suitable for models with high computational power, but 

communication bandwidth and time complexity are a big 

obstacle for practical applications. 

2.2. Oblivious transfer technology 

Traditional OT protocols limit the security and efficiency 

of PSI protocols due to the large number of OTs that need to 

be used, but this bottleneck can be effectively solved by OT 

extension technology (OTE). Phase hashing and permutation 

hashing methods were applied to reduce computational effort 

and memory in [16]. A protocol based on OT extensions that 

gives a lightweight protocol for security and communication 

networks was proposed in[17]. In [18], Pinkas analyzed the 

existing PSI protocols and constructed a new PSI protocol 

using hashing techniques and OPRF to optimize the PSI 

protocol. In [19], a PSI protocol based on string detection with 

Paxos (Paxos) data structure was proposed that not only has 

linear communi-cation and computational complexity, but 

also resistant to malicious attacks Dong cons-tructed a semi-

honest PSI protocol based on IKNP03-OT [20] and Bloom 

filters [21]. Later, Pinkas introduced ALSZ13-OT [22] based 

on [21], which led to a 50% reduction in the amount of 

communication between the parties [8]. To make the 

protocols more computationally efficient, most OT protocols 

are implemented using symmetric cryptosystems. These 

protocols have low communication complexity and time 

complexity. However, these protocols require operations such 

as key management. 

2.3. Cloud computing.  

Cloud computing technology provides users with flexible 

and economical computing resources. Using cloud servers to 

assist in computing privacy set intersection is a feasible 

approach, however, cloud servers bring convenience to users 

but also raise new security issues, and untrustworthy cloud 

servers may violate data privacy confidentiality agreements 

to steal private data [23,24]. Therefore, a number of cloud 

server-based privacy intersection solutions have emerged. In 

[25], authours constructed a series of PSI protocols for cloud 

computing environments that allow two-party clients to use 

the computational power and storage space of the cloud server 

to assist in computing PSI of both parties without leaking 

private information to the cloud server, but are limited to 

solving the two-party privacy intersection computation 

problem. In [26,27], authours proposed privacy set 

intersection protocols supporting multiple parties respectively, 

but their computation and communication are done by each 

party, and when the party's equipment is limited, it is not 

possible to securely use cloud services to assist the 

computation. In [28], A fair two-party PSI protocol is 

proposed, which combines cloud servers with cuckoo hashing 

to achieve a fair PSI. 

The variation between the above protocols are shown in 

Table 1, and we have mainly analyzed structure and adversary 

model. 

Table 1. Variation between the above protocols. 

Type Reference Structure 
Adversary 

model 

Public Key 

[8] OPRF+GBF Semihonest 

[9] OPRF+Hash Semihonest 

[10] HE Semihonest 

[11] OPRF+HE Malicious 

[12] OPRF+ IKNP-OT Semihonest 

[13] HE+Hash Malicious 

[15] HE Semihonest 

Oblivious 

transfer 

[16] GC+OPRF Semihonest 

[17] OPRF+Hash Semihonest 

[18] OOS-OT+Hash Malicious 

[19] IKNP-OT Semihonest 

[20] BF+ IKNP-OT Malicious 

Cloud 

computing 

[24] 
Hash+ point-value 

polynomial 
Semihonest 

[25] OPPRF+OT Semihonest 

[26] KSO15-OT Malicious 

[28] ElGamal +Hash Semihonest 

3. Preliminaries 
In this section, we give the representation of polynomials 

with sets and the related definitions. We also provide the OLE 

algorithm and security model used to construct our scheme. 

3.1. Polynomial point-value pairs represent 

sets  

In order to achieve the conversion from set to polynomial. 

The representation illustrates that a random point evaluation 

polynomial can be used to represent the set. 

Definition 1. Polynomial point-value pairs represent sets. 

Given a set 
 1, , dX x x=

 ,we define its characteristic 

polynomial as 

( ) ( ) ( )1 df x x x x x= −   −           (1) 

to determine whether a set contains an element x , it is only 

necessary to determine whether ( ) 0f x = holds. 

Definition 2. Suppose X   and Y   are two sets of  the 

same degree d   and denoted by  polynomials

( ) ( ),F x G x  .We can represent the intersection ( ) ( )F x G x  

by finding the roots of this polynomial when it is equal to 0, 

( ) ( ) ( ) ( )1 2F x H x G x H x+              (2) 

where ( )1H x  and ( )2H x  are randomly chosen d-degree 

polynomials. 

Definition 3. Let 
( )0 R

 denote the 
( ) ( )0 , 0x R R x  =

. 

Let 
( ), logd d poly

 . Suppose 
  ( ),degr x r d =

  is a 
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random polynomial. For all non-trivial 
 p x

 ,

( )deg p d =
, 

( ) ( )( )  ( )0 0Pr | |r p negl             (3) 

3.2. Oblivious Linear Function Evaluation.  

Intuitively, Oblivious Linear Function Evaluation (OLE) is 

a generalisation of OT to the larger domain by [29]. The ideal 

functionality of OLEF   allows the sender and receiver to 

jointly compute a linear function ( )xc ax b= + . In the OLEF , 

the receiver inputs x   and obtains ( )c x   and the sender 

inputs ,a b  and obtains nothing. The OLE guarantees that the 

receiver has no knowledge of ,a b  other than the result ( )c x , 

and the sender has no knowledge of x  . The ideal 

functionality of OLEF  is shown in Figure 1. 

Sender Receiver

a,b
x

( )f x

a x b +

 
Figure 1. The ideal functionality of OLEF

 

3.3. Security Model.  

In the Universal Composability (UC) framework of [30] 

the MPSI
  protocol is proved. Let    corresponds to the 

protocol in the real world and F   corresponds to the ideal 

function in the ideal world. For   protocols in the real world, 

there is a PPT adversary  and will exist a simulator Sim  

in the ideal world. The protocol is secure if Equation 4 holds. 

( ) ( ), ,, ,F SimReal X Y Ideal X Y          (4) 

where 
( ), ,Real X Y  is the real output, 

( ), ,F SimIdeal X Y
 

is the ideal output, the    indicates computationally 

indistinguishable. 

4. Our Protocol 

In this section, we present the proposed PSI protocol. To 

make it easier to understand, we first introduce the overall 

idea of designing a protocol.  

4.1. Overview 

The protocol has n  parties ( )1iP i n  and a cloud server 

S   are involved. iP   input his private set iX   and compute 

the intersection 
1

n

i
i

X
=

  through S   without leakage 

information. We have proposed a new design idea based on 

[29], where OLEF   algorithm is run between iP   and 

( )( )1 , 1 modcP i n c i n  = +  . iP   obtains polynomial iR  , 

after which the party iP   sends the polynomial iR   to S  . 

The cloud server S   computes 
1

=
n

com i

i

R R
=

   and the set 

formed by the roots of the comR  is the intersection of the sets 

iX .  

However, we have discrepancy with the protocol of [29]. 

We have analyzed three possible scenarios of untrustworthy 

cloud servers. 

(a) It can claim that all elements are not in the intersection 

set.  

(b) It can claim that all elements are in the intersection set. 

(c) The cloud server feeds only a portion of the intersection 

to the party. 

We need to ensure that the results returned by the cloud 

server S  cannot be empty and cannot directly return all the 

information entered by the parties [31]. In order to be able to 

realize this, the parties work collectively to generate a set 

( )( )0 0, / 2iD D d d= −   and iP   generates the private set 

( )( ), / 2i i iD D d d= −  . First, iP   chooses 0 iD D+   to blind 

the set iX  , then iP   get 
0i i iX X D D = + +   . Second, iP  

expands its set 
iX   with   copies of all element. Prior to 

the start of the protocol, iP   need creates his new set 

( ) 1, ,j j

i i iX x x =   for all j

i ix X   , meanwhile, define 

( )i iX X
 − = . 

However, there is still a need to consider data privacy 

during the interaction between the two sets of information 

while correctly computing the intersection. We use OLE to 

solve this problem. In our protocol, the parties iP  holds sets 

( ),i iX X d  = and constructs a polynomial ( )0

iR x  based on 

iX 
  . iP   randomly generates two polynomials ( )1

iR x   and 

( )2

iR x  , where ( ) ( )1 2 / 2i iR x R x d= =  . iP   and 

( )( )1 , 1 modcP i n c i n  = +  run the OLEF  algorithm twice , 

iP   get ( ) ( ) ( ) ( )1 0 2

i c i cR x R x R x R x = +   and cP   get 

( ) ( ) ( ) ( )1 2

c i c iR x R x R x R x = + . If ( )iR x  is sent directly to the 

cloud server S  , the polynomial ( )0

iR x   of iP   is 

compromised if cP  and the cloud server S  are colluded. To 

avoid this problem, we require the ( )1iP i n   to do another 

blinded operation before sending.  

( ) ( ) ( ) ( )
( ) ( ) ( )( ) ( ) ( )

2 0 2

0 1 2 2 2

OLEF

i i i i i

i c i c i

R R x R x R x R x

R x R x R x R x R x

= − +

= + + −
     (5) 

iP  sends OLEF

iR  to the cloud server S . The cloud server 

S  derives 
1

= OLE

n
F

com i

i

R R
=

 . After that, the cloud server send 

comR  to the iP .  

4.2. MPSI  Protocol 

We give a detailed description of our MPSI  proposed 

protocol in this section. we define the set iX    as 

   1= , , , , 1,i ij d

i i i i i iX x x x j d  .The new protocol MPSI   is 

shown in Algorithm 1. 

Inputs: iP  holds the set iX , where  1, , i ii n X d = . 

Let  max 1id X= + . 

Outputs: 
int

1

d

Set i
i

X X−
=

= . 

1. Preparation Phase. 

(1) All parties run a pseudo-random function 

generator PRFF   to generate the set 0 ,D   where 

( )0 / 2iD d d= − . 

(2) iP   run PRFF   to generate three private sets

1 2,i iD D and
3

iD , where ( )1 / 2i iD d d= − , 2 / 2iD d=  and 

3 / 2iD d= . iP  uses 
1

0 iD D+  to blind the set iX , then 
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1

0i i iX X D D = + + . For all j

i ix X  , iP  creates his new 

set ( ) 1, ,j j

i i iX x x =   

(3) iP   generates three polynomials ( )0

iR x  , ( )1

iR x  

and ( )2

iR x  , where ( ) ( )0 ,
d

i k k ik
R x x x x X

 = −   , 

( ) ( )
/21 2,

d

i k k ik
R x x x x D


= −    and 

( ) ( )
/22 3,

d

i k k ik
R x x x x D


= −  . 

2. Execute OLE  and Blindness. 

(1) iP   as a receiver, inputs ( )0

iR x   into OLEF  . 

( )( )1 , 1 modcP i n c i n  = +   as a sender, inputs ( )1

cR x  

and ( )2

cR x   into OLEF  . iP   get 

( ) ( ) ( )0 1 2

i i c cR R x R x R x = + , cP  get ⊥ . 

(2) cP   as a receiver, inputs ( )0

cR x   into OLEF  . iP  

as a sender, inputs ( )1

iR x   and ( )2

iR x   into OLEF  . cP  

get ( ) ( ) ( )0 1 2

c c i iR R x R x R x = + , iP  get ⊥ . 

(3) ( )1iP i n    computes 

( ) ( ) ( )( ) ( ) ( )0 1 2 2 2OLEF

i i c i c iR R x R x R x R x R x= + + − .  

3. Set intersection.  

The cloud server S   computes 
1

= OLE

n
F

com i

i

R R
=

   and 

sends comR  to iP . 

4. Checking and verification.  

(1) iP   aborts the protocol if any of the following 

occurs: ( ) 00,comR x x D    or ( ) 0,com iR x x D=    or 

( ) ( )  0, 0, , , 1,j j j

com i com i i iR x R x x X    =    .  

(2)For ix X   , if ( )
1

0,
d

com i
i

R x x X 

=

=   . Then iP  

calculates ( )
1 1

d d

i i
i i

X X



−

= =

 =  and   
int 0

1

d

Set i
i

X X D−
=

= − . 

Algorithm 1. Malicious security Multi-party PSI 

4.3. Analysis of correctness 

Theorem 1. We say that MPSI  protocol does not correctly 

calculate the probability of intersection as : 

( ) ( )
1

Pr | |0,
n

com i
i

X n lR x x eg
=

  
  

=       (6) 

Proof. According to the MPSI  , we get  

( ) ( ) ( ) ( ) ( ) ( )2 1 0 2 2OLEF

i i i c i c iR R x R x R x R x R x R x= − = + − ，then  

( ) ( )( )

( ) ( ) ( )( )( )
( ) ( ) ( )( )( )

1

2

1
0 1 1

1 1
0 1 1

1

= OLE

n
F

com i

i
n

i i

i

n

n n

R R

R x R x

R x R x R x

R x R x R x

=

=

= −

= +

+ + +



         (7) 

According to the Definition 2, equation (7) is equivalent to 

1=com nR X X 
              (8) 

then iP  calculates ( )
1 1

d d

i i
i i

X X



−

= =

 = , we can get  

( ) ( )
( ) ( )

1
1 1

1 0 1 0
1 1

1 1 0

=com n

n n

n n

R X X

X D D X D D

X D X D D



= + + + +

= + +

    (9) 

Let ( ) ( ) ( ), , 1
i

i

d

X k k ik
R x x x x X i n= −     , 

( ) ( )1

0 01Ψ iX cR R= +   and ( ) ( )1

0 02Ψ cX iR R= +

( )( )1 modc i n= + . equation (9) is equivalent to 

( ) ( ) ( ) ( )
( ) ( )
( ) ( )
( ) ( )

1 1

0 1 0 2 0 0
1 1

0 0
1

0 0
1 1 1

0 0

Ψ Ψ
i c

i c

i c i

c

X c X i

X c X i

X X X i

c X c i

R R R R

R R R R

R R R R

R R R R

  =  +  +

=  

=  

 

   (10) 

By Definition 3, we have  

( ) ( )

( ) ( )

( ) ( )

1

0
1

0
1 1

0

Pr | |

Pr | |

Pr | |

i

c

X i

c X

c i

R R negl

R R negl

R R negl

     
     
     

     (11) 

Then we can get 

( ) ( ) ( ) ( )00 1 0 2 1 0

1

int

=Ψ Ψ n

n

Set

X D X D

X X
X −

 − −

=
=

 
    (12) 

According to the above equations, we can conclude that 

( ) ( )
1

Pr | |0,
n

com i
i

X n lR x x eg
=

  
  

=  , the proof is finished. 

4.4. Security Analysis 

The formal security proof of polynomial-based protocol is 

given. 

Theorem 2. The MPSI  protocol is secure in the presence 

of a malicious adversary   if the PRFF   is the pseudo-

random function. 

Proof. This theorem is proved by taking into account the 

cases in which the parties are destroyed. By building a 

simulator in each case, only the inputs and outputs of the 

destroyed party are obtained and a view is generated. Further, 

the view must be computationally indistinguishable from the 

real view. Let  iM i P is malicious=    and 1tM M n=  −  . 

Let  jH j P is honest=    and 1tH H=   .We will only 

discuss the worst-case scenario here. Namely, the 

1tM M n= = − . 

Case 1: Cloud sever S   and 1P   are honest, the other 

parties are malicious. In this case, we construct the simulator 

1Sim   as follows. It is given M   input set MX  . 1Sim  

generates its own view based on the execution process of the 

protocol. For the OT, 1Sim   generates 1P   s random string 

( )0

1R x , ( )1

1R x  and ( )2

1R x , In order to build the view, 1Sim  

runs the OLEF   as receiver and inputs ( )0

1R x  , ( )1

1R x   and 

( )2

1R x   and outputs 1
OLEF

R  . Then 1Sim   sends 1
OLEF

R   to S  . 

Finally 1Sim  outputs M  s view.  

Consider the following hybrid games. 

Game 0: M   and 1P   output in the real protocol. This 

corresponds to ( ), 1,PSI MReal X X  . From the MPSI  

protocol, we know 

( ) ( ), 1 1 int, , , ,OLE OLE

PSI

F F

M n SetReal X X R R X −= . 

Game 1: Identical to Game 0, except that on 1P  chooses 
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the random PRFF   key. The 1Sim   aborts according to the 

Checking and verification in Algorithm 1. 

If the environment can distinguish between Game 0 and 

Game 1, then the environment must manage to send 
1

OLEF
R  

such that ( ) ( ) ( )( ) ( ) ( )( )0 1 2 2 2

1 2 1 2 1R x R x R x R x R x+  −  , while 

passing the check of Checking and verification in Algorithm 

1 with non-negligible probability. Let 

( ) ( ) ( )( ) ( ) ( )0 1 2 2 2

1 1 2 1 2 1
OLEF

R R x R x R x R x R x= + + −  . Due to the 

fact that x  is uniformly random, the probability of satisfying 

1 0OLEF
R =   is /d  . Therefore, Game 1 and Game 0 are 

computationally indistinguishable. 

Game 2: The remainder is the same as Game 1 except for 

1Sim   generates the ( )0

1R x  , ( )1

1R x   and ( )2

1R x   according to 

the Algorithm 1 and adjustsd the output. This corresponds to 

( ), 1 1,F Sim MIdeal X X . 

The previous Games determined that the inputs ( )0

1R x  , 

( )1

1R x   and ( )2

1R x   are extracted correctly. Note that the 

received intersection 
1 2= OLE OLE OLEF F F

com nR R R R+ + +  , the 

adversary  cannot modify the element information in the 

intersection unless there is a negligible probability. 

Further, As ( )0

1R x  , ( )1

1R x   and ( )2

1R x   are uniform 

randomly over the choice ,

( ) ( ) ( )( ) ( ) ( )0 1 2 2 2

1 1 2 1 2 1
OLEF

R R x R x R x R x R x= + + −   is also 

randomly distributed. Similarly, the ( )0

1R x  , ( )1

1R x   and 

( )2

1R x  are uniform randomly over the choice, 
comR  is also 

randomly distributed. Due to the degree of ( )0

1R x  is d , the 

( )1

2R x  and ( )2

2R x  are randomly. Therefore, the Game 2 and 

Game 1 are computationally indistinguishable. 

. Then we get ( ) ( ), 1 1 1 int, , , ,OLE OLEF F

F Sim M n SetIdeal X X R R X −= . 

Combining the above, we can get that  

( ) ( ), 1 , 1 1, ,
PSI M F Sim MReal X X Ideal X X        (13) 

Case 2: We assume that only 1P  is honest, the cloud server 

S   and the other parties are malicious. Also, the malicious 

cloud server S   can conspire with 1n −   malicious parties. 

We construct the simulator 2Sim  as follows. It is given M  

input set MX  . 2Sim   generates its own view based on the 

execution process of the protocol. For the OT, 2Sim  

generates 1P   s random string ( )0

1R x  , ( )1

1R x   and ( )2

1R x   , 

In order to build the view, 2Sim  runs the OLEF  as receiver 

and inputs inputs ( )0

1R x  , ( )1

1R x   and ( )2

1R x   and outputs 

1
OLEF

R  . Then 2Sim   sends 1
OLEF

R   to S  . Finally 1Sim  

outputs M  s view.  

Consider the following series of hybrid games. 

Game 0: ( ), 1,PSI MReal X X  . M   and 1P   output in the 

real protocol. This corresponds to ( ), 1,PSI MReal X X . From 

the MPSI   protocol, we know 

( ) ( ), 1 1 int, , , ,OLE OLE

PSI

F F

M n SetReal X X R R X −= . 

Game 1: Identical to Game 0, except that on 1P  chooses 

the random PRFF   key. The 1Sim   aborts according to the 

Checking and verification in Algorithm 1. 

If the environment can distinguish between Game 0 and 

Game 1,then the environment must manage to send 
1

OLEF
R  

such that ( ) ( ) ( )( ) ( ) ( )( )0 1 2 2 2

1 2 1 2 1R x R x R x R x R x+  −  , while 

passing the check in Checking and verification in Algorithm 

1 with non-negligible probability. Let 

( ) ( ) ( )( ) ( ) ( )0 1 2 2 2

1 1 2 1 2 1
OLEF

R R x R x R x R x R x= + + − . Due to the fact 

that x   is uniformly random, the probability of satisfying 

1 0OLEF
R =   is /d  . Therefore, Game 1 and Game 0 are 

computationally indistinguishable. 

Game 2: The remainder is the same as Game 1, except that 

1Sim   generates the ( )0

1R x  , ( )1

1R x   and ( )2

1R x   according to 

the Algorithm 1 and adjustsd the output. This corresponds to 

( ), 1 1,F Sim MIdeal X X . 

The previous Games determined that the inputs ( )0

1R x  , 

( )1

1R x   and ( )2

1R x   are extracted correctly. Note that the 

received intersection 
1 2= OLE OLE OLEF F F

com nR R R R+ + +  , the 

adversary  cannot modify the element information in the 

intersection unless there is a negligible probability. 

Further, As ( )0

1R x  , ( )1

1R x   and ( )2

1R x   are uniform 

randomly over the choice , 

( ) ( ) ( )( ) ( ) ( )0 1 2 2 2

1 1 2 1 2 1
OLEF

R R x R x R x R x R x= + + −   is also 

randomly distributed. Similarly, the ( )0

1R x  , ( )1

1R x   and 

( )2

1R x  are uniform randomly over the choice, 
comR  is also 

randomly distributed. Therefore, the Game 2 and Game 1 are 

computationally indistinguishable. 

Finally, the malicious cloud server S  conspire with 1n −  

malicious parties. Then the adversary   obtains 

( ) ( ) ( )( ) ( ) ( )0 1 2 2 2

1 1 2 1 2 1
OLEF

R R x R x R x R x R x= + + −  . To the 

adversary , ( )1

1R x  and ( )2

1R x  are random and unknown, 

the adversary   cannot get the information about ( )0

1R x  

and pass the check with absolute advantage. Then we get

( ) ( ), 1 1 1 int, , , ,OLE OLEF F

F Sim M n SetIdeal X X R R X −= . Combining the 

above, we can get that  

( ) ( ), 1 , 2 1, ,
PSI M F Sim MReal X X Ideal X X        (14) 

the proof is finished. 

5. Efficiency Analysis  

5.1. Theoretical Evaluation 

The comparison between the MPSI  protocol and [29,32] 

is given in this section. In contrast to previous work that relied 

on exponential operations on domains, our protocol requires 

only addition and multiplication for computing privacy set 

intersections. Our MPSI   protocol requires one interaction 

between each party and also one interaction with the cloud 

server. The resulting communication complexity is 

( )( )2 logO n n d k+  . iP   and ( )( )1 , 1 modcP i n c i n  = +  

perform nd   operations in the OLE algorithm and logn d  

operations in the encryption step. The cloud server computes 

PSI and no other operations are involved.  

The detailed analysis of the relevant PSI protocols is 

presented in table 2. 

We evaluated its performance in five aspects: total 

communication complexity, total computation complexity, 

client communication, client Computation and fairness. From 
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the Table 2, compared to literature [29] and [32], our MPSI  

protocol has the following advantages: 

(a) The total computational complexity, total 

communication complexity, client communication and client 

computation of our protocol are no greater than other 

protocols. The MPSI  protocol uses polynomials to perform 

comparisons. The computational efficiency of the MPSI  

protocol is reduced by reducing the times of the set are 

compared. At the same time all parties can execute the 

protocol in parallel. This is why the protocol has a 

significantly lower computational and communication cost 

than other protocols. 

(b) Only our protocol achieves fair multi-party PSI. The 

MPSI  protocol guaranteed that after the protocol is executed, 

each party can know the intersection result. 

Table 2. Comparison with related PSI protocols 

Protocal Communication Computation Fairness 

 ( )( )2O k n nd+  ( )logO nd d  No 

 ( )( )2 logO k n nd d+  ( )logO n nd d+  No 

Ours ( )( )2 logO k n n d+  ( )logO nd n d+  Yes 

5.2. Experimental Evaluation 

To more visually compare the runtime overhead of each 

protocol, simulation experiments and results analysis are 

conducted in this paper. It should be noted that the time 

consumed by the protocol refers to the average time 

consumed in 10 experiments. The experimental platform is 

Windows 10, Intel(R) Core(TM) i5-5200U CPU @ 2.20 GHz 

2.20 GHz, 4.00 GB of RAM, and a compiled environment of 

Dev-C++5.11. 

First consider the effect of the change in the number of 

elements contained in the set on the running time. Suppose 

20n = , 128k = , 
10 12 14 16 18 202 ,2 ,2 ,2 ,2 ,2d = are selected for 

comparison experiments, and the relationship between the 

protocol running time and the number of elements contained 

in the set is shown in Figure 2. 

From Figure 2, when the number of sets increases, the 

execution time of all three protocols grows. However, the 

time of MPSI
 protocol increases the slowest when the fixed 

set cardinality is small. In addition, the MPSI
 protocol has 

the slowest time growth rate. 

In addition, the change in the number of partes in the 

protocol has an impact on the running time of the protocol. 

Assume that the total number of elements in the set 

8

1

2
n

i

i

d d
=

= =
 and keep the remaining parameters constant. 

The number of parties 
3 4 5 6=10 10 10 10n ， ， ，   is selected for 

comparison experiments, and the relations between the 

protocol running time and the number of parties is shown in 

Figure 3. 
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Figure 2. Running time v.s. set cardinality 
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Figure 3. Running time v.s. the number of parties 

From Figure 3, the running time of all protocols increases 

gradually with the number of parties. The time overheads of 

the MPSI
  protocols are lower than those of the other 

protocols when n  is fixed. In addition, the MPSI
 protocol 

has the slowest time growth rate. 

To sum up, the MPSI
 protocol saves the time overhead of 

the multi-party PSI computation to a certain extent, improves 

the calculation efficiency, and realizes the fair multi-party PSI 

computation. Therefore, the overall efficiency of the MPSI
 

protocol is better than the compared protocols. 

6. Conclusion 

PSI is a popular field of study and has been applied in many 

domains. In this paper, we design a multi-party privacy 

intersection computation protocol for untrustworthy cloud 

computing environment, so that the multi-party holding the 

privacy set can use the computing and communication 

capabilities of untrustworthy cloud servers to assist the parties 

to complete the privacy set intersection computation without 

revealing any set information. This paper has a wider range 

of applications than existing schemes. The next work will 

focus on how to safely outsource party s data for reuse of 

processed privacy data. 
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