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Abstract

WhatsApp has evolved into a popular communication tool,
facilitating the exchange of billions of multimedia messages
globally. With its large public groups and forwarding fea-
tures, the platform has enabled messages to go viral, rapidly
disseminating across the WhatsApp network. This brought
WhatsApp to a central position of spreading misinformation
campaigns, prompting the company to implement measures
to counter bulk message dissemination, such as limiting for-
wards. Despite these measures, there remains a gap in our un-
derstanding of how forwarded messages function within this
ecosystem and the effectiveness of the restrictions in contain-
ing the spread of viral content. In this study, we analyze 10
million messages from 1,101 public WhatsApp groups dedi-
cated to political discussion in Brazil, focusing on forwarded
content. We investigate the structure of message forwarding,
assess the reach of Forwarded Many Times labeling mecha-
nism, and evaluate the platform’s ability to detect duplicated
media. Our findings reveal that forwarded messages con-
stitute a substantial portion of the content shared in public
WhatsApp groups. Moreover, we discover that measures im-
plemented by WhatsApp to restrict the dissemination can be
easily circumvented, allowing users to intentionally bypass
the architecture of the system and share media beyond the
imposed limits. Notably, we identify that 59% of duplicated
content flagged as FMT by WhatsApp does not receive the
corresponding flag and find evidences of misinformation cir-
culating virally within them. This provides valuable insights
into the dynamics of forwarded messages on WhatsApp and
highlights the need for more effective strategies to combat the
spread of viral content within the platform.

Introduction

Digital platforms have changed the way people interact
globally, heavily impacting how people interact and commu-
nicate. In this context, messaging applications, particularly
WhatsApp with over 2 billion users globally (WhatsApp
2020b), have become an essential part of daily life for smart-
phone users due to its simplicity, security, and popularity.
WhatsApp is usually cheaper and more attractive than Short
Message Services (SMS) as it requests only a phone number
and Internet access while offering various communication
features, including multimedia messaging, voice/video calls,
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large group chats and ease to forward content (Resende et al.
2019). Its popularity remarkably observed in countries like
India and Brazil (Melo et al. 2019a), where almost everyone
with a smartphone uses it.

On top of that, all messages are encrypted and hence
anonymous when forwarded beyond the groups and chat
boundaries. Therefore, tracing the origin of a message that
has spread across the entire network is challenging. This
leads us to an issue regarding the significant concern of mis-
information dissemination through forwarded messages on
WhatsApp (Jakesch et al. 2021). The enclosed nature of
the platform combined with the ease of transferring mul-
timedia and sharing information with public groups makes
WhatsApp unique, in which an anonymous encrypted mes-
sage can be viral, reaching multiple users in a short period of
time (Melo et al. 2019b). Forwarding features of WhatsApp
play an important role in this scenario, as it allows virality
under encryption, creating a suitable environment for mis-
information. Once provoked to deal with misinformation,
WhatsApp has restricted the number of messages users can
share. According to WhatsApp, such limitations were able
to reduce the number of forwards globally by 25% (What-
sApp 2020a). Even though this helped to slow down spread-
ing, it does not constrain virality within WhatsApp (Melo
et al. 2019b). In fact, many users forward helpful informa-
tion, as well as entertainment content and things they find
meaningful; however, there is a significant increase in the
amount of forwarding, which overwhelms users and con-
tributes to the dissemination of misinformation.

More recently, in order to prevent the massive virality of
messages, WhatsApp also introduced users to the concept of
messages that have been “Forwarded Many Times” . These
messages are labeled to indicate they did not originate from
close contact. More precisely, a message receives this label
when it was forwarded through a chain of sharing reaching
far away from its original sender. WhatsApp states this kind
of message is less personal compared to typical messages,
and the system limits them to only be forwarded up to one
chat at a time (WhatsApp 2020a). Although these changes
have as objective to counter the wide dissemination of mes-
sages within the WhatsApp network, there are no efforts to
investigate the influence of this functionality on message ex-
change on WhatsApp or in any other instant messaging plat-
form under encryption. We do not know whether WhatsApp



is effective in identifying viral messages using this restric-
tion strategy, or if labeling messages as viral is enough to
reduce their reach. Since flagging the messages is the only
indication users have to distinguish popular messages from
those of more personal nature, the comprehension of this
tool is essential to understand the information propagation
in such a particular and closed environment.

In this study, we want to investigate the impact of this
forwarding on the content that circulates on WhatsApp net-
works. We are particularly interested in evaluating the im-
portance of the process of flagging viral messages made by
WhatsApp. Through our study, we aim to answer the fol-
lowing research questions:

¢ RQ1: How does the forwarding work on WhatsApp?
What kind of messages are forwarded on the platform
and how WhatsApp flags them?

* RQ2: What is the effectiveness of this approach of
flagging and restrict forwarded content in detecting and
block the spreading of viral content?

To achieve that, we proposed an extended characteriza-

tion of messages frequently forwarded on and how users
make use of the forward tool within WhatsApp using a large
set of almost 10M real-world message data from over 1100
public WhatsApp groups related to political discussions in
Brazil. We analyzed the volume of forwarded content by
different media types and also compute similarity between
multimedia messages to count their popularity. After that,
we evaluate the spreading of those media within the public
chat groups monitored compared to the capacity of What-
sApp strategy to identify and flag duplicated instances of
popular content circulating within its network.
Main Findings: Our results shed light on the viral and pub-
lic nature that WhatsApp messages can assume. We find that
the forward feature play an important role in the dynamic of
WhatsApp network, and most of the content posted in many
of the public groups monitored actually originated from an
external source functioning as large repositories for dump-
ing messages. Furthermore, we discovered that, although
WhatsApp is able to detect instances of viral multimedia
messages shared and flag them as “Forwarded Many Times”
(FTM), a large part of them lack proper labeling and circu-
late throughout the platform without any warning, including
misinformation messages. This suggests that WhatsApp’s
actions to avoid content to further spread cannot prevent
users from widely sharing multimedia content. The ease
with which we discover a user bypass the forwarding limita-
tions evidences how this encrypted platform can be abused,
enabling misinformation to go viral without any alert and
without tracking who are the original authors. Finally, we
show that, by using techniques of merging content by simi-
larity, it would be possible to track and flag more viral con-
tent and that it could be useful to counter viralization of mis-
information within this platform.

Viral Forwarding Under Encryption

During the 2018 Brazilian election, those engaged in What-
sApp groups observed the platform’s remarkable capacity
for viral spread and its societal impact (Resende et al. 2019).
The misuse of WhatsApp, particularly within public groups,
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has led to real-world consequences in India, such as mob
lynchings. (Mukherjee 2020). WhatsApp’s forwarding fea-
ture emerged as an effective tool for disseminating con-
tent (Melo et al. 2019b), guaranteeing the survival of con-
tent dropped on other platforms (Reis et al. 2020a) and even
providing it in an anonymous and untraceable way to its cre-
ators due to the end-to-end encryption (Kazemi et al. 2022).

WhatsApp recognized its role as a platform for mass com-
munication. In response to the significant viral sharing ob-
served, it promptly implemented self-regulatory measures
to mitigate this phenomenon, such as limiting simultaneous
forwarding to five recipients in 2019' and identifying widely
shared content (WhatsApp 2020a), imposing more restricted
rules to it during COVID-19 pandemic in 2020 (WhatsApp
2020a). While WhatsApp claims to keep the app more per-
sonal and private (WhatsApp 2020a), the flow of messages
can easily get viral within its well-connected network (Melo
et al. 2019b), which may confuse the user about the au-
thenticity behind a message. The dual role of WhatsApp
raises questions about users’ intentions regarding message
forwarding. (Malka, Ariel, and Avidar 2015).

The ambiguity of WhatsApp’s use is not unique to this
platform. Experts have argued that social network platforms
should also be treated as media companies (Napoli and Ca-
plan 2017). They defend that if social networks would not
be considered purely as technology ones, but also as me-
dia companies, they could be held more accountable for
the content they display to users. (Malka, Ariel, and Avi-
dar 2015) studied how Israeli citizens use WhatsApp during
wartime, where they observed that the platform works as a
multifunctional channel of communication to get the news
as well as interpersonal chats to be in contact with those
on the battlefield. During the Ukraine war, a similar dual-
ity between mass communication and private chat is high-
lighted on Telegram, another instant messaging application.
Both Russians and Ukrainians made use of the app to get
updates and news about the war even public figures, while
many experts raised concerns about privacy within the plat-
form (Allyn 2022). Despite the differences in intention of
messages between public and private, the information pre-
sented to users remains largely the same on WhatsApp. The
interface provides minimal clues, such as the “Forward” and
“Forwarded Many Times” label, to help users discern the
content’s origin. Therefore, understanding how people uti-
lize Forwarding and how WhatsApp manages this process is
crucial for comprehending challenges around the platform.

The decision to forward messages on WhatsApp reflects
the receiver’s choice to share received content with oth-
ers (Bakare, Abdurrahaman, and Owusu 2022). This pro-
cess, akin to word-of-mouth in digital spaces, involves
stages such as receiving a message, deciding to open or read
it, understanding the content, and choosing whether to for-
ward it (Phelps et al. 2004). Various factors can influence
this decision, including sender appeal, emotional response,
entertainment value, usefulness, ease of forwarding, and so-
cial identity (Bakare, Abdurrahaman, and Owusu 2022; Yu
and Kamarulzama 2016; Karimiyazdi and Mokhber 2015).

"https://blog. whatsapp.com/more-changes-to-forwarding
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Figure 1: A forwarding chain that shows when a message
receives the label “Forwarded Many Times” .
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Figure 2: Flowchart with a scenario of a forked thread of a
spreading message chain on WhatsApp.

Furthermore, when forwarding a viral message, users im-
plicitly endorse its content, thereby enhancing the message
credibility (Harvey, Stewart, and Ewing 2011). According to
(Berger 2016), contagious content evokes strong emotions,
both positive and negative, which can prompt users to share
a message.

WhatsApp Forwarding Mechanism

When a user sends a message in any chat on WhatsApp,
it can be easily shared by others using the Forward but-
ton. Forwarded messages are then marked with a “For-
warded” label and a symbol, indicating that the message
originated from someone else. However, there are limits
and exceptions in the forwarding process. Users can for-
ward a message to up to five chats simultaneously, with a
maximum of one group chat included®. Additionally, What-
sApp introduced the concept of messages that have been
marked as “Forwarded Many Times” . Messages labeled as
such present a different visualization, showing they did not
originate from a close contact. These messages have been
forwarded through a chain of five or more forwards away
from their original sender (Fig. 1). When a message is for-
warded many times, the system understands that this could
be a potential viral or harmful content, and it restricts the
further forwarding of such messages to just one chat at a
time (WhatsApp 2020a).

For a message to potentially go viral on WhatsApp, it
needs to traverse a path of at least five hops from the author
before reaching the final recipient. However, identifying the
exact number of hops in this process is not always straight-
forward. There are scenarios in which users can forward a
message to multiple chats in parallel (up to five), with each
parallel path receiving its own counter. This means forwards
made in these parallel paths may not trigger the “Forwarded
Many Times” labeling, as shown in Fig. 2.

However, the counter for “Forwarded Many Times” is

*https://faq. whatsapp.com/887468535575482/
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Figure 3: Flowchart with a scenario of a spreading message
with a second user breaking the chain and starting a new
cloned thread with the same media file.

created only for chains of messages that are repeatedly for-
warded without interruption. If a user downloads a message
and sends it directly to someone else without using the for-
ward button, it resets the counter kept by WhatsApp, inter-
rupting the viral tracking and creating a new cloned thread
for that message, as shown in Figure 3. Since download-
ing a multimedia message and sending it directly from the
phone’s gallery is usually effortless, this method can ef-
fectively bypass WhatsApp restrictions and viral labeling.
Moreover, due to WhatsApp encrypted nature, new mes-
sages derived from the clone will be considered entirely dif-
ferent, as WhatsApp cannot detect that the new message has
the same content. Then, the network of shared messages on
WhatsApp may build a complex flow, in which even though
there are multiple appearances of the same piece of media,
only a single one could be flagged as FMT.

WhatsApp introduced symbols and labels to help users
distinguish between personal and widely shared messages.
The FMT label is the main feature used by WhatsApp to
identify potentially viral content. However, despite the
straightforward flagging system, certain instances may re-
quire a deeper understanding during actual app usage. Some
nuances can be obscure to users, especially concerning the
FMT label, which may be misleading. In the following sec-
tions, we delve into a comprehensive data collection of mes-
sages sent on WhatsApp to gain a better understanding of
how content operates within this ecosystem.

Data Collection

Despite the billions of messages exchanged daily through
WhatsApp, accessing this content is challenging due to the
private and encrypted nature of the platform. Addition-
ally, companies do not share large-scale representative data.
However, numerous public WhatsApp groups are shared
on the Web using an invitation URL. Hence, an effective
way to investigate WhatsApp data is by joining these pub-
lic groups and collecting their messages to develop a robust
dataset (Garimella and Tyson 2018; Melo et al. 2019a).

In this work, we deploy this methodology to collect large-
scale data from public WhatsApp groups dedicated to po-
litical discussions in Brazil, particularly during presidential
elections between June and October 2022. We initiated our
data collection by obtaining a set of invitation URLS to pub-
lic WhatsApp groups from various online sources, includ-
ing search engines and social networks such as Twitter and



Facebook. These were identified using a curated list of key-
words related to the Brazilian political context, which was
initially developed by (Resende et al. 2019). To ensure
the relevance of our dataset to the 2022 political landscape,
we expanded this keyword list to include new terms related
to the 2022 period. These additional terms encompassed
the names of new candidates, political parties, and emerg-
ing topics within both the right-wing and left-wing political
spectrums. Our data collection process is an ongoing ef-
fort to capture the dynamics of political discourse over time.
As such, we periodically repeated the entire procedure to
continually identify emerging WhatsApp groups that engage
with recent events. This step is essential given the ephemeral
ecosystem of groups on instant messaging platforms (Ho-
seini et al. 2020).

To guarantee that all the groups included in our dataset
were genuinely political in nature, one of the authors man-
ually annotated each discovered group. This labeling pro-
cess involved inspecting the group’s title and description to
determine if it was related to Brazilian politics. We finally
manually selected and joined only those groups with a clear
association for inclusion in our dataset. After completing
this meticulous process, our dataset consisted of a total of
1,101 public WhatsApp groups. These groups are primarily
chat groups managed by individuals affiliated with political
parties, local community leaders, and engaged users partici-
pating in political discussions.

After that, we extract the database from the smartphone
with the WhatsApp account configured, which includes all
groups monitored and gather the data about all messages,
with the following information: (i) user ID, (ii) ID of the
group in which the message was posted, (iii) timestamp, (iv)
whether the messages were forwarded labeled or not, (v)
text of the message, (vi) media type of the message (e.g.,
images, audio, and videos) and, when available, (vii) actual
attached multimedia files (e.g., images, audio, and videos)
downloaded through a (viii) filename in a unique media_url
provided by the WhatsApp message.

For processing WhatsApp data, each message is stored
isolated, and we do not have any prior metric about merged
content on chats. Therefore, to track aggregated metadata
about distinct media being shared and forwarded, we must
also perform a post-processing step of merging multimedia
messages by their content similarity to find near-duplicates
within our dataset and measure their popularity. For audio,
videos, and documents, we combine identical files using the
MDS5 checksum of each media file, as it allows us to detect
copies of the same file and then track shares of the same
content. Conversely, images are easier to manipulate than
other multimedia formats and require better strategies to de-
tect and merge duplicated content on WhatsApp (Melo et al.
2019a). To relate all messages representing the same con-
tent, we calculated a perceptual hash.

Using Perceptual Hash to Compare Images

For merging two pieces of information containing an image
as a unique item, our approach uses the perceptual hash algo-
rithm pHash (Zauner 2010) to calculate a fingerprint for ev-
ery image. Unlike cryptographic hashing algorithms such as
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MD5 and SHA, perceptual hashing considers the visual at-
tributes of the file. Therefore, small divergences in the con-
tent will result in slight differences between hashes, making
it possible to compare them and see similar content.

Using visual hashing for detecting similar images is a
well-known method used by researchers and in industry,
especially for digital forensics and cybercrime studies on
Web (Hao et al. 2021). Its structure and easiness of com-
puting allow the hashes to be used to explore the immense
universe of online images and find abusive content on the
Web. However, this technique has limitations, particularly
in cases in which images are manipulated to have different
hashes, evading detection (Struppek et al. 2022). This can be
used to fool perceptual-based systems and even real-world
search engines (Hao et al. 2021). Furthermore, in the con-
text of misinformation imagery spread online, the false in-
formation of a fabricated image can emerge exactly from just
minor alterations made to the source. By utilizing a hashing
method capable of effectively generalizing image character-
istics, we can relate the original image and its edited similar
copies. However, we can still discriminate between legit-
imate and fake content by using exactly equal hashes as a
threshold to determine duplicated images to avoid the risk
of combining different content as a single one.

Next, we further evaluate the impact of the hashing algo-
rithm regarding the time to data collection. For those experi-
ments, we used a total of 905K image files, 375K video files,
and 80K audio files from an extended dataset from What-
sApp that were processed using different hash algorithms. In
Table 1, there is a summary of the experiments with differ-
ent hash methods. There, besides the pHash algorithm, we
compare it to other popular visual hashing methods such as
Average Hash (aHash), Differential Hash (dHash), Wavelet
image hash (wHash), and Facebook PDQ?. While crypto-
graphic hashing reduced the total number of unique image
files by 4%, perceptual hashes matched up to 29% of the files
containing distinct content. Moreover, it does not take much
more time to process compared to the checksum method.

Figure 4(a) shows the time required to process the check-
sum hash for each media format. Images are the fastest me-
dia to process the hash, taking mostly between 0.01 and 0.03
seconds. Even though there are more than twice as many im-
age files as video files, we observed that the time required to
process these videos was practically three times greater than
the total time of the images (5.2 hours to complete all images
and 16 hours to all videos).

Figure 4(b) shows the time required by different hash al-
gorithms to process the image data of WhatsApp; we ob-
serve that the checksum is the fastest method to compute the
hash. However, it is not a perceptual hash. The Facebook
algorithm PDQ is the method that required more computa-
tion time to complete the task. We can note the impact of
these time differences on processing the entire dataset. The
total time required to process all 900k images using PDQ
was almost ten days, while pHash took about 6 hours to run
all images. For these reasons, pHash was selected to process

3https://github.com/facebook/ThreatExchange/blob/master/
hashing/hashing.pdf
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Table 1: Comparison of different visual hashing methods for processing image data (based on 906,671 files).
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Figure 4: Time needed to process the checksum and percep-
tual hashes for multimedia types within WhatsApp data.

image data on WhatsApp due to its effectiveness in detect-
ing duplicates of the content shared in public groups. Also,
pHash is faster than more complex hash algorithms such as
wHash and PDQ, while it is also as fast as some simple hash
methods such as average hash. Although measuring the dis-
tance between two pHashes is possible, this study merges
only images with identical hashes. This inflexible threshold
is necessary to distinguish problematic images (e.g., origi-
nal and false images) made by making small image manip-
ulations, slightly changing the content to mislead the user.
Therefore, it is wanted that the original and slightly manip-
ulated images are stored distinctly.

Dataset Overview

Table 2 provides an overview of the final collection. Our
dataset comprises 9.78M messages, with half being multi-
media (i.e., images, videos, audio, documents, and stick-
ers). In sum, more than 2.5M (26.13%) messages were for-
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Figure 5: Distribution of the duplicated appearances for each
unique multimedia in our dataset per media type.

warded (received “Forward” label by WhatsApp), and 491K
(5.02%) received the “Forwarded Many Times” flag. As we
do not have a simple, unique hash for text comparison as
other media types, we do not calculate unique text messages
among our data. We also examined the frequency of ap-
pearances for each unique media item within our dataset, as
illustrated in Figure 5. As expected, for all types of multi-
media, over half of distinct media items were shared more
than once on WhatsApp. This indicates that users are fre-
quently inclined to reproduce messages within the platform,
even under imposed restrictions. There’s a pressing need to
examine how content is shared in this enclosed environment
of an instant messaging service.

While documents are the least common media type in our
dataset, their distribution reveals that this media is generally
duplicated more frequently. On the other hand, documents
exhibit a maximum of 100 appearances for a unique piece
of media, while other media formats in our dataset contain
instances of messages with hundreds or even over a thou-
sand occurrences for images. This observation highlights
the substantial presence of multimedia content on WhatsApp
groups, often with multiple appearances of the same media.
This pattern underscores an important behavior that a signif-
icant portion of the discourse within these public WhatsApp
groups consists of replicated content rather than novel con-
tributions from their members.

Ethical Consideration and Limitations

Our data collection covers a large dataset from public groups
on WhatsApp, but we are aware that most of the conver-



#Forwarded #Unique
#Messages #Forwarded Many Times Media

Text 4,750,816 794,842 54,106 -
Video 2,180,920 1,125,999 299,050 795,901
Image 1,361,021 540,647 105,371 636,925
Sticker 1,034,283 1,335 0 90,890
Audio 441,320 84,552 29,918 333,057
Document 15,673 8,666 2,643 5,639
Total 9,785,951 2,557,026 491,438 1,862,412

Table 2: Overview of our political dataset from WhatsApp. We divide the messages according to their media type.

sations occur in private channels, and the data collection
may not be representative of the entire WhatsApp network,
and our results refer to the content that circulates on the
public layer of the platform. Nevertheless, evidence sug-
gests that public groups form the key backbone of misin-
formation campaigns on WhatsApp, especially in political
contexts (Resende et al. 2019; Melo et al. 2019b; Jakesch
et al. 2021). Moreover, Brazil has a substantial user base on
WhatsApp, and the similarities between the Brazilian group
ecosystem and those of other major user bases such as India
and Indonesia (Melo et al. 2019b) make this project valu-
able and applicable to various contexts. This research sheds
light on the opaqueness in which WhatsApp is exploited for
mass communication, thereby contributing to greater trans-
parency for a platform that holds a pivotal role in our society
but remains relatively closed under encrypted architecture.

Our methodology follows a strategy of joining only pub-
licly accessible WhatsApp groups shared on the Web for
general discussion. Our focus is exclusively in the propaga-
tion of information through the WhatsApp network. There-
fore, we do not keep any sensitive data from users nor
groups, using only the shared content from messages. All
users and messages are anonymized by hashes to make com-
parisons and analysis of propagation. Furthermore, we do
not make available any data that could put at risk the privacy
of the groups or their members.

Measuring Forwarding Dynamics

In this section, we analyze the forwarding dynamics on
WhatsApp and assess the effectiveness of WhatsApp mea-
sures for flagging and limiting forwarded messages.

Content Flagged as Forwarded by WhatsApp

We begin by examining the prevalence of forwarded con-
tent within the public chat groups for political discussion
that we monitored. WhatsApp labels messages helpfully as
“Forwarded” and “Forwarded Many Times,” allowing us to
quantify the extent of forwarded content in these groups. As
depicted in Figure 6, our dataset reveals that a significant
proportion of messages in these groups received the “For-
warded” label. In fact, we can observe that in most groups,
over 20% of the content is forwarded, and in the top 11%
of groups, more than half of the messages are forwarded.
This suggests that a substantial portion of the content in
these groups did not originate within the group itself but
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Figure 6: Portion of forwarded content in each group.

was shared from external sources. Remarkably, there are
instances of groups where more than 80% of the messages
are forwarded, suggesting that these groups primarily serve
as repositories for dumping externally sourced content.

This highlights the critical role of message sharing within
the communication ecosystem of WhatsApp. Much of the
content within the monitored groups did not originate there,
demonstrating that users frequently employ the forwarding
feature to redistribute messages among different chats. This
behavior facilitates the quick dissemination and virality of
content within this enclosed ecosystem despite the encryp-
tion applied to the messages.

Next, we delve into the ability of WhatsApp to flag for-
warded messages based on media type. Figure 7 illustrates
the proportion of messages that were directly sent by users,
labeled as “Forwarded”, and labeled as ““Forwarded Many
Times” ” for various media formats. While text messages
and stickers have a negligible percentage of Forwarded con-
tent, other media types exhibit a higher prevalence, with
documents leading with 75.6%, followed by videos (65%),
images (54.5%), and audio (18.2%).

We observe an expected result that multimedia content
is more prone to be forwarded by users than plain text.
Given the nature of the application, which is mainly de-
signed for text-based chat, creating an original text message
is straightforward. In contrast, producing audio, images,
videos, or documents is more time-consuming, which may
explain why users often opt to forward these formats instead
of composing new multimedia content. Users, therefore,
more frequently share content using the forwarding features



Media

B Direct
& Forwarded Many Times
&

20% 40% 60% 80% 100%
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offered by WhatsApp than create their own new messages,
especially for more complex medium formats. However,
by doing that, those media may rapidly spread through the
network, flowing beyond individual groups’ boundaries and
making it more challenging to track the origin of that mes-
sage. These findings reinforce the public and viral nature
that this platform can assume, challenging the conventional
perception of instant messaging services as exclusive and
private platforms.

Cloned Content

Even though the “Forwarded” and “FMT” labels from What-
sApp help to understand content dissemination in the plat-
form, they may not capture all the paths in which messages
circulate through the network. These labels rely on an indi-
vidual identifier assigned to each forwarded message, which
allows WhatsApp to track the forwarding chain and calcu-
late the FMT flag. However, this approach has limitations.
Users can circumvent it by saving and sending content di-
rectly or sharing the same content obtained from external
sources on WhatsApp. In these situations, the forwarding
chain is broken, and consequently, the FMT label cannot
track the further spreading.

This challenge is particularly pronounced when tracking
duplicated content circulating within instant messaging plat-
forms. As each message is treated separately, identical mes-
sages may come from isolated sources, and WhatsApp will
not even notice duplicity, creating what we define as two
distinct clone threads for the same message.

To address these limitations, we developed a methodol-
ogy that utilizes hashing algorithms to compare multimedia
content, as described in Section , enabling us to detect near-
duplicates of media shared on WhatsApp. This approach
enables us to better quantify the spread of a single piece
of content, even when labels of WhatsApp are absent. We
compare these media hashes to the individual identifiers of
WhatsApp, revealing the number of clone threads for each
unique piece of media.

Figure 8 presents a histogram with the number of clones
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detected for each distinct media marked as “Forwarded
Many Times” in our dataset, categorized by message for-
mat. A single forwarding chain for a media indicates that
WhatsApp successfully consolidated all occurrences and en-
capsulated them under a single identifier. Alternatively, the
existence of multiple clones suggests that the popularity of
the content is fragmented among various distinct identifiers,
presenting a challenge for WhatsApp to identify distinct oc-
currences as identical content. While some media exhibit
only one identifier, a significant number display numerous
clones, with instances having more than 200 clones. This
prevalence of clones suggests that users are effortlessly by-
passing WhatsApp forwarding mechanism by reproducing
multimedia content through alternative means rather than
using the built-in Forward function. Therefore, relying
solely on FMT labeling may not adequately measure the
popularity of a message.

WhatsApp employs the FMT metric to diminish the reach
of viral content within its network, restricting the number of
times a user can forward such content, arguing that this limi-
tation is “a way to help keep conversations on WhatsApp in-
timate and personal”” and this also helps * “slow down the
spread of rumors, viral messages, and fake news™*. How-
ever, users can copy a message and send it directly to recipi-
ents rather than using the built-in Forwarding function, eas-
ily bypassing any restrictions imposed by WhatsApp. Con-
sequently, they can share viral content without constraints.
In conclusion, while WhatsApp FMT labeling is a valuable
tool, it cannot prevent users from widely sharing multimedia
content. The ease with which users can bypass the forward-
ing counting system by creating multiple clones of the same
content sheds light on how the platform can be exploited,
facilitating the viral spread of harmful content such as mis-
information, hate speech, or conspiracy theories without ad-
equate warning to WhatsApp users.

Discrepancy between forwards and duplicates “For-
warded Many Times” is the label used by WhatsApp to de-
fine potentially viral content. If one single occurrence of a
message is marked as such, we would expect that all other
appearances of the same messages should receive the same
label. Given that a message gets a FMT label after five steps
away from its source, we would expect most of the appear-
ances of a popular message to be flagged as such. However,
our analysis highlights a significant discrepancy between the
total appearances and the instances flagged as “Forwarded
Many Times” by WhatsApp. We evaluate the proportion
of multimedia messages lacking this label, quantifying how
users bypass the WhatsApp forwarding detection system and
contribute to information spreading. For instance, we ob-
served numerous instances of media with over 200 appear-
ances in our dataset, but with less than 20% of them labeled
as FMT by WhatsApp. Only 40 occurrences of these media
are defined as potentially viral for WhatsApp, while the re-
maining 160 instances of that media went unnoticed by the
WhatsApp labeling mechanism and, consequently, also for
the users. Thus, there is a clear gap between the number of
times a media is shared on WhatsApp and the capacity of

*https://faq.whatsapp.com/1053543185312573
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the system to find and track them.

To better understand the implications of the ability of
WhatsApp to flag data, we investigate the distribution of
flagged “Forwarded Many Times” content relative to the to-
tal appearances of each media type in the boxplot of Fig-
ure 9. Media with more shares tend to have a higher per-
centage of instances flagged by WhatsApp. For instance,
considering sets of media with at least 10, 25, and 100 ap-
pearances, the percentage of unflagged instances decreases
as media become more widely shared.

However, even in the case of media with over a many ap-
pearances in our dataset (Figure 9(c)), none of them have
all 100% of their instances flagged. Approximately 14% of
these media lack any flagged instances, WhatsApp did not
recognize not even one as FMT. Moreover, only 31% have
more than half of their appearances labeled as “Forwarded
Many Times” . This suggests that, from the users’ perspec-
tive, it can be challenging to distinguish whether content
originated from a personal contact or if it is a viral message,
as the presence of a label would suggest.

It is also interesting to note some differences in flagged
data between media types. Most audio data have more than
50% of their occurrences tagged as FMT, while for video
and images, there are much fewer instances tagged as such.

In particular, for images, we have a considerable amount of
media, and none of the shares were labeled. This suggests
that images and videos are harder to track their viral dissemi-
nation and that it is easier for WhatsApp to keep the forward-
ing chain for other media formats like audio and documents,
given the percentage of instances they actually flagged.

Finally, we measured the gap between the total of appear-
ances of each duplicated media and those instances labeled
as “Forwarded Many Times” by WhatsApp.To accomplish
that, we count all distinct multimedia messages that received
at least one “Forwarded Many Times” label, which gives us
a total of 136,924 distinct media. Then, summing the num-
ber of appearances for all those media, we estimate that they
were shared 1,037,113 times within our data. Finally, we
calculate how many of these instances did not receive a “For-
warded Many Times” flag by WhatsApp. We have found
that 612,855 (59%) occurrences were not labeled by What-
sApp. This analysis reveals the extent to which WhatsApp
labeling system may fail to capture the full view of media
sharing activity on the platform, highlighting potential gaps
in monitoring and tracking forwarded content.
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Content Analysis

After examining forwarding aspects of the messages, we
perform an in-depth analysis of two case studies on our con-
tent to provide further insights into dynamics of WhatsApp:
(1) five representative images from our dataset and (ii) some
piece of texts explicitly instructing users to bypass What-
sApp forwarding mechanism.

Top Images Our first approach is selecting the five images
with the most viral shares within our data. To identify the top
images, we first filtered all images that received at least one
“Forwarded Many Times” tag from WhatsApp, then ranked
them based on the total number of occurrences and the pro-
portion marked as FMT. With that rank, we manually inves-
tigate the top five regarding total numbers of shares, viral
shares, whether the image represents misinformation or not,
and instructions to readers to share with their contacts. As
expected, all of them are related to the political context of
Brazilian elections. Figure 3 summarizes our findings.

To identify if the image is fake, we rely on specialized
fact-checking agencies in Brazil (Reis et al. 2020b; Resende
et al. 2019). We manually search each image on search en-
gines (i.e. Google and Bing) to find if any fact-checking
agencies have checked this information, and only if we find
the exact same image checked, we assume the content is
fake. Notably, in three out of the five most viral images
within our dataset, we have found they are fake, which ev-
idences misinformation is among the most popular content
we investigate. Additionally, in two of these fake images,
there are clear instructions to users to widely spread its con-
tent over WhatsApp, which shows to be an effective way to
share a message, even with restriction limits imposed. It is
important to highlight that WhatsApp was actually able to
identify most of the share instances of these images as viral
(i.e. they were tagged as FMT), however, about 30% of their
occurrences lack such label and circulated freely through the
platform without any warning.

The other two images also demonstrate interesting find-
ings regarding forwarding on WhatsApp. Both of them are
explicit chain messages, which are texts that attempts to con-
vince the recipient to make a number of copies and pass
them on to numerous other recipients. This suggests the
popularity of such chains within WhatsApp. For example,
the last image is just a screenshot of plain text with sensa-
tionalist content: “If you send it to just 20 contacts in one
minute... the whole of Brazil will unmask this criminal. DO
NOT break this chain. The unwary need to be enlightened
before it is too late”.

Another interesting finding about observing the images is
that the image with more occurrences, with 1051 shares over
the dataset, has only one single message tagged as viral by
WhatsApp. This means that for 99.9% of its occurrences, it
would not be possible to identify that it is viral in any other
way in WhatsApp than through our similarity methodology.

Investigate Users Intention Next, we investigate whether
the potential for circumventing WhatsApp’s forwarding
mechanism is something inherent of the system architecture
design or arises from intentional or malicious user behav-
ior. Our next analysis performs an examination of user in-
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tentions to verify if there are indications that users actively
seek to evade this system, or, alternatively, could the cloning,
downloading, and resharing of content within WhatsApp we
present in this work be a natural consequence of information
dissemination online?

Many fake WhatsApp messages directly request users to
forward them to others (Mohan, Nagadeepa, and Bharathi
2020), highlighting the significance of forwarding behavior
also in the context of misinformation. Since asking for shar-
ing is a common feature users turn to reach a broad audience,
as we also observe in images, we investigate how they do
this in text messages. To do this, we compiled a list of key-
words related to sharing requests, such as forwarding, share,
copy and paste, and some variations of these words in Por-
tuguese. Next, we search and filter text messages containing
such words, merging similar messages using the Jaccard In-
dex to facilitate the evaluating process. After that, an author
manually goes through these messages to investigate the in-
tention of sharing them by the users.

Analyzing the messages, we find evidence of deliberate
content copying-pasting and resharing to bypass the FMT
label of WhatsApp. Below, we exemplify some of our find-
ings of pieces of chain text messages and how many times
each one appeared within our dataset, supporting the idea
that users consciously circumvent the WhatsApp forward-
ing mechanism to avoid restrictions.

* Please, copy and paste to be able to send it to 5 people, as it
was limited to 1. (...) (412 times)

* Copy, paste, and forward as much as possible. If you only for-
ward, soon you can only forward one at a time. (322 times)

* Copy and paste if you're forwarding to avoid the double arrow
that makes it difficult to send in batches of five. (170 times)

* (...) and the maneuver of sending one message to one group at
a time began! LET’S GO, BRAZIL, GO GET THEM! ATTEN-
TION! In this case, just copy and paste the message once, and it
will go back to sending to up to 5 groups normally. (111 times)

* (...) if you copy and paste and send it to 5 groups, this text will
not be blocked* for excessive sending (84 times)

* copy and paste to forward without WhatsApp restrictions (25)

o ATTENTION!* WhatsApp *will remove the forward option*
in the latest update because they want to STOP the spread of
videos from the protests. *TO CIRCUMVENT THIS CENSOR-
SHIP* and continue sharing as much as possible all videos
and content about the protests, share this step-by-step guide
to *how to forward to up to 50 contacts* using WhatsApp Web
with all your contacts. To use it on the computer, install this ex-
tension: [link]. Access WhatsApp Web and go to the *settings*
menu and enable the option: *Increase the native sharing limit
from 5 contacts to 50 contacts* Now, when you use the forward
option, *you can select up to 50 contacts at once*!” (7 times)

Those messages not only ask users to share them, but
they also point to the WhatsApp imposed limits in using
the Forward button and instruct how other users can bypass
the barrier. One message even presents a supposed soft-
ware that allows a user to expand the forward limits. This
leads us to believe that even though part of the forwarding
can happen from organic behavior due to the WhatsApp de-
sign choices, there are those who exploit the system to inten-
tionally make their messages viral. While organic behavior
may not always bring harm to users, this can be particularly
weaponized by misinformation campaigns to threaten demo-



.. Total FMT Ask users
Description Shares  Shares Fake? to share?
A hashtag campaign from a right-wing candidate to be shared over WhatsApp. 741 506 No Yes
Fake photo accusing a candidate of being a friend of a criminal who attacked Bolsonaro. 581 420 Yes Yes
Fake photo accusing a candidate of not using national flags. 585 415 Yes No
Fake photo accusing a vice presidential candidate of being part of a criminal organization. 546 382 Yes Yes
A WhatsApp chain message asking users to share it with as many people as possible. 526 348 No Yes

Table 3: Description of top five most viral images with “Forwarded Many Times” label within our data collection.

cratic processes in countries where WhatsApp has a huge
reach among the population.

It becomes evident that user intentions play a signifi-
cant role in the sharing ecosystem of WhatsApp. We have
unveiled instances where users consciously seek to evade
WhatsApp’s forwarding metrics by distributing messages
that encourage the copy-paste-share strategy. These find-
ings have direct implications for WhatsApp ongoing efforts
to curb the spread of misinformation and viral content within
its platform. This also demonstrates the challenges faced not
only by WhatsApp, but also by other messaging platforms in
maintaining content integrity.

Take-aways

We analyzed a large data set of almost 10M messages and
1,101 WhatsApp public groups, and our main takeaways are:
» Forwarding is a key component of many group-based
communications on WhatsApp, as 11% of groups in our
dataset have more than 50% of their messages being
flagged as forwarded, and, most of the multimedia con-
tent appeared more than once within our collection.

e Although WhatsApp has a metric to count and track
forwarding chains to combat message virality, there are
ways in which users can bypass this metric and create
multiple cloned content within the platform, making even
harder the task of detecting and blocking the spread of vi-
ral messages within public groups.

* As aresult, we find that 59% of all appearances from vi-
ral multimedia messages did not receive FMT flag, which
represents a total of 612,855 instances of duplicated mes-
sages that were unflagged.

* We find evidence that WhatsApp users intentionally aim
to bypass WhatsApp mechanisms by nudging other users
to share information in a way that will not get detected.

* Also, we find that among the most viral images in our
dataset, there is a substantial percentage of them that are
sharing misinformation.

These findings reveal that the strategy of WhatsApp to
mitigate the spread of potentially viral harmful content
within its network, based solely on forwarding tracking, fails
in detecting over half of the instances of popular media cap-
tured in our dataset. WhatsApp affirms that a message earns
the FMT status after five hops of sharing, with the intent
of alerting users. It implies that this measure is sufficient
to counter the proliferation of viral content on its network.
However, our study challenges this assumption, suggesting
that multimedia content on WhatsApp can still achieve ex-
tensive dissemination across the network, and the forward-
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ing metric employed by WhatsApp is not consistently effec-
tive in detecting all instances. Given that users may expect
that label to support their decision whether the content is
viral or not, especially in an environment of political discus-
sion where misinformation is a known issue, the absence of
this flag can mislead users into believing the authenticity of
the content, potentially intensifying the spread of misinfor-
mation within the platform.

Related Work

WhatsApp, a widely used instant messaging platform, has
become a focal point for the dissemination of misinforma-
tion, posing significant challenges in various global con-
texts. Notably, during the Indian general elections, What-
sApp played a pivotal role in the rapid spread of rumors
and fake news (Jakesch et al. 2021). In Brazil, the im-
pact of misinformation campaigns on WhatsApp was also
pronounced during presidential elections, raising concerns
about their influence on electoral outcomes (Resende et al.
2019; Machado et al. 2019). Similar issues related to
misinformation on WhatsApp have been reported glob-
ally, including in Indonesia (Kwanda and Lin 2020), Pak-
istan (Javed et al. 2020), Nigeria (Cheeseman et al. 2020),
and Spain (Elias and Catalan-Matamoros 2020). Addition-
ally, the COVID-19 pandemic witnessed WhatsApp as a
prominent vector for the propagation of false health-related
information (Vijaykumar et al. 2021).

Misinformation concerns on WhatsApp are not confined
to textual content alone; multimedia elements such as au-
dio messages (Maros et al. 2020) and images (Reis et al.
2020b) also serve as conduits for misleading information.
Users themselves expressed concerns regarding the preva-
lence of false information on WhatsApp (Newman et al.
2021). Misinformation, along with hate speech, conspir-
acy theories and extremism, are also prominent problems
in the context of other instant messaging platforms (Ho-
seini et al. 2020). On Telegram, evidence was also found
of the abuse of the platform to spread political disinforma-
tion (Junior et al. 2022), and be exploited by terrorist or-
ganizations(Prucha 2016; Yayla and Speckhard 2017). Dis-
cord has been used for organizing extremist rallies, e.g., the
“Unite the Right” in Charlottesville in 2017 (Roose 2017)
and for disseminating potentially harmful and sensitive ma-
terial (Cox 2018). Problems with misinformation were also
highlighted on the Japanese LINE (Funke 2018) and on
WeChat in China (Lu et al. 2020; Guo and Zhang 2020).

The group chat feature is central to these dynamics on



WhatsApp (Seufert et al. 2016), and a significant portion of
conversations occurs within these groups (Rosenfeld et al.
2016). Researchers have developed methodologies to collect
WhatsApp data from public groups (Garimella and Tyson
2018), scrutinized political misinformation in these environ-
ments (Resende et al. 2019; Bursztyn and Birnbaum 2019),
and created systems for data exploration (Melo et al. 2019a).
Some studies have probed the impact of message forwarding
limits on message dissemination within public groups (Melo
et al. 2019b). Beyond misinformation campaigns, research
has investigated message cascades on WhatsApp (Caetano
et al. 2019) and the privacy and security aspects of in-
stant messaging platforms (Abu-Salma et al. 2017; Rosler,
Mainka, and Schwenk 2018). Despite these research ef-
forts, a crucial gap persists in understanding the dynamics
of message forwarding within the closed network structure
of WhatsApp. Our work addresses this gap by systemati-
cally analyzing the forwarding of messages in WhatsApp,
shedding light on the mechanics and challenges of message
propagation within this unique digital ecosystem.

Conclusion

In this study, we have delved into the intricate dynamics of
message forwarding within WhatsApp, uncovering how this
feature transforms an encrypted and private platform into a
medium for mass communication also. The ability to share
messages rapidly within WhatsApp complex network can
lead to unintended viralization, where users may find their
content spreading across the platform without their consent
or even knowledge. At the same time, users can receive mes-
sages without knowing their true origin, blurring the lines
between personal conversations and viral content, creating a
thriving environment for the spread of misinformation.

WhatsApp has implemented features like the “For-
warded” and “Forwarded Many Times” labels to help users
identify shared messages and restrict the further spread of
popular/viral content. However, our analysis reveals that
these labels alone may not be sufficient, potentially confus-
ing users and blurring the distinction between private and
public conversations. Notably, 59% of popular media did
not receive a proper “Forwarded Many Times” label and
circulated in the groups we monitored without any warn-
ing about its virality. Furthermore, we discovered that three
out of five of the most viral images are, in fact, fake con-
tent. Also, we find evidences of content creators intention-
ally asking users to share their messages and instructing how
to bypass the restrictions. These findings suggest that misin-
formation campaigns are actively exploiting those issues to
reach a broader audience within the network.

Moreover, end-to-end encryption architecture increases
the difficulty in tracking the origins of viral content, allow-
ing many messages to circulate freely, evading detection and
moderation from the platform. Our findings underscore the
complexity of combating misinformation and abusive con-
tent within the messaging platform ecosystem without vio-
late users privacy. Even the platform’s built-in measures can
be easily circumvented by user actions, revealing the need
for a more comprehensive approach to addressing these is-
sues. The debate between ensuring user privacy through en-
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cryption and implementing tools to counter viral misinfor-
mation remains a crucial one for policymakers and platform
operators. To address these challenges, our study proposes
a solution using perceptual hashes to detect duplicate mul-
timedia messages shared in public groups. By employing
similarity methods, messaging apps could identify and block
potential harmful messages before they gain further trac-
tion within the platform. Our approach demonstrates that
there are means to enhance content moderation within this
enclosed environment without violating users privacy.

In conclusion, the trade-offs between security, encryption,
and countering emerging issues like viral misinformation
need to be carefully considered. Safeguarding the What-
sApp environment against malicious users exploiting vul-
nerabilities is imperative. By doing so, we can create a safer
digital space that minimizes the spread of viral misinforma-
tion and harmful content, preserving the platform’s integrity.
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