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Abstract
Although mobile devices benefit users in their daily lives in
numerous ways, they also raise several privacy concerns. For
instance, they can reveal sensitive information that can be in-
ferred from location data. This location data is shared through
service providers as well as mobile applications. Understand-
ing how and with whom users share their location data as
well as users’ perception of the underlying privacy risks, are
important notions to grasp in order to design usable privacy-
enhancing technologies. In this work, we perform a quantita-
tive and qualitative analysis of smartphone users’ awareness,
perception and self-reported behavior towards location data-
sharing through a survey of n = 99 young adult participants
(i.e., digital natives). We compare stated practices with ac-
tual behaviors to better understand their mental models, and
survey participants’ understanding of privacy risks before and
after the inspection of location traces and the information that
can be inferred therefrom.
Our empirical results show that participants have risky pri-
vacy practices: about 54% of participants underestimate the
number of mobile applications to which they have granted ac-
cess to their data, and 33% forget or do not think of revoking
access to their data. Furthermore, most of the participants do
not have a realistic perception of privacy risks and have gen-
erally heard little about privacy-related scandals. Also, by us-
ing a demonstrator to perform inferences from location data,
we observe that slightly more than half of participants (57%)
are surprised by the extent of potentially inferred information,
and that 47% intend to reduce access to their data via permis-
sions as a result of using the demonstrator. Last, a majority of
participants have little knowledge of the tools to better pro-
tect themselves, but are nonetheless willing to follow sugges-
tions to improve privacy (51%). Educating people, including
digital natives, about privacy risks through transparency tools
seems a promising approach.

1 Introduction
Smartphones have become the most popular electronic de-
vices, used by 95% of all internet users1. The widespread
adoption of these mobile devices with geolocation capabil-
ities makes users’ location traces2 widely accessible to mo-
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1https://datareportal.com/global-digital-overview
2That is, location data collected by Google from smartphones

which gives more accurate and reliable information than other

bile services. Location is the most collected personal data by
mobile applications (Achara et al. 2013), and while the ex-
ploitation of this data presents an obvious benefit to users in
their daily lives – through personalized services, and poten-
tially to the society with crowdsourcing initiatives (Stevens
and D’Hondt 2010) –, an uncontrolled exploitation of this
data continue to raise privacy concerns.

This location data can indeed reveal a lot of sensitive in-
formation about users and represents unique privacy risks
and implications compared to other types of data shared
via smartphones. For example, it has been shown that it is
possible to infer personality traits, religious affiliation, sex-
ual orientation, or health status (Gambs, Killijian, and del
Prado Cortez 2010). Additionally, the uniqueness of location
data provides a sort of fingerprint specific to each individual
that can be used to re-identify users in anonymized data, i.e.,
little a priori knowledge about a user can be exploited to dis-
criminate them in a large set of anonymous location data. For
instance, journalists were able to re-identify and track the
whereabouts of the former US president Trump from a large
dataset (Stuart A. and Charlie 2019), and anonymous data
was used to pinpoint Muslim cab drivers (Lorenzo 2015).
The attack surface of the exploitation of personal data is not
fully discovered. Regularly, new threats appear and are ma-
liciously exploited for influential campaigns and interfering
in political election3, or discovering sensitive information4.

With this increasing exposure of privacy risks, under-
standing how young users share their data, and the extent
to which they are aware of security and privacy risks, are
important properties to assess these risks and to develop ef-
fective Privacy and Transparency Enhancing Technologies
matching current users’ expectations to increase adoption.
Although user perceptions of technology (Beckwith 2003)
and the privacy paradox5 (Barth et al. 2019; Kang and Jung
2021) have received a lot of attention, users’ self-reported
behaviors in mobility contexts associated with smartphones,

kinds of location data collection
3https://en.wikipedia.org/wiki/Troll_farm
4https://www.nytimes.com/2018/01/29/world/middleeast/

strava-heat-map.html
5The privacy paradox refers to self-reported concerns about pri-

vacy appear to be in contradiction with often careless online behav-
iors.
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and the impact of an awareness demonstration platform have
been less studied in the academic literature. To fill this gap,
this work addresses two research questions:

• RQ1: What are the perceptions and the understanding of
young users’ privacy and its protection in a mobility con-
text?

• RQ2: What is the impact of a demonstrator for the visu-
alization of location traces and associated privacy risks
on these perceptions and understanding?

In order to answer our research questions, we designed
and deployed survey questionnaires answered by n = 99
young participants (i.e., digital natives, persons who grew
up in the information age, aged between 20 and 26 with an
average of 21 in our case). Specifically, we explored the par-
ticipants’ behavior, self-reported behavior, and awareness
regarding their own data-sharing practices. We devised a
first questionnaire to study their perception of privacy and
to their permission management with respect to location, in
which we emphasized the eventual discrepancies between
their remembered practices and their actual behaviors. We
also surveyed participants’ understanding of privacy risks
before and after exposing them to location traces demon-
strating what information can be inferred from this data, as
well as their awareness of protection tools, in conjunction
with a second questionnaire.

Our results show that participants have risky practices
in terms of privacy where more than half of participants
underestimate the number of mobile applications to which
they have granted access to their data. In addition, most of
the participants tend to forget about disabling location ac-
cess permission for apps that are not actively used. Our re-
sults also show that participants are poorly aware of the
privacy risks and are unable to list cases of personal data
leaks or scandals linked to their uses despite the media cov-
erage. Moreover, by using a demonstrator to perform infer-
ences from location data, more than half of the participants
(57%) are surprised by the extent of potentially inferred in-
formation and 47% intend to reduce access to their data via
permissions. Finally, most of the participants are inclined to
better use protection tools in the future, even if they are
still little aware of the available tools to improve privacy to-
day. Since our study focused mainly on digital natives, the
transferability of the results to the rest of the population re-
mains an open question. However, the academic knowledge
in computer science of our participants certainly gives them
a better perception of the risk to privacy than among other
age groups. Our contributions are the following:

1. We provide the first insights on privacy perceptions in a
mobility context associated with smartphones and mobile
applications;

2. We study the impact of a demonstration platform of pri-
vacy risks visualization on privacy perceptions;

3. We formulate a set of recommendations to improve the
management of privacy permissions on mobile.

The paper is organized as follows. Section 2 reviews the
related work. Section 3 describes the considered methodol-
ogy while the results are presented in Section 4. We discuss

recommendations and highlight our limitations in Section 5,
and conclude in Section 6.

2 Related Work
Prior research widely explored location privacy (Section 2.1)
and users’ perceptions of privacy (Section 2.2). However,
little attention has been devoted to self-reported behaviors
towards location data sharing. Moreover, to the best of our
knowledge, no studies have used a demonstration platform
to improve risk understanding in a way that would change
users’ perceptions about the balance between the benefits of
invasive technologies and potential risks.

2.1 Privacy and Location
The privacy issues raised by location data gained a lot of
traction in the last decade (Primault et al. 2019). In partic-
ular, user location traces extracted from various data have
been shown to be highly unique (De Montjoye et al. 2013;
Zang and Bolot 2011). This high uniqueness may act as a
digital fingerprint and lead to the re-identification of users
if their traces are associated with external knowledge. This
uniqueness does not only concern location traces but char-
acterizes all traces generated by a human (Andreas et al.
2016; Eckersley 2010; Rebekah and Rachel 2016), and can
generate a risk of re-identification. Several cases of re-
identification have been documented, for instance the re-
identification of individuals from web search queries (Bar-
baro and Zeller 2006), taxi logs (Zhang and Wang 2016), or
the notorious case of Governor William Weld using medical
information (Barth-Jones 2012).

The uniqueness and risk of re-identification is not the
unique threat related to location traces. Recent works have
demonstrated that location is a very rich contextual infor-
mation and leads to a strong inferential potential in terms of
information that can be learned about individuals (?). For in-
stance, location traces can reveal Points Of Interest (POI) of
users such as their home and workplaces (Gambs, Killijian,
and del Prado Cortez 2010), their race and gender (Zhong
et al. 2015), their social network (Sharad and Danezis 2014),
it can be used to predict their location patterns (Sadilek and
Krumm 2012), to link accounts of the same user across dif-
ferent datasets (Riederer et al. 2016a), and infer even more
sensitive information such as their religion or personality
traits6.

Due to the large adoption of mobile devices, the loca-
tion data of users is extensively collected and shared (Al-
muhimedi et al. 2015; Englehardt and Narayanan 2016). The
uncontrolled usage of this information can have an important
impact on users such as unfair price discrimination (Mikians
et al. 2012). The increasing use of connected devices col-
lecting personal data and the lack of transparency on how
the data is actually exploited raise privacy concerns. Only a
handful of tools have been proposed to improve user aware-
ness about the potential risk of revealing their location. For
instance, (Riederer et al. 2016b) propose a tool to inspect

6Note that the processing of such sensitive information is pro-
hibited by Article 9(1) of the General Data Protection Regulation
(GDPR) on the processing of special categories of personal data.
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the potential of location data, while (?) show the impact of
protection mechanisms of the inference capabilities using a
demonstration platform.

2.2 Perceptions of Privacy and Privacy Controls
Giving users the benefits of location services on their mo-
bile devices while preserving their privacy is an ongoing
challenge, as evidenced by mobile OSs iterating on the user
interfaces for location notices and control every few years.
For example, iOS allows users to select whether apps get
fine- or coarse-grained location data7, and will present pop-
ups when apps continually access location services in the
background. Similarly, Android apps now have to request
background location access separately from general loca-
tion usage8, and the OS will automatically revoke unused
permissions from apps9. Even though mobile operating sys-
tems regularly improve user interfaces, the opaque privacy
controls of location services still face criticism10. (Balash
et al. 2022) explore the users’ perceptions regarding access
to Google accounts by mobile applications and formulate
design recommendations to improve the current third-party
management tools offered by Google, such as tracking re-
cent access, automatically revoking access due to app disuse,
and providing permission controls. (Wijesekera et al. 2015)
analyze authorization preferences in different usage contexts
and suggest determining the situations in which users would
like to be confronted with security decisions.

Users’ perceptions of the risks and benefits of technolo-
gies can determine their willingness to adopt them (Poikela
and Kaiser 2016). More specifically, people are more likely
to accept potentially invasive technology if they think its
benefits will outweigh its potential risks (Beckwith 2003).
Due to the massive adoption of location-enabled mobile ap-
plications, this fact suggests that users’ perception of this
trade-off is more in favor of the benefits than the potential
risks. This attitude however depends on the perception of
the said privacy risks. Studies have shown that users of mo-
bile phones are often unaware of the data collected by apps
running on their devices, and that a majority of users re-
strict some of their permissions (Almuhimedi et al. 2015)
following a better awareness of data collection. Other stud-
ies explored the privacy paradox (Barth et al. 2019; Kang
and Jung 2021) where self-reported concerns about privacy
appear to be in contradiction with often careless online be-
haviors. However, another study focuses on university com-
munity (Gamarra et al. 2019) and show that this popula-
tion of users does not have a genuine concern regarding the
privacy of their geolocation data. Note that this paper did
not study location data in mobility contexts associated with
smartphones as we do.

Analyzing behavior and understanding users’ perceptions

7https://support.apple.com/guide/iphone/control-the-location-
information-you-share-iph3dd5f9be/ios

8https://developer.android.com/about/versions/11/privacy/location
9https://developer.android.com/about/versions/11/privacy/permissions

10https://www.attorneygeneral.gov/taking-action/attorney-
general-josh-shapiro-announces-391-million-settlement-with-
google-over-location-tracking-practices/

are also important notions to grasp in order to further design
Privacy and Transparency Enhancing Technologies (PETs
and TETs). For instance, (Kaushik et al. 2021) conducted
an online survey to understand people’s perspectives on
solely automated decision-making. They then formulate rec-
ommendations on how to design such systems. In a sim-
ilar line of work, (Islami, Fischer-Hübner, and Papadimi-
tratos 2022) conducted in-depth semi-structured interviews
with 17 Swedish drivers to analyse their privacy percep-
tions and preferences for intelligent transportation systems,
then to provide recommendations for suitable predefined pri-
vacy options. Several other works (Zufferey et al. 2023; Ve-
lykoivanenko et al. 2021; Mink et al. 2022) studied the per-
ceptions of privacy and utility of users related to fitness-
trackers and demonstrated a high potential for data mini-
mization (i.e., reducing the volume of data sent to service
provider). (Debatin et al. 2009), in turn, investigated Face-
book users’ awareness of privacy issues and perceived ben-
efits and risks of utilizing Facebook and recommended bet-
ter privacy protection, higher transparency and more educa-
tion about the risks of posting personal information to re-
duce risky behavior. (Bielova et al. 2024) analysed the be-
haviors of websites’ visitors through a study of the impact
of dark patterns on consent decisions. (Veys et al. 2021)
explored whether current data downloads (such as Google
Takeout) actually achieve the transparency goals embodied
by the right of access. Most participants indicated that cur-
rent offerings need improvement to be useful, emphasizing
the need for better filtration, visualization, and summarizing
to help them hone in on key information. However, none
of these related work specifically targets users’ behavior
and perception about data-sharing of location data. Although
(Martin and Nissenbaum 2019) clearly addressed users’ per-
ceptions of location data, it is to be noted that it does so from
an information science standpoint, closer to sociology and
not from a UX/usability one. It nonetheless offers a relevant
account for the interested reader.

Related to location data, (Farke et al. 2021) specifically
analysed the user perceptions and reactions to Google’s My
Activity and how this web history dashboard increases or de-
creases end-users’ concerns and benefits regarding data col-
lection. Their results show that participants were surprised
by the volume and detail of the collected data, but most of
them were significantly more likely to be both 1) less con-
cerned about data collection and 2) to view data collection
more beneficially. However, this dashboard does not present
any risks such as possible sensitive inferences associated
with location traces or places visited. By also presenting the
risks, our study shows that users are more concerned about
privacy issues.

3 Methodology
We conducted two questionnaires on n = 99 young partici-
pants aged between 20 and 26 (with an average around 21)
to collect quantitative and qualitative data about the partic-
ipants’ perception and self-reported behavior regarding the
sharing of location data.

In a nutshell, the first questionnaire (hereinafter
“behavior questionnaire”) aimed at assessing their
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self-reported practices, perceptions, and pre-conceived
ideas about privacy. Following this first questionnaire, par-
ticipants were then invited to use a demonstrator (denoted
“demonstration” in what follows) which analyses location
traces and reports several inferences as well as the impact
of a protection mechanism using differential privacy (i.e.,
geo-indistiguishability (André s et al. 2013)). The second
questionnaire (hereinafter “perception questionnaire”)
addressed their assessment of the risks.

3.1 Recruitment
We recruited young participants for our survey via a course
offered to engineering students at [anonymized]. This pro-
cess of recruitment ensured a high number of participants,11

all of them using their smartphones. The participants were
not compensated. The participants had followed computer
science courses including data science, AI, and introduction
to the GDPR. By mainly recruiting young computer engi-
neers with knowledge of technologies, we performed our
study on a homogeneous population which consumes dig-
ital information quickly, and which are supposedly aware of
privacy risks, hence providing an “upper bound” of privacy
perceptions in our context.

The study was performed over a four hours slot, dur-
ing which students were successively invited to answer the
behavior questionnaire, analyse privacy risks through the
demonstration, and answer the perception questionnaire. Al-
though the teacher of the course is one of the authors of
the current paper, participants were presented with a con-
sent form at the beginning of the survey, and they were able
to decline without penalty (specified orally); only the exper-
imentation of the demonstration platform was mandatory as
part of their curriculum. The participation was anonymous,
voluntary, and the course did not include any grade (one par-
ticipant actually refused to answer the questionnaire, with-
out penalty).

3.2 Ethical Considerations
The survey raises ethical issues in two main aspects.

First, the demonstration platform uses personal data,
specifically location traces. This data is not necessarily sen-
sitive in itself, but can act as a proxy for sensitive data. To
reduce risks, participants used traces from data of the au-
thors of this study. The data used during the demonstration
phase was encrypted server-side and was deleted once all
data had been processed (calculating Points of Interests, col-
lecting metadata, and calculating inferences). The DPO of
the authors’ institution has validated the demonstration plat-
form.

Second, we elicited answers from participants, which is
also personal data. We took as many precautions as needed
to guarantee 1) informed consent (see (Boutet and Morel
2025) for the consent form, and as noted in Section 3.1 they
had the possibility to decline without any penalty), and 2)
security of data storage and processing (authors only com-
municated using end-to-end encrypted tools, and the survey

11(We address the limitations of our recruitment in Section 5.2).

was conducted on an EU-based online tool stamped GDPR-
compliant). One participant refused to answer the question-
naires.

Both the demonstration platform (regarding its compli-
ance with the GDPR and other data security regulations)
and the questionnaires were approved by the IRB of the aca-
demic institution both hosting the survey and where the stu-
dents were based.

3.3 Design of the Questionnaires
We shortly describe in this section the organization of the
two questionnaires. The interested reader will find their full
content in (Boutet and Morel 2025). Each section is suc-
cinctly described in what follows:
• Introduction: This section presents the study and asks

the participants for their consent to participate in the
study and to collect their answers for research purposes.

• Data-Sharing: This section inquires about the partici-
pants’ attitudes about data sharing (e.g., which apps they
think could access their location data, with whom, etc).

• Inferences: This section questions their pre-conceived
ideas about inferences from location data (e.g., from
which data could their location be inferred, or whether
the location is sufficient to single them out in a dataset).

• Authorisation and Control: This section touches upon
authorisation and control of permissions in a mobile con-
text. Questions in this section are about their revoking or
giving access permissions to apps, or their evaluation of
the difficulty to effectuate this permission management.

• Privacy Concerns: This section simply performs the
analysis of an Internet User’s Information Privacy Con-
cerns (IUIPC) on a 7 Likert scale.

• Demographics: This section elicits demographics data.
The perception questionnaire is much shorter and is com-

posed of questions regarding the possible (malicious) in-
ferences conducted on their location traces, the protection
against these privacy violations, and their new expecta-
tions and suggestions following the experimentation with
the demonstration platform.

3.4 Risks Analysis - Demonstration
After the first behavior questionnaire, participants had to ex-
plore a demonstration platform informing them about pri-
vacy risks linked to location traces through example data.
We use the (Boutet and Gambs 2019) demonstration plat-
form. Participants were asked to use the platform to ex-
plore these location traces and to inspect the information that
can be inferred. The demonstration typically offers to visu-
alize one’s traces per day (see Figure 1), which can raise
awareness about how easy it is to identify Points of Inter-
ests (POIs) – such as the home, the workplace or any other
visited places during the day –, and presents metadata (e.g.,
address, category of the place, attendance statistics).

The demonstration also offers a defense mechanism based
on Differential Privacy (Dwork 2006) in the form of a slider,
which controls the level of noise injected into the location
data (see Figure 2). This feature is presented as a means to
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Figure 1: Screenshot of the demonstration’s interface. Click-
ing on a POI yields attendance statistics.

Figure 2: Illustration of the defense mechanism. Here the red
lines show the initial traces, and the black lines represent the
traces after the application of the noise.

stimulate interest in privacy protection, and to raise aware-
ness of the degradation of data quality when we increase
protection with greater noise (to showcase the utility and pri-
vacy trade-off).

Finally, the demonstration highlights the risks raised by
analyzing location traces and inferring gender, big five per-
sonality traits, home, and workplace (see Figure 3). Given
the large number of inferences of sensitive information from
location data reported in the literature (e.g., people encoun-
tered, religious affiliation, sexual orientation, or health sta-
tus (Gambs, Killijian, and del Prado Cortez 2010)), only the
presentation of these inferences fits fairly well into a rep-
resentative risk of targeting (i.e., based on predictions com-
puted on data collected and potentially exchanged between
different parties).

3.5 Data Analysis
We performed a thematic analysis on the free text answered
in the study (available in (Boutet and Morel 2025)) to anal-
yse qualitative data. We took inspiration from the steps de-
scribed in (Braun and Clarke 2006):
1. read the answers;
2. code the sentences from the previous step;
3. merge the codes in normalised codes for data analysis;
4. regroup the normalised codes from the previous step in

themes;
5. review the themes and the related sentences to verify the

homogeneity between them.

Figure 3: Inference performed by the platform. The left-hand
side shows inference from raw data while the right-hand
side presents the reduced risks after the application of the
defense mechanism (i.e., geo-indistinguishability (André s
et al. 2013)). The noisy version hardly yields the gender,
smooths the personality traits, makes the daily and weekly
attendance statistics unusable, and infers inaccurate POIs.

The analysis was performed by two independent anno-
tators, and a consensus was reached at the end of the pro-
cess. For most fields, a full thematic analysis was neither re-
quired nor necessarily desirable; curation and normalisation
of the data was however necessary. Indeed, stopping at the
third step was enough for several fields, such as the reasons
given to revoke location permission. A full thematic anal-
ysis was performed on the answers to Q32 “How do you
think location data could be misused by a malicious per-
son?”, the themes of which were loosely derived from (Cit-
ron and Solove 2021) (Physical harms, Economic harms,
Reputational harms, Informational integrity, Psychological
harms), see (Boutet and Morel 2025).

We regrouped our codes for Q36 “What are the measures
imposed by the GDPR that reduce these risks?” under gen-
eral legal categories (Rights, Consent, Clear purpose and
transparency, Misc.) for statistical purposes, see (Boutet and
Morel 2025). The rationale behind Q36 was to evaluate par-
ticipants’ knowledge about the GDPR.
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Figure 4: Plot of the Internet User’s Information Privacy
Concerns (IUIPC) distribution of participants.

3.6 General Statistics
Our participants are mostly equipped with Android phones:
60% against 40% for iOS users (Q2). Our population is
not gender balanced, our sample was composed of 25% of
women, 72% of men, and 3% prefer not to answer (Q26).
Participants are young with an average age around 21 with a
small standard deviation (σ = 1.04) (Q27).

Their privacy concerns have been assessed using the In-
ternet Users’ Information Privacy Concerns (IUIPC) Score.
The IUIPC is a scale widely used in privacy research, it
reflects Internet users’ concerns about information privacy
with a focus on “individuals’ perceptions of fairness/justice
in the context of information privacy”. The distribution of
IUIPC is depicted in Figure 4.

Note that our population is within average with respect
to their privacy concerns (µ = 4.2, σ = 1.05)12 in spite of
young adults being generally less concerned about their pri-
vacy than older populations (as mentioned in Section 2).

4 Results
This section showcases the most relevant results for our re-
search questions, with the first two subsections dedicated
to answering RQ1 (“What are the perceptions and the un-
derstanding of young users’ privacy and its protection in a
mobility context?”), and the last subsection more tailored to
RQ2 (“What is the impact of visualization of location traces
and associated privacy risks on these concepts?”).

4.1 Privacy Risky Practices
Participants do not adopt safe practices in terms of privacy.
Specifically, they tend to underestimate the number of apps
that have access to the location, and they tend not to think

12See (Zufferey et al. 2023), for an example of less concerned
participants (µ = 3.5, σ = 1.6) and (Naeini et al. 2017) for more
concerned participants with µ between 4.79 and 5.44 normalized
to a [0-6] scale.

about disabling location access for apps that are not actively
or forget to do so.
Underestimation of the number of apps that have access
to location. Participants were asked to estimate how many
mobile apps have access to the location on their smartphone
“on top of their head” (Q3), and this data was then compared
to the actual number (both for “always” and for “when us-
ing the app”) (Q8). Unsurprisingly, the majority of partici-
pants (52) underestimated the number of apps with location
access, 7 overestimated it, but 38 were correct (with 17 on
the open range, i.e., they selected the maximum value), as
presented in Figure 5. We interpret this result as a wrongful
mental model due to 1) the lack of transparency of apps re-
garding their data collection, 2) an ever-increasing number
of applications, combined with 3) a lack of a central control-
ling system for privacy permissions.

Figure 5: Participants tend to underestimate the number of
apps that have access to the location (Q3 against Q8).

While the average number of apps with continuous access
to the location was pretty low but with a high standard devi-
ation (µ = 2.74, σ = 6.32) – meaning that most participants
do not allow continuous access to their location except for
a few outliers with a high number of apps –, we note that a
much higher number of apps had access to location when on
use (µ = 11.04, σ = 8.93)(Q8).

Amongst the applications with access to location (Q9),
Google Maps is leading the list “on top of their heads” (38
mentions), but has more access in practice (15 for “always”
and 27 “when using the app”); it is followed by Instagram
(respectively 27, 4, 31) and Snapchat (26, 4, 22).
Participants tend to forget about data-sharing. The re-
sults show that most participants had installed numerous ap-
plications with access to location (Q8). In addition, we see
that 74.2% (46 actively use most, 26 only some of them)
have at least one application not actively used but with cur-
rent access to location data (Q10)13. When asked why these
unused applications still have access to their location (Q11),
a majority of the participants have either forgotten (11) or
not thought (12) about removing access (see Figure 6). An-
other proportion of participants are either lazy (6) or un-
aware (7) that these applications collect location data. Fi-
nally, the rest of the participants (15) prefer to leave the per-
mission to the app in case they need to use it.

13We orally clarified to participants that “actively used” amounts
to a weekly use or more frequent.
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Basically, participants have difficulties remembering their
apps’ privacy practices by themselves, which make the lat-
est features of iOS (“Offload Unused Apps”) and Android
(“Unused Apps”) all the more relevant.

Figure 6: Participants tend not to think about disabling loca-
tion access for apps that are not actively used or forget to do
so (Q11).

Authorisation and Control. We asked participants ques-
tions regarding the control of location access to mobile ap-
plications (Q23). Only 4% think it is not possible to re-
voke (cancel) previously granted mobile app access (Q18)
and 16% of the participants never modified the privacy set-
tings related to their location data (Q19). A greater propor-
tion of participants reduced the availability of their location
data than those who increased their availability (75% versus
8%). For those who said they had already revoked access,
the reasons given by 68% of participants felt that this access
was not necessary for the application (“I’m not for sale”); or
did not understand why this access was necessary (Q21).

4.2 Participants are Poorly Aware of the Risks
They do not know how location can be captured, they are
not aware of the great inference capacity associated with the
analysis of location data, and they are unable to cite cases
of personal data leaks or scandals related to their use despite
increased media coverage.
Participants have misconceptions about how location can
be captured. To assess the perception of privacy risks linked
to the sharing of location information, we asked the par-
ticipants how a mobile application could capture location
(Q12). The responses are displayed in Figure 7 and show
that not all participants are aware of the localization capa-
bilities of the main technologies embedded in a phone. Al-
though GPS is identified by almost all participants (96%),
we see that only 85%, 64% and 78% of participants are
aware that respectively WiFi, Bluetooth, and IP addresses
can be used as proxies to infer location.
Unaware of the inference capacity from location data.
In the behavior questionnaire before the demonstration, we
then asked participants to identify what information could
be inferred from location amongst a list of information gen-
erally categorised as sensitive (Q13)14. The results are rep-
resented in Figure 8 and show that the risks of inference are

14Most of these categories are listed as special categories of data
by Article 9(1) of the GDPR, see Section 2.1.

Figure 7: Proportion of participants aware of source of data
from which location can be inferred (Q12).

moderately known. Although all participants perceived that
the place of work can be inferred from location traces, only
94% think that the place of residence can also be inferred.
These inferences are based on the time spent in a location
over office hours and overnight stays. This change in percep-
tion raises questions about the rationality or basis for the re-
sponse because we spend more time in the home than in the
workplace. Finally, we observe that 10% of participants do
not believe that this information can lead to re-identification
(Q15), which is a surprisingly high number considering that
all participants had previously followed courses on data sci-
ence and AI. On the other hand, when asked why a service
provider might be interested in the location of individuals
(Q14), 88% responded that this information is for marketing
purposes. So they still have the perception that this informa-
tion could be used for targeting or profiling.

Figure 8: Answers to Q13 “Do you think it is possible to
infer the following information from the location?”.

Little echo about data leaks or privacy scandals. The ma-
jority of participants are unable to list cases of personal data
leaks or scandals linked to their uses despite press articles
regularly published on the subject (Q33). In view of the nu-
merous scandals and cases linked to personal data reported
very regularly by the press (e.g., ransomware and data leaks
in hospitals, attempted influence on social networks), this
lack of awareness of the risks raises questions about their ex-
posure to the media. Only 32 knew about a scandal, half of
these cases were Cambridge Analytica (16 mentions), while
major scandals such as Pegasus or the Snowden leaks were
barely mentioned (3 mentions each). The medium-high re-
ported IUIPC of the participants (see Section 3.6) does not
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seem to come from exposure to cases concerning privacy vi-
olations reported by the press.

4.3 The risk Demonstrator Increased Awareness
of Participants About Privacy

After having experimented with the demonstration, a third
of the participants (33) were planning on limiting the access
to mobile privacy permissions, and deleting the history of
mobility on the Google Takeout platform (Q37). We con-
tend that the visualisation of location traces and the risks
associated with the inference increased awareness of partic-
ipants towards privacy, and encouraged them to adopt more
privacy-preserving behaviors.
Relative surprise for the number of possible inferences.
Once the participants have been able to analyze location
traces and discover the information that can be learned with
the demonstrator, more than half of the participants (56%)
declared being surprised by the number of inferences made
possible through location data (Q29). Additionally, when
asked whether they feel well protected against the various
threats observed, a large majority of participants responded
that they felt unprotected (84%) (Q35). Knowing this infer-
ence ability, participants were asked if they think Google an-
alyzes users’ location data (Q30), and if they think Google
shares this data with third parties (Q31). The results show
that 93% of participants believed that Google analyzes their
location data and 89% believed that their data is shared with
third parties. Even after the inspection of location traces with
the platform, 7% of participants still did not think that loca-
tion data can be used to re-identify users (Q34).
Worries about surveillance, economic, and physical
harms. The most worrisome inferences are informational
harms (surveillance, stalking15, inference, data selling, tar-
geted advertising; 88 mentions), followed by economic
harms (blackmail, robbery, scam, identity theft; 51 men-
tions), and finally physical harms (physical harm, harass-
ment; 31 mentions) (Q32).

Figure 9: The most worrisome inferences are informational
harms (i.e., surveillance, stalking, inference, data selling,
targeted advertising) (Q32).

We observed interesting preconceived ideas regarding
those harms. First, in spite of being in the most cited cat-

15Here, stalking refers to close surveillance without intervention,
we coded surveillance with physical and/or oral intervention under
harassment.

egory, targeted advertising was specifically mentioned only
three times, whereas it is the main privacy-invasive goal of
location data analysis by Google (from which the traces
were extracted). Second, robbery was over-represented in
the answers (28 mentions, 2nd most cited code) although
it does not happen so often in practice16.
Positive attitude towards protective mechanisms. Despite
the lack of awareness about the risks, participants are in-
clined to use protection tools. When asked whether tech-
nologies could reduce and provide greater control over per-
sonal information disclosed via location data, 76.3% of par-
ticipants responded that they would be willing to use Privacy
Enhancing Technologies (PETs) (Q16). Consistently, 51.5%
declared to plan using PETs after having experimented with
the demonstration platform (Q38). However, a lower score
on question Q38 than on question Q16 means that par-
ticipants do not have a concrete idea of existing privacy-
enhancing tools. On the other hand, 84% of participants said
they have never looked to see if this type of technology or
tools existed (Q39).

5 Discussion
This section formulates practical recommendations and
highlights the limitations of our work.

5.1 Recommendations
We craft in this section recommendations for the design of
better privacy-friendly systems, and of Transparency En-
hancing Technologies (TETs) to foster privacy awareness.
These recommendations are drawn from both participants’
insights and our own interpretations.

Assist in the revocation of apps. Our results show that
participants tend to forget about data-sharing, where more
than a quarter of the participants declared not thinking about
revoking access (12), forgot to do it (11), or are simply too
lazy (6), and that they have inaccurate representations of
the number of apps with access to their location (see Sec-
tion 4.1). However, we note that 14 participants suggested
including a system-wide reminder of which apps can ac-
cess location as recommendations for better and more us-
able Privacy Enhancing Technologies (PETs). Note that the
latest version of Android and iOS indicate when an app ac-
cesses location, and Android now offers a centralized inter-
face indicating which apps require and use geolocation. This
centralized interface can be hard to find amongst the differ-
ent settings, and no participant were aware of its existence.
However, both Android and iOS lack a centralized inter-
face to inform which app is currently accessing location, nor
do they provide fine-grain data regarding its use (i.e., how
many times did each app request geolocation). We therefore
recommend that mobile OSs integrate a centralised and
easily accessible interface about location usage, provid-
ing not only which geolocation permission has been granted
to each app but also a fine-grain data regarding its uses.

16A possible explanation can be that of the black swan theory,
or the presence of websites raising awareness of this specific risk
such as https://pleaserobme.com/
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More transparency. Our results also show that knowing
which apps have access to location is not enough; 16 partici-
pants also proposed more transparency and more specifically
to be able to be informed at any time of which applications
are collecting data. Seeing the lack of perception of privacy
risks and the impact of tools allowing to calculate and vi-
sualize these risks on this perception, we suggest improving
transparency by providing users with statistics and met-
rics of risk associated with data collection for each appli-
cation. We believe that this personalized risk analysis would
be an important lever to help users to evaluate the trade-off
between utility and respect for their privacy and to better
calibrate what they wish to share.

Access privacy permissions from the app. Another
highlight from the participants’ answers is the possibility
to access privacy permissions directly from within the app.
Indeed, today’s privacy permissions (on both iOS and An-
droid) are mainly available through the general settings of
the smartphone, which can be hard to access for lay users17.
We therefore recommend mobile OSs to include a short-
cut to an app’s privacy permissions from the app itself,
for instance from the status bar or by executing a special ges-
ture. This suggested feature is currently unavailable on mod-
ern mobile operating systems and has not been suggested
anywhere else to the best of our knowledge.

5.2 Limitations
First, our demographics do not represent a fair sample of
digital users. Our participants were mostly males, all of
them young adults educated in a top European engineering
school, although with different backgrounds and technical
skills. This bias in our representativeness played a part in the
socio-economic backgrounds of participants, who are most
likely to come from well-off social environments. Recruiting
participants in universities often faces this limitation in aca-
demic studies on usages. For instance, (Kulyk et al. 2022)
involved 40 participants mostly young and well-educated,
while (Karegar, Pettersson, and Fischer-Hübner 2020) in-
volved 80 participants, mostly young, with 45% in the 18–25
age group and 20% between the ages of 26 and 35, a major-
ity (n = 54) were bachelor students or had their bachelor
degrees. (Almuhimedi et al. 2015) involved 23 participants
(65% female; ages 18–44, median=23), and (Kaushik et al.
2021) involved 392 participants ranging from 25 to 35.

The transferability of the result to the rest of the popula-
tion therefore remains an open question. However, given that
our sample is predominantly composed of “digital natives” –
who are often assumed to be more comfortable with personal
information sharing and more knowledgeable about digital
technologies –, we expected a better perception about the
privacy risk than amongst other age groups. This expecta-
tion also has to be put in the perspective of their curriculum:
students in computer engineering with academic knowledge
of data science, AI, and rudiments of GDPR.

Second, the scope of our work must be restricted to a spe-
cific type of demonstrator, our results should not be gen-

17Note that it is possible to access privacy permissions for an app
from some Android launchers, but not from within the app.

eralized to all visualization and awareness tools. Moreover,
the results largely presented self-reported and planned be-
haviors. Therefore, an interesting research avenue for future
work is to study the actual behavioral changes introduced
by the experiment of the tool, and long-term behavior analy-
sis through longitudinal studies. Perceptions can also change
according to the type of apps and their access to location
data, as well as other sensitive personal data collected.

Third, participants used example data on the demonstra-
tion platform, which is perhaps less illustrative than if they
had inspected their own location data. We envision working
with personalized examples in the future. Our results also
lack perspective on whether our participants were able to
deeply understand the goal and the meaning of obfuscated
traces and the epsilon number (see (Karegar, Alaqra, and
Fischer-Hübner 2022)).

6 Conclusion
Through a survey involving n = 99 young mobile phone
users, this work contributes to a better understanding of the
practices in relation to the sharing of their location data
with mobile applications as well as the associated privacy
issues. By qualitatively and quantitatively analyzing user
perceptions and self-reported sharing behaviors, we provide
valuable insights for researchers and privacy practitioners
to better understand users and better design new Privacy
Enhancing Technologies (PETs) and Transparency Enhanc-
ing Technologies (TETs) related to location data. We also
showed the importance of displaying a more interactive risk
analysis to make users better aware of privacy risks.
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