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Abstract

This paper explores the nature and spread of viral WhatsApp
content among everyday users in three diverse countries: In-
dia, Indonesia, and Colombia. By analyzing hundreds of vi-
ral messages collected with participants’ consent from private
WhatsApp groups, we provide one of the first cross-cultural
categorizations of viral content on WhatsApp. Despite the
differences in cultural and geographic settings, our findings
reveal striking similarities in the types of groups users en-
gage with and the viral content they receive, particularly in
the prevalence of misinformation. Our comparative analysis
shows that viral content often includes political and religious
narratives, with misinformation frequently recirculated de-
spite prior debunking by fact-checking organizations. These
parallels suggest that closed messaging platforms like What-
sApp facilitate similar patterns of information dissemination
across different cultural contexts. This work contributes to
the broader understanding of global digital communication
ecosystems and provides a foundation for future research on
information flow and moderation strategies in private mes-
saging platforms.

1 Introduction

WhatsApp, a cornerstone of global digital communica-
tion, profoundly impacts billions of users worldwide. De-
spite its widespread adoption, its role as a key channel
for information dissemination—particularly in diverse con-
texts across the Global South—remains significantly under-
explored. This oversight is particularly concerning given
the severe real-world consequences that misinformation on
this platform has instigated, such as social unrest and vi-
olence (Arun 2019). Our research seeks to bridge this gap
by analyzing the spread and nature of ‘viral’ content among
distinct populations: villagers in central India, university stu-
dents in Indonesia and a diverse set of users from Colombia.
These regions represent a significant portion of WhatsApp’s
user base and are emblematic of the challenges and oppor-
tunities that arise in the Global South’s digital ecosystems.
All three countries we consider, while disparate in their
socio-economic and cultural fabrics, reveal the dual nature

*Corresponding author
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

586

of WhatsApp as a medium for everyday communication and
a tool for widespread misinformation. This study, through a
mixed-methods approach involving hundreds of viral mes-
sages from private WhatsApp groups donated by users, of-
fers critical insights into the types of digital communities
formed and the content that defines their information diets.
Notably, our findings expose a high prevalence of misin-
formation intertwined with religious and political content,
highlighting a common thread of digital discourse that tran-
scends geographical and cultural boundaries.

The complexity of researching WhatsApp stems from its
encrypted, private nature and the absence of public APIs,
which poses significant challenges for systematic data col-
lection and ethical concerns regarding user privacy. Despite
these obstacles, our methodology captures a broad spectrum
of ‘forwarded many times’ messages, allowing us to identify
macro trends in viral content dissemination.

Prior studies in this domain have primarily been quali-
tative, focusing on small samples, which provide deep in-
sights but can not capture macro trends (Varanasi, Pal, and
Vashistha 2022). These studies do not fully appreciate the
textured layers of personal WhatsApp use, especially con-
cerning how viral messages resonate within different social
groups.

Our findings reveal both striking similarities and notable
differences in the nature of WhatsApp group activity across
India, Indonesia, and Colombia. Personal groups, such as
those formed by family and friends, dominate the dataset in
all three countries, highlighting the platform’s central role in
fostering close-knit communication. However, these groups
are not always the primary contributors to the viral content
we analyzed. Instead, political and activist groups emerge as
key drivers of viral content, underscoring their influence in
shaping narratives on the platform.

A significant portion of this viral content is misinforma-
tion, with prevalence rates of over 25% in India, 30% in
Indonesia, and 10% in Colombia. This highlights the plat-
form’s role as a conduit for false or misleading informa-
tion. In India, much of this misinformation is intertwined
with hate speech and religious themes, reflecting deep so-
cietal and political divides. In contrast, health misinforma-
tion and anti-government narratives dominate in Indonesia
and Colombia, pointing to regional variations in the types of



content that gain traction.

Perhaps most concerning is the near-total absence of fact-
checking or misinformation correction within the groups.
Across the wide range of groups in our dataset, only a hand-
ful of instances involved members actively challenging false
claims. This lack of intervention, even in groups with diverse
membership, underscores a critical gap in the collective re-
sponse to misinformation. These findings emphasize the ur-
gent need for strategies to counter the spread of harmful con-
tent in closed messaging environments like WhatsApp.

This paper contributes to Social Computing research by
detailing how localized digital practices inform broader us-
age patterns and affect social dynamics. Our findings indi-
cate the urgent need for researchers to focus on underrepre-
sented regions, advancing our understanding of how global
platforms like WhatsApp can both support and undermine
community resilience and social cohesion. By highlighting
the nuanced ways in which misinformation spreads and is
contested, we advocate for more inclusive digital commu-
nication tools that respect and reinforce local cultural prac-
tices, thereby supporting more robust democratic processes
and social trust.

2 Related Work

The rise of social media platforms like WhatsApp has re-
shaped communication landscapes globally, but nowhere is
this transformation more pronounced than in the Global
South. In India, WhatsApp has amassed a user base ex-
ceeding 500 million, while in Indonesia, the platform en-
gages around 100 million users. In Colombia, WhatsApp is
the most popular social network with over 90% of internet
users using the app. This vast penetration highlights What-
sApp’s pivotal role in daily communications, significantly
influencing social, political, and cultural dynamics (Baulch,
Matamoros-Ferniandez, and Johns 2020). These countries,
characterized by their high population densities and rapidly
expanding digital infrastructures, offer unique insights into
the digital behaviors that pervade less-studied regions of the
world.

Social media’s exponential growth has, however, been
shadowed by the spread of digital misinformation, leading
to severe outcomes including lynchings, civic unrest, and in-
creased political polarization (Anderson and Jaffrelot 2020;
Arun 2019). Prior research has extensively documented the
impact of misinformation in urban settings, but there re-
mains a significant void in our understanding of how it per-
meates and affects the rural populace, whose information di-
ets are predominantly shaped by mobile-first internet access
(Arora 2016). This study aims to bridge this gap by dig-
ging into the nuances of information consumption in mul-
tiple contexts — users from India, Indonesia, and Colombia
thereby providing a comparative glimpse into how misinfor-
mation spreads across different community structures within
the Global South.

Existing literature often focuses on technologically ad-
vanced settings, leaving a gap in comprehensive studies that
address the integration of technology in everyday life in rural
and semi-urban areas of developing countries. Studies like
that by Varanasi, Pal, and Vashistha (2022) have begun to
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explore how digital platforms are adapted to local needs and
languages, revealing a complex interplay between technol-
ogy adoption and cultural context. Furthermore, research by
Banaji et al. (2019) underscores the role of digital platforms
in forming new social networks that transcend traditional
boundaries such as caste and religion, which are otherwise
rigid in rural settings. This background sets the stage for our
study, which examines WhatsApp’s dual role as both a fa-
cilitator of connectivity and a conduit for misinformation,
considering the platform’s deep embedment into the local
cultural and social fabrics of India, Indonesia, and Colom-
bia.

Prior research has highlighted the pervasive role of What-
sApp in misinformation spread, often linking it to broader
socio-political dynamics. Varanasi, Pal, and Vashistha
(2022) examined how rural and urban communities in In-
dia interact with misinformation, highlighting the influ-
ence of social status, local norms, and community delibera-
tions on information sharing. Similarly, Syam, Makmur, and
Nur (2020) analyzed COVID-19 misinformation in Indone-
sian WhatsApp groups, finding that content decisions were
driven more by personal beliefs and emotions than by fact-
checking, contributing to public panic and diminished trust
in the platform. These studies underscore a recurring theme:
misinformation is often propagated within trusted social cir-
cles, where the identity of the sender outweighs the credibil-
ity of the message.

Both contexts show that misinformation is not just a
byproduct of digital interaction but is deeply embedded in
the socio-political fabric of the societies. For instance, Ba-
naji et al. (2019) and Arun (2019) documented the vio-
lent repercussions of misinformation in India, particularly
in how anti-Muslim sentiments and political propaganda are
amplified within closed groups. Comparable patterns were
observed in Indonesia during the 2019 presidential elections,
where misinformation and ‘HOAX’ posts were extensively
shared due to low digital literacy and emotional engagement
with content, as noted by Susilo, Afifi, and Yustitia (2020).

Across the three countries we study, WhatsApp func-
tions as a platform where political and religious narra-
tives frequently dominate, often exacerbating social divides.
Chakrabarti, Stengel, and Solanki (2018) identified recur-
ring themes of nationalism, cultural pride, and political su-
periority in Indian WhatsApp groups, paralleling findings by
Neyazi et al. (2022), who observed that Indonesian What-
sApp users were more prone to political misinformation
compared to other platforms like Facebook and Twitter. The
end-to-end encryption of WhatsApp, while protecting pri-
vacy, simultaneously creates challenges for monitoring and
mitigating the spread of false information, as Shahid, Agar-
wal, and Vashistha (2024) reports.

Despite these shared challenges, a common gap in exist-
ing research is the lack of systematic analysis of viral con-
tent within private WhatsApp groups at scale, particularly
across different types of groups. Our study addresses this
gap by examining viral content in hundreds of private groups
in rural India, among Indonesian university students, and a
diverse set of users in Colombia. By analyzing hundreds of
messages, our research extends the current literature by pro-



viding empirical evidence of the types of content that gain
virality and the group dynamics that facilitate this spread.
Our mixed-methods approach offers a nuanced view of how
misinformation is not just a consequence of digital media
but is also a reflection of underlying social structures, biases,
and emotional triggers.

3 Methodology
3.1 Data Collection

We used a tool built by Garimella and Chauchard (2024) to
collect data from three diverse regions: a village in Jhark-
hand, India; universities across Indonesia; and a diverse set
of users in Colombia. The tool was specifically designed to
ensure the privacy and anonymity of participants’ data, fea-
turing a user-friendly interface that allowed participants to
donate their WhatsApp data.

The data collection protocols, facilitated by the data dona-
tion tool, were well documented and received IRB approval.
This ensured that all ethical considerations—particularly
around participant privacy and data security—were rigor-
ously upheld. For example, the tool filtered out groups with
fewer than six members and automatically anonymized per-
sonal information, including names, phone numbers, and
emails, using Google’s Data Loss Prevention library. Fur-
thermore, any images collected had faces blurred to main-
tain privacy. Once the data was donated, the tool automati-
cally selected viral messages, i.e., content classified as ‘for-
warded many times’ on WhatsApp, a label used to signify
viral spread within the platform. This designation indicates
that a message has been forwarded through a chain of five or
more separate users from the original sender, indicating that
a large number of people got exposed to this message.'

In India, we focused on a rural village in Jharkhand, an
area noted for its communal sensitivity and frequent inci-
dents of mob violence, which emphasizes the importance of
studying the spread of misinformation. The recruitment pro-
cess was conducted on the ground through a local researcher,
which facilitated a deeper understanding and trust with par-
ticipants. A total of 31 male participants from the village do-
nated data, providing insights from 164 WhatsApp groups
over two months in June—August 2023. The dataset con-
tained 604 viral messages, from predominantly large groups
with a median size of 33 members, ranging from community
news to religious and political discussions.

In Indonesia, we targeted a tech-savvy demographic of
university students from various universities. Recruitment
was done digitally via a popular Twitter account (@col-
legemenfess) with over 100,000 followers, many of whom
are Indonesian students. We recruited 74 participants who
contributed 177 viral messages from 97 WhatsApp groups
which had a median group size of 35. The Indonesian dataset
was collected during March—July 2024 and contained infor-
mation on student life and interactions across different so-
cial and religious groups, including groups related to fami-
ly/friends, work/study, and political activism.

!The exact definition by WhatsApp can be found here https:
//faq.whatsapp.com/1053543185312573.
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In Colombia, participants were contacted through a
database of over 5,000 individuals interested in participat-
ing in research studies, facilitated by the E-SocialS research
group at the University of Valle, in Colombia. The recruit-
ment and data donation process took place between Febru-
ary and August 2024. A total of 75 participants contributed
610 viral messages from 140 WhatsApp groups. The par-
ticipants were geographically diverse, with some residing in
Cali and nearby villages in the southern region, others in Bo-
gotd, the capital located in the central region, and a portion
in villages of the northern region.

Table 1 shows the details of our datasets, including the
sample size and the demographics. All three contexts pro-
vided a unique perspective on how WhatsApp is used in
varying social settings, revealing both commonalities and
differences in digital communication practices, which have
not been explored previously. The dataset containing all the
viral content collected in this paper is available online.?

While our datasets provide unique insights into What-

sApp usage within specific communities in India, Indone-
sia, and Colombia, these datasets are not fully representa-
tive of the broader populations in these regions. In India, the
dataset primarily reflects the perspectives of Hindu males,
with no participation from the Muslim minority, who make
up a significant portion of the village’s population. Similarly,
in Indonesia, the focus on university students from Java may
not encompass the diverse experiences of individuals from
other islands or different demographic groups. In Colombia,
while the dataset includes a variety of users, the nature of
the recruitment database may have led to an over represen-
tation of left-leaning and well-educated individuals. Despite
these limitations, our study represents a significant effort to
capture data from underrepresented communities using eth-
ically responsible methods and explicit participant consent.
Furthermore, the content analyzed in this study spread vi-
rally on WhatsApp, indicating widespread forwarding and
engagement. Regardless of the sampling frame, these find-
ings provide valuable and intriguing insights into the dynam-
ics of viral content dissemination.
A note on the ethics of our data collection. Studying
WhatsApp, particularly in contexts within the Global South,
is critically important for understanding contemporary in-
formation flows and the propagation of misinformation.
As demonstrated by our findings, misinformation is highly
prevalent on WhatsApp, highlighting the urgency of pro-
ducing descriptive analyses to inform public awareness, pol-
icy interventions, and platform accountability. Given What-
sApp’s widespread use and influence in these regions, in-
sights derived from such research are essential to prompting
informed discourse and practical solutions to curb misinfor-
mation.

WhatsApp remains significantly understudied, particu-
larly in relation to its distinctive affordances such as end-
to-end encryption, which renders traditional data collection
methods unfeasible. The encrypted nature of the platform
means that even WhatsApp itself does not have access to

Zhttps://doi.org/10.7910/DVN/VOFPK |
WhatsApp folder.

Please check the



N | Age range Gender Religion Num. groups | Num. viral messages
India 31 21-34 Male: 100% Hindu: 100% 164 604
. Male: 22% Islam: 70%
Indonesia | 74 1 18-24 | pornale; 78% | Christian: 30% i 177
. Male: 40% Christian: 61%
Colombia | 75 18-64 Female: 60% | Nonreligious: 39% 140 610

Table 1: Details of the datasets from India, Indonesia, and Colombia.

user communications, further limiting direct analysis. Con-
sequently, ethical research practices must be carefully con-
sidered and transparently implemented to respect users’ pri-
vacy and autonomy.

Our approach, utilizing a consent-driven data donation
method, represents the most ethical and viable solution for
quantitatively studying WhatsApp content. Participants ex-
plicitly consented to donate data exclusively from private
groups sharing viral messages. By focusing solely on viral
content—messages that have already reached a broad audi-
ence within the platform—this method minimizes privacy
concerns associated with personal or sensitive communica-
tions. Data donation thus balances the imperative for rig-
orous academic research with the ethical responsibility to
protect individual privacy and maintain trust among partici-
pants.

3.2 Data Annotation and Analysis

The dataset contained 1,391 viral messages, 604 from In-
dia, 177 from Indonesia, and 610 from Colombia. We uti-
lized a custom dashboard designed to facilitate the annota-
tion process, enabling annotators to view the context of each
message by displaying de-identified adjacent messages (10
before and after the focal message). This setup helped in un-
derstanding the interactions surrounding the viral content.

All datasets underwent a rigorous qualitative coding pro-
cess conducted by native experts who were deeply famil-
iar with the cultural and social contexts of the respective
datasets. These annotators were responsible for categorizing
each message based on emergent themes and refining these
into organized parent categories through multiple iterations
of review and discussion among the research team.

In India, the coding was carried out by a skilled fact-
checker but also native to the studied village, providing an
intrinsic understanding of local dynamics such as caste hi-
erarchies and community-specific linguistics. The annota-
tion process employed an inductive coding strategy, allow-
ing codes to emerge organically and evolve through itera-
tive refinement. This approach identified 11 significant cat-
egories, including combinations such as misinformation in-
tertwined with hate speech targeting Muslims. Each piece of
content was evaluated for its alignment with multiple cate-
gories, reflecting the complex and overlapping nature of the
themes. Misinformation was particularly scrutinized; each
piece of content was checked for the accuracy of its claims
using tools like reverse image searches and standard internet
searches for text verification.

In Indonesia, the annotator was a native Indonesian and
a university student, which was crucial for interpreting the
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content within the contemporary social and educational con-
texts of Indonesian youth. The categories derived from the
Indian annotations served as a baseline, with additional in-
ductive coding conducted to capture context-specific nu-
ances in the Indonesian dataset. This resulted in 13 distinct
categories, including 2 additional categories: advertising and
pro-China content. The identification of misinformation was
facilitated by the Indonesian Communication Agency’s on-
line resources, which often include ‘HOAX verification ar-
ticles that helped in validating the misinformation claims
found in viral posts.

In Colombia, the annotation was conducted by a native
professional in collaboration with a journalist who leads a
prominent Colombian fact-checking unit. Through an iter-
ative and collaborative process, the categorization resulted
in 13 specific types of content. The annotated content in-
cluded diverse types of misinformation, and any suspicious
information that lacked a prior fact-check was subjected to
thorough verification.

The annotation process in all three countries also included
documenting whether the viral content was fact-checkable
and if it had been fact-checked. Additionally, all the anno-
tators qualitatively analyzed and recorded the types of re-
sponses each viral post received within the group chats, such
as corrections or expressions of support. This not only cate-
gorized the content but also provided insights into the social
reactions to misinformation, enhancing our understanding of
how misinformation spreads and is received in different cul-
tural contexts. The detailed code book containing the rubric
for the three countries is available in the Appendix.

In addition to annotating the viral content, the types of
groups were also annotated based on the name of the group
and types of viral messages observed in the groups.

4 Findings
We structure our findings as follows. First, we present anal-
ysis on the types of groups found in the three contexts. Next,
we look at popular narratives across countries looking at
similarities and differences across the countries. Finally, we
dig specifically into significant types of content — misinfor-
mation, entertainment, and fact checking content.

4.1 Types of groups
Table 2 presents the categorization of WhatsApp groups an-
alyzed in this study. Across all three countries, regional and
personal groups (e.g., family and friends) constituted the
largest share of groups.

In India, although caste-based and religious (Hindutva)
groups comprised only 13% of the total groups, they ac-



Category India % Indonesia % Colombia %
Family 6.6 15.6 9.3
Friends 9.7 32.8 9.3
Regional 15.2 17.1 11.4

Village/Town 6.7 9.3 -
News 12.3 4.6 -

Religious 6.7 25.0 1.4
Activism 12.2 3.1 9.3
Politics 8.5 - 8.6

Caste 7.3 - -
Study-related - 31.2 15.0
Work-related - - 6.4

Sales - - 6.4

Jobs/Opportunities - - 13.6
Others 6.6 6.2 9.3

Table 2: Categories of the WhatsApp groups.

counted for a substantial proportion of the viral messages
(40%). This disproportionality indicates that these groups
are not only highly active but also play a critical role in
disseminating viral messages, often laden with misinforma-
tion and politically charged narratives. In Indonesia, reli-
gious and study groups were predominant, both in terms of
group prevalence and their share of viral content. In contrast,
Colombia exhibited a more balanced distribution of groups,
with notable categories related to jobs and study groups.

Although explicit political groups were present in India
and Colombia but absent in Indonesia, political content was
found to permeate non-political groups across all three coun-
tries. This underscores the pervasive nature of political dis-
course on WhatsApp, transcending the boundaries of explic-
itly political spaces.

Category India Indonesia | Colombia
% % %
Misinformation 26 30.5 10.5
National/International News 232 29.8 10.5
Inspirational/Informational 21.8 20.9 15.4
Content
Religious Propaganda 21.0 4.5 0.5
Hate Speech 19.6 2.8 0.5
Political Propaganda 18.6 39 23.8
Regional Information 8.5 32.7 21.6
Religious Content 7.3 7.3 2.3
Entertainment/Humor/Sarcasm | 6.2 14.1 11.1
Good Morning Messages 3.5 1.1 29
Health information 1.4 6.7 3.0
Advertising - 31.0 23.3
Chinese Content - 6.7 -

Table 3: Categories of viral content on WhatsApp in India,
Indonesia and Colombia. The percentage does not sum up to
100 since one post can be in more than one category.

4.2 Popular viral narratives

In the milieu of frequently forwarded messages on What-
SApp, certain narratives demonstrated a recurring pattern.
These narratives, often entrenched in political and social dis-
course, not only hold sway over public opinion but also serve
to perpetuate existing divides. This section presents the pre-
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dominant narratives that surfaced in our datasets. Though
there is a significant overlap in the categories of content (see
Table 3), the differences also make the findings interesting.
We will qualitatively discuss the prominent narratives sep-
arately in India, Indonesia, and Colombia in the rest of this
section. We will reflect on the similarities and differences
overall in Section 5.

India: (i) PM Modi as a Global and National Leader.
One persistent narrative positioned Prime Minister Naren-
dra Modi as an unparalleled leader, respected both nation-
ally and globally. In this narrative, Modi was often depicted
as the ‘savior’ of Hindus—a figure capable of restoring
Hindu pride and protecting the community from external
threats. Messages with such content often included exagger-
ated accolades, overlooking any criticisms or complexities
related to his tenure. These narratives served to consolidate
the Prime Minister’s standing and reinforce the party’s core
voter base and seem to be a persistent narrative being pushed
by the BJP, since such narratives were also prevalent in qual-
itative work by Chakrabarti, Stengel, and Solanki (2018) al-
most 7 years ago.

(ii)) Fear-Mongering and Communal Tensions. A more
concerning narrative revolved around instigating fear among
Hindus. We identified a pervasive climate of distrust and an-
tipathy towards Muslims, equating them to traitors who be-
long to Pakistan. Messages in this category implied that fail-
ing to vote for the BJP would lead to an impending demo-
graphic shift where Muslims become the majority, thereby
posing a threat to Hindu safety. Hindu women were often
specifically portrayed as victims in such messages, magni-
fying the perceived threat. This narrative also extended to
the vilification of particular minority groups, such as Ro-
hingya Muslims and Bangladeshi immigrants, as disruptive
elements. Calls to boycott Muslim shopkeepers and their
products were common, along with the propagation of con-
spiracy theories like ‘Love Jihad’ (Rao 2011).

This narrative carries chilling parallels to rhetoric that

has catalyzed genocides in Myanmar and Sri Lanka (An-
wary 2020), and fueled white supremacist actions such as
the Christchurch massacre (Quek 2019). Prior work docu-
mented the wide spread use of such fear rhetoric in certain
WhatsApp groups (Saha et al. 2021) or being used by Twit-
ter influencers (Dash et al. 2022).
(iii) Discrediting the Opposition. Lastly, we saw messages
with concerted effort to discredit opposition figures, partic-
ularly leaders from the Congress party. Rahul Gandhi was
a frequent target, with posts questioning his religious iden-
tity and mental acumen. There were also derogatory alle-
gations against historical figures like former Prime Minister
Jawaharlal Nehru, portraying him as a womanizer or cast-
ing doubts on his religious affiliations. These messages fur-
ther accused the opposition of being anti-Hindu by alleging
that they restrict Hindu festival celebrations and labeled the
Congress as a ‘Muslim party.’

Indonesia: (i) Health (mis)information. A common nar-
rative in Indonesian WhatsApp groups mentioned alterna-
tive ways of gaining health that do not involve traditional
medical help. Posts that have this narrative would usually



have a self-proclaimed doctor or a set of testimonies from
unidentifiable people explaining the benefits of alternative
health methods.

There were two types of viral health content that show this
narrative: preventive and corrective. Preventive posts men-
tioned alternative ways to achieve health before illnesses
occur. For example, a preventive post reminded people to
clobber houses and offices to prevent dengue fever. Another
example advised people to send a spiritual message about
Jesus to at least 13 other groups if they do not want to expe-
rience sickness in the next two weeks.

Corrective posts, on the other hand, mentioned ways to

achieve healing once illnesses have been experienced. For
example, a viral post promoted the ability of raw papaya
juice to increase platelet levels instantly, healing dengue
fever without the need for medical help. Another example
mentioned onions as the absolute medicine to self-heal from
poisonous snake bites. Although the purpose of the preven-
tive and corrective content was different, they served the
same narrative: to be healthy without medical help.
(ii) Anti-Indonesian, pro-China politics. We found that
none of the viral content in Table 3 were in support of In-
donesia’s current president, Jokowi, and his family of po-
litical elites. Multiple viral political content talked about
how Gibran, Jokowi’s son, should not be allowed to be a
vice presidential candidate. Posts of people talking about
Jokowi’s “bad policies” were prevalent. These posts were
trying to convince people to go against Jokowi and his fam-
ily’s administration. This was highly relevant to Indonesia’s
2024 presidential election, where Gibran was one of the vice
presidential candidates. These anti-Indonesian politics con-
tent wished to discourage people from electing Gibran and
strengthening Jokowi’s political dynasty.

Interestingly, we also found plenty of Chinese political

and entertainment content in our dataset. Unlike the vi-
ral political content related to Indonesian politics, none of
the viral Chinese-related content contained any criticism
of China. Instead, these posts often featured comparisons
with other countries—most frequently the United States,
which was commonly positioned as an antagonist. For ex-
ample, one post mocked the U.S. for its so-called superior-
ity complex toward China, pointing out that it has homeless
citizens while China boasts advanced infrastructure. These
posts consistently highlighted China’s strengths to portray
it as superior not only to the U.S. but to any other country,
including Indonesia.
(iii) Advertisements. The prevalence of advertisements in
the WhatsApp conversations of Indonesian university stu-
dents was at a notable 31%, reflecting a daily inunda-
tion of promotional content ranging from academic self-
development programs to job listings and Chinese prod-
ucts. A significant portion of these advertisements, over half,
promoted academic self-development opportunities such as
seminars, webinars, and internship programs, often featur-
ing eye-catching speakers with impressive but not necessar-
ily relevant qualifications.

Moreover, the emotional appeal extended beyond aca-
demic advertisements to include products, exemplified by
viral ads for Chinese-manufactured goods like water filters.
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These ads often featured dramatic demonstrations and inspi-
rational messages, targeting the viewers’ empathy and envi-
ronmental concerns. This emotional strategy was a common
thread linking various forms of content, including misin-
formation, suggesting that emotive content significantly en-
hances virality among this demographic.

Colombia: (i) Regional Updates and Alerts. A signifi-
cant portion of WhatsApp group activity in Colombia was
dedicated to sharing regional information (21.6%), with
many groups existing solely to disseminate updates on lo-
cal events. The most common types of regional updates in-
cluded announcements about road closures, protests, acci-
dents, and violent incidents. These updates often served as
real-time alerts, providing crucial information to local com-
munities.

Interestingly, this type of content was not confined to

groups specifically created for regional news but was fre-
quently shared across various group types, including family,
student, and political groups, underscoring its importance
to everyday communication. Beyond regional updates, these
messages often included reports of missing persons/pets, or
stolen vehicles, fostering a sense of communal responsibility
and cooperation. Another prominent aspect involved warn-
ings to the community about potential dangers, ranging from
alerts about impending natural disasters to descriptions of
new criminal tactics, such as scams or theft methods. By
circulating this information, groups played an essential role
in raising awareness and promoting vigilance among their
members.
(i) Support and Discrediting Politicians. Political mes-
sages represented some of the most common viral content
circulating in Colombia (23.8%), with misinformation being
a significant portion of it (20%). These politically charged
messages primarily focused on supporting or discrediting
national-level politicians. Gustavo Petro, the current Presi-
dent of Colombia, emerged as the central figure in these nar-
ratives, serving as the main target of both supportive and crit-
ical messages. However, other national and regional politi-
cians were also frequent subjects of these polarized commu-
nications.

These messages were often highly emotionally charged
and utilized various formats to maximize their impact. A
common format included video clips of politicians speak-
ing or segments from news outlets overlaid with text featur-
ing highly charged, and often satirical, commentary. Another
prevalent format involved influencer-style videos, where a
narrator conveyed the message, often mixed with support-
ing clips or visuals. Interestingly, during the period studied,
a recurring narrative emerged referencing Mexico’s recently
elected president, Claudia Sheinbaum. These messages, pre-
dominantly circulated in left-leaning political groups, fre-
quently portrayed Sheinbaum as an exemplary leader for the
global left to follow and admire.

(iii)) Advertisements. Advertisements were very common
(23.3%), and while there were groups exclusively dedicated
to sales and job opportunities, the sharing of such content
was not limited to these spaces. These advertisements en-
compassed a broad range of topics. Event posters and agen-



das were particularly prevalent, showcasing a variety of ac-
tivities ranging from local community gatherings to larger
organizational events. Job postings were another significant
category, often shared within groups specifically dedicated
to job opportunities, although they also appeared in more
general groups. These postings frequently included posi-
tions from both private companies and public institutions.
Additionally, course advertisements, scholarships, and
entrepreneurship program calls were widely shared. These
included opportunities promoted by both private and public
entities, with a recurring theme of calls for alternative ed-
ucation programs targeting community initiatives and vul-
nerable populations. Another notable type of advertisement
involved sales, particularly of clothing, which was often pre-
sented through catalogs. While there are parallels with the
prevalence of advertisements in Indonesia, such as the focus
on educational opportunities, the Colombian dataset differed
by showcasing a broader emphasis on localized economic
activities, including informal sales practices and regional job
postings.
(iv) Well-Being and Inspirational Content. An interest-
ing similarity with South Asian contexts was the preva-
lence of inspirational and informational content (15.4%),
which frequently focused on personal well-being. However,
in Colombia, while still common, this type of content ap-
peared less frequently compared to India and Indonesia. Re-
flections on life, habit advice, and similar topics were signifi-
cant examples within this category. Another recurring theme
was pro-environmental information, such as messages about
conservation and sustainability.

4.3 Misinformation

As we can see in Table 3, one of the most prevalent category
of viral content was misinformation across the three regions
(26% in India, 30.5% in Indonesia, 10.5% in Colombia). No-
tably, for all the countries, nearly half of these were in video
format. In the rest of this section, we will briefly touch upon
the various misinformation narratives in the three countries.

India: The false narratives in India primarily centered
on three themes: pro-BJP propaganda, anti-Congress con-
tent, and religious propaganda specifically targeting Hin-
dus. Within these, a significant subset (44% of the mis-
information) was anti-Muslim content. This intersection
of hate speech and misinformation is extremely problem-
atic and is notably higher than rates observed in other
contexts (Chauchard and Garimella 2022) or WhatsApp
datasets (Garimella and Eckles 2020). The virality indicates
not just the prevalence but also the impact and reach of these
messages.

We also found that the misinformation was not ran-
dom, but tailored to resonate with the prevailing sociopo-
litical sentiments. A case in point is a message circulating
the ‘Love Jihad’ myth (Rao 2011), falsely claiming Hindu
women were being lured by Muslim men. This example is
indicative of the dual nature of misinformation: the capabil-
ity to serve as both a mirror and a molder of public opinion.

However, most striking is the role of mainstream media
in this ecosystem. Our qualitative analysis revealed a con-
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cerning synergy between biased national media and the mis-
information cycle. Television news clips favoring BJP were
often shared virally in our dataset, reinforcing and legitimiz-
ing the narratives initially propagated as misinformation. In
such a scenario, misinformation gains a veneer of credibil-
ity, amplifying its social impact and making it much more
challenging to counter.

We found that misinformation in groups was not purely
cognitive, but also affective; it capitalized on emotional res-
onance (Zollo et al. 2015). This is in line with Garimella
and Eckles (2020) who show that during key events like
elections or riots, the urgency and shock value of messages
surge, often inflating simmering tensions into flashpoints of
potential violence.

Indonesia: Contrary to the Indian case, we found that in
Indonesia, false narratives were mainly in health advice and
religion. Health misinformation was very dominant in our
dataset, with more health-related viral content identified as
false narratives (16 posts) instead of those that are not (12
posts). A lot of these health advice misinformation were also
properly tailored to gear towards college students’ lifestyles.
For example, there was a post saying that a college student
ate chocolate right after having instant noodles for dinner
and died. This story has been fact checked as false by the
Indonesian Communication Agency. However, the narrative
was still widely forwarded and was not counter-argued by
any of the group members.

Similarly, religious misinformation in our dataset was
also geared towards college students’ lifestyles or events.
Many viral religious posts incorporated unverifiable testi-
monies from unnamed individuals, blending moral lessons
with fictional narratives to engage audiences. Additionally,
much of the misinformation in our dataset exploited group
chat members’ emotions—such as guilt, fear, or hope—to
drive virality.

Colombia: Misinformation in Colombia, while varied in
its manifestations, can be categorized into three primary
types: political misinformation (45.3% of the messages
tagged as misinformation), health-related misinformation
(17.2%), and fear-inducing alerts and conspiracy theories
(31.2%). These categories encompassed nearly all exam-
ples of misinformation found in the dataset with the remain-
ing 6.2% of misinformation referring to national or regional
news containing claims that were verified as false.

The first category, political misinformation, was the most
prevalent in the dataset, which is closely linked to the
widespread presence of political propaganda in Colombia.
This type of misinformation frequently involved exaggera-
tions, inaccuracies, or outright falsehoods aimed at either
supporting or discrediting political figures, parties, or ide-
ologies. In line with the findings from India and Indonesia,
many messages attacked or defended prominent national fig-
ures, perpetuating divisive narratives that contributed to the
existing societal polarization. While some of this misinfor-
mation appeared to be deliberately crafted, much of it was
spread by individuals who genuinely seem to believe the
narratives, underscoring the blurred line between disinfor-
mation and misinformation in this context.



The second major type of misinformation involved health
advice and medical information that lacks scientific back-
ing or directly contradicts established medical knowledge.
Messages in this category wee shared in various formats,
including videos, images, and plain text. Perhaps the most
prevalent example was anti-vaccine information, which fre-
quently overlaps with conspiracy theories. Such health-
related misinformation ranged from claims about viral in-
fections and preventative care to advice on managing age-
related conditions. The latter particularly appeals to older
populations, who are known to be more susceptible to mis-
information (Brashier and Schacter 2020).

The third category included fear-inducing alerts and con-
spiracy theories, often featuring sensational claims to spread
panic, caution, or distrust. For example, a long-running false
narrative in Latin America since 2016 claims escaped con-
victs are abducting children, often accompanied by photos of
alleged criminals. This message frequently reappeared in the
dataset, sometimes in altered forms, even in distant groups
on the same day. Other fear-based content included exag-
gerated warnings about crime or personal safety. The persis-
tence and wide reach of such messages suggest they may be
amplified by individuals or unknown actors, although their
exact motives remain unclear.

The Colombian case mirrors India in the high prevalence
of political misinformation and aligns with Indonesia in the
prominence of health-related misinformation. However, un-
like India and Indonesia, religious misinformation was very
rare in Colombia. Only three posts in the dataset could
be classified as religious propaganda susceptible to fact-
checking. This reveals both unique regional nuances and im-
portant similarities across vastly different contexts.

4.4 Prevalence of entertainment content

Arora (2016) suggests that “people go online to romance,
game, be entertained, consume media, view pornography,
and share their personal thoughts and feelings.” We found
this to be certainly the case on WhatsApp too. Our anal-
ysis revealed that entertainment is a predominant category
of content consumed. We found a diverse range of enter-
tainment materials, encompassing humor clips, non-political
commentary, educational pieces on well-being, information
about government programs, sports, beauty, art, gossip, and
more. Such messages along with religious content, politi-
cal satire, and “good morning” messages constituted over a
third of the virally disseminated materials (Purnell 2018) in
the three contexts.

Interestingly, contrary to findings from other studies
involving similar demographics (Rangaswamy and Arora
2016; Vashistha et al. 2015) entertainment was not the
most prevalent type of viral content. Misinformation and
news dominated the content shared in South-Asian context,
while Political propaganda (23.8%) and regional informa-
tion (21.6%) dominated in the Colombian context. This is
surprising given the demographic profiles—young men in In-
dia or students in Indonesia. One might have expected a
greater prevalence of entertainment content, reflecting their
age and interests.

This suggests that WhatsApp might play a different role
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compared to other social media platforms for these demo-
graphics, serving less as a space for leisure and more as
a medium for information dissemination, including misin-
formation. It raises questions about the influence of What-
SApp’s private and closed nature on content dynamics,
where the spread of misinformation and news may be ampli-
fied in a way that differs from public platforms. Larger, rep-
resentative quantitative studies are needed to explore these
dynamics further and to understand why entertainment takes
a backseat to more serious content in these settings.

4.5 Fact checking and its impact

Our analysis highlights a critical and concerning observa-
tion: efforts to correct or fact-check misinformation within
group chats were extremely rare. Among the 158 instances
of misinformation identified in India, 53 in Indonesia, and
64 in Colombia, only one instance in India and Indonesia
involved active correction or rebuttal within the group. This
reveals a troubling pattern of widespread passive acceptance
of misinformation across diverse contexts. This also extends
beyond just the misinformation content, to other types such
as hate speech, and propaganda. Surprisingly, we found that
no form of fact-checking —be it images, videos, text, or
links— was present in all three regions. This scenario is
paradoxical, especially since much of the misinformation
circulating in these groups had already been debunked by
mainstream fact-checking agencies.

This implies one of two scenarios: either the fact-checks
are failing to penetrate the circles in which misinformation
circulates, or they are ineffectual in deterring users from
sharing previously debunked information. Our data leans
towards the former hypothesis. We found the resilience of
debunked content to be remarkable — 60 out of 158 misin-
formation posts in India, 17 out of 53 in Indonesia, and 20
out of 64 in Colombia had already been fact-checked. We
noted several instances where identical pieces of misinfor-
mation related to health or fear-inducing alerts have been
systematically fact-checked annually by reputable agencies
since 2016. Yet, these debunked claims continued to dissem-
inate widely on WhatsApp, reflecting the lack of effective-
ness of current fact-checking strategies in reaching the tar-
get audiences. These results align with the study by Seelam
et al. (2024), which highlights significant challenges faced
by fact-checking organizations in India when it comes to
reaching audiences.

Apart from top-down fact checking, we also looked
for instances of within group, community driven fact-
checking (Malhotra 2023). These are instances where a
member of the group corrects misinformation posts. We
found that there was only one instance of such correction
in India and Indonesia (none in Colombia) out of the hun-
dreds of instances of misinformation posted. Previous re-
search in this space (Ng and Neyazi 2022; Varanasi, Pal,
and Vashistha 2022; Shahid, Agarwal, and Vashistha 2024)
shows that such corrections do not happen often due to so-
cial pressures and power dynamics attached with correcting
people in front other group members, which we think could
also be at play in the groups we study.

The staggering ineffectiveness of current fact-checking



mechanisms calls for a radical rethinking of our approach.
Given the trust dynamics and the persistence of debunked
content, a more integrated and proactive fact-checking
mechanism involving platform operators, community lead-
ers, and policy stakeholders seems imperative.

5 Discussion

The paper presents a mixed-method analysis of viral con-
tent spreading in 164 Indian, 97 Indonesian and 140 Colom-
bian private WhatsApp groups. We collected the WhatsApp
groups data directly from villages in rural India, university
students among Indonesian universities, and Colombian par-
ticipants nationwide. This is the first study to examine viral
content in private WhatsApp groups at such a scale in the
Global South, giving insights at everyday consumption both
in terms of the types of groups users consume information
from as well as the viral content that spreads in these groups.
Though the samples from the three regions are completely
different, data reveals a surprising amount of similarity in
terms of the types of groups people are a part of, and the
types of viral content they receive.

5.1 Content Prone to Virality and Misinformation

In both India and Indonesia, we found that both religious
and political content were more likely to be viral, often con-
taining misinformation and lacking alternative viewpoints.
In India, anti-Muslim content freely propagated. These nar-
ratives appear to be orchestrated to amplify specific, of-
ten troubling themes—such as hate speech targeting Mus-
lims—thus warranting serious consideration of their soci-
etal and national ramifications. Such a constant deluge of
divisive content raises concerns about its long-term psycho-
logical impact, particularly in fostering a climate of hostil-
ity towards minorities. While the specific media consump-
tion habits of Muslim individuals within this context remain
unknown, the overall trend is troubling. Invoking Anderson
et al.’s concept of the “saffronization of the public sphere,”
(Anderson and Jaffrelot 2020) the findings highlight an un-
settling trajectory potentially leading to offline violence, as
observed in situations like Sri Lanka and Myanmar. This
study offers empirically grounded alerts, demanding imme-
diate policy interventions to curb this escalating issue before
large scale violent clashes between communities threaten the
fabric of the country.

In Indonesia, viral religious content were indeed tamer
compared to those in India. Most of them did not convey
hate speech towards other religions and were mainly posts
that may possibly help group members to spiritually grow.
However, these same content included many unverifiable
consequences and also “divine punishments” to those who
did not forward, often within a specific deadline and to a
specific number of people and followed the doctrines that
were written in these religious posts. Instead of instilling
hatred towards other groups of people, like in India, viral
Indonesian religious content were created to instill fear and
emotions into people who consume the content. This fact it-
self is troubling since emotions increase the belief in fake
news (Martel, Pennycook, and Rand 2020). The concerns
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following this emotional approach to religious content is that
it will lead to sharing due to fear and online indirect co-
ercion instead of personal desire. Research has also found
that people would feel obliged to share misinformation if it
means helping others avoid misfortune (Varanasi, Pal, and
Vashistha 2022). It is possible, then, that Indonesian reli-
gious content will only worsen the spread of misinformation,
as readers fear the possibilities of experiencing and causing
misfortune. This study once again alerts the need of new in-
tervention and educational methods to help WhatsApp users
in the Global South to be able to prioritize recognizing fake
information instead of feeding the fear and emotions origi-
nating from forwarded religious content.

Instead of having more local political content, our find-
ings showed that Indonesians tend to share more of Chinese
politics. In contrast to the negativity surrounding Indonesian
politics and the Jokowi administration, viral Chinese politi-
cal content were all positive in nature. China was portrayed
as the most powerful nation globally, often being compared
to other countries such as the United States, Japan, and even
Indonesia. Once again, the lack of alternate views on Chi-
nese politics can instill narrow and radical judgments among
Indonesians, which is an urgent matter in itself. If viral con-
tent such as in our findings continue on, it is possible that
there will be a decrease in nationalism and patriotism among
Indonesians, replaced instead by the desire to move abroad
to countries promoted to have better governmental adminis-
trations, even when in reality may not always be the case.

Colombia presents a unique blend of challenges when it
comes to content prone to virality and misinformation. Re-
gional updates dominate the landscape, reflecting the local-
ized and community-driven nature of WhatsApp group ac-
tivity. However, political misinformation stands out as the
most prevalent, often characterized by emotionally charged
narratives designed to support or discredit key political fig-
ures such as Gustavo Petro. This type of content echoes the
divisiveness seen in India’s political misinformation, ampli-
fying polarization and entrenching societal divides. Another
critical category involves health misinformation, which mir-
rors patterns observed in Indonesia, with a focus on anti-
vaccine narratives and and unsupported health advice. While
religious misinformation is notably rare in Colombia, fear-
based content remains a significant concern, including per-
sistent and exaggerated warnings about criminal activities.
These findings underline the necessity of targeted interven-
tions in Colombia to address the distinct dynamics of misin-
formation, from fostering digital literacy to enhancing fact-
checking efforts, while considering the country’s unique so-
ciopolitical and cultural context.

5.2 The Struggle to Combat Misinformation

Our research reveals a disconcerting reality: fact-checking
appears to be an exercise in futility within these WhatsApp
groups. Misinformation was almost never debunked despite
being fact-checked, highlighting a deep-seated issue with in-
formation veracity in these settings. Moreover, there is a per-
vasive lack of awareness —or perhaps interest— about the con-
cept of fact-checking among group members (Seelam et al.
2024). The reactive nature of current fact-checking methods



is exacerbated by WhatsApp’s end-to-end encryption, mak-
ing it impossible to proactively counter misinformation at
the source. Even narratives that have been discredited nearly
a decade ago continue to circulate virally, undeterred by the
current fact-checking efforts.

The current model for fact-checking on WhatsApp re-
lies on tiplines, which operate on an opt-in, reactive ba-
sis (WhatsApp 2021; Kazemi et al. 2022). This is funda-
mentally flawed for several reasons. First, mass adoption
is lacking. Second, and perhaps more crucially, trust in the
WhatsApp ecosystem typically arises through personal net-
works, creating a barrier to external information, including
fact-checks.

This situation raises critical questions about the effective-
ness of current methods and the urgent need for innovative
solutions that can adapt to the unique challenges posed by
encrypted platforms. It implies that the battle against mis-
information may need to shift from simply debunking false
narratives to fundamentally altering the ecosystem that al-
lows these narratives to thrive unchecked.

The real challenge, then, is not just writing or updat-
ing fact-checks, but ensuring they reach the appropriate au-
diences — a feat that current methods are failing at. In
this context, a more grassroots approach may be essential.
Leveraging community-driven fact-checking and delibera-
tion models (Agarwal, Shahid, and Vashistha 2024), which
are designed to be participatory and decentralized, might be
one of the few sustainable ways to combat this issue. Such
a system could better capitalize on the inherent trust and so-
cial ties within WhatsApp groups, creating a more resilient
and adaptable mechanism for information verification.

Overall, the study advances the field of social comput-
ing by highlighting how technology which is currently un-
derstudied in the ICWSM community intersects with social,
cultural, and political factors. It invites the [CWSM commu-
nity to explore new avenues for research and practice that
can lead to more effective and equitable technology design,
ultimately contributing to the betterment of global digital so-
cieties.

5.3 Limitations

Our research comes with several limitations that warrant dis-
cussion while interpreting the results:

Sample size and convenience sampling: While our dataset
presents a disturbing prevalence of politically charged and
misleading narratives, it is important to remember that the
data originates from a relatively small, right-leaning conve-
nience samples in India, Indonesia, and Colombia. Addition-
ally, to protect user privacy, we only chose groups with a
certain size and activity, thus missing out personal conversa-
tions where misinformation could be shared. Consequently,
the scope for generalization remains limited. However, the
presence of such troubling content in even a small sample
raises urgent questions about the extent and depth of the is-
sue in larger, more diverse populations.

Observational nature: The study is essentially observa-
tional, limiting our ability to ascertain the intent behind the
forwarding of misinformation or the belief in the misin-
formation. While our analysis focuses on content exposure
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rather than spread dynamics, the data doesn’t reveal whether
individuals forwarded messages knowingly or unknowingly.
This limits our understanding of user motivations and the
psychological underpinnings of the dissemination process.
Prevalence vs. Exposure: In our analysis, it is vital to clar-
ify that the proportion of misinformation among viral mes-
sages does not directly translate into the same proportion of
misinformation in the total messages each user encounters.
However, this distinction should not minimize the severity
of our findings. While misinformation may not dominate
an individual’s daily message feed, the fact that debunked
misinformation is still reaching a viral status—especially
when laden with hate speech—is deeply concerning. This
recurring cycle of misinformation, even after public debunk-
ing, points towards a systemic issue that extends beyond the
scope of individual exposure and speaks to a larger, more
pervasive problem.

Geographic and cultural context: While the study is fo-
cused on a specific contexts — e.g., rural India or Indonesian
students — one might argue that its findings have limited ap-
plicability beyond this particular demographic. However, we
posit that our methodology and findings have broader im-
plications. The mechanics of misinformation and political
propaganda can be similar across different contexts, mak-
ing our research a valuable case study for understanding the
dynamics on end-to-end encrypted platforms globally. The
findings, particularly the observed prevalence of politically
charged content and misinformation, contribute to a deeper
understanding of how WhatsApp is used in such a context.
This is especially relevant given the limited research in this
specific area. Some of the findings, such as the prevalence
of hyper partisan messages, is interesting even in this lim-
ited context because it shows (though not fully) the range
and reach of political parties and their WhatsApp informa-
tion ecosystem.

These limitations, far from undermining the study, serve
as important qualifiers that provide direction for future re-
search. They raise compelling questions about the true ex-
tent of misinformation spread and political propaganda on
encrypted platforms, while also pushing for nuanced ap-
proaches that account for local context and individual be-
havior.

5.4 Future Work

As the first analysis of its kind, this study establishes a foun-
dation for further investigations into the dynamics of content
dissemination on WhatsApp across diverse global contexts.
While our focus on widely circulated messages marked as
“forwarded many times” captures prominent themes and at-
titudes, future research should also expand beyond viral con-
tent. There is a need to develop scalable yet ethically sound
models of data collection that can capture a broader spec-
trum of content, enabling researchers to assess the preva-
lence and characteristics of misinformation more compre-
hensively (Sehat, Prabhakar, and Kaminski 2021).

Future work could combine quantitative and qualitative
methodologies to provide deeper insights into the impacts
of content shared on WhatsApp. Integrating qualitative in-
terviews or focus groups with quantitative analyses can re-



veal how users perceive, interpret, and respond to the content
they encounter, thus enriching our understanding of the so-
cial implications of misinformation and other types of viral
messages. Such combined methods will be particularly valu-
able in contexts like those studied here—India, Indonesia,
and Colombia—where cultural nuances significantly shape
digital communication practices.
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A Appendix

A.1 Definitions of group categories (India)

We manually classified all the 164 groups from India into 10
categories. Table 4 shows the definitions of the group cate-
gories.

A.2 Definitions and examples of content

10.

11.

12.

13.

categories (India)

. Misinformation: Incorrect or misleading information.

Since the annotator was a trained fact-checker, any claim
which we found to be false by fact-checking them was
tagged as misinformation. There were contents which
could not be fact-checked, e.g. opinions. These are not
included in this category.

Information/Inspirational  videos/Commentary/Amuse-
ment videos/Religious harmony/Educational messages:
A catch-all category containing videos providing
information, inspirational videos, providing com-
mentary/opinion about certain (non political) issues,
educating people, or promoting religious harmony.

. Religious propaganda to influence Hindus: Messages

targeted to make Hindus feel that their rights are be-
ing taken, they are discriminated, deprived of their reli-
gion, fear mongering about the extinction of Hindus/Hin-
duism, etc.

Hate against Muslims: Characterized by or expressing
hostility or discrimination toward Muslims or the Is-
lamic faith, including content that clearly and deliber-
ately incites hatred against Muslims. Examples include:
asking Hindus to unite, Muslims rulers being looters and
thus justifying attrocities against Muslims, Muslims be-
ing traitors/Pakistan supporters, etc.

. Pro-BJP political propaganda: Information—facts, argu-

ments, rumours, half-truths, or lies—to influence public
opinion in favor of the BJP. Includes any post that en-
dorses BJP, Uttar Pradesh CM Yogi Adityanath, Prime
Minister Modi or defends BJP, or other BJP leaders.

. Anti-Congress political propaganda: Content targeted to-

wards the Congress party or any of its leaders Nehru, So-
nia Gandhi, Rajiv Gandhi or Rahul Gandhi, etc.

Regional information: Regional news or are related to lo-
cal demand of Jharkhand. The messages in the regional
news were mostly related to demands for jobs.

Religious: Any content which is not political and is not
right-wing or left wing but contains mentions of god.
Good morning messages: Messages wishing people good
morning.

Political or religious sarcasm/satire: Spoof, Humor, Sar-
casm to advance political or religious propaganda.
Political opinion not to benefit any political party: Politi-
cal opinion not to endorse or malign any particular party.
Health misinformation: Any health claim that lacks evi-
dence or a claim that goes against current evidence.

Anti-BJP propaganda: Content targeted against BJP and
its leaders.
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A.3 Definitions and Examples of Content

11.

12.

13.

14.

15.

16.

Categories (Indonesia)

. Local information: Viral posts containing information

with specific regional boundaries mentioned that are the
size of a city or smaller.

. Advertising: Viral posts promoting events or products

that are accompanied by further contact methods for
readers to RSVP or text sellers.

. Misinformation: Incorrect or misleading information.

Both posts that are verified by the Indonesian Communi-
cation Agency as "THOAX’ and those that are unverifiable
due to the lack of related information outside of the posts
are included here.

Inspirational Message: Viral posts that promote non-
health behavioral changes in order to achieve specific
non-health goals, usually in the shape of advice.

. National Information: Viral posts containing information

with specific regional boundaries mentioned that are the
size of a province or bigger, but still within the scope of
Indonesia

Entertainment/Humor/Sarcasm: Posts that are shared to
make people happy or laugh. This includes beauty of na-
ture, cultural posts, people doing funny acts, cartoons,
etc.

. International Information: Posts containing information

from outside Indonesia

. Religious: Posts that explicitly mentioned the doctrine

or verses of at least one of the 6 official Indonesian
religions: Islam, Protestantism, Catholicism, Buddhism,
Hinduism, Confucianism

. Health Advice: Posts that include health content
10.

Chinese Content: Posts that include content about any-
thing Chinese: Chinese products, Chinese politics, Chi-
nese nature, Chinese culture, Chinese technology, posts
that are written or spoken in Chinese.

Religious Iconography: Posts that explicitly mentioned
the characters/people of at least one of the 6 official
Indonesian religions: Islam, Protestantism, Catholicism,
Buddhism, Hinduism, Confucianism

Political: Anything explicitly concerning the government
no matter the scope: Indonesia, international, the world.
Propaganda: Anything political that aims to change be-
havior or opinion by promoting or depromoting a specific
government/party/person

Hateful Content: Posts that show hostility or discrimina-
tion directly towards a specific country/group/person
Partisan: Political posts that show obvious support or dis-
like towards a specific political party/character.

Good Morning Message: Messages wishing people good
morning

A.4 Definitions of group categories (Colombia)

We manually classified all the 140 groups from Colom-
bia into 12 categories. In the main document, the category
“Hobbies and activities” is reported within the category



Category Description

Village Has the village name in it and is apolitical
Caste Has the name of any caste
Religious Has the name qf any religion, a god or
symbol of a religion
. Has the BJP, a hindutva idealogue, or a
Hindutva

hindutva group

Activism s non-political and demands any rights

Has the name of any village, town,
Regional city, district of Jharkhand and not
any of the five categories listed above

Friends Refers to a friend group

News Primarily focused on sharing and discussing current events or updates from official, unofficial, or community sources.
Can not be categorized into any

Others of the six groups listed above

e.g. fun group, hobbies, etc.

Table 4: Descriptions of the group categories.

Category Description

Study-related Has the name of a school, university, or class in it.

Work related Has the name of a company or is focused on professional activities.

Sales Includes sales and commerce groups with these words in their names.

Jobs Includes job-seeking groups and other kind of opportunities.

Family Refers to family groups, often including the word “family” or a surname.

Friends Refers to a friend group.

Regional & Local Has the name of a neighborhood or city and is usually focused on local news and relevant information.
Hobbies and Activities Refers to groups with names of sports teams or specific activities like cycling, traveling, etc.
Religious Has the name of a religion or religious community in it.

Others Can not be categorized into any of the six groups listed above.

Table 5: Descriptions of the group categories.
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“Other” to be consistent with the Indonesian classification.
Table 5 shows the definitions of the group categories.

A.5 Definitions and examples of content

10.

categories (Colombia)

. Misinformation: Incorrect or misleading information.

The main annotator performed a first classification and
search, where some suspicious elements were already
fact-checked. In addition, we received help from a trained
fact-checker, who gave a second review to the suspicious
contents. There were contents which could not be fact-
checked, e.g. opinions or unverifiable regional informa-
tion, such as accidents, crimes or missing persons. These
are not included in this category.

. Information/Inspirational Content/Reflections/Edu-

cational Messages: A catch-all category containing
videos providing information, inspirational content,
commentary or opinions about certain (non-political) is-
sues, educating people, or promoting well-being.

. Religious Propaganda: A very rare category in Colom-

bia, it was limited to three videos showing Christian-
evangelical politicians opposing a bill in Congress to pro-
hibit conversion therapies, basing their opposition on re-
ligious arguments.

. Political Propaganda: Messages with overt political

tones, representing various sides of the ideological spec-
trum. These messages often defend political positions,
promote agendas, or support/attack prominent political
figures and parties. They are crafted to elicit strong emo-
tional responses, leveraging polarizing narratives to in-
fluence opinions and foster ideological alignment.

. Religious Content: Content such as prayers and reflec-

tions that refer to a deity or religion.

. Regional Information: This category includes news and

updates about current events at the local or regional level.
Examples include reports of missing persons, pets, or ve-
hicles, as well as accidents and murders. It also encom-
passes information about road closures, regional docu-
mentaries, and local government announcements, such as
service suspensions or road blockages. These messages
often serve to inform and engage communities on issues
directly affecting their immediate surroundings.

. Conspiracy Theory: This category includes conspiracy

narratives such as anti-vaccine rhetoric and related theo-
ries, like those claiming Bill Gates’ involvement in pop-
ulation control or microchip implantation. These mes-
sages are often intertwined with misinformation, rein-
forcing their appeal and spreading falsehoods widely
across groups.

. Advertisement: Content that promotes events, job post-

ings, scholarships, entrepreneurship and educational op-
portunities, or other types of advertisements.

. Sales and Commerce: Content promoting products or

services, often accompanied by further contact methods
for purchasing.

National/International News: News content at the na-
tional or international level, frequently presented as clips
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11.

12.

13.

14.
15.

sourced from mainstream media. These messages aim to
inform about significant events and developments but oc-
casionally circulate without verification, blending legiti-
mate reporting with potential misinformation.

Entertainment/Humor/Sarcasm: Posts shared to make
people happy or laugh. This includes images or videos
about the beauty of nature, cultural content, funny acts,
cartoons, etc.

Health Information: Medical information or health ad-
vice.

Good Morning Messages: Messages wishing people
good morning as well as congratulations on holidays
such as Mother’s Day or Father’s Day.

Other: Content that does not fit into any other category.

Al Generated: Content clearly generated by Al, usually
consisting of simple images or videos.



