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Abstract

The advent of social media has given rise to numerous ethical
challenges, with hate speech among the most significant con-
cerns. Researchers are attempting to tackle this problem by
using hate-speech detection and employing language mod-
els to automatically moderate content and promote civil dis-
course. Unfortunately, recent studies have revealed that hate-
speech detection systems can be misled by adversarial at-
tacks, raising concerns about their resilience. While previ-
ous research has separately addressed the robustness of these
models under adversarial attacks and their explainability,
there has been no comprehensive study exploring their inter-
section. The novelty of our work lies in combining these two
critical aspects, leveraging explainability to identify potential
vulnerabilities and enabling the design of targeted adversar-
ial attacks. This paper quantifies the interplay between ex-
plainability and adversarial robustness in hate-speech detec-
tion models. We define novel metrics based on explainability-
driven adversarial attacks to evaluate this relationship, pro-
viding a clear assessment of model vulnerabilities and guid-
ing the development of more resilient systems.

1 Introduction
Due to the growing influence of social media, understanding
online interactions and addressing offensive or hateful con-
tent has become increasingly important. Prior work focuses
on content moderation (Srinivasan et al. 2019), whereas re-
cent efforts are shifting towards automated mediation to pro-
mote civil discourse (Bose, Perera, and Dorr 2023), rather
than simply removing offensive posts (Kirk et al. 2022).
Hate speech detection is critical for achieving this goal.

Hate speech often touches on sensitive topics such as race,
gender, ethnicity, and religion. Models like BERT (Devlin
et al. 2018), LSTM (Hochreiter and Schmidhuber 1997), and
CNN (Kim 2014) have been used to detect such content, but
they struggle with even slightest input perturbations (Good-
fellow, Shlens, and Szegedy 2014; Balkir et al. 2022; Ye,
Le, and Lee 2023). Notably, such approaches are vulnera-
ble to adversarial attacks that manipulate inputs (e.g., word
order changes or synonym replacements) to cause misclassi-
fication. These attacks degrade model performance without
altering human perception. Automated moderation relies on
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sophisticated models that analyze and classify content based
on intricately predefined rules and guidelines (Ye et al. 2023;
Wang et al. 2022).

An important step toward addressing these challenges is
understanding the relationship between explainability and
prediction accuracy under adversarial conditions. Model ex-
plainability refers to the ability to explain and understand
the model’s decision-making process which helps identify
biases, flaws, and vulnerabilities, which is vital for build-
ing trust, accountability, and more resilient systems. For in-
stance, consider these two sentences:

• Sentence A: “As a woman you shouldn’t complain about
cleaning up your house, as a man you should always take
the trash out...”

• Sentence B: “As a woman you shouldn’t complain about
cleaning up your house, as a man you should perma-
nently take the garbage out...”

Sentence A might be classified as offensive because the
model focuses on key terms like ‘trash’ which heavily in-
fluence its decision-making process. However, a slight per-
turbation in Sentence B, such as substituting ‘trash’ with a
synonym like ‘garbage’, might lead the model to misclassify
it as non-offensive. This confusion arises because the subtle
wording change does not alter the intent, yet models often
focus on specific keywords or patterns rather than grasping
the broader context. This highlights how exposing a model’s
decision-making process and introducing minor variations
can lead to misclassifications or model failures.

Our study focuses on the interplay between explainability
and robustness to adversarial attacks. While explainability
is essential for understanding model behavior, as seen in the
previous example, it can also expose vulnerabilities that ad-
versarial attacks can exploit. We hypothesize that improved
explainability may inadvertently expose vulnerabilities, re-
ducing adversarial robustness. By systematically evaluating
this trade-off, we aim to introduce a quantitative framework
for understanding the behavior of different model architec-
tures and guiding the development of more resilient models.
Our key contributions are:

• A novel framework that combines explainability and
adversarial robustness in hate-speech detection models,
providing a quantitative evaluation of their interplay
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• Introduction of explainability-driven adversarial attacks
to systematically uncover vulnerabilities in models like
BERT, LSTM, and CNN, demonstrating how explain-
ability can be leveraged to design targeted attacks

• Design and validation of novel metrics such as Degree
of Explainability (DoE), Adversarial Robustness (Ad-
vRob), and Attack Resilience (Ar), highlighting trade-
offs between model explainability and robustness.

While previous studies have explored adversarial robust-
ness (Hauser et al. 2021) and model explainability (Mehta
and Passi 2022) independently, our work distinguishes it-
self by integrating both aspects. We argue that understanding
how explainability can be exploited in adversarial attacks
is crucial for developing robust hate-speech detection sys-
tems that foster safer online environments. In hate-speech
detection, explainability helps identify biases and vulnera-
bilities, guiding the development of more robust and resilient
systems. Techniques like LIME (Tulio Ribeiro, Singh, and
Guestrin 2016) and SHAP (Lundberg and Lee 2017) en-
hance explainability by explaining predictions, contributing
to improved resilience against adversarial attacks.

The next section reviews related work on hate-speech de-
tection and model explainability. Section 3 describes our
framework for adversarially robust hate-speech detection.
Sections 4 and 5 present our datasets and pre-processing,
followed by a description of the models underlying our
approach. Explainability for hate-speech detection is in-
troduced in Section 6, followed by a presentation of our
explainability-driven adversarial attack algorithm in Sec-
tion 7. Section 8 provides illustrative examples of these at-
tacks. Section 9 introduces our metrics and evaluation. Fol-
lowing this, we present our results and concluding remarks.

2 Related Work
The rise of online platforms has amplified both freedom
of speech and the challenges of racism and hate speech
(Williams et al. 2020). Identifying hateful content is crucial
for promoting civil discourse, and models like BERT, CNN,
and BiRNN have shown success in hate-speech detection
(Mathew et al. 2021). However, these models are vulnerable
to adversarial attacks and perturbations (Zhang et al. 2020).

Hate-speech detection is vital for content moderation, but
even advanced and complex models face significant limi-
tations. Traditional evaluations focus on performance met-
rics like accuracy, which provide limited insights into model
weaknesses (Vidgen and Derczynski 2021). For instance, a
model with high accuracy may still exhibit bias against cer-
tain groups (Niven and Kao 2019).

Additionally, models may perform well on test sets due
to biases in the training data. For example, a model trained
on data targeting a specific community may inaccurately flag
non-hateful content related to that community as hate speech
(Park, Shin, and Fung 2018). Such limitations are problem-
atic given the variability in hate-speech datasets, which dif-
fer in sources, sampling strategies, and annotation processes
(Kennedy et al. 2020a). These datasets often exhibit anno-
tator and author biases, leading to models that over-rely on
lexical features and generalize poorly to other datasets.

Comprehensive evaluation methods that account for these
limitations are needed. Beyond performance metrics, en-
hancing model explainability is crucial for ensuring fair-
ness and transparency in decision-making (Mather et al.
2022). Techniques like LIME (Tulio Ribeiro, Singh, and
Guestrin 2016) and SHAP (Lundberg and Lee 2017) have
been widely used to reveal key features impacting model
predictions (Beltagy, Peters, and Cohan 2020).

Adversarial tools like TextAttack (Morris et al. 2020)
help assess model vulnerabilities by conducting adversar-
ial attacks, highlighting the need for evaluating models
against various perturbations. While Mozafari, Farahbakhsh,
and Crespi (2020) analyze BERT for hate-speech detection,
there is still a need for evaluating these models across a
broader range of perturbations and for exploring the link be-
tween explainability and adversarial robustness.

3 Toward Explainable, Adversarially Robust
Hate-Speech Detection

We adopt a systematic approach to evaluate the explain-
ability and adversarial robustness of hate-speech detection
models, including BERT, LSTM, and CNN. Our study fo-
cuses on quantifying the relationship between Explainability
and Adversarial Robustness to better understand model vul-
nerabilities and resilience. To assess explainability, post-hoc
techniques (LIME and SHAP) identify key features driving
model predictions. This analysis reveals potential biases and
vulnerabilities that adversarial attacks could exploit.

Building on these insights, we generate targeted adver-
sarial perturbations, such as synonym substitution, character
modifications, and paraphrasing, to test model robustness.
We assess model resilience to adversarial attacks by mea-
suring accuracy and other metrics on perturbed datasets.

To further explore the relationship between explainability
and robustness, we introduce novel metrics: Degree of Ex-
plainability (DoE), Adversarial Robustness (AdvRob), and
Attack Resilience (Ar). These metrics help us understand
the trade-offs between explainability and robustness, guid-
ing the development of more resilient and explainable hate-
speech detection models.

Our approach offers a comprehensive framework for as-
sessing and improving the reliability of hate-speech de-
tection systems. In the following sections, we detail the
datasets, pre-processing procedures, model training, and ex-
perimental results.

4 Datasets and Pre-processing
We utilize two diverse datasets that capture hate speech
prevalence on social media, providing a broad and represen-
tative sample of hate speech and offensive language. These
datasets, sourced independently and covering varied content,
enable a comprehensive evaluation of the models’ effective-
ness and generalizability across different contexts.

Hate Speech and Offensive Language
Kaggle’s Hate Speech and Offensive Language dataset
(Samoshyn 2020) focuses on hate speech and offensive lan-
guage usage on Twitter.
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This dataset possesses several key attributes: (a) it in-
cludes the tweet text, representing the original, unprocessed
textual data from Twitter; (b) Each tweet in the dataset is as-
signed one of three class labels: hate speech, offensive lan-
guage, or neither. The labels originate from human expert
annotations made during the dataset’s initial collection. (c)
its 24,783 unique entries make it an abundant resource for
training and evaluating our models. We leverage the multi-
class structure to assess models’ performance across a spec-
trum of offensive content, spanning from blatant hate speech
to subtler forms of offensive language. The dataset is abbre-
viated as HSOL (Hate Speech and Offensive Language).

UC Berkeley Measuring Hate-speech The publicly re-
leased Berkeley Measuring Hate-speech dataset, previously
used in an experiment on hate-speech detection (Kennedy
et al. 2020b), has several key features that complement those
of the first dataset: (a) it comprises over 135,556 combined
rows of data, with 39,565 unique comments that have been
annotated with ordinal labels by 7,912 annotators; (b) it is
designed for binary classification, with only two categories:
“Hate speech” or “Not hate speech;” (c) the dataset’s main
outcome variable is the hate-speech score, ranging from 0
to 1, where >0.5 denotes hate speech, and ≤0.5 denotes
not hate speech. The binary classification enables a focused
evaluation of models’ performance in accurately detecting
and classifying hate speech instances, simplifying our as-
sessment. Each is described, in turn, below. This dataset will
be abbreviated as BHS (Berkeley Hate Speech). The BHS
dataset comprises social media posts collected from multi-
ple platforms, including YouTube, Reddit, and Twitter. Each
instance in the dataset represents an individual post, anno-
tated with its corresponding label.

Pre-processing
To ensure the quality and consistency of the data, we per-
form several pre-processing steps on both datasets. These
steps include converting the tweets to lowercase, removing
punctuation, extra spaces, URLs, mentions, and hashtags.
Tokenization is performed using the NLTK library (Bird and
Loper 2004) for the CNN and LSTM models. For the im-
plementation of DistilBERT, we use the DistilBertTokenizer
from the HuggingFace transformers library to tokenize the
text data.

Following tokenization, we perform lemmatization to
convert the words to their base forms, which aids in reduc-
ing dimensionality and improving the generalizability of the
models. To further reduce noise and focus on meaningful
words, we remove stop words in tweets.

These pre-processing steps ensure that the input data for
the hate-speech detection models are clean, consistent, and
representative of the underlying language patterns and struc-
tures.

5 Models
We select DistilBERT (Sanh et al. 2019), LSTM (Hochreiter
and Schmidhuber 1997), and CNN (Bengio and Lecun 1997)
to explore three distinct paradigms in machine learning for
handling text data. DistilBERT, a distilled version of BERT

(Devlin et al. 2018), benefits from pre-training on large cor-
pora, allowing it to capture complex linguistic patterns effec-
tively. LSTM specializes in sequential data, making it well-
suited for capturing temporal dependencies, while CNN ex-
cels in local feature detection, focusing on extracting rele-
vant features from fixed-size windows.

We employ the AdamW optimizer (Loshchilov and Hut-
ter 2017) for model training, with a learning rate of 2e−5.
To further optimize the training process, we apply a linear
learning rate scheduler with warmup. The training involves
iterative updates to the model’s parameters using mini-batch
gradient descent over a fixed number of epochs, with perfor-
mance monitored using the average training loss per epoch.
The models are implemented using the PyTorch package
(Paszke et al. 2019) and trained on an NVIDIA Tesla T4
GPU.

We selected LSTM, CNN, and Distilled BERT as repre-
sentative models for this study. These architectures span a
range of design paradigms commonly used in hate-speech
detection. LSTM captures sequential dependencies, CNN
excels at extracting local features, and Distilled BERT rep-
resents modern transformer-based pre-trained models with
computational efficiency. Together, these models enable a
balanced evaluation of the interplay between explainability
and robustness across diverse architectures.

6 Determining Explainability
for Hate-Speech Detection

Our experimentation is designed to assess the explainability
of the hate-speech detection models we have trained (LSTM,
CNN, and DistilBERT). The goal is to gain a deeper under-
standing of how these models make decisions and provide
insights into their decision-making processes. Through this
evaluation, we expect to gain valuable insights into the inner
workings of these models and identify potential areas for im-
provement. We employ the LIME technique, which aids in
interpreting and explaining the models’ predictions.

Explainability
Our research employs both LIME (Local Interpretable
Model-agnostic Explanations) and SHAP (SHapley Addi-
tive exPlanations) to provide explanations for the predictions
made by our hate-speech detection models, independent of
their underlying architecture. LIME generates localized ex-
planations by approximating the model’s behavior near a
specific instance using a simpler, explainable model, such
as a linear model. Similarly, SHAP assigns consistent im-
portance scores to each feature, offering a unified measure
of feature importance across different models.

To apply LIME, we first select an instance and perturb it,
then obtain model predictions for these perturbed instances.
Weights are assigned based on similarity to the original in-
stance, and a simpler model is trained to approximate the
model’s behavior around that instance. The output is a set
of token-level explanations, with each token’s contribution
quantified by a score (T,< score >).
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Algorithm 1: Explainability-Driven Adversarial Attack

Require: Input sentence S, model M , feature importance
scores F , synonym dictionary D

1: T ← Rank features based on scores in F
2: for each feature t ∈ T [1 : K] do
3: if t is a word and D[t] exists then
4: Replace t in S with its synonym D[t]
5: else
6: Perform character-level modification on t (replace,

add, or delete a character)
7: end if
8: S′ ← modified sentence
9: y′ ← M(S′) {Evaluate modified sentence with

model}
10: if y′ ̸= y then
11: Stop {Successful attack if classification changes}
12: end if
13: end for
14: return S′, y′

By using LIME and SHAP, we gain valuable insights
into the features that influence the model’s predictions, help-
ing us evaluate their decision-making processes. This under-
standing is crucial for building trust in the models, particu-
larly in sensitive domains like hate-speech detection, where
transparency and reliability are essential.

7 Adversarial Attacks
After assessing the explainability of each hate-speech detec-
tion model (LSTM, CNN, and DistilBERT) using LIME and
SHAP, we introduce adversarial attacks designed to modify
the original text while preserving its intended meaning. Our
approach involves a greedy method that ranks features based
on their importance scores from LIME or SHAP. We then
perform targeted adversarial attacks on the K most signifi-
cant features.

For each selected feature, if it is a word with a suitable
synonym, we replace it with that synonym. If the feature
is a token or lacks an appropriate synonym, we perform
character-level modifications such as replacement, addition,
or deletion. The modified sentence is then re-evaluated by
the model to assess its robustness. This method allows us to
systematically test the model’s resilience against perturba-
tions targeting its most influential features.

The effectiveness of these adversarial attacks is assessed
by comparing the model’s classification results before and
after the modification. By analyzing the variations in classi-
fication, we gain insights into the vulnerabilities of the mod-
els and their ability to withstand adversarial manipulations.
The detailed steps of this process are outlined in Algorithm
1. For this study, we set K to 2, meaning the two most sig-
nificant features are modified for adversarial attacks.

Through the use of explainability-driven adversarial at-
tacks, we assess the robustness of our hate-speech detec-
tion models against malicious manipulations. By identify-
ing weaknesses and improving the models, we can enhance
their resilience against adversarial attacks and ensure their

reliability in real-world applications.
Our choice of synonym and character-level substitutions

as adversarial attack strategies is intentional and closely
aligned with the goals of this study. These attacks exploit
vulnerabilities revealed through explainability techniques
like LIME and SHAP, enabling us to study the unique in-
terplay between explainability and adversarial robustness.
While other types of attacks, such as sentence paraphras-
ing (Iyyer et al. 2018) or grammar-based perturbations,
(Dong et al. 2023) are commonly employed in NLP re-
search, they do not directly leverage explainability insights
and are therefore outside the scope of this work. By focusing
on explainability-driven attacks, we aim to provide a deeper
understanding of how explainability can expose model vul-
nerabilities.

While our attack algorithm uses basic synonym and char-
acter replacements, it could be enhanced with more sophis-
ticated, context-aware modifications targeting words around
the most significant or harmful features (see Section 8). This
is a limitation of our study (see Section 12), to be addressed
by exploring more advanced attacks in future work.

8 Adversarial Attack Examples
Example 1 illustrates a successful attack where a minor
modification to the sentence leads the LSTM model to mis-
classify the input as neither offensive nor hate-speech, de-
spite the appearance of a derogatory term (b***h). This ex-
ample illustrates a deviation in LIME results between the
original and modified sentences, highlighting the increased
susceptibility of the sentence to adversarial attacks. The low
scores assigned by LIME to the words in the perturbed sen-
tence indicate that none of these words significantly con-
tribute to classifying the sentence as hate speech, reflecting
a successful adversarial attack.

Example 1: Offensive Language Retained

Ground Truth Label: 1

Before Attack:
Original Sample: @rhythmixx :hobbies include: fight-
ing Mariam b***h
Original LIME Scores: hobbies (0.03134), include
(0.02144), fighting (0.05365), Mariam (0.04012)

After Attack:
Perturbed Sample: @rhythmixx :hobbies including:
struggle Mariam b***h
Perturbed LIME Scores: hobbies (0.01293), including
(0.01102), struggle (-0.01891), Mariam (-0.00517)

Attack Result: 1 (90%)→ 0 (34%)
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Example 2: Gender Stereotype Retained

Ground Truth Label: 1

Before Attack:
Original Sample: As a woman you shouldn’t complain
about cleaning up your house, as a man you should always
take the trash out...
Original LIME Scores: “trash” (0.09836), “always”
(-0.06172), “you” (0.04416), “complain” (0.03224),
“should” (0.03076)

After Attack:
Perturbed Sample: As a woman you shouldn’t complain
about cleaning up your house, as a man you should per-
manently take the garbage out...
Perturbed LIME Scores: “permanently” (0.02808),
“man” (-0.02807), “you” (0.01809), “garbage” (0.01683),
“complain” (-0.01672)

Attack Result: 1 (92%)→ 0 (51%)

Example 2 presents another case where a slight change in
the sentence causes the model to classify it as non-offensive.
This sentence promotes damaging gender stereotypes, sug-
gesting that it is offensive and warrants a label of 1, not 0.

The examples in this section are provided for illustra-
tive purposes to help readers understand the general princi-
ples behind adversarial attacks. These examples do not nec-
essarily follow the proposed attack algorithm described in
Algorithm 1, which selects features strictly based on their
LIME/SHAP scores and their contribution to the model’s
prediction. LIME and SHAP scores quantify the contribu-
tion of individual features to the model’s prediction. Posi-
tive scores indicate features that support the predicted class,
while negative scores indicate features that detract from it.

9 Metrics and Evaluation
Evaluating the performance of hate-speech detection mod-
els is crucial to ensuring their reliability and effectiveness
in real-world applications. By obtaining the explainability
results from LIME and the respective attack outcomes for
various models, we establish a comprehensive framework to
assess their Adversarial Robustness. We propose the metrics
below to gauge their performance.

Degree of Explainability
LIME offers a valuable tool for assessing the importance of
individual words in a sentence when it comes to the classifi-
cation decisions made by the model. By providing a dictio-
nary of values, known as prediction probabilities, we assess
the impact of each word in determining whether a sentence
qualifies as hate speech or not.

To quantify the Degree of Explainability, we first calculate
the standard deviation of the prediction probabilities for each
sentence. Next, we determine the fraction of words whose
prediction probability surpasses the standard deviation.

DoE =
number of features with score > σ

total number of features
(1)

A high Degree of Explainability indicates that the model’s
classification decision is primarily driven by a few words
with substantial explainability scores. As a result, altering
these words could substantially change the explainability
outcome, rendering the sentence more vulnerable to adver-
sarial attacks.

Adversarial Robustness
To measure a model’s resilience against adversarial attacks,
we quantify the Adversarial Robustness by computing the
ratio between the model’s accuracy under attack and its ac-
curacy before the attack. A ratio near 1 signifies a high level
of robustness, indicating that the model can withstand ad-
versarial manipulations. Conversely, a lower ratio suggests
an increased vulnerability to adversarial attacks.

AdvRob =
accuracy after attack

accuracy before attack
(2)

Attack Resilience
Understanding the relationship between Adversarial Robust-
ness and Degree of Explainability is crucial for developing
more effective and reliable hate-speech detection models.
We compute the ratio of Adversarial Robustness to Degree
of Explainability, which we define as Attack Resilience, to
assess this relationship.

Ar =
AdvRob

DoE
(3)

A high Degree of Explainability suggests that a model is
easily interpretable, but it also makes it more susceptible to
adversarial attacks, resulting in lower Adversarial Robust-
ness and Attack Resilience. Conversely, a low Degree of
Explainability means that the model is less interpretable but
more resistant to adversarial attacks, yielding higher Attack
Resilience. The ideal approach is to find a balance between
explainability and resilience to achieve the best Attack Re-
silience.

By using these metrics, we can evaluate the perfor-
mance of various hate-speech detection models, identify ar-
eas for improvement, and guide the development of more ro-
bust models for real-world applications. This comprehensive
analysis empowers researchers and practitioners to make in-
formed decisions regarding the design and deployment of
hate-speech detection models. Consequently, it supports the
development of more effective solutions for addressing on-
line hate speech while ensuring resilience against adversarial
perturbations.

10 Results
We evaluate the performance of each language model—
DistilBERT, CNN, LSTM—using Accuracy (A), Precision
(P), Recall (R), F1 Score, and Area Under the Receiver
Operating Characteristic Curve (AUC) on two datasets.
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These metrics provide a comprehensive assessment of each
model’s ability to detect hate speech and offensive language.
The results are then used to compare the performance of
each model against the others.

Table 1 presents our experiment results for multi-class
classification on Kaggle’s multi-class “Hate Speech and Of-
fensive Language Datset.” Table 2 presents the correspond-
ing results for binary classification, on the “Measuring Hate-
Speech Dataset.”

Model A P R F1 AUC

DistilBERT 0.91 0.91 0.91 0.91 0.94

LSTM 0.88 0.86 0.88 0.87 0.91

CNN 0.87 0.85 0.87 0.86 0.88

Table 1: Performance Comparison on Kaggle’s “Hate
Speech and Offensive Language Dataset.”

Model A P R F1 AUC

DistilBERT 0.97 0.97 0.97 0.97 0.99

LSTM 0.96 0.96 0.96 0.96 0.99

CNN 0.96 0.96 0.96 0.96 0.98

Table 2: Performance Comparison on UC Berkeley’s “Mea-
suring Hate-Speech Dataset.”

While DistilBERT consistently outperforms across all
metrics, as expected given its greater model complexity, it is
noteworthy that both CNN and LSTM models deliver com-
petitive performance. Their scores are close to those of Dis-
tilBERT, making our study of the tradeoff between explain-
ability and robustness more balanced and fair.

Explainability
In this section, we assess the explainability of our hate-
speech detection models—LSTM, CNN, and DistilBERT—
using both LIME (Local Interpretable Model-agnostic Ex-
planations) and SHAP (SHapley Additive exPlanations).
The goal is to quantify the Degree of Explainability (DoE)
for each model, which provides insight into how inter-
pretable the the models’ decision-making processes are and
identifies the most influential in their predictions.

Figures 1 and 2 show the Degree of Explainability
(DoE) for different models, as measured by LIME and
SHAP, alongside their complexity (#Params) represen-
tated in corresponding histograms. Figure 1 illustrates that
the LSTM model has a higher DoE according to LIME, in-
dicating that its predictions are more heavily influenced by
specific tokens or features. Similarly, Figure 2 shows that
LSTM maintains a higher DoE when assessed with SHAP,
indicating consistent findings across different explainability
methods.

Figure 1: Degree of Explainability (LIME)

Figure 2: Degree of Explainability (SHAP)

Model Dataset DoE Params (M)
LSTM HSOL 0.74708 1.85
CNN HSOL 0.70319 3.71

DistilBERT HSOL 0.51551 66.96
LSTM BHS 0.67 1.85
CNN BHS 0.60253 3.71

DistilBERT BHS 0.515 66.96

Table 3: Degree of Explainability (DoE) measured using
LIME for different models across HSOL and BHS datasets.

Tables 3 and 4 present the quantitative DoE values for
different models across the two datasets (HSOL and BHS).
From Table 3, we observe that LSTM exhibits a high DoE,
while DistilBERT, despite its complex architecture, has the
lowest DoE among the models. This suggests that Distil-
BERT’s decisions are less reliant on specific tokens, poten-
tially making it less explainable but more robust.

Additionally, we notice an inverse correlation between
model complexity (measured by the number of parameters)
and DoE. DistilBERT, with the most parameters, shows the
lowest DoE, while LSTM, with the fewest parameters, has
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Model Dataset DoE Params (M)
LSTM HSOL 0.21006 1.85
CNN HSOL 0.17924 3.71

DistilBERT HSOL 0.125 66.96
LSTM BHS 0.1765 1.85
CNN BHS 0.15329 3.71

DistilBERT BHS 0.10236 66.96

Table 4: Degree of Explainability (DoE) measured using
SHAP for different models across HSOL and BHS datasets.

the highest. This suggests that more complex models may
offer greater predictive power at the expense of explainabil-
ity, which is a crucial consideration when deploying these
models in sensitive applications like hate-speech detection.

Category Percentage L C B
Total 100% 0.67 0.6025 0.515
Disability 2.65% 0.4983 0.4399 0.3795
Religion 19.07% 0.645 0.5639 0.4889
Gender 29.94% 0.6585 0.5527 0.4893
Race 35.69% 0.6533 0.6096 0.5116

Table 5: Degree of Explainability (LIME) by Category

Table 5 provides the Degree of Explainability (DoE) by
category (e.g., race, gender, religion) for the LSTM (L),
CNN (C), and DistilBERT (B) models and the composition
of samples in the dataset corresponding to each of the tar-
get category. Notably, categories representing minority tar-
get groups, such as “Disability,” make up only a small per-
centage of the total samples in the dataset. This lower repre-
sentation correlates with a reduced DoE in these categories,
which suggests that the models are less explainable when
dealing with these minority groups.

This reduced explainability is concerning, as it suggests
models may struggle to provide transparent and reliable de-
cisions for these groups. The lack of explainability could
lead to biased outcomes, highlighting the need for targeted
efforts to enhance the DoE in underrepresented categories.
Ensuring that models remain explainable across all demo-
graphic groups is crucial for creating fair and trustworthy
hate-speech detection systems.

These findings highlight the trade-offs between model
complexity and explainability. While simpler models like
CNN and LSTM provide more explainable decisions, they
might also be more vulnerable to adversarial attacks, as we
will see in the subsequent section.

Adversarial Attacks
After determining the Degree of Explainability for each
model, we introduce targeted adversarial attacks to eval-
uate their robustness. Our approach leverages the insights
gained from LIME to identify the most influential features
in a model’s decision-making process. We then generate ad-

versarial perturbations by modifying these critical features
to test the model’s resilience.

Our experiments evaluate adversarial attacks that alter
model predictions in either direction, e.g., from ’toxic’ to
’not toxic’ or vice versa. Both directions represent valid ad-
versarial scenarios: the former highlights a model’s vulner-
ability to underestimating harmful content, while the latter
illustrates over-sensitivity, potentially leading to false pos-
itives. By analyzing both directions, our metrics provide a
holistic assessment of model performance under adversarial
conditions.

Figure 3: Adversarial Robustness (AdvRob) of different
model

Figure 3 shows the Adversarial Robustness (AdvRob) of
different models across the two datasets. The results confirm
that models with a lower DoE, such as DistilBERT, tend to
exhibit higher robustness against adversarial attacks. Distil-
BERT’s robustness can be attributed to its less explainable
decision-making process, which makes it harder for adver-
saries to identify and manipulate key features.

Model Dataset AdvRob Params (M)
LSTM HSOL 0.7 1.85
CNN HSOL 0.75 3.71

DistilBERT HSOL 0.8 66.96
LSTM BHS 0.8 1.85
CNN BHS 0.8421 3.71

DistilBERT BHS 0.85 66.96

Table 6: Adversarial Robustness (AdvRob) of different mod-
els across HSOL and BHS datasets.

Table 6 presents the quantitative measures of Adversarial
Robustness. We see that DistilBERT maintains a high level
of accuracy under adversarial conditions, while LSTM, with
its higher DoE, shows the lowest robustness. This aligns
with the notion that higher explainability can lead to greater
vulnerability, as adversaries can exploit the features that are
crucial for the model’s decisions.

Finally, Figure 4 and Table 7 illustrate the Attack Re-
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Figure 4: Attack Resilience (Ar) of different models

Model Dataset Ar Params (M)
LSTM HSOL 0.93697 1.85
CNN HSOL 1.06656 3.71

DistilBERT HSOL 1.55186 66.96
LSTM BHS 1.19402 1.85
CNN BHS 1.3976 3.71

DistilBERT BHS 1.65048 66.96

Table 7: Attack Resilience (Ar) of different models across
HSOL and BHS datasets.

silience (Ar), which is the ratio of Adversarial Robustness to
Degree of Explainability. This metric quantifies the trade-off
between explainability and robustness. As shown in Figure
4, DistilBERT has the highest Attack Resilience, indicating
a better balance between robustness against adversarial at-
tacks and maintaining some level of explainability. In con-
trast, LSTM, with its high DoE and lower robustness, has
the lowest Attack Resilience, making it more susceptible to
adversarial manipulation.

LSTMs can capture some sequential information and de-
pendencies, but their memory capacity is relatively limited
compared to the attention mechanism used by BERT. As a
result, LSTMs exhibit lower robustness than BERT. CNNs,
designed primarily for handling grid-like data such as im-
ages, have a more limited capacity to capture contextual
information and dependencies in sequential data like text.
Their focus on local features makes them vulnerable to ad-
versarial attacks.

These results underscore the importance of carefully bal-
ancing explainability and robustness when developing hate-
speech detection models. By understanding these trade-offs,
we can design models that are not only explainable but also
resilient to adversarial attacks, ensuring their effectiveness
in real-world applications.

Adversarial Robustness: Distilled BERT vs. BERT
Base
To explore the relationship between model complexity and
adversarial robustness, we compared two models: Distilled
BERT (66M parameters) and BERT Base (110M parame-
ters). Both models were trained under identical configura-
tions: a batch size of 32, 5 epochs, and a learning rate of
2×10−5. Both achieved a similar accuracy of approximately
0.91 on the validation set.

The results, shown in Table ??, reveal that Distilled BERT
exhibits slightly higher adversarial robustness compared to
BERT Base across different numbers of modified features
(K). For instance, at K = 2, the adversarial robustness
of Distilled BERT is 0.7826, while that of BERT Base is
0.7733. This trend persists as K increases, highlighting that
the smaller Distilled BERT model does not exhibit inferior
robustness despite its lower parameter count.

As expected, increasing K leads to a gradual decline in
adversarial robustness for both models. For example, robust-
ness for Distilled BERT decreases from 0.7826 at K = 2 to
0.7487 at K = 5, and a similar trend is observed for BERT
Base, which drops from 0.7733 to 0.7518. This demonstrates
that explainability-driven adversarial attacks effectively ex-
ploit model vulnerabilities irrespective of model size.

The slightly better performance of Distilled BERT, de-
spite its smaller size, could be attributed to the knowledge
distillation process, which transfers knowledge from a larger
teacher model. This process may enable the distilled model
to generalize better and retain critical decision-making pat-
terns, making it more resilient to adversarial perturbations.
However, this is only a hypothesis and requires further in-
vestigation to confirm. Additionally, the metrics proposed in
this work, such as adversarial robustness, enable a quantita-
tive comparison of models, as illustrated here. By systemat-
ically evaluating robustness under adversarial attacks, these
metrics provide valuable insights into model behavior and
facilitate informed decisions about model selection and de-
ployment.

Model (K) Adversarial Robustness
BERT Base 2 0.7733

3 0.7682
4 0.7549
5 0.7518

Distilled BERT 2 0.7826
3 0.7733
4 0.7672
5 0.7487

Table 8: Adversarial robustness comparison of BERT Base
and Distilled BERT for varying K. Results are averaged
over 5 runs on a larger set of 200 samples.

Discussion on Explainability-Robustness Trade-off
An important observation from this study is the inherent
trade-off between model explainability and robustness to ad-
versarial attacks. Models with a higher degree of explain-
ability (DoE), such as LSTM, tend to rely more heavily on
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specific features for their predictions. While this makes their
decision-making processes easier to interpret, it also exposes
critical vulnerabilities that adversaries can exploit by target-
ing these features. In contrast, more complex models, such
as Distilled BERT and BERT Base, exhibit lower DoE and
higher adversarial robustness (AdvRob), making them less
susceptible to such attacks.

This trade-off is quantitatively captured by the Attack Re-
silience (Ar) metric introduced in this work. As shown in
our experiments, models with lower DoE generally achieve
higher Ar, indicating that reduced interpretability can con-
tribute to improved robustness. However, this comes at the
cost of reduced transparency, which is crucial for trust and
accountability in sensitive applications like hate-speech de-
tection.

Balancing this trade-off requires strategic interventions,
such as employing ensemble models that combine the
strengths of interpretable and robust architectures or utiliz-
ing adversarial training to reinforce resilience while main-
taining some level of explainability. By systematically ana-
lyzing these trade-offs using our proposed metrics, this study
provides a framework for developing models that optimize
both interpretability and operational resilience.

11 Conclusion and Future Work
This paper investigates the interplay between explainability
and adversarial robustness in hate-speech detection models.
We conduct attacks on commonly used models like BERT,
LSTM, and CNN, focusing on exploiting explainable fea-
tures to uncover vulnerabilities. Our findings support the hy-
pothesis that enhancing model explainability can increase
vulnerability to adversarial attacks, compromising robust-
ness.

We demonstrate a proportional relationship between sev-
eral factors, including explainability, adversarial robustness,
and model complexity, offering insights for fine-tuning mod-
els to balance these aspects effectively. By leveraging tech-
niques like LIME and SHAP, we analyze model decision-
making and target highly explainable features to generate
adversarial examples. Our results show that models with
higher explainability are more susceptible to attacks, as ad-
versaries can exploit the key features driving the model’s
decisions.

This research highlights the importance of balancing ex-
plainability and robustness in the design of hate-speech de-
tection models. Achieving this balance ensures that models
are not only accurate and explainable but also resilient to ad-
versarial attacks. This approach is essential for developing
reliable and effective models, enhancing downstream appli-
cations like automated moderation and promoting civil dis-
course. Employing a combination of techniques, such as ad-
versarial training and ensemble approaches, is likely to im-
prove robustness while maintaining explainability. By un-
derstanding and quantifying the trade-offs between these
factors, content moderation systems can be designed to bal-
ance interpretability with operational resilience effectively.

The current study is limited to models like DistilBERT,
CNN, and LSTM, which do not fully capture the capabili-
ties of more advanced Large Language Models (LLMs) and

Foundation Models. Future work will extend this analysis to
include open source models such as LLaMA (Touvron et al.
2023) and Mistral (Jiang et al. 2023), which offer greater po-
tential for accuracy and robustness in hate-speech detection.

12 Limitations
One limitation of our study is the relatively narrow scope of
the models explored. We have focused primarily on CNN,
LSTM, and DistilBERT architectures, potentially restrict-
ing the generalizability of our findings. More advanced
transformer-based architectures such as Large Language
Models (LLMs) might exhibit different behaviours in terms
of explainability and adversarial robustness.

Our study also focuses on a limited range of adversarial
attacks, primarily synonym replacement and character-level
modifications, which do not cover more advanced context-
aware (Li et al. 2021) or paraphrasing techniques (Iyyer et al.
2018).

By incorporating LLMs, we aim to explore how these
models balance explainability and robustness, particularly
under more sophisticated adversarial attacks tailored to their
unique architectures. This extension will also involve evalu-
ating model performance across a broader range of datasets
to ensure generalizability and improve the resilience of hate-
speech detection systems.
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Broader Impact and Ethical Considerations
Our study explores the tradeoff between explainability and
adversarial robustness in hate-speech detection models. This
research has the potential to deepen our comprehension of
the functioning of these models and offer valuable insights
for enhancing their design. Additionally, it can contribute to
the improvement of downstream tasks like moderation and
mediation for promoting ethical discourse, leading to more
effective and secure utilization of these models.

The positive impacts of this study include the potential to
enhance the performance and security of hate speech detec-
tion models, which could lead to more effective and accu-
rate moderation on digital platforms. However, we fully ac-
knowledge the potential for negative outcomes. The adver-
sarial attacks we employ for testing model robustness could,
in theory, be misused to weaken the effectiveness of hate
speech detection models and propagate harmful content.

It is also important to note that while we strive for
model explainability, there is a risk of over-simplifying com-
plex models, which could lead to misinterpretation where
the simplified explanation does not accurately reflect the
model’s behavior.

To mitigate the potential negative outcomes, we highlight
the tradeoffs between explainability and adversarial robust-
ness and emphasize the importance of carefully balancing
these two aspects. Our research focuses on understanding
the vulnerabilities of these models and exploring ways to im-
prove their resilience against adversarial attacks. Moreover,
the insights obtained from this information can be utilized to
develop models that are more robust and reliable, ultimately
providing a means to foster civil discourse amidst a vast sea
of potentially harmful interactions.

In terms of data ethics, our study utilizes public datasets
and maintains the privacy and anonymity of the data sub-
jects. This exploration does not involve collection of any
new datasets. In the event of future data collection, we will
strictly adhere to ethical guidelines.

Lastly, we have utilized LLMs to clean up the grammar
and improve the readability of our paper. However, no con-
tent creation was performed using these tools.
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