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Abstract

Customer reviews play an important role in rankings and vis-
ibility on e-commerce sites, and also strongly influence a cus-
tomer’s decision to purchase a product. Motivated by this,
malicious sellers engage in incentivized review fraud to in-
flate their product ratings by providing customers with free
products in exchange for five-star reviews, thus compromis-
ing review integrity. While there is ample prior work on fake
reviews in general, there is limited prior work on incentivized
review fraud. In this work, we infiltrate an underground mar-
ket for fake reviews and implement a custom crawler to col-
lect a dataset of malicious products that seek incentivized
reviews. We devise and extract a set of features, and show
that these are statistically significant in differentiating be-
tween benign and malicious products. Using hypothesis test-
ing, we identify characteristics and trends exhibited by mali-
cious products. While we are unable to achieve a high preci-
sion when we train standard machine learning models without
compromising on the recall, we propose a lightweight two-
phase technique that combines high-precision product classi-
fiers with high-recall review classifiers. This technique allows
us to minimize the false positives, with only a slight increase
in false negatives. Finally, we also audit the effectiveness of
two publicly available tools for incentivized review detection
and find that they are not reliable. In summary, we contribute
a new high-fidelity dataset, characterize products seeking in-
centivized reviews, audit existing tools for review analysis,
and present a superior method for detecting review fraud. We
hope that this research could be useful for e-commerce com-
panies and other entities who have a stake in preserving opin-
ion and review integrity online.

Introduction

Customer reviews play an important role in rankings
on e-commerce marketplaces such as Amazon, Walmart,
and eBay. Positive customer reviews have been shown to
strongly influence a buyer’s decision to buy a product (Guo,
Wang, and Wu 2020) — 82% customers checked product re-
views before buying a product online (Smith and Anderson
2016). Given that there are usually many third-party sellers
for any given item, positive customer ratings and reviews
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play a critical role in the success of a seller on a compet-
itive marketplace. Many sellers, especially with new prod-
ucts without many reviews yet, are willing to pay to ob-
tain positive reviews (Imbler 2018; Nicole Nguyen 2018).
E-commerce marketplaces prohibit sellers from soliciting
reviews in exchange for free products or other monetary in-
centives (Chee Chew 2016). Instead, they themselves pro-
vide incentivized review services to help new sellers gain
initial traction. For example, Amazon Vine! is an incen-
tivized review service that enables sellers to send free items
to an invite-only group of reviewers that are expected to pro-
vide honest and unbiased reviews. Since not every seller gets
access to these incentivized review programs and more im-
portantly, get guaranteed positive reviews, an underground
ecosystem of incentivized reviews has emerged over the last
few years. These underground incentivized review services
allow sellers to solicit guaranteed positive reviews from real
customers in exchange for free products. These services op-
erate through a complex web of social networks, using Face-
book as the primary medium. Sellers reach out to potential
reviewers using targeted advertisements and specialized pri-
vate groups where all forms of engagement (reviews, rat-
ings, likes) are brokered in exchange for cash or free prod-
ucts (Oak and Shafiq 2024). A few examples of group ac-
tivity can be seen in Fig 1. Fraudulent buyers purchase the
product on the platform, an then get reimbursed by the seller
via a third party (Venmo, PayPal, Zelle) in exchange for a re-
view. Since e-commerce platforms do not have visibility into
transactions on a third party, they are not able to flag such re-
views directly. In recent times, such fraudulent incentivized
reviews have received significant attention from technology
giants and government agencies alike. Since 2022, Amazon
has launched a series of lawsuits 2, seeking judicial action
against companies and individuals acting as review brokers.
In 2023 alone, Amazon removed 2500 reviews from their
platform under suspicion of incentivized review fraud. The
Federal Trade Commission (FTC) published new rulemak-
ing that specifically deems undisclosed incentives (such as
compensation or refund) in exchange for reviews an act of
deception.

"https://www.amazon.com/vine/about
“https://www.aboutamazon.com/news/policy-news-
views/amazons-latest-actions-against-fake-review-brokers-2023
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Figure 1: Sample posts in Facebook Review Groups where
sellers are asking for buyers and sharing the products that
need reviews.

Challenges

Typically, e-commerce marketplaces have strict policies
against such reviews and therefore have systems in place
to detect and remove them. However, detecting incentivized
reviews is a harder problem than detecting traditional fake
reviews. Incentivized reviews significantly differ from tradi-
tional fake reviews in several key ways as they are not writ-
ten by bots (Jindal and Liu 2007) or crowdworkers (Fayazi
et al. 2015; Rahman et al. 2019). These reviewers are in
fact actual customers of the e-commerce marketplaces with a
seemingly benign history of making routine purchases. As a
result, incentivized reviews do not exhibit any obvious signs
of automated behavior (as they are actually not automated)
such as reviews clustering together in time or location, or
reviews being too similar to each other Additionally, a cus-
tomer who writes incentivized reviews may also be making
legitimate purchases on the same platform which are non-
incentivized. Therefore, the account activity as a whole is
also not indicative of fraudulent behavior, as opposed to bot
or crowdworker accounts whose account activity will be fo-
cused solely on reviews, and thus entirely fraudulent. These
crucial differences make it challenging to reliably detect in-
centivized reviews.

Motivations

Detecting review fraud is crucial for preserving consumer
trust in online platforms, as it ensures that reviews accu-
rately reflect genuine opinions and experiences. Fraudulent
reviews may provide malicious sellers with an unfair com-
petitive advantage. According to the latest guidance by the
FTC (Commission 2023), undisclosed incentivized reviews
are a form of consumer deception and businesses engaging
in such review fraud may face penalties. Moreover, such re-
views result in counterfeit or harmful products being pro-
moted (Nicole Nguyen 2018). Therefore, understanding and
detecting incentivized review fraud is crucial towards im-
proving the integrity of online communities.
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Contributions

In this work, we seek to characterize products involved in
incentivized review fraud, and then develop methods to de-
tect them. First, we infiltrate an underground market where
reviews are purchased, and collect a list of products tat
are soliciting incentivized reviews. Then, using our custom
crawler, we obtain the product metadata and reviews, from
which we extract features for machine learning modeling.
We summarize our main contributions as follows:

e We collect and contribute the first known dataset of
fraudulent products and incentivized reviews, with labels
derived from information from actual incentivized review
campaigns.

* We devise a set of 36 features and examine them for sta-
tistical significance. We find that most features show sta-
tistically significant differences between products with
and without incentivized reviews.

* We examine the performance of machine learning algo-
rithms in fraudulent product detection and find that while
the performance is reasonable, it is not good enough
for use in production systems at the large scales that e-
commerce platforms typically operate in.

* We develop a novel, two-stage classification method that
combines product and review level classification. Our
method tunes the product classifier at high precision and
uses review classifier tuned at low recall to correct for the
false negatives. We find that this technique allows us to
reach high precision with very low drop in recall.

* We audit the effectiveness of two popular tools for incen-
tivized review detection (Fakespot and ReviewMeta) on
our dataset of incentivized reviews and find that they are
unable to reliably detect incentivized reviews.

Background & Related Work
Fake Reviews

Prior works have detected the existence and impact of fake
reviews on websites like TripAdvisor, Expedia (Mayzlin,
Dover, and Chevalier 2014). Hu et al. (Hu, Liu, and Sam-
bamurthy 2011) conducted a large-scale analysis on Ama-
zon and Barnes&Noble and found that consumers cannot
fully isolate incentivized reviews from genuine reviews and
can be easily misled. Fake reviews have evolved over time
in terms of the strategy and mechanisms through which
they are generated. Traditional fake reviews were generated
and posted by automated bots; detection methods for these
rely on exploiting features commonly seen in bots such as
high burstiness or low entropy in text (Jindal and Liu 2007;
Fontanarava, Pasi, and Viviani 2017; Patel and Patel 2018).
Later research focused on reviews generated by crowdwork-
ers. Kaghazgaran et al. (Kaghazgaran, Caverlee, and Alfifi
2017) and Fayazi et al. (Fayazi et al. 2015) studied un-
verified reviews 3 written by crowdworkers, and compared
it with legitimate reviews. Fornaciari et al. (Fornaciari and
Poesio 2014), generated a set of fake book reviews, and

3 A review being unverified means that the reviewer did not pur-
chase the product on Amazon.



use natural language processing and machine learning clas-
sifiers to detect them; their accuracy, however, is a little over
75%. Mukherjee et al. (Mukherjee et al. 2013) presented a
model for detecting fake reviews using purely the n-grams
extracted from the review text, and obtained an accuracy of
68% which is low, but still indicates that the n-grams con-
vey some signals. Barbado et al. (Barbado, Araque, and Igle-
sias 2019) scraped user-centric features such as user activity
across the platform and other behavior for fake review de-
tection. Similarly, Wang et al. (Wang et al. 2013) developed
a detection approach that groups similar user clickstreams
into behavioral clusters to identify groups of fake users, an
approach that can potentially be used for detecting review
fraud via sybil accounts.

Incentivized Reviews

Incentivized reviews have emerged as a popular means to
promote a product and create a buzz around it. However,
typical incentivized reviews (such as sponsored posts) carry
a disclosure of sponsorship. Underground review services
provide sellers a distinct advantage over the official pro-
grams: reviews are guaranteed within a short time-span.
Most importantly, they are guaranteed to be five-star. Prior
work (Oak and Shafiq 2024) has discovered that incentivized
review fraud is a systematic and purposeful manipulation,
involving multiple entities (buyers, sellers and agents) and
spread across several countries. Based on their findings, the
process works as follows. The seller or manufacturer of a
product first contacts potential reviewers directly or through
a third-party service (typically, via middlemen on social me-
dia platforms like Facebook). The reviewer is offered an in-
centive (generally, cash equal to the value of the product)
if they write a five-star review. Once the review is posted
and verified, the reviewer receives the promised incentive.
Because the incentive is paid out to the reviewer via a third
party like PayPal or Zelle, the e-commerce platform has no
visibility into it and can therefore not tie the incentivized re-
fund back to a review. While a prior study (He et al. 2022)
presents an innovative network-structure approach to detect
sellers who buy fake reviews on Amazon, it relies heav-
ily on network features derived from common reviewers
among products to identify clusters of fraudulent activity.
This approach primarily targets larger-scale operations (i.e.
of enough scale to influence network connections) and may
miss smaller or more discreet manipulators.

Novelty & Motivation

Our work is distinct from prior work in a number of aspects.
First, unlike prior work on fake reviews, the reviewers we
consider are not bots (Jindal and Liu 2007) or crowdwork-
ers (Fayazi et al. 2015; Rahman et al. 2019). As a result, their
activity does not exhibit typical *fake’ review characteristics
like burstiness, IP clustering and high inter-review similar-
ity. Reviewers involved in incentivized review fraud are real
amazon customers who buy regularly from amazon, and a
part of their purchases is genuine and non-incentivized as
well, making it difficult to isolate fraudulent purchase and
review activity. Second, while prior work (Oak and Shafiq
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2024) has explored the incentivized reviews ecosystem (in-
cluding trends in review growth, operational characteristics
and evasion strategies), it lacks analysis that can illustrate
salient characteristics exhibited by products involved in in-
centivized review fraud. Additionally, while public review
fraud detection tools exist, little is known about their accu-
racy, or the degree to which they produce false positives or
negatives. Through our work, we aim to bridge this gap by
collecting a new dataset, identifying statistically significant
discriminatory patterns between products with and without
incentivized reviews, and audit two public tools for incen-
tivized review detection.

Data Collection

Our data collection approach involved two stages: a data
curation phase where we identified the list of products to
study (along with a corresponding control group), and a web
crawler that extracted product and review data from Ama-
zon. We used Amazon as the e-commerce platform to study
because of the availability of data, as well as it’s popularity.
Below, we first explain how we curated our lists, followed
by our crawling setup. The end-to-end flow can be seen in
Figure 2.

Curating Incentivized Products

Review services operate through social media groups, and
involve review agents posting about their products. We iden-
tified such groups on Facebook, and leveraged publicly
posted information to identify products that were seeking
incentivized reviews. We used search terms like ”Free Ama-
zon Products”, "free products for reviews” and their variants
to obtain a list of such groups. After ordering the groups
by the number of members, we found that the top rank-
ing group had nearly 900k members, and was highly ac-
tive (more than 100 posts a day). In order to advertise their
products, agents frequently posted in this group with links to
products, or to spreadsheets containing product details. We
crawled group posts for a one-week period, and extracted all
posts or comments with URLs. Then, we checked whether
these URLSs resolved to either of the domains we were in-
terested in (Amazon or Google Sheets), and discarded those
that did not. The Amazon URLSs allowed us to directly ob-
tain product details. For the Google Sheets URLs, we down-
loaded the sheets, screened them to identify columns refer-
ring to product links, and then extracted those URLSs. In this
way, we were able to collect 1600 product links. Because
this list of products was obtained directly through agents, we
have high confidence that the reviews of these products have
been manipulated through incentivized review services.

Curating Control Products

Third-party sellers, and not first-party, stand to benefit from
incentivized reviews. In order to obtain a baseline for trends
and features, we curate a list of control products to com-
pare fraudulent products against. We hypothesize that first
party products (those which are shipped and sold by Ama-
zon.com as the seller, and of the Amazon Basics brand) will
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Figure 2: Data Extraction Workflow

be free from manipulation. Our reasoning for this is two-
part. First, because of Amazon’s prohibition of incentivized
reviews, we argue that they will not violate their own guide-
lines on review integrity. Second, as Amazon itself controls
product rankings and appearance in search results, they have
no reason to seek incentivized reviews. To identify a con-
trol set of products, we first clustered the incentivized prod-
ucts based on their categories (electronics, kitchen, supple-
ments, etc). We then queried Amazon for products belong-
ing to these categories, and chose products proportionately
based on category prevalence in the incentivized group. We
further verified their legitimacy by confirming that none ap-
peared in review groups during our observation period. Our
control group also consisted of 1600 products; because prod-
ucts were broadly similar to those in the incentivized group,
this allowed for an apples to apples comparison.

Data Crawling

We developed a custom data crawler to systematically crawl
product and review information from Amazon, using only
publicly available information. Our crawler operated both
for incentivized and control products. The data curation step
had already resulted in a list of URLSs with their associated
fraud labels. Our crawler operated on these URLs. It then
visited the product page and systematically crawled prod-
uct metadata (e.g., product title, description, the day it was
added first on Amazon, price, seller, variants) for each prod-
uct. All of this information is available on the product home-
page. Additionally, it crawled reviews for each product in-
cluding the review text, posted date, additional media attach-
ments, and helpful votes. The product homepage typically
shows only the top 20 or so reviews, ordered by recency. To
overcome this, we augmented our crawler to implement a
click action that would take it to the next page, and continue
crawling till reviews were over. Overall, we obtained a list of
3200 products and around 400k reviews. Complete dataset
statistics can be seen in Table 1Because of the manner in
which the products were selected in each category (incen-
tivized and control), we have high confidence that our labels
are correct, as they are based on live data from review mar-
ketplaces and not based on any heuristic (which may lead
to false positives). We will make this gold-standard dataset
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Data Incentivized | Control | Overall
#Products 1600 1600 3200
#Reviews 160,235 248,512 | 408,747

Table 1: Statistics of Collected Dataset

available for research after the publication of this paper.

Feature Extraction

Prior work has employed features such as review burstiness
and inter-review similarity to detect fake reviews (Mukher-
jee et al. 2013)(Jindal and Liu 2007); however, it is un-
clear whether these incentivized reviews might exhibit sim-
ilar characteristics. Since the reviews for incentivized prod-
ucts were not organic, they might still show characteristics
that differ from the control products. Motivated by this, we
construct a set of features both at the product and review
level. Features at the review level are further aggregated at
the product-level, and therefore become product features.

Rating Features For every product, we extracted the rat-
ing displayed on Amazon. This rating is computed using a
custom weighting algorithm internal to Amazon, and is not
simply an average across all ratings. We also computed sim-
ple average over all reviews, as well as the standard devia-
tion in rating across all reviews. Additionally, we consider
two more features: the ratio of one-star to five-star reviews,
and the ratio of ‘bad’ (1/2/3-star) to ‘good’ (4/5-star) re-
views. This gives us 5 features at the product level.

Text Features For every review, we computed the review
length in terms of characters, words and sentences. This was
motivated by the fact that incentivized reviewers put less ef-
fort into reviews, and therefore will write reviews that are
shorter in length and with fewer words. We also extracted
the number of punctuation characters in each review. We hy-
pothesize that the distribution of these features would also
differ across the two groups due to review manipulation.
Therefore, we considered both the mean and standard de-
viation in each feature (Sun, Du, and Tian 2016) this leads
us to a total of 8 features at the product level.



Semantic Features For every review, we computed the
polarity of the text as well as subjectivity of the text, us-
ing off-the-shelf text preprocessing modules. Our hypothesis
was that since reviews are incentivized, they would be less
neutral than organic reviews, and strongly positive. Similar
to the above, we considered both the mean and standard de-
viation in each feature, leading to 4 features.

Content Features For every review, we extract three ad-
ditional features: the number of photos attached, the number
of videos attached, and the number of helpful upvotes that
the review received. Because the reviews were incentivized
these attributes were subject to manipulation too. Consider-
ing both mean and standard deviation, this leads to 6 fea-
tures.

Five-Star Features Because review manipulation in-
volves adding more five-star positive reviews, we expect to
see more significant differences in these features if com-
puted over only five-star reviews for each product (Mukher-
jee et al. 2013). This gives us 18 additional features (all fea-
tures replicated except the rating features, which cannot be
computed over just 5-star reviews).

Characterizing Products with Incentivized
Reviews

We used hypothesis testing in order to examine whether our
extracted features showed statistically significant differences
between the incentivized and control groups. Our null hy-
pothesis (Hy) for every feature was that the mean value of
the feature would be the same in both the incentivized and
control groups. The alternative hypothesis (H,) was that the
means would be different. For every feature, we calculated
the mean in both groups of products and then compared
the means using an unpaired two-tailed #-test (Hastie et al.
2009). Below, we present our results and interpret our find-
ings qualitatively.

Product Ratings

Overall Rating We find that products with incentivized
reviews, in general, have a higher average review score as
compared to those that do not (4.52 vs 4.1). We also discover
that there is less variance in ratings in the incentivized prod-
uct group; as most of the reviews are incentivized, they tend
to be rated five-star. Indeed, we found that nearly 23% prod-
ucts in the incentivized group had 0O standard deviation in
ratings, as opposed to less than 3% in the control group. On
average, the standard deviation in the control group was 49%
higher than the incentivized group (1.27 vs 0.85); this differ-
ence was found to be statistically significant (p < 0.01).

Positive vs Negative Ratings We also examine the distri-
bution of positive (4 or 5-star) versus negative (1, 2 or 3-star)
reviews per product. We find that the positive reviews are
nearly 5 times the negative ones in the incentivized group,
but only 2.5 times in the control group. We further look at
the ratio of extreme positive (5-star) to extreme negative (1-
star) reviews. Five-star reviews are 8.3 times more than the
one-star reviews in the incentivized group, but only 4 times
more in the control group.
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Review Content

Review Length We compare review lengths between the
two groups in terms of the number of characters, words and
sentences. We find that, on average, products in the incen-
tivized group have an average review length of 224 charac-
ters, 42 words, and 4 sentences. On the other hand, the prod-
ucts in the control group have an average review length of
303 characters (35.27% more), 57 words(35.71% more) and
5 sentences(25% more). We also find that the standard devi-
ation in the incentivized group is 192 characters, 36 words,
and 2.61 sentences, and that in the control group is 285 char-
acters (48.44% more) , 53 words(26.19% more) and 3.8 sen-
tences (45.59% more). These differences were found to be
statistically significant (p < 0.01). We theorize that incen-
tivized products exhibit shorter reviews on average as a re-
sult of users not being able to come up with content, as the
review does not reflect an actual user experience.

Punctuation We find that for products in the control
group, the average review has 8.18 punctuation characters,
while the average review in the incentivized group has 5.49.
The standard deviation in the number of punctuation are
8.76 and 5.71 in the control and incentivized group, respec-
tively. If we consider only five-star reviews in both groups,
we find that the deviation in number of punctuation char-
acters in the control group (8.03) is almost double than the
incentivized group (4.49).

Media Attachments We compared the number of photos
and videos attached per review between the two groups. We
find that for products in the control group, the average re-
view has 0.8 images and 0.3 videos. On the other hand,
for products in the incentivized group, the average review
has 2.8 images and 1.9 videos. We also find that there is at
least one image attached to nearly every five-star review for
all incentivized products, while it is not as prevalent in the
control products. We qualitatively examined a few randomly
sampled products with a high number of images and videos
per review, and found that most of them have media attach-
ments when they are not needed: such as video clips show-
ing power banks or nutritional supplements. We hypothesize
that media attachments indicate actual use of the product
which indicate organic user engagement. Fraudulent review-
ers may therefore be overusing them so that their reviews do
not get flagged.

Review Semantics

Polarity We find that in general, reviews for incentivized
products have higher polarity than those for control prod-
ucts. This trend holds even if we consider only the five-star
reviews. This is expected, as the incentivized reviews will
be strongly and overwhelmingly positive, while genuine re-
views may acknowledge certain shortcomings, even while
being positive overall. While the difference in polarity (0.25
in control vs 0.31 in incentivized) is statistically significant,
itis not of practical significance because of small magnitude.

Subjectivity We find that subjectivity is marginally higher
in the incentivized review group(average of 0.56) compared
to the control group (average of 0.54). Similar to polarity,



B Incentivized 175 |
300 F s Control B
2 12 150
S 250 i3
8 a0 18 a8t
o X 00
> 150 N
NS L e
é g 75f
5 100¢ :E sof
z iz
50 1 25 F
0 LJ ikl s, o iy . o 0
0 1 2 3 4 5 0 500

(a) Std. Deviation in Product Rating

(b) Mean Review Length (Chars)

s n_.
1000

B e—
B Incentivized 2
I Control

T T
N Incentivized 70F

s Control

60 [

50 !

40

30

Number of Products

20

e 0
1500 2000 0 5 10 15

(c) Std. Deviation in Punctuation

Figure 3: Distribution histogram plots for some features we examined. Values reported are calculated across all reviews per

product.

the difference is statistically significant, but not practically
significant enough to be used as a discriminator.

Review Trends

In order to observe the trend in reviews across the two
groups, we collected reviews data for all products over a six-
week period. We recorded the number of reviews added and
removed every week. We describe below our findings from
the longitudinal analysis.

Review Growth We observe that incentivized products
show abnormal growth in terms of number of reviews added
every week. For every product, we compute the review
growth based on the number of reviews added as a fraction
of the reviews in the first week. We find that incentivized
products, on average, grow their reviews by nearly 12% ev-
ery week; this is in stark contrast to control products which
have a growth rate of less than 1%. The maximum growth
shown by a product in the incentivized group is 89%, and
that in the control group is 8%. Additionally, weekly review
trends in the control group are fairly stable with little vari-
ance (i.e. the fraction of reviews added remains more or less
the same each week). However, incentivized products ex-
hibit spiky behavior — we define a spike as a week in which
there is a sudden growth in the number of reviews added (at
least 10%). We found 43 incentivized products that exhib-
ited at least one spike (an example can be seen in Fig 4). In
contrast, no such products were found in the control group.
We theorize that sudden spikes are a symptom of an incen-
tivized review campaign running for the product. Sellers or
brands interested in boosting their rankings through incen-
tivized reviews will naturally want to do so as quickly as
possible, thus resulting in the spiky behavior.

Review Removal While analyzing review growth, we also
observed that some products had their reviews removed. Our
hypothesis is that this is an action taken by Amazon in or-
der to eliminate suspicious reviews from the platform. Out
of the 1500 incentivized products we were studying, 235
had at least one review removed. The average product had
8.2 reviews removed, and one product had 1144 reviews re-
moved. In contrast, control products show little to no review
removal. Only 21 products had at least one review removed,
and the most number of reviews removed for a product were
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Figure 4: Week-over-Week Review Growth for a product
showing spiky behavior

18. We theorize that these removals are a result of one of
two things: (i) false negatives in fraud detection by Amazon,
or (ii) collateral damage as a result of the review authors’
reviews being removed for suspicion of fraud.

Discussion

We find that several features show statistically significant
differences between the incentivized and control group, in-
dicating that they may be useful signals for detecting re-
view fraud using statistical or machine learning methods.
Many of these, such as the length and media attachments
are supported by empirical findings from prior work (Oak
and Shafiqg 2024; He, Hollenbeck, and Proserpio 2023).
Overall, we see that incentivized products show lower vari-
ance in their reviews in terms of the length, rating distribu-
tions, indicating that most of the reviews are similar with
respect to those features. This indicates that these reviews
lack the natural variance that would occur as a result of
organic customer purchases. Lower variance indicates that
these reviews are curated or influenced in some way. Vari-
ance of various parameters across reviews for a product may
be indicative of fraud, and a useful signal to leverage for
fraud detection. We also find that incentivized products of-
ten show abnormal growth in the number of reviews, as well
as sudden spikes in reviews, as alluded to empirically in



Model ACC | PREC | REC | F-1
Logistic Regression | 75.00 | 73.97 | 76.48 | 75.20
Decision Tree 76.78 | 77.10 | 75.63 | 76.36
Random Forest 82.14 | 81.06 | 83.47 | 82.25
K-Neighbors 77.20 | 80.87 | 70.76 | 75.48
Naive-Bayes 66.07 | 59.05 | 89.83 | 71.26
MLP 79.72 | 78.18 | 81.99 | 80.04

Table 2: Classification Results at Product Level. ACC,
PREC, REC and F-1 refer to Accuracy, Precision, Recall and
F-1 score respectively. Values shown are percentages.

prior work (Oak and Shafig 2024). Control products, ex-
hibit a stable and steady growth in reviews, which is ex-
pected because of the products being sold and reviewed or-
ganically. Examining for sudden unexplained growth may
help identify incentivized review campaigns. These findings
offer actionable insights for e-commerce platforms. First,
platforms can integrate the identified features (e.g., review
growth spikes, media overuse) into existing fraud detection
pipelines. While our study focuses on Amazon, the char-
acteristics of incentivized reviews (e.g., shorter length, me-
dia inflation, rating homogeneity) are platform-agnostic and
likely applicable to other e-commerce ecosystems like Wal-
mart or eBay; sellers on these platforms similarly exploit so-
cial media groups to solicit reviews (Oak and Shafiq 2024).

Detecting Review Fraud

In this section, we examine the performance of machine
learning models in detecting incentivized reviews. We use
six popular, widely used machine learning algorithms for
classification: logistic regression, decision trees, random for-
est, support vector machines (SVM), naive-bayes classifier
and a simple feed-forward neural network (multi-layer per-
ceptron or MLP). We first attempt classification at the prod-
uct and review level individually, and then combine them
into a hybrid two-phase strategy.

Incentivized Product Detection

Using the aforementioned statistically significant features,
we first trained machine learning classifiers (Fontanarava,
Pasi, and Viviani 2017) to detect incentivized products. We
reserve 33% of the data for testing, and train on the re-
maining 67%. We sample randomly but uniformly from both
classes to derive our training and testing data. We also ver-
ified our results using 5-fold cross-validation. From the re-
sults shown in Table 2, we see that the random forest (Ho
1995) is our best performing model with an accuracy of
82.14%. This equates to an error of nearly 20% which
we contend is unacceptable for deployment in production
systems. By observing the receiver operating characteristic
(ROC) (Figure 5) for the random forest, we see that at higher
thresholds we can force the model to operate at an extremely
high precision. On setting a threshold of 0.9, we see that we
obtain a precision of 95.65% on the test set; there are only
7 false positives. However, the recall is low at 32.67% and
318 false negatives.
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Figure 5: Receiver Operating Characteristic (ROC) curve for
Random Forest.

Model ACC | PREC | REC F-1
Logistic Regression | 83.06 | 58.59 | 82.48 | 68.51
Decision Tree 82.58 | 62.57 | 5490 | 58.48
Random Forest 86.61 | 87.35 | 46.84 | 60.98
K-Neighbors 78.89 | 81.97 7.07 | 13.02
Naive-Bayes 87.83 | 82.69 | 57.58 | 67.89
MLP 87.18 | 75.20 | 63.57 | 68.90

Table 3: Classification Results at Review Level. ACC,
PREC, REC and F-1 refer to Accuracy, Precision, Recall and
F-1 score respectively. Values shown are percentages.

Review Level Classification

Next, we investigate classification at the review level. We
have high-confidence ground-truth about which products
have incentivized reviews. If a seller were trying to ob-
tain incentivized reviews, they would want naturally want
the reviews to be 5-star. We consider all 5-star reviews of
these products to be incentivized. The remaining reviews
(i.e. the 1-4 star reviews for incentivized products, and all
reviews for control products) are considered to be genuine.
Note that we do not have ground truth at the product-level
and not at the review-level (that is, we know which prod-
ucts have incentivized reviews, but we do not know which
reviews for each product are incentivized). Therefore, our
goal for every review is to predict whether it belongs to a
product with review manipulation or not, based only on the
review text. Similar to our product-level classifiers, we re-
serve 33% data for testing and 67% for training. We sam-
ple uniformly at random and ensure that there is no product
overlap between training and test data. We use a pre-trained
BERT (Devlin et al. 2018) model to extract contextual em-
beddings for each review and use the embeddings as features
to off-the-shelf classifiers (Fontanarava, Pasi, and Viviani
2017). As seen from Table 3, the logistic regression is our
best performing classifier with an accuracy of just slightly
more than 83.06%; however, as discussed above, this error
would amount to significant amount of noise and may not be
acceptable at the production level.



Precision-Recall Tradeoff

We further study the tradeoff between precision and recall
to see if there exists a viable operating point in the receiver
operating curve. In the scenario when an e-commerce com-
pany like Amazon detects incentivized reviews, they typi-
cally do one of two things as mitigation measures: (i) remove
the product listing from the website, or (ii) ban flagged user
accounts from contributing to reviews. Note that because
these fraudulent reviews are written by real customers, ban-
ning user accounts would result in suppressing user opinions
and may lead to user churn. Similarly, by de-listing prod-
ucts, the company is also losing revenue and organic im-
pressions from genuine buyers Therefore, any detection of
incentivized reviews must operate at a high precision; that
is, when a product is flagged, the chances of it being a false
positive should be extremely low. This will, of course, come
at the cost of low recall, which means that there would be
some products which have incentivized reviews and would
go undetected.

Addressing False Negatives

Our aim is now to use the existing classifier (tuned at a high
threshold for high precision) and then apply some methods
to reduce the false negatives that the high threshold will in-
troduce. We experimented a variety of methods to correct for
the false negatives, as described below.

Label Propagation First, we attempted to correct the false
negatives by leveraging labels from similar products. For ev-
ery product, we obtained the labels of the nearest K neigh-
boring products in the feature space using cosine similarity.
We then conducted a majority voting among those labels,
and computed the percentage of votes for each class. For the
products labeled as non-fraudulent by the base classifier, we
switched the labels if at least 60% of the neighbors were
marked as fraudulent. We experimented with varying num-
ber of neighbors, with values from K = 3 to K = 11.

Feature Propagation In this approach, we attempted to
correct the false negatives by leveraging features from simi-
lar products. For every product, we obtained the features of
the nearest K neighboring products in the feature space. We
then aggregated those features to compute a product vector
that incorporates neighboring features along with it’s own.
This was done by averaging the vectors weighted by the co-
sine similarity. For the products labeled as non-fraudulent
by the base classifier, we then re-scored them using the base
classifier and the new feature vector.

Anomaly Detection In this approach, we attempted to
correct the false negatives by using one-shot learners trained
on the control products to identify anomalies. We trained an
unsupervised model ( we experimented with Local Outlier
Factor (Cheng, Zou, and Dong 2019) and Isolation Forest)
on the control products. We then ran inference on this model
for the products labeled as non-fraudulent by the base classi-
fier. Products identified as outliers by the anomaly detection
model were re-labeled as fraud.
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Model ACC | PREC | REC | F-1
RF @ Thresh=0.5 | 82.14 | 81.06 | 83.47 | 82.25
RF @ Thresh=0.9 | 65.86 | 95.65 | 32.67 | 48.65
Two-Stage 88.76 | 93.54 | 84.11 | 88.57

Table 4: Performance Gains with Two-Stage Classification.
ACC, PREC, REC and F-1 refer to Accuracy, Precision, Re-
call and F-1 score respectively. Values shown are percent-
ages.

Results We were not able to obtain meaningful improve-
ments with any of the methods discussed above. Label prop-
agation was not effective, as due to high precision label-
ing, very few products were newly labeled as fraudulent,
resulting in minimal or no elimination of false negatives.
Feature propagation resulted in adding several false posi-
tives, perhaps due to feature distortion caused by averaging.
Anomaly detection did not work, because the dataset was
well-balanced, while most anomaly detection methods are
designed to detect rare anomalies (< 2%).

Correcting with Reviews

Finally, we investigated whether classification at the review
level could help correct false negatives. We use the product
classifier at high precision to eliminate false positives, and
the review classifier at high recall to correct for the false
negatives that the former introduced. First, we trained the
Random Forest model on the products and tuned it to a high
precision (low, negligible false positives). Then, we trained
a logistic regression (Cox 1958) classifier at the review level
and tuned it for high recall (low, negligible false negatives).

We first score every product using the base classifier. Be-
cause we tuned for high precision, we have high confidence
that the products labeled as fraudulent by the classifier are
indeed fraudulent, and so we declare that to be the final label
for that product. For every product labeled as non-fraudulent
by the base (product-level random forest) classifier, we ob-
tain all of it’s reviews and score each review using the logis-
tic regression classifier. If a majority voting on the reviews
shows that they are incentivized, then we flip the label and
declare the product as incentivized. Otherwise, we retain the
label assigned by the base classifier.

We see that this approach is highly effective, as evidenced
by the metrics in Table 4. The base classifier (at a very high
threshold, for high precision) has a precision of 95.65%, but
with a very poor recall of 32.67%. However, after correc-
tion by our two-phase model, there is large increase in recall
(51.44%) at the cost of very small drop in recall (2.9%).

The difference is more obvious when we look at raw num-
bers as shown in Table 5. The base classifier at the default
threshold (0.5) has only 393 true positives, and 93 false pos-
itives. Bumping the threshold to a high value of 0.9 drasti-
cally reduces the false positives to just 7; but in doing so, it
also reduces the true positives by more than half, and raises
the false negatives to 318. In comparison, our proposed ap-
proach is able to reduce both the false positives and nega-
tives as compared to the base classifier.



Model #TP | #IN | #FP | #FN
RF @ Thresh=0.5 | 393 | 387 | 93 79
RF @ Thresh=0.9 | 154 | 473 7 318
Two-Stage 425 | 459 | 21 47

Table 5: Classification Metrics with Two-Stage Classifica-
tion. #TP, #FP, #TN and #FN represent the true positives,
false positives, true negatives and false negatives respec-
tively.

Discussion

Our experiments show that while their exist statistically sig-
nificant differences between most of the features we com-
puted, the differences are not discriminative enough to build
high-precision machine learning classifiers. Low precision
is not acceptable at the scale of e-commerce platforms, as it
will lead to monetary loss and user churn. We find that our
two-step approach (classifying products at high precision,
followed by a second high-recall classifier based on individ-
ual reviews) is able to optimize jointly for precision and re-
call, and is able to eliminate false negatives with a minimum
increase in false positives. We are able to achieve an F-1
score superior to that of prior work (He et al. 2022) using a
lightweight approach that does not rely on network features,
which incur heavy computation cost, as well as require fre-
quent recomputation due to the dynamically evolving nature
of reviews. It is important to note that our classifiers were
based on features derived from publicly available data. In
practice, e-commerce platforms like Amazon will have vis-
ibility into several other features (such as user journey and
historical activity, long-term trends in products) which are
likely to improve the performance of machine learning mod-
els and result in even higher precision and recall.

Auditing Fake Review Detection Services

There are a number of services that are specifically geared
towards detecting fake reviews on Amazon. Operating as
web services, mobile apps, or browser extensions, these ser-
vices score the authenticity of a product’s reviews. It is un-
clear if these services are able to reliably detect incentivized
reviews. To bridge this gap, we audit two such services:
Fakespot and ReviewMeta. For every product in our dataset,
we obtain the review grade for the product by Fakespot and
ReviewMeta. Comparing the review grades with our ground
truth labels, we are able to evaluate the precision and re-
call of these services. Note that the total number of products
analyzed is less than 1600, as some of the products and/or
reviews were removed by Amazon as a part of their cleanup
efforts.

Fakespot

Owned by Mozilla, Fakespot“, is a tool that helps consumers
verify review authenticity. According to their website, they
use machine learning on a variety of features (product, re-
views, seller and user) to produce review grades. Grades A

*https://www.fakespot.com/
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and B mean that a product has reliable reviews, a grade
C indicates a mixture of reliable and unreliable reviews,
and grades D and F' indicate that there are insufficient re-
liable reviews. A comparison between the grades assigned
by FakeSpot and our ground truth labels is shown in Ta-
ble 6. We see that FakeSpot suffers from both false positives
and false negatives. For the products assigned grades A and
B by FakeSpot (which indicate that reviews are reliable),
459 (62.48%) and 345 (34.8%) respectively were fraudu-
lent. For the products assigned grades C' and D (which in-
dicate unreliable reviews), 265 (67.6%) and 188 (53.41%)
were in fact, legitimate products. Overall, we conclude that
FakeSpot is unreliable as it suffers from a significant number
of false positives and negatives.

Fakespot Grade | Non-Fraud | Fraud | Total
A 275 459 733
B 647 345 992
C 265 127 392
D 188 164 352
F 54 84 138
N/A 27 250 276
Total 1454 1429 | 2883

Table 6: Fakespot Confusion Matrix

ReviewMeta

ReviewMeta® is a website and browser extension that spe-
cializes in analyzing product reviews on Amazon. Re-
viewMeta’s algorithm evaluates various factors in Amazon
reviews, such as the language used, the timing and frequency
of reviews, and the behavior of reviewers. Based on this
analysis, ReviewMeta provides users with either a PASS,
WARN or FAIL rating for a given product. A compar-
ison between the grades assigned by ReviewMeta and our
ground truth labels is shown in Table 7. Looking at simply
the PASS and FAIL grades, we see that ReviewMeta has
an accuracy of around 67%. However, there are a number of
false positives and negatives.a significant number of fraudu-
lent products (664) are labeled as non-fraudulent, leading to
several false negatives and low recall (< 21%). Additionally,
owing to the false positives (166), the precision is also fairly
low (around 51%). We also observe that 289 benign prod-
ucts are assigned the W ARN label. Reasonably assuming
that a user who sees a W ARN rating will not trust the prod-
uct; this thus adds to the false positives even more. Overall,
we conclude that ReviewMeta is unreliable as it also suffers
from a significant number of false positives and negatives.

Shttp://www.reviewmeta.com/



ReviewMeta Grade | Non-Fraud | Fraud | Total
PASS 971 664 1635
FAIL 166 174 340
WARN 296 206 502
N/A 21 385 406
Total 1454 1429 | 2883

Table 7: ReviewMeta Confusion Matrix

Discussion

Based on our audit of the two fake review detection ser-
vices, we conclude that they face significant challenges in
assessing whether a product has incentivized reviews or not.
Both the tools we examined mark several fraudulent prod-
ucts as reliable in terms of reviews. It is important to note
that our findings should not be interpreted as criticism of
these tools but rather as a demonstration of the inherent chal-
lenges posed by the unique characteristics of incentivized
reviews. Our measurement represents a snapshot in time;
the models used by these tools may learn and improve over
time, and produce better results. Additionally, these mea-
surements are over a small sample size, and do not reflect the
overall accuracy, precision or recall of these tools. Fakespot
and ReviewMeta remain invaluable resources for consumers
navigating an increasingly complex review ecosystem. Their
limitations in detecting incentivized reviews underscore the
need for continuous innovation, not a failure of their cur-
rent design. By framing these findings as a call for evolution
rather than criticism, we emphasize the shared goal of com-
bating fraud while respecting the practical constraints faced
by third-party tools.

Conclusion

This paper explores the issue of incentivized review fraud
on e-commerce platforms, an emerging issue with serious
consequences for the integrity of online platforms as well
as consumer safety. We compiled the first known dataset of
products soliciting incentivized reviews, enabling detailed
analysis of fraudulent practices. Our findings show that
products seeking incentivized reviews exhibit certain pecu-
liar characteristics, which are significantly different from
products not involved in incentivized review fraud. How-
ever, machine learning methods are not able to detect such
fraud at high precision without incurring significant loss
in recall. Our novel two-phase technique, which combines
high-precision product classifiers with high-recall review
classifiers, offers a promising solution to this problem. This
approach minimizes false positives significantly, which is
crucial for maintaining user trust and avoiding undue pe-
nalization of legitimate sellers. However, it also results in
a slight increase in false negatives, which is an acceptable
trade-off in many operational contexts to ensure that only
highly probable cases of fraud are acted upon. Our audit of
existing tools like Fakespot and ReviewMeta revealed sig-
nificant limitations in current detection technologies, further
underscoring the challenging nature of this problem.
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