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Abstract

State sponsored information operations, or SSIOs, are a
growing problem across many of the information spaces we
inhabit online. These instances of coordinated misinforma-
tion and propaganda have been perpetrated by over 80 state
actors in the last decade, and have been used to exert in-
fluence on digital media consumption habits, discussions of
contentious issues, and even national elections. Concern over
the power that SSIOs wield is only growing as the prolifera-
tion of automated tools and services is making it easier than
ever to launch large-scale manipulation campaigns. But what
role do such automated agents play within the broader oper-
ations that they are deployed in? Are they even successful
at making an impact in information spaces online? In this
work, we address both of these questions through the use
of a sequence-based clustering method and advanced linear
modeling. Using these methods, we investigate the relation-
ship between agent automation, role, and network character-
istics and how much success those agent’s achieve over the
course of their lifetimes. We find that automated agents per-
form worse across every success metric compared to human
agents, and that they play a smaller, supporting role to the pri-
marily human SSIO workforce. What’s more, we find that the
extent to which agent’s engage in amplifying- or producing-
centric roles is by far the biggest determinant of how success-
ful they will be, highlighting the importance of social-roles in
the analysis of automated agents.

Introduction
During the 2016 U.S. presidential election, an office of over
1,000 operatives posed as U.S. citizens and produced di-
visive content across multiple social media platforms, with
the end goal of influencing the results of the election (Lis-
ter, Sciutto, and Ilyushina 2017). This was the work of the
Russian-employed Internet Research Agency (IRA), and by
the end of this campaign, over 126 million Americans were
exposed to IRA-produced content on Facebook alone (In-
gram 2017). Such campaigns, which we refer to as state-
sponsored information operations, or SSIOs, have only be-
come more common in the last decade. Recent reports indi-
cate that just in 2020, over 80 state actors engaged in at least
one attempt to manipulate public opinion online (Bradshaw,
Bailey, and Howard 2021). Concern over the influence that
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SSIOs wield on public information spaces is only growing as
large language models continue to improve and proliferate.
This proliferation is lowering the barrier to entry for state
actors, private firms (Bradshaw, Bailey, and Howard 2021),
and even individuals (Knight 2023) to perpetrate informa-
tion operations. But are such automated agents actually that
effective at manipulating public information spaces? Recent
work from Cresci et al. has shown that a common motiva-
tion for studying such automated agents, which they refer
to as social bots, is an assumption that automated agents
are largely responsible for manipulating information and ex-
acerbating social conflicts, even though existing literature
paints a far murkier picture (Cresci et al. 2023). They find
that most literature focuses solely on detecting and charac-
terizing the behavior of of such automated agents, leaving
the question of what role these accounts play, and critically,
how effective they are, largely unexplored.

In this work, we quantitatively address both of these ques-
tions in the context of automated agents used by SSIOs op-
erating on X (formerly Twitter). Specifically, we apply re-
cent developments in social role identification (Polychronis
and Kogan 2023) to measure the utilization of automated
agents in SSIOs and what roles they serve. We then use
Generalized Linear Mixed Modeling to measure what ef-
fect this utilization (both at the operation- and individual-
level) has on the effectiveness of human and automated
SSIO agents. Through our analysis, we find that when the
role of an agent is not considered, automated agents appear
to present a tradeoff of providing better engagement, at the
cost decreased “staying power” (less followers and a shorter
longevity). However, once we account for role, we find that
automated agents perform worse on every success metric
when compared to human agents. Once we account for role,
we also find that an agent’s role, and specifically whether
they amplify or are being amplified by other agents, is a far
bigger factor in agent success than whether or not that agent
is automated. We conclude this paper with a discussion on
the importance of social roles in automated agent research,
a reflection on the limitations of our work and the directions
these provide for future work in this domain.

Related Work
Below, we introduce definitions for State Sponsored Infor-
mation Operations and social botnets, and then discuss how
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social roles manifest in the SSIO context.

State Sponsored Information Operations State Spon-
sored Information Operations (SSIOs) can broadly be un-
derstood as concerted efforts to manipulate social media in
order to “manufacture consensus, automate suppression, and
undermine trust in the liberal international order” (Bradshaw
and Howard 2019). SSIOs typically evolve in three stages,
first creating and utilizing accounts to mimic authentic users
and gain legitimacy, before using coordination to generate,
amplify, and spread their own content. If SSIOs are success-
ful, the third step, then, is that genuine users are convinced
of the value of this content and spread it themselves (Luceri
et al. 2024). Originally, SSIOs were primarily conducted
by governments, state actors, or political figures (Bradshaw
and Howard 2019), but increasingly the work of conduct-
ing SSIOs is being outsourced to private firms, with at least
48 such firms being hired in 2020 (Bradshaw, Bailey, and
Howard 2021). While the goals of SSIOs range from incit-
ing social tension to quashing civil unrest (Cordey 2019),
they all primarily operate by weaponizing various forms of
information, whether that be propaganda, or the intentional
(disinformation) or unintentional (misinformation) spread of
false information (Theohary 2020). Over time, the strategies
and techniques employed by SSIOs have become more ac-
cessible (Knight 2023) and more readily adopted by non-
state actors (Beers et al. 2023). In this work, we consider
one of the overarching strategies used by SSIOs, role-taking
(Polychronis and Kogan 2023; Cima et al. 2024), and ana-
lyze how this strategy contributes to operation success.

Social Bots Defining a social bot is surprisingly difficult,
as social bots are studied in a variety of contexts and by a
multitude of communities. The works that have aimed to
bridge these different context and communities tend to agree
that “social bots” are social media accounts that exhibit ei-
ther full or partial automation, which are typically deployed
in groups (called social botnets), that strive to mimic human
behavior to avoid detection and manipulate public opinion
(Cresci 2020; Gorwa and Guilbeault 2020; Grimme et al.
2017). While early social bot research mainly considered
things like fake followers and simple spam-bots, the theories
and detection techniques developed in the social bot domain
were also applied with great effect to early SSIOs (Hegelich
and Janetzko 2016; Abokhodair, Yoo, and McDonald 2015).
However, the many different contexts in which the social bot
term is applied, as well as the way that social bots are con-
stantly evolving in order to avoid detection (Cresci 2020),
results in a key tension in social bot research: not all social
bots are the same. More specifically, social bots can behave
very differently depending on what they are built/deployed
to do and as such, this context must be considered delib-
erately (Cresci et al. 2023). In this work, we attend to this
consideration by specifically scoping our analysis to the so-
cial bots participating in SSIOs, which we refer to in the
remainder of this paper as automated agents.

Social Roles in SSIOs Coordination is at the heart of
the work that SSIOs undertake. Agents can be coordinated
around what topics they should post about, which people

they should target/amplify, what platforms to use, and in at
least one case, what profanity/derogatory language they can
use without breaking community guidelines (Seddon 2014;
Broderick 2019). Recent work from Polychronis and Kogan
has shown that one of the other significant ways that this co-
ordination manifests in SSIOs is in the social roles that dif-
ferent agents occupy (Polychronis and Kogan 2023). These
social roles allow individuals to contribute to complex tasks
and achieve goals, even without being fully aware of those
goals (Weick 1993; Yang et al. 2016). Polychronis and Ko-
gan used social roles to investigate how principles and detec-
tion techniques from social bot research were being applied
in this SSIO context. In this work, we more deeply explore
the nature of these social roles, specifically to investigate dif-
ferences in the role that human and automated agents serve
in SSIOs and to what effect

Methods
To answer our questions concerning the role that automated
agents play in SSIOs, and how effective they are, we turn to
the X Information Operations archive. We then use embed-
ded Digital DNA, a sequence based clustering technique, to
extract characteristics related to agent automation and role.
Finally, we combine these and several other agent character-
istics, as well as several operation-level traits, and perform
regression to explore the relationship these characteristics
have with the success that an agent achieves. We describe
this dataset and these modeling techniques below.

Data
To explore the role taking and efficacy of SSIO agents on X,
we analyze data from their Information Operations archive1.
At time of analysis, this archive contained the complete ac-
tivity of agents tied to 34 different operations. However, after
classifying agents as being automated or human (described
in the following section), we find that nine of these opera-
tions make no use of automation. As our analysis focuses on
comparing human and automated agents within and between
SSIOs, we remove these nine operations from consideration,
leaving us with a final dataset of 25 operations. In total, this
dataset contains over 207 million posts, authored by 78,151
agents. One of the critical data-cleaning/processing steps
which X takes before disclosing SSIO agent data is that for
engagement and following metrics (likes, reposts, number
of followers, etc.), they remove any engagement that comes
from suspended accounts (which would include any engage-
ment that comes from within the operation itself). For exam-
ple, a post from an agent in this dataset with 100 likes, of
which 90 came from other SSIO agents, would be recorded
as only having 10 likes. The biggest limitation of this dataset
is that any agent with less than 5000 followers, or any men-
tioned user with less than 5000 followers, is anonymized.
Between this and the fact that all SSIO agents present in the
archive have been suspended from the platform, additional
information, such as social network characteristics or en-
gagement metrics including the inflation due to other SSIO

1The X Information Operations archive can be found at:
transparency.x.com/en/reports/moderation-research.html
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agents, can’t be accessed with the X API. Despite these lim-
itations, this is one of the largest, and most under-explored
(Cresci 2020) SSIO datasets publicly available, making it a
perfect fit for our analysis.

Identifying SSIO Agent Automation and Role
In order to assign roles to SSIO agents, we use the Digital-
DNA methodology developed by Cresci et al. (Cresci et al.
2016, 2017) and extended by Polychronis and Kogan (Poly-
chronis and Kogan 2023). This method works by encod-
ing the individual activities of users (in this case, posts on
X) using one or more mappings, referred to as alphabets.
Through this process, we convert user activity timelines into
strings of characters, which we can then embed numerically
and cluster. These clusters can then be summarized in order
to reveal the social roles that agents within a cluster serve.
While Polychronis and Kogan used this method to under-
stand agents in the SSIO context, they identify that a limita-
tion of their approach is that the alphabets that they used to
encode activity were largely informed by the social bot lit-
erature, and that further analysis in the SSIO context would
benefit from a more SSIO-specific set of alphabets. To this
end, we propose a modified set of three alphabets, shown in
Figure 1 and described in greater detail below, that draws
more directly from the SSIO literature.

α1 =


A← standard tools used
B ← automated tools used
C ← other tool-types used

α2 =

{
D ← content production
E ← content amplification

α3 =

{
F ← short time between activities
G← long time between activities

Figure 1: The SSIO-informed alphabets we use to encode
agent behavior. Every tweet is described using three char-
acters describing the tool used to author the post (α1), the
type of post (α2), and the time since last activity (α3). These
character strings are then combined for each agent using em-
bedded digital-DNA to assign each agent a role.

Account Automation To encode account automation
(α1), we use a similar process as Polychronis and Kogan
(Polychronis and Kogan 2023). We find that their method-
ology for constructing this alphabet, while informed by
the social bot literature, mirrors the current understanding
of what suites of tools are employed in SSIOs (Bradshaw
and Howard 2019). The first author manually encoded the
tool-type used to author a post as either human-oriented,
automation-oriented, or custom-built tools. Human-oriented
tools are those that exist in the native X ecosystem, such as
the mobile and web clients, while automation-oriented tools
are those that explicitly advertise automation or scheduled-
posting as one of their features. Custom-built tools are those
that either do not advertise such features or those that are

not advertised online in any capacity. We exclude agents
from our analysis that primarily use custom tools, as it is
too difficult to determine at scale whether these tools are
simply niche services (which would suggest that agents are
humans) or if they are tools built by SSIO organizers to auto-
mate work (Cryst et al. 2021; DiResta, Grossman, and Miller
2019). We find that the vast majority of operations have no
agents who primarily use such custom-built tools (as shown
in Figure 2) and thus feel comfortable excluding them from
our analysis.

0.0 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40

Proportion of Agents Primarily using Custom Tools

0

5

10

15

20

25

30

N
u

m
b

e
r 

o
f 

O
p

e
ra

ti
o

n
s

Custom Tooling Utilization

Figure 2: The proportion of agents that primarily use custom
tools. Only five operations make greater than 5% utilization
of custom-tooled agents.

Activity Type To encode activity type (α2), we opera-
tionalize the well-established producer-amplifier relation-
ship that has been identified in an array of SSIOs, includ-
ing ones active in Syria (Abokhodair, Yoo, and McDonald
2015), Germany (Neudert, Kollanyi, and Howard 2017), and
the United States (Arif, Stewart, and Starbird 2018). In or-
der to do this, we encode agent activity into a binary, and
classify any activity which produces new content on X (i.e.
posting and replying) as “production activities” and any that
amplify/propagate existing content, in this case reposting, as
“amplification activities”.

Activity Frequency To encode our final alphabet (α3), we
encode the time elapsed since last activity as being either
short if it was on the order to second or minutes after, or long
for activity occurring hours after or longer. This binary en-
coding is quite simplisitic, but captures when agents engage
in bursty activity with zero or near-zero downtime between
posts. This burstiness has been identified as a key feature of
social media manipulation by both the social bot literature
(Mazza et al. 2019) and the SSIO literature (Abokhodair,
Yoo, and McDonald 2015).
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Measuring Agent Effectiveness
In order to investigate the impact that agent automation/role
has on the success they achieve, we perform regression to
measure the relationship between agent characteristics (both
at the individual- and operation-level) and several common
success criteria (one regression model per success metric).
To emphasize, we are measuring success at the individual
agent level, with an assumption that an operation’s success
can be seen as the aggregate of the success that its agents
achieve. To perform this regression, we utilize a class of
models called Generalized Linear Mixed Models (GLMMs).
GLMMs are simple extensions of standard linear/hierarchi-
cal models that provide two key benefits. First, they accom-
modate response data that is not continuous, such as binary
or count data (Skrondal and Rabe-Hesketh 2003). Naturally,
this characteristic is important because the success criteria
that serve as our response variables are counts, rather than
continuous values. Second, GLMMs allow for the use of
random effects to account for correlated observations (i.e.
when some samples come from the same group) (Bolker
2015). This feature is useful to account for baseline differ-
ences in performance between operations, which may ob-
scure the difference between automated and human agents.
In particular, this quality is an important means of control-
ling for the fact that there are varying levels of use of au-
tomation between different SSIOs in our dataset.

In this analysis, we use an even more specialized GLMM,
the Zero-Inflated Negative Binomial (ZINB) model2. In ad-
dition to the benefits listed above, ZINBs are uniquely suited
for this analysis because they work well with response vari-
ables that are not normally distributed – particularly if they
are binomial or zero-inflated/dense in nature. It is well es-
tablished that social media metrics (including our success
metrics) are highly skewed towards zero, making this fea-
ture of ZINBs critical (Kwak et al. 2010). Below, we discuss
the success metrics that make up our response variables and
the agent- and operation-level metrics that make up our ex-
planatory variables.

Response Variables We utilize the following three met-
rics for measuring the success of SSIO agents: engagement,
follower count, and longevity. Engagement combines the
total number of likes, reposts, and replies that an agent re-
ceives over their entire lifespan and is the most straightfor-
ward success metric of the three. In addition to engagement
capturing the popularity of agent-produced content, engage-
ment also serves to algorithmically boost content so that it
is visible to more people. Getting ‘real’ users to propagate
SSIO-produced content, even if unwittingly, is the ultimate
goal of most SSIOs (Bittman 1985). Follower count works
in a similar way, and serves as a measure of how many real
users are opting-in to receiving more content produced by
SSIO-agents, which in turn makes them more likely to prop-
agate it (Kwak et al. 2010). Finally, longevity is a natural
success metric because greater longevity means more time to

2We tried several other GLMMs, including Poisson and Neg-
ative Binomial models. These did not converge due to the highly
dispersed nature of our data and were removed from consideration
per the recommendations of Bolker (Bolker 2015).

produce or amplify content, and longer to influence and ma-
nipulate information spaces (Bradshaw and Howard 2019).
One caveat with longevity is that rather than measuring it as
time elapsed from account creation to date of last tweet, we
measure starting from the 5% quantile of posting (i.e 5% of
the way into when an account starts posting). This is neces-
sary as many SSIOs make use of hijacked accounts, or gen-
uine accounts that were purchased, stolen, etc. by operation
agencies to skirt suspicious account creation checks done by
X (Bradshaw and Howard 2019). While this is by no means
guaranteed to remove all of (or only) the activity produced
by non-agents, it does serve as a way to normalize account
activity to that mostly produced by agents.

It is important to note that these three metrics are not
the only suitable measures of success. One could imagine
that measuring change in opinion of real users or change in
hashtag utilization to be equally valid measures of success.
However, not every SSIO has the same goal; while construc-
tive operations (which aim to establish coherent narratives)
might very much care about changing people’s opinions, dis-
ruptive operations (which aim to polarize crowds and fo-
ment distrust) often don’t care if people’s opinions change
(Cordey 2019). We choose the metrics of engagement, fol-
lower count, and longevity as these will be relevant regard-
less of what an SSIO’s goals are.

Explanatory Variables The explanatory variables that we
build our regression on are shown in Table 1. We consider
nine agent-level variables and four operation-level variables,
as well as a random effect to account for operation mem-
bership, for a total of fourteen explanatory variables. Agent
Type (drawn directly from α1) is the most central variable in
our analysis, allowing us to investigate the efficacy of auto-
mated agents in SSIOs. Role Activity and Role Frequency
are drawn directly from alphabets α2 and α3, allowing us to
investigate the impact an agent’s role has on success. Agent
Focus encodes the proportion p of an agent’s total activity
that is devoted to its two most frequent activities. In other
words, this metric measures whether an agent is completely
devoted to their primary role, or if they engage in a wide
range of activities outside their primary role. We assign fo-
cus based on the following heuristic:

Clear Focus: p ≥ 0.75

Semi-Clear Focus: 0.75 > p ≥ 0.50

Diffuse Focus: 0.50 > p ≥ 0.25

No Focus: p < 0.25

The next four variables in Table 1, relating to the Inflow
and Outflow of agents, encode the amount of engagement
that an agent gives and receives from human and automated
agents, and allows us to more directly explore the amplifi-
cation dynamic that was seen in early SSIOs (Abokhodair,
Yoo, and McDonald 2015; Neudert, Kollanyi, and Howard
2017; Arif, Stewart, and Starbird 2018). The next variable,
Outflow to Real Users, is an important complement to the
previous variables, as no work has distinguished between the
effect of amplifying content that originated from within an
SSIO versus that which originated from outside of an SSIO.
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Individual-level

Agent Type whether an agent primarily uses automated or standard tools
Role Activity whether an agent primarily engages in production or amplification
Role Frequency whether an agent primarily acts frequently or infrequently
Role Focus degree of focus that an agent has on it’s main activity
Outflow to Humans amount of engagement an agent gives to human agents (log)
Outflow to Bots amount of engagement an agent gives to automated agents (log)
Inflow from Humans amount of engagement an agent receives from human agents (log)
Inflow from Bots amount of engagement an agent receives from automated agents (log)
Outflow to Real Users amount of engagement an agent gives to non-agents

Operation-level

Operation Size number of agents involved in the operation (log)
Number of Roles number of unique roles undertaken by agents within an operation
Automation Usage proportion of agents in an operation that are automated
Network Density density of the engagement network between agents within an operation

Random Effect Operation Membership random effect to account for which operation an agent belongs to

Table 1: The individual-level, group-level, and random effect explanatory variables that we relate to agent success using ZINBs.
In all, we use fourteen variables for each of our three regression models.

Operation Size, Number of Roles, Automation Usage and
Network Density allow us to consider the amount of re-
sources or logistical planning that are invested into an oper-
ation, which is an important dimension to consider given that
SSIOs exist at the scale of a handful of accounts operating
independently and at the scale of hundreds of thousands of
accounts all amplifying one another (Bradshaw and Howard
2019). Finally, we include a random effect to control for
which operation an agent belongs to in order to account
for the fact that some operations are simply more success-
ful than others because of the topics or communities they
engage with or the high-level goals that they have (Cordey
2019). The operation-level variables, in conjunction with the
random effect, also serve a double purpose of allowing our
analysis to control for the fact that the SSIOs in our dataset
are fairly heterogeneous, embodying a wide range of orga-
nizational structures, utilization of agents, and reliance on
automation.

Findings
In the sections below, we explore the scope and uniqueness
of roles taken on by the agents of SSIOs in our data set. We
then present how an agent’s role and related characteristics
impact the success it achieves over the course of its lifetime,
and how this differs between humans and automated agents.
Finally, as social roles are not commonly considered in SSIO
or automated agent research, we explore what happens when
agent success is measured without accounting for the role
that the agent serves.

Minimal Automation Usage in SSIOs
After characterizing SSIO agents using the embedded
Digital-DNA approach described above, we find that au-
tomation is used rather sparingly in most operations, as
shown in Figure 3. In fact, we find that over a quarter of the
operations in our dataset make no use of automation whatso-
ever, and further that there are only six operations where au-

tomated agents make up a majority of the operation’s work-
force. Given that much of the motivation for studying au-
tomated agents in the SSIO context is an assumption that
automated agents play a critical role in misinformation prop-
agation (Cresci et al. 2023), their relatively light use in most
operations is surprising. However, this result says nothing
of the role or effectiveness of these automated agents, how-
ever lightly used they may be. We next turn to looking at the
high-level roles that humans and automated agents play.
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Figure 3: The proportion of automated agents used by SSIOs
in our dataset. For a majority of these operations, automation
makes up less than 20% of their workforce, with nine oper-
ations making no use of automated agents.
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Automation Does Not Always Serve a Unique Role
In Figure 4, we show the proportion of automated agent
roles that are already being served by human agents for each
operation. We find that while eight operations fit the com-
mon misconception that automated agents are responsible
for some critical, unique role (Cresci et al. 2023), most op-
erations do not. In fact, at the opposite extreme, we see that
there are five operations in which the roles served by au-
tomated agents are completely redundant to the ones that
humans serve, and a further seven operations where there
is at least a 50% overlap between the roles of human and
automated agents. Taken together with our findings on the
minimal usage of automation in SSIOs, this indicates that
the role that automated agents serve in SSIOs is fairly lim-
ited (as they are deployed sparingly), and oftentimes, they
are not even doing something that human agents weren’t al-
ready doing. However, this still leaves the question of how
much these automated roles (whether unique or not) con-
tribute to operation success, which we explore next.
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Figure 4: The proportion of automated agent work that is al-
ready performed by human agents. While we see automated
agents serve completely unique roles in some operations, we
see almost as many operations where the roles of automated
agents completely overlap with those of humans.

Human Agents Outperform Automated Ones
Below, we present the results of our ZINB regressions on
engagement, follower count, and longevity. All statistically
significant (p < 0.05) results are shown in Figure 5 and full
regression information is shown in Tables 2 and 3 in the Ap-
pendix. Overall, we find that automation is an important fac-
tor in agent success, but far more important is the trade-off in
giving and receiving engagement from other agents – agents
are substantially more effective when they receive engage-

ment from others, but this comes at the cost of decreased
effectiveness from the agents doing the engagement.

Agent Automation Starting with the most central finding
of our analysis, and given trends in the prior literature, per-
haps the most surprising, we find that automated agents ac-
tually perform substantially worse than human agents across
all three of our success metrics (Figure 5A). In particular, au-
tomated agents struggle to garner similar followings as hu-
mans, generally having follower networks that are a third
smaller than the networks humans attain.

Agent Role We find that agent roles are a far more impor-
tant factor in agent effectiveness when compared to whether
or not they are automated. In particular, we find that whether
an agent focuses on amplification or production is a signif-
icant determinant of individual success – amplifying agents
receive a third of the engagement and following and 40%
shorter longevity then production-focused agents (Figure
5E). We also see that agents that are frequently active are sig-
nificantly less successful than agents that spread their activ-
ity out (Figure 5F). These findings map quite cleanly to what
has been found in the social bot literature - amplifier and/or
spammer bots tend to make little impact and are quickly de-
tected and acted against (Cresci 2020).

The impact that focus on a role has on agent success is
more complicated. We see that unfocused agents (Figure
5D) perform significantly worse than clearly focused ones.
In contrast, semi-clear or diffuse focus (Figure 5B-C) leads
to improvements in success, with diffusely focused agents
enjoying incredible gains in engagement. In large part, these
findings support recent studies that have shown that adapt-
able agents, that employ a variety of behaviors, tends to be
of better service to SSIOs (Bradshaw and Howard 2019).
However, our results also present an important caveat – that
agents that employ too many behaviors – and as a result are
unfocused, perform worse than those with greater focus on
a specific activity.

Agent Amplification Looking at our explanatory vari-
ables related to agent amplification (Figure 5G-J), we see the
trade-off inherent to amplification that was touched on in the
previous section come into sharp focus. From Figure 5G, we
see that just a 1% increase (as these are log-transformed) in
the amount of engagement an agent has with human agents
results in a nearly 15% reduction in engagement and fol-
lowing, and a nearly 5% reduction in agent longevity. Inter-
estingly, we see that these negative effects are less notice-
able when agents amplify automated agents, with no signif-
icant impact on agent longevity. In contrast, we see that just
a 1% increase in amount of engagement an agent receives
from human agents yields a 33% increase in following and
more than doubles the expected engagement, with a decent
increase in longevity as well. We see this benefit of amplifi-
cation hold for amplification coming from automated agents
as well (Figure 5J), but the effects are less substantial, espe-
cially for engagement. Taken together, these results show an
intrinsic tradeoff of agent amplification, where agents that
are amplified experience significant boosts in success, while
the agents that do the amplifying experience substantial de-
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Figure 5: The impact of our statistically significant explanatory variables on engagement, follower count, and longevity. We
show 95% confidence intervals of the predicted effect size (for many estimates, the bars showing these intervals do not appear
because the interval is so narrow). Effect sizes are calculated as eθ − 1, where θ is the coefficient predicted by the GLMM
regression. While automation and agent role have clear impacts on agent success, by far the most powerful explanatory variables
are those that relate to the amount of amplification that an agent receives and gives.

creases in their own success. An important caveat to this
trade-off is that it does not hold for engagement given to
“real users” (Figure 5K). Here, we see that the more en-
gagement an agent gives to real users, the greater success
they experience. While individual case studies have shown
the tradeoff in success between giving and receiving engage-
ment (Abokhodair, Yoo, and McDonald 2015), our findings
are the first to show this holds longitudinally across many
SSIOs, and that it does not apply to amplification of users
existing outside of SSIOs.

Operation-level Characteristics Overall, we see that
operation-level characteristics play no significant role in
agent success, with one exception. Further supporting our
high-level finding that automated agents are far less success-
ful than human ones, we see that an increase in the usage of
automation (i.e. the proportion of agents in an operation that
are automated) leads to a decline in agent success. Specifi-
cally, a 1% increase in the usage of automated agents leads
to a 2% decrease in the overall longevity of SSIO agents
(Figure 5L).

Roles are Critical for Understanding Agent Success
In order to consider the current state of SSIO and social
bot research, which largely does not take role into account
(Polychronis and Kogan 2023), we perform the same regres-
sion analysis as before, but without the inclusion of our role-
based explanatory variables, with the exception of agent au-
tomation, as this is central to our research question. The full

results of that analysis can be found in Tables 2 and 3 in
the appendix, but we present notable findings in Figure 6.
Overall, we find that the effect and significance of explana-
tory variables mirror the results of the original regression
presented in Figure 5, with two important exceptions. First
and foremost, we find that when we don’t account for roles,
automated agents are no longer strictly worse than human
ones and instead present a trade-off of better engagement
at the cost of cultivating a smaller following and living for
a shorter duration. Second, we find that without accounting
for role, the size of an operation becomes a negative determi-
nant of success: the bigger an operation, the less successful
its individual agents are predicted to be across all three met-
rics. In short, when we don’t account for role, this collapses
the effects that role plays in agent success, and makes auto-
mated agents appear more effective than they actually are.
As roles are not commonly analyzed in the current slate of
SSIO research (Polychronis and Kogan 2023), this effect-
collapse offers one explanation for why determining auto-
mated agent effectiveness has been so difficult to triangulate
(Cresci et al. 2023).

Discussion
Below, we present a summary of our findings, and the impli-
cations they hold for automated agent research in the SSIO
context, before concluding with a discussion of the limita-
tions of our work and the directions they provide for future
work.
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Figure 6: The impact of automation and operation size on engagement, follower count, and longevity when we do not account
for agent role. While the relationship between many of our explanatory and response variables are similar between models that
do and do not account for role, we see significant deviations with automation and operation size. Automation now presents a
tradeoff in comparison to humans, rather than a strict downgrade, and operation size correlates with a decreased effectiveness
of agents across all three success metrics.

Summary of Findings In this paper, we explore a com-
mon motivation for social bot research: that they are respon-
sible for misinformation and social discord in online infor-
mation spaces (Cresci et al. 2023). Looking at SSIO activ-
ity on X, we find that automated agents oftentimes play a
smaller, complementary role to the work that human agents
do. If we don’t take roles into account, automated agents
appear to present a tradeoff in effectiveness: yielding in-
creased engagement at the cost of reduced staying power.
However, when we analyze agent effectiveness with social
roles in mind, we find that automated agents perform worse
than humans across every metric. Moreover, we find that an
agent’s role is a more significant determinant of success than
automation and in particular, the degree to which agents give
or receive engagement factors massively into their success.

Implications In a provocative reflection on the many con-
trasting findings in misinformation research, Derek Ruths
commented that this body of work “has come to resemble
the very thing it studies” (Ruths 2019). Cresci et al. implore
that if this trend is to be reversed, then more nuanced work
that engages with the complexity of agents engaging in mis-
information must be undertaken to disentangle and explain
the contrasting findings that are found in this body of re-
search (Cresci et al. 2023). Our analysis points to one possi-
ble source of the contrasting findings in misinformation re-
search: a relative lack of consideration being paid to the so-
cial roles of those participating in misinformation. Our find-
ings show that an agent’s role has a considerable impact on

their success, suggesting that if roles are not taken into ac-
count, significant uncertainty is introduced into what kinds
of agents actually achieve what levels of success. Given
agent effects and effectiveness are currently underexplored
(Cresci et al. 2023), as more researchers begin to grapple
with this topic, our findings indicate that an agent’s role is
just as important of a factor to consider as whether or not an
agent is automated.

Our work also shows the utility of the embedded Digital-
DNA method beyond the high-level analysis it was designed
for. Embedded Digital-DNA has, up to this point, been used
primarily to analyze SSIO agents at the group-level, being
used to describe high-level SSIO organization and for aiding
in the development of SSIO detection techniques (Polychro-
nis and Kogan 2023). Through our analysis, we show that
in addition to this high-level utility, the social roles returned
by embedded Digital-DNA have significant utility at the in-
dividual level, serving as potent descriptors, particularly for
the purposes of modeling.

Limitations and Future Research While our work rep-
resents significant progress towards understanding what au-
tomated agents actually contribute to SSIO success, there
are several limitations to our approach that present oppor-
tunities for future research. One of the important factors of
SSIO construction that we do not engage with in our anal-
ysis is the constraint of cost. Recent research on social bot
misinformation and harassment has found that buying the
services of a social bot can be one or even two orders of
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magnitude cheaper than paying the salary for a single hu-
man operative (Berman 2022). From this perspective, au-
tomated agents might present a real tradeoff, doing every-
thing worse than humans, but at a steep discount. One of the
key difficulties of accounting for cost in historical SSIO data
is that SSIOs were most commonly funded out of the bud-
gets of intelligence/counterintelligence agencies or entities
of the state sponsoring the operation (Bradshaw and Howard
2019), meaning that most of this data is closely guarded even
to this day. However, SSIOs are increasingly being run by
third party, ‘grey public relations (PR) firms’ and not actual
states or state agencies. Some of these PR firms even adver-
tise their services and rates online (Gallagher 2019). Future
work could triangulate automated agent cost estimates from
these firms’ listings, and introduce this as a constraint in or-
der to investigate optimal configurations of SSIO agents.

An intrinsic limitation of our approach is that the al-
phabets that we choose to encode agent behavior with are
largely drawn from previous work (Cresci et al. 2016) and
are by no means exhaustive. In particular, the alphabets we
utilize largely highlight behavior and as such, a valuable
path for future exploration would be development of more
content-focused alphabets to investigate the intersection of
an agent’s content and role, as well as whether agent con-
tent production is largely top-down (Seddon 2014; Broder-
ick 2019) or more prone to individual improvisation. The
content-based measures that Starbird et al. (Starbird et al.
2018) and DiResta et al. (DiResta et al. 2019) utilize in their
studies of multi-platform information operations would be
valuable both for studying SSIO content and for developing
platform-agnostic alphabets.

Additionally, a current limitation of our approach is that
agent automation is encoded as a binary variable – either an
agent primarily uses automated tools or it does not. How-
ever, recent work from social bot research has identified that
such binary classifications are often quite limited, and fail
to account for the complexity and array of activities that
these agents now undertake (Cresci 2020). This problem is
only being magnified with the rapid development and adop-
tion of large language models (LLMs), with LLM-powered
accounts having been shown to be more effective than tra-
ditional social bots, while still being cheaper than human
agents (Knight 2023). A powerful direction for future work,
then, would be to expand automation classification out to
more categories, or even to a spectrum (Davis et al. 2016),
in order to gain even more nuanced insight into how such
factors impact agent success.

Finally, we turned to the X Information Operations
archive to perform our analysis as it is one of the largest
SSIO datasets currently available with significant potential
to empower the “next wave of research” in this domain
(Cresci 2020). A clear limitation of using this dataset is
that it is unclear if our findings generalize to SSIOs run
on other platforms. In particular, platforms like Facebook,
TikTok, and WhatsApp have seen substantial and sustained
growth in the number of SSIOs using their service (Brad-
shaw and Howard 2019) and work to apply a social-role in-
formed analysis of agents effectiveness on these platforms
would be particularly valuable in the SSIO research space.
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respect to societies or cultures? Yes, answering this
research question would advance SSIO research (as
mentioned in the Introduction and Discussions) with-
out exacerbating divides or disrespecting cultures, as
we talk about SSIOs in aggregate without comment-
ing on the morality of the specific actors or sponsors
involved. As mentioned in the Data subsection under
Methods, we also utilize anonymized data to better
protect user privacy.
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Term Engagement Follower Count Longevity
Effect Sig, Effect Sig. Effect Sig.

Agent Type:Automated 0.87 **** 0.66 **** 0.81 ****
Agent Activity:Amplification 0.18 **** 0.33 **** 0.60 ****
Activity Frequency:Frequent 0.64 **** 0.76 **** 0.71 ****
Focus:SF 1.29 **** 1.35 **** 1.22 ****
Focus:DF 4.13 **** 1.68 **** 1.14 ***
Focus:NF 0.02 * 0.14 0.00
Inflow from Bots (log) 1.31 **** 1.28 **** 1.03 ****
Outflow to Bots (log) 0.98 ** 0.90 **** 1.00
Inflow from Humans (log) 2.08 **** 1.33 **** 1.07 ****
Outflow to Humans (log) 0.85 **** 0.85 **** 0.95 ****
Outflow to Real Users (log) 1.50 **** 1.48 **** 1.38 ****
Automation Usage (%) 1.01 1.00 0.99 *
Operation Size (log) 0.61 0.70 0.82
Network Density 0.83 0.86 0.91

Table 2: Effects and statistical significance for Zero-Inflated Negative Binomial regressions on Engagement, Follower Count,
and Longevity. Significance is coded with ∗: p > 0.5, p > 0.01 : ∗, p > 0.001 : ∗∗, p > 0.0001 : ∗ ∗ ∗, p < 0.0001 : ∗ ∗ ∗∗. In
general, we see that agent-level terms have significant impact on agent success, while operation-level ones do not.

Term Engagement Follower Count Longevity
Effect Sig. Effect Sig. Effect Sig

Agent Type:Automated 1.14 **** 0.86 **** 0.89 ****
Inflow from Bots (log) 1.31 **** 1.35 **** 1.06 ****
Outflow to Bots (log) 1.00 0.91 **** 0.99
Inflow from Humans (log) 2.32 **** 1.42 **** 1.11 ****
Outflow to Humans (log) 0.71 **** 0.81 **** 0.91 ****
Outflow to Real Users (log) 1.39 **** 1.35 **** 1.32 ****
Automation Usage (%) 1.00 0.99 0.98 *
Operation Size (log) 0.52 * 0.64 * 0.79 *
Network Density 0.76 0.82 0.89

Table 3: Effects and statistical significance for Zero-Inflated Negative Binomial regressions on Engagement, Follower Count,
and Longevity when we do not account for agent role. Significance is coded with ∗: p > 0.5, p > 0.01 : ∗, p > 0.001 : ∗∗,
p > 0.0001 : ∗ ∗ ∗, p < 0.0001 : ∗ ∗ ∗∗. We see that in comparison to when we do account for role, automated accounts are
now not strictly worse than humans. We also see that operation size becomes a significant predictor of agent success, but no
other operation-level terms do.
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