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Abstract

Social media platforms have become a hub for political ac-
tivities and discussions, democratizing participation in these
endeavors. However, they have also become an incubator for
manipulation campaigns, like information operations (IOs).
Some social media platforms have released datasets related
to such IOs originating from different countries. However, we
lack comprehensive control data that can enable the develop-
ment of 10 detection methods. To bridge this gap, we present
new labeled datasets about 26 campaigns, which contain both
IO posts verified by a social media platform and over 13M
posts by 303k accounts that discussed similar topics in the
same time frames (control data). The datasets will facilitate
the study of narratives, network interactions, and engagement
strategies employed by coordinated accounts across various
campaigns and countries. By comparing these coordinated
accounts against organic ones, researchers can develop and
benchmark IO detection algorithms.

Introduction

Originally perceived as tools to democratize information, so-
cial media platforms have also evolved into channels for the
dissemination of conspiracy theories and questionable infor-
mation (Lazer et al. 2018; Vosoughi, Roy, and Aral 2018).
The proliferation of inauthentic accounts (Shao et al. 2018;
Yang and Menczer 2024), political sock puppets (Woolley
and Howard 2018a), and state-sponsored operators (Badawy
et al. 2019) exacerbates the vulnerability of social media to
misleading narratives and propaganda. Deceptive, orches-
trated campaigns, known as information operations (10s),
have been defined as coordinated efforts to manipulate or
corrupt public debate within a target audience for a strategic
goal (Facebook 2021).

Accounts participating in I0s employ various strategies,
ranging from artificial amplification for promoting content
to targeted attacks on specific account communities. IOs can
be complex, sophisticated efforts characterized by several
elements, including:

1. Domains: The primary focus can vary widely across op-
erations, but in most cases it is political.
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. Goals: I0s can encompass a wide range of objectives,
such as advancing narratives about politics, amplifying
pro- or anti-government content, and spreading propa-
ganda and/or disinformation.

3. Targets: The audiences subject to manipulation. These
can vary in scale, ranging from small groups to entire
countries and geopolitical regions.

. Tactics: The methods employed to achieve an IO’s strate-
gic goals. These tactics can range from simple actions
(e.g., spamming) to complex ones involving coordina-
tion, obfuscation, or impersonation of political figures.

5. Platforms: The activities associated with IOs can extend
across multiple online platforms.

. Users: The accounts involved in IOs may range from
small to large sets of accounts, human-operated or au-
tomated, and may involve fake or compromised profiles.

One of the first documented IOs was uncovered in a
South Korean social media platform in 2012 (Keller et al.
2020). Since then, IOs have been reported globally and have
emerged as a global threat (Bradshaw and Howard 2017;
Woolley and Howard 2018b; Stanford Internet Observatory
2021). A well-known case is the interference in the 2016
U.S. Presidential Election by the Russian Internet Research
Agency (IRA) (Senate Select Committee on Intelligence
2019). As a result of the potential adverse effects of 10s,
major social media platforms like Twitter (now X), Face-
book, and Reddit started releasing reports and data on IOs
identified on their platforms.

Research on I0s has mainly utilized Twitter data to char-
acterize 10 accounts, uncover their tactics, and propose
methods for their detection Nwala, Flammini, and Menczer
(2023); Luceri et al. (2024); Cima et al. (2024); Saeed et al.
(2024). This research requires control data that include the
activity of a baseline or negative class, i.e., legitimate ac-
counts engaged in conversations similar to those of IO cam-
paigns. The availability of control datasets for multiple 10
campaigns is critical for at least two reasons. First, existing
datasets are obsolete, private, or tied to a specific campaign,
hindering the development of detection models that can gen-
eralize across I0s with varying origins, contexts, and levels
of sophistication (Badawy et al. 2019; Cima et al. 2024).
Second, following the shutdown of the Twitter API (Murt-
feldt et al. 2024), it has become prohibitively expensive for
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Figure 1: Data Collection and Curation Pipeline

researchers to collect new data related to I0s. Nevertheless,
control datasets for multiple IO campaigns remain underde-
veloped. To bridge this gap, here we introduce new datasets
that include both IO data and related control data covering
legitimate accounts involved in online discussions across 26
distinct, verified IO campaigns from different countries. Our
datasets are anonymized to preserve user privacy. Such com-
prehensive, accessible, and contextually enriched datasets
provide an invaluable resource for researchers to analyze and
characterize 1Os in various contexts, as well as develop new
methodologies to detect and counter IOs.

The datasets are available
https://doi.org/10.5281/zenodo.14141549.

at

Related Work
Characterizing I0s and Their Tactics

Previous research has explored the activity of IO accounts,
such as state-sponsored trolls targeting the #BlackLivesMat-
ter movement (Stewart, Arif, and Starbird 2018) and the
2016 U.S. Election (Badawy et al. 2019), and the differ-
ences in their activities across campaigns (Zannettou et al.
2019b). Some studies have shown how IO accounts leverage
inauthentic or automated accounts to increase their promi-
nence and artificially amplify messages (Linvill and Warren
2020; Elmas 2023), while being resilient to large-scale shut-
down (Merhi, Rajtmajer, and Lee 2023). Researchers have
reported on different tactics used by IO accounts, such as
trolling (Zannettou et al. 2019a), flooding through politi-
cal cartoons (Fecher et al. 2022), hashtag hijacking (Ong
and Cabaiies 2018), deletion of content to avoid detection
(Torres-Lugo et al. 2022), disinformation and propaganda
(Woolley and Howard 2018b), political memes (Rowett
2018; Zannettou et al. 2020; Ng, Moffitt, and Carley 2022),
and advertising or paid digital influencers (Ong and Cabafies
2018).

Detecting Inauthentic Coordinated Behaviors

A variety of unsupervised and supervised machine-learning
models have been developed to identify messages and co-
ordinated accounts linked to IOs. Unsupervised methods to
detect coordination include multi-view modularity cluster-
ing Uyheng, Cruickshank, and Carley (2022), a Bayesian
approach based on narrative and account characteristics
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(Smith, Ehrett, and Warren 2024), and network-based mod-
els analyzing similarities in sharing activities (Pacheco et al.
2021; Luceri et al. 2024; Cima et al. 2024). Some supervised
learning approaches classify posts to determine if a message
is part of an IO. These methods employ linguistic features to
train off-the-shelf machine learning algorithms (Addawood
etal. 2019; Im et al. 2020) or large language models (Luceri,
Boniardi, and Ferrara 2024). Other classifiers attempt to dif-
ferentiate between IO accounts and organic accounts based
on their behaviors. Methods for this task have employed in-
verse reinforcement learning (Luceri, Giordano, and Ferrara
2020), sequences of account actions (Nwala, Flammini, and
Menczer 2023; Ezzeddine et al. 2023), and Hawkes model-
ing (Kong et al. 2023). Coordinated account detection has
also exploited content (Alizadeh et al. 2020) and generative
models (Sharma et al. 2021). Recent machine-learning mod-
els have leveraged features extracted from cross-campaign
data, such as third-party applications and reposting patterns,
to detect accounts from previously unseen campaigns (Saeed
et al. 2024).

Collecting I0 Control Datasets

Combating information operations requires accessible data
about inauthentic coordinated activity. Early examples of
such data appeared after 2016, when Congress investigated
Russian interference in the U.S. Election. The investiga-
tion uncovered malicious trolls and bots linked to the IRA
that spread biased information, prompting social media plat-
forms to address coordinated and fake activities. The House
Intelligence Committee released redacted PDF files of 3,517
Facebook ads bought by the IRA.' Meta also shared blog
posts and threat reports to inform users about its efforts
against misinformation.> Reddit identified 944 suspicious
accounts possibly linked to the IRA® along with a trans-
parency report.*

Although these datasets offer a good descriptive under-
standing of coordinated behavior, they fall short of helping
differentiate between coordinated and regular accounts. Re-
searchers have collected control datasets for specific cam-

! github.com/simonw/russian-ira-facebook-ads-datasette
Zabout.fb.com/news/tag/coordinated-inauthentic-behavior/
3www.reddit.com/wiki/suspiciousaccounts/
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reddits_2017_transparency _report_and_suspect/



paigns released by Twitter, allowing for a more nuanced
comparison between these groups. For example, Badawy
et al. (2019) collected tweets based on a list of hashtags
and keywords related to the 2016 U.S. Presidential Elec-
tion. Alizadeh et al. (2020) curated control data for multi-
ple IO campaigns by combining random account IDs and
accounts who followed at least five American politicians.
Vargas, Emami, and Traynor (2020) collected four control
groups for IO campaigns in 2018-2019: a political commu-
nity (U.S. Congress and UK Parliament members), a non-
political community (academic and security researchers), a
group based on a trending hashtag, and popular accounts
selected by a random walk through the follower network.
Smith, Ehrett, and Warren (2024) curated control datasets
for four campaigns by querying specific keywords asso-
ciated with each campaign within the same period. Cima
et al. (2024) compiled a control dataset for two IO cam-
paigns. They selected the top hashtags used by the coordi-
nated accounts in each campaign and collected all tweets
that included at least one of these hashtags during the last
4 months of the campaigns. Similarly, Guo and Vosoughi
(2022) introduced control datasets for 28 IO campaigns from
14 countries and spanning 2015-2018. The authors included
the tweets containing the top hashtags used by the coordi-
nated accounts in each month and gathered the tweets from
a 1% sample of real-time tweets provided by the Internet
Archive.’

While existing control datasets are valuable, they have
significant limitations we aimed to address when curating
the control datasets presented in this paper. First, they typ-
ically include control accounts who have posted on similar
topics to those of the IO accounts, but they fail to include
posts from these control accounts on unrelated topics. In
contrast, our datasets include posts from control accounts
discussing similar topics as well as other posts from their
timelines, providing a more comparable set of posts to those
of IO accounts. Second, while most previous work provides
control datasets for only a small number of IO campaigns
and countries, our datasets include data for 26 campaigns
from multiple countries, involving operations backed by sev-
eral states. Third, some existing datasets were assembled us-
ing a small sample of public posts. Our datasets have 100%
coverage of control data. Finally, most previous datasets pro-
vide only IDs and need to be “re-hydrated” using platform
APIs that are currently inaccessible to researchers. We pro-
vide anonymized data that complies with platform privacy
policies and does not need require re-hydration.

IO Datasets

We curated control datasets for a number of IO datasets.
We started from a public archive containing data on state-
sponsored IOs, made available by a social media platform
on their transparency website. The campaigns spanned sev-
eral years and countries.

After taking down the IO campaigns, the platform re-
leased corresponding datasets. We focus on 26 of the cam-
paigns, attributed by the platform to 16 state actors. Each

>archive.org/details/twitterstream
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campaign is identified by a state actor (e.g., Russia or Cat-
alonia) and a number to distinguish campaigns from the
same state actor. A campaign contains records about the en-
tire timelines of the IO accounts associated with the cam-
paign — whether or not each post in these timelines is part of
the campaign. For example, a hijacked account might have
been repurposed to become part of a campaign. For each
campaign, we gathered these records from multiple files af-
ter consulting documentation by the platform, in the form
of a README file and blog post, and cross-referencing the
numbers of IO accounts.

We found four groups of campaigns that could be merged
according to platform documentation:

1. Venezuela_1 and Venezuela_2
2. China_1 and China_2

3. Russia_1 and Russia_4

4. Iran_2, Iran_3, and Iran_4

However, we deliberately refrained from merging these
datasets, leaving it for researchers to do so if necessary or
beneficial for their investigations.

Control Datasets

What constitutes a good control dataset for a given IO cam-
paign is debatable. One of the main tactics of IO actors is to
coordinate efforts to get engagement, interaction, and trust
from organic accounts, who can be both targets and unwit-
ting collaborators in pushing their agenda (Starbird 2019).
However, not every organic account is susceptible to IO in-
fluence attempts. Some can discuss similar topics without
endorsing the 10 messages. Therefore, a suitable control
would consist of accounts who engage in the same topics at
the same time, but who are not part of the 0. One method
to capture such topics is by extracting hashtags used in the
IOs.

Data Curation
Control Data Collection

Fig. 1 illustrates our data collection and curation pipeline.
We first gathered all the hashtags used by IO accounts in a
given IO campaign to identify control accounts discussing
similar topics. Note that this approach is followed sepa-
rately for each of the campaigns, e.g., the control datasets for
China_1 and China_2 were collected independently. Sub-
sequently, we utilized these hashtags as queries to identify
accounts that had posted on the same dates and used the
same hashtags as the IO accounts, using the platform’s Ap-
plication Program Interface (API). In the final step, we re-
constructed the daily timelines of the control accounts by
extracting up to 100 messages posted on the same dates as
the IO accounts. For instance, if an IO account posted with
the hashtag #election on September 10, 2019, we cre-
ated the corresponding control account list by identifying ac-
counts who also used that hashtag on the same date. We then
pulled their timelines from the API for that specific date. We
collected control data for each of the 26 10 campaigns. Our
selection of these campaigns was in part dictated by API and
computational limitations.



Campaign Years Accounts Posts Reposts Replies Hashtags URLs Mentions
I0 Ctrl | 10 Ctrl 10 Ctrl 10 Ctrl 10 Ctrl 10 Ctrl 10 Ctrl 10 Ctrl
Armenia | 14-20 14-20 31 1,767 72,960 69,118 522 35,167 263 6,253 866 26,859 89,989 58,022 607 31,127

Bangladesh | 09-18 10-18 11 929 26,212 35,974 1,020 16,640 310 2,504 950 19,113 23,532 28,831 618 16,541
Catalonia | 11-19 11-19 76 2,607 9,489 115,520 6,096 95,436 2,201 9,540 699 25,049 2,226 75,634 | 2,260 39,974
China_1 | 08-19 08-19| 699 42,120 |1,898,108 1,772,646 | 356,054 1,026,404 | 178,496 205,897 | 25,024 226,561 | 553,156 915,030 | 139,206 524,836
China_2 | 07-19 08-19| 191 35,806 1,708,078 1,705,976 | 671,070 338,756 |223,878 293,122 | 74,879 176,105| 629,535 526,831 | 170,215 588,095

Cuba | 10-20 10-20| 503 30,099 | 4,802,243 1,353,088 | 3,341,163 626,977 | 151,121 128,785 | 88,022 178,692 (1,586,187 777,179 | 141,107 391,511
Ecuador | 10-19 10-19| 787 21,138 | 700,240 770,289 | 577,749 456,703 | 46,159 67,271 | 32,283 145,667 | 135,890 483,906 | 49,739 237,738

Egypt UAE | 12-19 12-19| 240 370 | 214,898 14,712 71,883 8,164 | 11,584 1,211 | 33864 5,174| 155877 7,690 10,851 4,972

Ghana_Nigeria | 14-20 14-20 60 1,166 39,964 43,445 16,310 30,304 | 8,697 4,995| 8340 15247 15,130 29,345| 11,168 28,054

Iran_1|10-18 12-18| 660 5,015|1,122,936 199,853 | 232,337 84,206 | 339,350 17,306 | 105,598 55,882 | 612,899 137,711 296,150 72,244
Iran2 | 09-20 11-20| 389 6,615|1,302,012 329,781 | 502,373 148,585| 30,405 30,822 | 90,857 50,394 | 928,318 140,738 | 44,628 72,115
Tran 3 | 11-19 14-16| 210 2,240 1,963,141 91,297 | 1,609,566 48,025 222,737 7,596 | 156,904 18,144 | 388,313 41,499 102,584 22,787
Iran 4| 08-19 13-19|2,519 7,612| 254,781 306,804 90,324 181,129 | 62,800 27,974| 33,806 76,313 76,287 201,689 | 37,031 105,735
Iran5 | 20-20 20-20 | 104 1,247 2,450 42,955 551 30,996 663 5,706 148 14,280 1,166 27,725| 1,024 28314
Iran_ 6 | 09-20 10-20| 209 16,885 | 560,571  729,241| 100,446 467,772| 89,139 61,339 | 37,964 147,664 | 462,034 554,717| 56,718 240,109
Qatar | 10-20 13-20 29 19,481 | 220254 805,934| 163,470 548,761 | 5,647 70,332| 16,347 125,488 27,757 385,300 | 23,036 162,002
Russia_1 | 09-18 09-18 | 3,293 31,303 | 1,826,344 1,823,859 | 697,697 406,516 | 49,039 138,448 | 60,876 176,935 1,115,538 910,924 | 188,637 342,223
Russia 2 | 10-18 11-18 | 361 2,175| 920,761 90,291 | 712,800 36,534 | 72,380 9,968 | 82,946 25,553 | 460,929 51,324 | 137,222 36,283
Russia_3 | 19-20 20-20 5 780 1,368 31,741 494 23,135 72 4,572 205 9,238 803 19,129 242 17,770
Russia_4 | 09-20 10-20 24 36,533 68,914 1,776,226 21,775 976,712 | 5,587 168,996 | 9,439 322,534 42,268 1,251,577| 8,118 485,809
Russia_5 | 13-20 14-20 51 13,077 26,684 683,219 3,746 443987 | 2870 67,512| 6,640 163,071 21,308 546,679 | 3,534 225216
Spain | 19-19 19-19| 216 1,681 56,712 62,778 27,042 50,549 | 8,985 5589| 1413 15792 10,670 41,796 | 3,558 33,268
Thailand | 15-20 18-20| 455 2,549 21,385 121,738 11,199 109,226 | 6,844 5157| 1,615 17,797 2,871 66,251 1,432 36,824
UAE | 11-19 11-193,658 10,545 |1,325,530 382,262 | 644,486 233,446| 99,152 38,579 | 92,920 94,113 | 402,945 229,095 | 105,744 125,456
Venezuela_1 | 15-18 16-18 | 578 6,327 | 984,980 261,310 1,416 164,960 5 31,784 | 12,472 41,680 (1,645,110 182,546 305 87,065
Venezuela 2 | 12-19 12-19 33 3,865| 569,453 156,989 28,959 99,952 125 18,190 930 33,510 892,852 113,081 563 62,706

Table 1: Descriptive Statistics. For IO and control data in each dataset, we report the time frame, numbers of accounts, posts,
replies, reshares, unique hashtags, URLs, and mentioned accounts. All years are in the 2000s. Counts for hashtags, URLs, and

mentioned accounts reflect unique values.

We removed from the IO data the columns without corre-
sponding fields in the control data from the API. Similarly,
we removed from the control data any fields without cor-
responding columns in the IO data. Finally, we aligned the
field names to ensure consistency between IO and control
data.

The merged datasets have the following fields:
postid,  post_text, application_name,  post_language,
in_reply_to_postid, in_reply_to_accountid, post_time,
accountid, account_profile_description,  follower_count,
following _count, account_creation_date, is_repost, re-
posted_accountid, reposted_postid, hashtags, urls, ac-
count_mentions, is_control. Records from IO campaigns are
marked as False in the is_control column, while control
records are marked as True.

Before making the dataset publicly accessible, it is im-
perative to honor the privacy of users. Therefore, we
anonymized all personally identifiable information (PII)
through a one-way hashing algorithm. This includes account
IDs, post IDs, URLs and usernames. The last two items are
hashed, even when occurring within post text and profile de-
scription. Location information is removed. We ensured con-
sistent anonymization so that accounts mentioned in 10 and
control posts can be linked through their hashed IDs while
still safeguarding privacy.

Each dataset was segmented into files of 50,000 posts
each. This resulted in a total of 703 files across all cam-
paigns, with the largest campaign (Cuba) consisting of 124
files.

Descriptive and Coverage Statistics

Table 1 provides a quantitative overview of the datasets. The
dataset with the longest duration spans 12 years (China_2),
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while the shortest lasts less than a year (Spain and Iran_S).
Note that the first post in a dataset does not necessarily rep-
resent the beginning of a campaign, since 10 accounts could
exist and post before they were involved in a campaign.

Account and post counts vary significantly from one cam-
paign to another, as do the numbers of reposts and replies.
This indicates that the levels of engagement differ across
campaigns. We also observe that the number of control ac-
counts always exceeds that of IO accounts, while the activ-
ity per 10 accounts tends to be higher. Note, however, that
this is likely a consequence of the different way in which the
control data was collected — individual days rather than full
timelines.

Fig. 2 reports on the coverage of 10 campaigns by control
data in terms of accounts, hashtags, and time. Account cov-
erage refers to the portion of accounts mentioned, replied
to, or reposted by 10 accounts who were also mentioned,
replied to, or reposted by control accounts. Account cover-
age varied between 3% (Iran_3) and 58% (Catalonia), with
a median of 17%. The median coverage of IO hashtags was
31%, with a range from 3% (Iran_3) to 73% (Venezuela_2).
Finally, the median date coverage of IO data was 44%, rang-
ing from 15% (Egypt_UAE) to 84% (Ecuador).

Discussion

Researchers can leverage the datasets introduced in this pa-
per to characterize different dimensions of inauthentic co-
ordinated activity. This includes analyzing differences be-
tween the narratives, behavioral patterns, network structures,
and temporal activities of IO accounts, across campaigns
and countries. Researchers can also investigate the tactics
employed by different campaigns, for example how 10 ac-
counts engage with their targets. In addition, the datasets
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Figure 2: Data Coverage. Left: Percentage of accounts mentioned/replied to/reposted by IO accounts that can be found in the
control dataset. Middle: Percentage of 10 hashtags that were also used by control accounts. Right: Percentage of days that IO
accounts posted and that were covered by control accounts. Dashed lines indicate median values.

contribute systematic control data for IO campaigns, em-
powering researchers to design and evaluate methods for
their detection.

There are some limitations in the way the control data was
collected. The choice to condition the collection of control
accounts on the co-sharing of IO hashtags means that the
quality of the control sample depends on IO hashtags being
a quality proxy for IO content, which is not always the case.
For example, some 10 accounts may have employed tactics
that did not involve the use of any hashtags. In such cases,
our datasets may lack accurate control counterparts for those
accounts.

Even when a campaign does actively use hashtags, some
of the hashtags may be very popular and generic. Using such
hashtags to select control accounts can introduce a sampling
bias towards more active accounts. Because of the inclusion
of popular hashtags, control data may have non-IO coordi-
nated activity, which would be inaccurately labeled in the
dataset. As an example, suppose an IO account used the
hashtag #crypto. The control data may include accounts
managed by a spammer to push cryptocurrency manipula-
tion. While these accounts would be engaged in coordinated
inauthentic activity, they would not be labeled as IO in the
dataset, therefore an evaluation would wrongly mark them
as false positive errors if they were correctly identified by a
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detection algorithm.

While the entire user timeline is present for IO accounts,
control account timelines are cropped at 100 posts and ex-
clude posts that occurred after the date on which they met the
inclusion criteria. This results in a significant misalignment
in the active days for individual control accounts compared
to individual IO accounts. Although the posts by control ac-
counts have reasonable collective coverage of the 10 activ-
ity dates (Fig. 2), a single control account timeline tends to
cover relatively short periods while the IO account timelines
can span years. Research who wish to mitigate the effect of
this bias might selectively choose IO and control accounts
with matching temporal activity.

In addition to temporal bias, our coverage of IO and con-
trol hashtag use is asymmetric. Control accounts may cover
topics not present among IO accounts since we do not ex-
clude control content that is not matched to IO hashtag use.

All of these discrepancies might impact detection algo-
rithms or descriptive studies aiming to differentiate IO and
control accounts.

Finally, while IOs can spread across multiple social me-
dia platforms (Wilson and Starbird 2021), our datasets are
focused on a single platform. Considering how campaigns
unfold on multiple online social networks is a valuable di-
rection for future studies.
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