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AHHOTAIUS

B cratbe paccmarpuBaroTCs BOIIPOCHI MOANUCEN HA JOKYMEHTaX U UX IIpoBepku. [loanuce
SABJISICTCA BaXXHBIM CPCACTBOM I/I,Z[eHTI/I(l)I/IKaI_II/II/I, " €€ NIOAJIMHHOCTh UMECT 0o0bII0€E IOPUINYICCKOC
¥ 3KOoHOMHYecKoe 3HaueHue. [logpoonas napopmarus OyaeT nmpeaocTapieHa O METOAaX aHAN3a
HOHHHCGﬁ, HX TOYHOCTH, a TAKKC O CIIydasaXx IIOAACIKHU B paMKaX JOKYMCHTOBCIACHHA U Cy,[[e6HOI71
JKcnepTussl. B HccimenoBaHuMM  aHAIM3UPYIOTCA  UCIHOJIB3YEMBIE  METOABl  NPOBEPKH,
TCXHOJIOTHYCCKUC CPCACTBA 1 COBPEMCHHBIC CHCTCMbI HH(prBOfI IIOAIINCH.
KiroueBbie cioBa. [lognucek, skcnepTt3a, TOKYMEHTBI, CyAeOHas SKcrHepTusa, MOJeIKa,
Fpa(bOJ'IOFI/IH, 6I/IOMeTpI/IquKa}I MMOoAINMUCH, 3JICKTPOHHAA ITOAIINCD.

Abstract

This article examines the issues of signatures on documents and their examination. A
signature is an important means of identification, and its authenticity is of great legal and economic
importance. Detailed information is provided on the methods of analyzing signatures in the
framework of document science and forensic examination, their accuracy and cases of forgery.
The research analyzes the examination methods, technological tools, and modern digital signature
systems used.
Keywords. Signature, examination, documents, forensic examination, forgery, graphology,
biometric signature, digital signature.

INTRODUCTION

A signature is an important means of confirming a person's identity, which is widely used
in the execution of documents. The presence of a signature in legal and commercial documents
indicates that they have legal force. Therefore, the problem of signature forgery is one of the
important issues in the judicial system.
Signature examination is widely used in the fields of document science and forensic examination.
It is carried out to determine the authenticity of a signature, identify methods of forgery, and
confirm identity. Modern technologies, in particular biometric and digital signature systems, are
helping to make this process more efficient.
This article analyzes the main methods, features, and technological innovations in the field of
signatures on documents and their examination. Information is also provided about measures to
prevent signature forgery and modern examination methods.
LITERATURE ANALYSIS AND METHODOLOGY

Research on signatures and their examination plays an important role in linguistics, law,
and criminology. Studies based on graphology, forensics, and modern technologies have been
conducted to determine the authenticity of a signature.
Graphological analysis is aimed at determining the speed of movement, pen pressure, and specific
aspects of the signature. Forensic research, on the other hand, helps to study the methods of forgery
of documents and develop ways to prevent them.
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In recent years, digital signature technologies have developed widely, making it possible to
automate the process of signature verification. Methods for authenticating signatures using
artificial intelligence are also being developed, which plays an important role in ensuring security.
This study studied the main methods of signatures on documents and their examination. The
following methods were analyzed as examination methods:

Graphological examination - studying the specific features of the signature, writing speed, and pen
pressure.

Forensic analysis - identifying and analyzing methods of forgery of documents.

Digital signature examination - verification of signatures using modern technologies.

Biometric authentication - identity verification through artificial intelligence and biometric
technologies.

The study analyzed which method is more effective in determining the authenticity of a signature
and studied various methods of forgery.

RESULTS

According to the results of the study, there are several methods of forging signatures, the most
common of which are copying, reprinting with a scanner, and manual imitation. Although
graphological examination is effective in identifying forged signatures, digital technologies are
currently providing much higher results in this process.

Forensic analysis has shown that forgeries made by traditional methods can be quickly detected
using special equipment. In particular, analyzes using light and chemical reagents have been
effective in identifying changes made to documents.

Digital signature technologies play an important role in the secure storage and authentication of
signatures. In particular, cryptographic signatures used for electronic documents help prevent
forgery.

The following table compares the main types of examination used to verify signatures on
documents and their characteristics:

Type of Description Advantages Disadvantages
examination
Graphological |Analysis of signature Provides accurate results Requires a subjective
examination and handwriting based on pen pressure, approach, results depend
characteristics movement speed, and on expert qualifications
unique characteristics
Forensic Verification of Detects changes using Requires equipment and
examination documents using |special reagents and light |laboratory conditions
chemical and physical beams
methods
Digital signature Cryptographic analysis Almost impossible to Requires a  digital
examination of signatures in tamper with, automated |certificate, depends on
electronic documents  verification possible software
Biometric Identity verification |High accuracy, automated Requires special
examination using artificial analysis, and real-time |devices, technical errors
intelligence and |verification possible may occur

bhiometric methods
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As can be seen from this table, each type of examination is based on its own methods and
technologies.

1. Graphological examination is aimed at identifying personal elements by analyzing handwriting
and signature features. Although this method is quite old, it is still used. However, its results
depend on the experience of the expert and can be subjective.

2. Forensic examination uses special technologies to identify changes made to documents. Forgery
is detected using light and chemical reagents. However, this method is complex and requires
laboratory conditions.

3. Digital signature examination analyzes the cryptographic properties of signatures in electronic
documents and verifies their authenticity. Although this method provides high security, it requires
special software and a digital certificate.

4. Biometric examination automatically verifies a person using artificial intelligence and biometric
technologies. It has high accuracy, but may require special equipment.

In general, the use of classical methods in combination with modern technologies allows for
effective measures against signature forgery.

Table 2: Types of Signatures on Documents and Their Forensic Characteristics

Type of Forgery Expertise Typical Use
Signature Purpose Key Features Risk Methods Cases
Handwritten Legal validation, Unique strokes, Medium Grapho_logy, Contracts,
Signature perso_ngl _ pressure, slant, t0 high magnlflcatlor_l, checks,
identification rhythm stroke analysis  |personal letters
Encrypted . Online
Digital Secure  online digital  code, Low Crypt ographlc contracts,
: " . (when verification, .
Signature authentication  |unique . banking, e-
e secured) timestamp check
certificate documents
. . 'Same  image Image
Convenience in . i .
Scanned reused, lacks . comparison, Emails, printed
) repeated High .
Signature pressure resolution forms
document use o .
variation analysis
. . Typed names, Metadata E-commerce,
Electronic Quick e- checkboxes, . .
. Medium |analysis, IP HR approvals,
Signature approval stylus . i
. tracking online forms
signatures
. . Drafts, internal
Initials (Short Quick approya: First Iettersl of . Comparison with /memos, page-
Sign) or partia names, ess Medium full signatures by-page
endorsement detail
approvals
Witnessed ngal assurance Signature + Validation of Wills,  deeds,
. with third-party ~ . . |lLow . . . legal
Signature witness details witness identity
presence agreements

Explanation of the Table:
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Type of Signature:
Describes the format or nature of the signature, such as handwritten, digital, or scanned.
Each has its own level of security and authenticity.
Purpose:
Specifies why the signature is used — to validate, approve, or identify.
For example, handwritten signatures are often used for legal agreements, while digital
nes are used in online platforms.
Key Features:
Lists the unique identifying aspects of each type, like pressure in handwritten ones or
encryption in digital signatures.

O WO O O MNO O

o These help experts analyze authenticity.

4. Forgery Risk:

o Indicates how easily each type of signature can be forged or misused.

o Scanned signatures are more prone to forgery, whereas digital signatures offer more
protection.

5.  Expertise Methods:

o Outlines the techniques used by forensic document examiners to verify authenticity.

o Includes cryptographic tools, stroke analysis, or metadata inspection.

6. Typical Use Cases:

o Provides examples where each type of signature is commonly found in real-life
settings.

This table gives a comprehensive view of how signatures function across various document types
and how they are verified for authenticity by experts. It helps understand both the legal
importance of signatures and the technical methods used to evaluate them.

CONCLUSION

Signatures are an important factor in ensuring the reliability of documents. Confirming their
authenticity is of great legal, economic and technological importance. The study showed that
modern examination methods are effective in analyzing signatures and preventing forgery.

While graphological and forensic examinations remain traditional methods, digital signature
technologies and biometric authentication are playing a key role in strengthening modern security
measures. In the future, artificial intelligence is expected to be more widely used in signature
verification.
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