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Abstract:This article analyzes the dynamics of the increase in crimes committed using
information technologies, the threats they pose to the security of society and the state, as well
as the state policy and legal reforms implemented in Uzbekistan to counter such crimes. In
particular, it examines the new institutional and legal mechanisms for combating cybercrime,
developed based on the Presidential Decree No. ITK—153 dated April 30, 2025, the activities
of authorized bodies, preventive measures, the responsibility of the banking and financial
sector, and accountability measures. The article also offers specific recommendations for
preventing these crimes and improving the legal framework.
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AHHOTanusi:Ma3Kyp MakoJjiaga axO0opoT TEXHOJNOTHsUIApH EpAaMulia COIUp OITUIAETraH
KUHOATIAPHUHT YCUII TUHAMHUKACH, YIAPHUHT KaMUSAT Ba JaBIAT XaBPCHU3IUTUTa TaxaUIU
XamJa ylapra Kapiiy Kypaluil 6opacuia Y30eKMCTOHJA aMajira OMIMPUIAETIaH JaBlIaT
cuécatu Ba XyKyKUH UCIOXOTJIap Taxj Wi KWiIHHraH. XycycaH, 2025 iun 30 anpenga kaOyin
kunuHrad IIK-153-connu IlpesupeHt kapopu acocuaa KUOEP)KMHOSTUMIIMKKA Kapluu
KypallMIIHUHT SHTM WHCTUTYLIMOHAN Ba XYKYKMH MEXaHU3MIIApW, BaKOJATJIM Oprasjap
daonusaTu, mnpodwIaKTUK TagOupiap, OaHK Ba MOJUS THU3UMH MAaChYJIHATH XamJa
»aBoOrapiuk yopanapu €putwirad. lyHuHraex, ymoly >KHHOSTIAPHUHT OJAMHMU OJUII Ba
XYKyKuil 0a3aHU TaKOMIJUTAIITHPHII OYiinya aHuK Takiuiaap Wirapu Cypuiras.

TasiHu cy31ap: KUOCPKUHOATUMINK, axOOpOT TEXHONOTHUSIIAPH, XYKYKHH HCIOXOTIap,
npodunaktuka, [1K-153, xubepxaBdcu3nuk, MOIUS TAUIKUAIOTIApU, XYKYKHU MyXxodasa
KWIYBYH OpTraHjap, pakaMiid XaB()CU3IHK, )KUHOATIAPHH OJJIMHU OJTHIIL.

AHHOTAanUA:B 1aHHOM CTaThe MNPOAHAIM3UPOBAHbI JWHAMHUKA pOCTa MPECTYIUICHUH,
COBEpPILIAEMbIX C MCIIOJIb30BaHHEM HH(OPMAIIMOHHBIX TEXHOJIOTUH, YIpo3bl, KOTOpPbIE OHHU
IPEACTABIAIOT JUId OE30IIaCHOCTH O0IIecTBA M TOCYIapCTBa, a TAaKKe TOCYNapCTBEHHAs
IOJIMTHKA U NPaBOBbIe peOpMbl, IPOBOJUMBIE B Y30€KUCTaHE MO MPOTUBOCHCTBUIO TAKUM
IpecTyIieHUusIM. B yacTHOCTH, paccMaTpUBalOTCSI HOBbIE MHCTUTYLIMOHAIbHBIE U IIPABOBbHIE
MeXaHU3Mbl O0pBObI C KHOEPIPECTYMHOCTHIO, pa3paboTaHHble HA OCHOBE Yka3a Ilpesunenra
Ne TIK-153 or 30 anmpens 2025 roja, JesATENBHOCTb YIOJIHOMOYEHHBIX OPIaHOB,
NpopUIAKTUYECKUE MEphbl, OTBETCTBEHHOCTh OAaHKOBCKO-(DMHAHCOBOI'O CEKTOpa M MEphl
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NPUBJICUYCHHUS] K OTBETCTBEHHOCTH. Takke NpEeIOKEHBI KOHKPETHBIE PEKOMEHIAIMH II0
NPEIYIPEKICHUIO TaHHBIX MIPECTYIJICHUH U COBEPIIICHCTBOBAHUIO TIPABOBOW 0a3bl.

KuroueBblie ciioBa: kuOepnpecTynHOCTb, UHPOPMALIMOHHbBIE TEXHOJIOIHH, IIPAaBOBBIE
pedopmel, mnpodunaktuka, I[IK-153, kubGepOezomacHOCTh, (HUHAHCOBBIE YUPEKICHUSA,
PaBOOXPAHHUTEIbHBIE OPTaHbl, HU(PPOBas 0€30MaCHOCTD, MPEAYNPEKICHIE TIPECTYIICHUH.

In recent years, the rapid development of information and communication
technologies has expanded the possibilities of using the Internet. This, along with
accelerating the digitalization processes in all spheres of society's life and creating a number
of conveniences, is also causing the emergence of new types of threats and risks. In the world,
in particular, in Uzbekistan, the scale of crimes committed with the help of information
technologies - cybercrime - is constantly expanding and poses a serious threat to the security
of citizens, the state, and society.

A number of legal reforms are being carried out in Uzbekistan in order to combat
these crimes, early detection and prevention of offenses. In particular, government decisions,
legislative innovations, the activities of special agencies, and preventive measures carried out
with the involvement of the public contribute to increasing the effectiveness of work in this
area.

At the same time, official figures clearly demonstrate that cybercrime is a serious
problem. In particular, during 2020-2024, the number of cybercrimes increased 68 times.
Complaints about offenses in cyberspace have increased 34 times, and more than 1 trillion
909 billion soums of material damage has been caused to citizens. In 2019, 863 crimes of 18
types were registered, and in 2024, 58,800 crimes of 62 types were registered. In 2023, the
share of cybercrime in total crime was 6.2 percent, and in 2024 this figure reached 44.4
percent. Of these, 98% are cybertheft and cyberfraud related to bank cards.

These data indicate the need to take measures to prevent cybercrimes, protect citizens
from them, detect cyberattacks, and eliminate their consequences. In this process, the
effective use of modern forms and methods is of great importance.

At the initiative of the President of the Republic of Uzbekistan Sh.M.Mirziyoyev, this
issue was raised to the level of state policy, and the Resolution of the President of the
Republic of Uzbekistan dated April 30, 2025 No. PP-153 "On Measures Aimed at Further
Strengthening Activities to Combat Crimes Committed with the Help of Information
Technologies" was adopted. This resolution is an important legal basis that allows us to
approach the work in this area at a new level.

This resolution designates the Ministry of Internal Affairs as the authorized body for
establishing a unified practice of combating cybercrime in the Republic of Uzbekistan,
coordinating the activities of all responsible state bodies and institutions in this area, and
organizing targeted cooperation.

In our country, there are specific sectoral laws to combat threats such as terrorism,
extremism, illicit drug trafficking, human trafficking, corruption, and the legalization of
criminal proceeds. However, there is still no comprehensive law of direct action that includes
a legal description of cybercrime, its types, and liability measures. Therefore, in accordance
with the task reflected in the resolution, the development of a separate draft law on the early
prevention of cybercrimes and increasing the effectiveness of their detection, in particular,
the development and adoption of a law on combating crimes committed by means of
information technologies in the near future, is indicated as a priority task.
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In order to prevent cybercrimes and prevent citizens from becoming victims of these
crimes, it is important to conduct legal awareness-raising work among the population. Taking
this issue into account, the Resolution assigns strict responsibility to responsible state bodies,
organizations, banks, payment system operators, and payment organizations for taking all
necessary measures aimed at preventing cybercrime and raising the cyberculture of the
population. It was instructed to amend the legislation to strengthen liability for non-compliance
with cybersecurity requirements by legal entities, as well as for all crimes in the field of
information technology. A procedure has been established for recovering material damage
caused by cybercrimes committed as a result of non-compliance with the requirements of
information security and cybersecurity of banks, payment systems, payment organizations, and
other organizations.

According to statistics, the majority of cybercrimes related to bank cards are
committed through bank cards issued in the name of another person. Therefore, the
Presidential Decree provides for the establishment of administrative and criminal liability for
persons who have issued a bank card in their name for the commission of a cybercrime. It
was also determined that banks will establish a system for prompt notification of law
enforcement agencies about suspicious transactions, and the Central Bank will develop a
mechanism for identifying suspicious transfers, and this information will be sent to the
Ministry of Internal Affairs through a data exchange system. These measures are aimed at
preventing citizens from incurring financial losses by believing in fraudulent schemes based
on promises of profit, informing them in advance, and ensuring their financial security.

In addition, this resolution introduces a number of mechanisms aimed at the early
prevention of crimes. In particular, a list of banks and payment organizations with the highest
number of cyberattacks will be published at the end of each month. The Central Bank will
promptly inform the Ministry of Internal Affairs about the activities of financial pyramids.

The decree also stipulates that "Cyber Culture Development Month" will be held
annually in November. These measures will become an effective means of preventing
cybercrime by raising citizens' awareness of cybersecurity, forming a digital culture among
young people, preventing crimes of this type, strengthening trust between the state and
society, and actively involving the public.

This decree of the President of our country elevates cooperation between commercial
banks and law enforcement agencies to a new level, within the framework of which it was
determined that information on transactions of banks, payment system operators, and
payment organizations will be integrated into a single electronic platform. It was also
indicated that a system for informing parents about suspicious operations carried out by
minors will be introduced.

In accordance with the decree, in order to improve the quality of the investigation of
cybercrimes, departments for ensuring legality in the fight against cybercrimes are being
created in the Prosecutor General's Office and territorial prosecutor's offices. The main task
of these structures is to exercise prosecutorial supervision over the uniform application of
laws in the process of investigating and solving cybercrimes.

The importance of applying a scientific approach in the effective fight against
cybercrime is also not overlooked in this resolution. In particular, the Center for Combating
Cybercrime and Assisting Digital Investigations, created under the Law Enforcement
Academy, will be aimed at analyzing the causes and conditions that contribute to cybercrime,
developing proposals for solving problems in the practice of investigation and disclosure, as
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well as providing scientific and methodological assistance in increasing the effectiveness of
investigative activities and improving the educational process.

Based on the above analysis, the need for a systematic and comprehensive approach
to the effective fight against crimes committed using information technologies was once
again confirmed. The sharp increase in cybercrime, the damage they cause to national
security and the financial interests of citizens, require a strict policy in this direction in the
country.

From this point of view, the Resolution of the President of the Republic of Uzbekistan
No. PP-153 dated April 30, 2025, serves as an important regulatory framework that allows
for a new approach to legal, organizational, and preventive work in this area. The decree
indicates that the use of information technologies in the commission of a crime is defined as
an aggravating circumstance of responsibility and punishment, as well as the following
proposals are put forward to ensure cybersecurity and prevent this type of offense;

In the current Criminal Code, crimes committed through information technologies are
described in various articles, scattered for each act, which creates certain difficulties in law
enforcement. In this regard, the consolidation of crimes committed through information
technologies in a single, separate section;

The commission of cybercrimes by bank employees and IT specialists further
increases the level of danger of this crime. Because representatives of this category use all
their capabilities to complete their crimes, acquire deep knowledge and skills, and adapt their
activities to technological progress. Because they are well-versed in the technology of hiding
from these types of crimes, they remain undetected for a long time, while simultaneously
allowing them to continue committing similar crimes. Also, this category of criminals, using
their special knowledge and system access capabilities, see crime (for example, information
theft, money transfer) as an easy and effective tool. For example, an IT specialist can find a
weakness in the system and use it for personal gain.

In this regard, to introduce into part 4 of Article 168 of the Criminal Code of the
Republic of Uzbekistan the provision that the crime provided for in paragraph "g" of part 3 of
this article is committed by responsible persons who have undergone training in the field of
information systems, information technologies, and this circumstance is defined as an
aggravating circumstance of punishment;

- Article 168 of the Criminal Code of the Republic of Uzbekistan.

Part 5 of the Criminal Code of the Republic of Uzbekistan states that in the event of
compensation for material damage caused, punishment in the form of restriction of liberty
and imprisonment is not applied, and if a person commits a crime of fraud through an
information system, information technologies, this rule does not apply as an exception, only
compensation for the damage caused is taken into account when imposing a punishment, and
when imposing a punishment for crimes committed using an information system, including
information and communication technologies, in addition to the main punishment, a
punishment in the form of deprivation of a certain right (non-use of the Internet) is applied as
an additional punishment;

- Article 3 of the Law of the Republic of Uzbekistan dated August 30, 2003 No. 530
"On Banking Secrecy" states that "Banking secrecy" consists of information on transactions,
accounts, and deposits of its clients (representatives) protected by the bank, while Article 9
indicates that information constituting Banking Secrecy is transferred to the prosecutor's
office, preliminary investigation and inquiry bodies with the sanction of the prosecutor based
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on a reasoned decision of the investigator or inquiry officer in order to establish
circumstances in criminal cases under their proceedings, as well as to ensure the recovery of
damages or the seizure of property, and to bodies carrying out operational-search activities in
order to fulfill their assigned tasks in operational-search cases under their proceedings - based
on a reasoned decision approved by the head of the body carrying out operational-search
activities. Therefore, it would be advisable to supplement this legal norm with a provision on
the transfer of information constituting banking secrecy, with the sanction of the prosecutor,
based on a reasoned decision approved by the head of the official carrying out the pre-
investigation check, in order to clarify the circumstances under the documents of the pre-
investigation check, conducted by officials carrying out pre-investigation checks using
information technologies, as well as to ensure the recovery of the damage caused.

In conclusion, the fight against cybercrime should be carried out not only by law
enforcement agencies, but also through an effective system based on the joint actions of
society as a whole, highly qualified specialists, modern information technologies, and a
comprehensive legislative framework.
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