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Abstract: Blockchain platforms based on smart contracts rely on cryptographic signature
algorithms to verify user actions and provide protection against malicious attacks. Selecting the
right algorithm is one of the most important factors in ensuring smart contract security, as
cryptography is constantly evolving and new technologies may affect the reliability of existing
algorithms. In particular, the development of quantum computers poses a threat to widely used
digital signature protocols. This paper proposes a flexible approach to selecting cryptographic
signature algorithms to ensure the security of smart contracts. The approach involves managing
algorithms and their parameters through special smart contracts deployed on the blockchain
ledger, enabling the rapid introduction of new, secure signature methods or the deprecation of
outdated ones. This method increases the adaptability of the blockchain to technological
advancements, facilitates the adoption of post-quantum signature algorithms, and eliminates the
fork problem that often arises during updates. The proposed approach is effective for real-world
applications, including industry, complex supply chains, and [oT devices.
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Introduction: Smart-contract-based blockchain platforms rely heavily on cryptographic
signature algorithms to verify the validity of user transactions and to protect the network from
malicious actors. Two fundamental requirements underpin this security model:

Immutability of the ledger — once consensus is reached, there must not be multiple conflicting
versions of the same ledger. Protection of data ownership — only the legitimate owner of a
digital asset or record should be able to manage it. Most consensus protocols depend on
cryptographically secure algorithms to enforce these properties. For example, Proof-of-Work
protocols such as Hashcash rely primarily on cryptographic hash functions, while Proof-of-
Stake protocols often depend on digital signature schemes. However, the security of
cryptographic primitives is neither absolute nor permanent. Advances in computing power or
cryptanalysis can expose previously unknown vulnerabilities. This is especially critical with the
advent of quantum computing, which poses a serious threat to widely used algorithms like
ECDSA and EdDSA. Shor’s algorithm, in particular, can break such schemes in relatively short
timeframes, jeopardizing the security of blockchain systems that store sensitive financial data
and execute smart contracts [1].

Background: Currently, the most widely used digital signature schemes in blockchain networks
— ECDSA and EdDSA — rely on the difficulty of solving the Elliptic Curve Discrete
Logarithm Problem (ECDLP). In the classical computing model, ECDLP is considered
intractable for sufficiently large parameters. However, quantum algorithms, most notably
Shor’s algorithm, can solve this problem efficiently, undermining the security foundations of
these schemes.
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This growing risk has accelerated the need for post-quantum (quantum-resistant) digital
signature algorithms. In response, the U.S. National Institute of Standards and Technology
(NIST) has initiated a standardization process to identify and approve new public-key
cryptographic schemes capable of withstanding quantum attacks. The most promising
categories include: Lattice-based: e.g., CRYSTALS-Dilithium, Falcon, Multivariate
cryptography: e.g., Rainbow, GeMSS

Hash-based: e.g., SPHINCS+ While these schemes offer quantum resistance, their efficiency,
scalability, and suitability for smart contract environments vary significantly. Therefore,
selecting the right cryptographic signature algorithm is a critical step in ensuring both security
and performance for blockchain-based smart contracts[2][3].

Structure of the CK Smart Contract. The Cryptographic Kernel (CK) framework allows
blockchain systems to use any signature algorithm from a dynamic, non-static pre-approved list.
This list begins with an initial selection of algorithms but can be expanded or updated as new
cryptographic developments arise. Each algorithm in the CK smart contract is identified by a
unique string identifier. This identifier is embedded in every digital signature, enabling verifiers
to know exactly which cryptographic algorithm was used for signing.For each listed algorithm,
the CK smart contract maintains:

A set of parameter configurations — allowing different security and performance trade-offs.

A validation suite — a collection of tests to verify correctness and security compliance.

Two status fields:

Validated — marked with a timestamp when the algorithm is officially added to the list.
Deprecated — marked with a timestamp if the algorithm is later deemed insecure, warning
users that it is no longer recommended.This structure allows the blockchain governance
committee to react quickly to new cryptographic threats. If a vulnerability is discovered, the
affected algorithm can be flagged as deprecated, and a more secure alternative can be added to
the list without disrupting existing smart contract functionality. A schematic representation of
the CK smart contract is illustrated in Figure 1[4].
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verifiers and developers can reproduce the exact conditions under which a signature was
generated[5][6].
Recognizing that users’ computational resources vary widely, the CK framework classifies
algorithm parameters into three security-performance tiers:
o Basic — optimized for low-power devices or legacy systems, prioritizing efficiency
over maximum security.
e Intermediate — balanced between security strength and computational cost, suitable for
general-purpose blockchain applications.
e Enhanced — designed for maximum security, ideal for protecting sensitive or long-term
data.
For each tier, the blockchain governance committee defines a standard parameter set that
represents the recommended configuration. However, the CK design also allows users to
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propose their own parameter sets for inclusion. These proposals can address specialized needs
— for instance, in ECDSA, a user might suggest using a custom elliptic curve or a different
base point. Every parameter set in the CK contract is accompanied by: A formal security
assessment — documenting the security guarantees achieved. A timestamp — recording when
the assessment was conducted.
If later changes in cryptographic testing methods alter the security evaluation, the CK smart
contract appends a new assessment record with its own timestamp. The most recent assessment
should be used for current operations, while historical data should always be validated against
the security information that was available at the time of signature creation. Each algorithm’s
entry also includes a validation suite — a set of tests for verifying user-proposed parameters.
This suite is maintained and updated by the committee in response to new cryptographic
discoveries. Updates may involve adding new tests, replacing outdated ones, or modifying
existing procedures. Every change to the validation suite is logged with a timestamp to preserve
the blockchain’s historical integrity. Whenever the validation suite is updated, all previously
approved parameter sets must be re-tested using the new procedures. Their associated security
levels are then revised accordingly [7-8].
Example:

o Attime TkT kTk, a parameter set is added and rated as Intermediate security.

o Attime Tk+tlT k+t 1Tk+tl, a new test is introduced, reducing its rating to Basic.

o Attime Tk+t1+t2T k+t 1+t 2Tk+tl1+t2, further testing determines that the parameter

set is no longer secure, and it is marked as Deprecated.

This lifecycle process, illustrated schematically in Table 1, ensures that all cryptographic
signature parameters used in smart contracts remain aligned with current security standards [9].

Managing Algorithm States and the Signing Process

An alternative approach to handling valid and deprecated cryptographic elements — including
algorithms, parameter sets, and validation tests — is to maintain two distinct lists for each
category: Active list — containing currently valid items [10].

.Deprecated list — containing items that are no longer recommended. Whenever an entry is
moved from one list to the other (e.g., from active to deprecated), the change is recorded with
the current timestamp, preserving a verifiable history of status changes. Signing and
Verification Workflow In blockchain environments, users frequently need to sign transactions
or blocks. Under the CK smart contract framework, the process follows these steps: Algorithm
Selection. The user selects a cryptographic signature algorithm from those defined in the CK
smart contract. The system checks that the chosen algorithm is not marked as
deprecated.Security Level Choice The user specifies the desired security tier (Basic,
Intermediate, or Enhanced).They can either: Select an existing parameter set associated with
that tier, or Propose a new parameter set for evaluation.Key Generation. Based on the selected
parameters, the user generates a public—private key pair, or uses a previously generated pair
compatible with those parameters. Data Signing. The data is signed according to the selected
algorithm and parameter set. The resulting signed object has the structure:sql
KonupoBatsPenaktuposars algorithm_identifier | parameter set || (timestamp) || signature
Here, || denotes byte concatenation. The timestamp is optional because temporal context can
also be inferred from the blockchain itself (e.g., the block’s own timestamp). Verification.
During verification, the algorithm and parameter set are extracted from the signature.The
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verifier ensures they are still valid or, in the case of historical data, were valid at the time of
signing.

Figure 2 illustrates the workflow when an existing parameter set is chosen. The case for user-
proposed parameters is detailed in Section 2.3[11].

User CK Smart Contract

Conclusion: Ensuring the security of smart contracts in blockchain ecosystems requires a
flexible and adaptive approach to cryptographic signature algorithm selection. The proposed
CK smart contract framework addresses this need by enabling on-chain management of
algorithms, parameter sets, and validation tests, with mechanisms for real-time updates,
deprecation tracking, and timestamp-based historical validation. By supporting multiple
security levels and allowing both committee-approved and user-proposed parameter sets, this
model enhances the blockchain’s ability to adapt to emerging cryptographic threats, including
those posed by quantum computing. Moreover, the use of smart contracts for cryptographic
governance eliminates the need for disruptive hard forks, ensuring that security updates and
protocol changes can be integrated seamlessly without compromising existing data. This
approach not only strengthens the resilience of smart contract platforms but also provides a
scalable foundation for deployment across industrial systems, supply chain networks, and IoT
devices, where security and adaptability are equally critica[11].
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