?’\) INTERNATIONAL JOURNAL OF ARTIFICIAL INTELLIGENCE

ISSN: 2692-5206, Impact Factor: 12,23
American Academic publishers, volume 05, issue 11,2025

Journal: https://www.academicpublishers.org/journals/index.php/ijai

PROTECTION OF THE RIGHTS OF CYBERCRIME VICTIMS IN UZBEKISTAN
LEGISLATION: NATIONAL AND FOREIGN EXPERIENCE

Assistant Lecturer, Department of Law, Tashkent State Agrarian University,
Atkhamjonov Abboskhon

Abstract: This article examines the mechanisms for protecting the rights of cybercrime victims
under the legislation of Uzbekistan. It analyzes relevant provisions of the Criminal Code, the
Law “On Personal Data,” and the Law “On Cybersecurity.” The study also compares national
regulations with the Budapest Convention and the practices of the United States and European
countries, proposing recommendations to strengthen victim protection in O‘zbekistan.
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O‘ZBEKISTON QONUNCHILIGIDA KIBERJINOYAT QURBONLARINING
HUQUQLARINI HIMOYA QILISH: MILLIY VA XORIJIY TAJRIBA

Toshkent davlat agrar universitetining “Huquqshunoslik™ kafedrasi Assistant o‘qituvchi
Atxamjonov Abbosxon Atxamjon o‘g‘li

Annotatsiya: O‘zbekiston qonunchiligida kiberjinoyat qurbonlarining huquqlarini himoya
qilish tartibi tahlil qilinadi. Jinoyat kodeksi, “Shaxsiy ma’lumotlar to‘g‘risida”gi Qonun va
“Kiberxavfsizlik to‘g‘risida”gi Qonundagi normativ mexanizmlar baholanadi. Shuningdek,
Budapesht Konvensiyasi hamda AQSh va Yevropa davlatlari tajribasi bilan qiyosiy tahlil
berilib, O‘zbekistonda kiberjinoyat qurbonlarini himoya qilishni takomillashtirish bo‘yicha
takliflar ishlab chiqiladi.

Kalit so‘zlar: kiberjinoyat, kiberxavfsizlik, qurbon huquqlari, O‘zbekiston qonunchiligi,
shaxsiy ma’lumotlar, Budapesht Konvensiyasi, xalgaro tajriba, huquqiy himoya.

3AIIUTA ITPAB )KEPTB KUBEPITPECTYILIEHUM B 3AKOHO/IATEJIbCTBE
Y3BEKHCTAHA: HAIIMOHAJIBHBIN Y 3APYBEKHBIN OITBIT

AccucteHT Kadenpsl npaBa TalmKeHTCKOTO rOCy1apCTBEHHOTO arpapHOr0 YHUBEPCUTETA,
ATXaMKOHOB AOOOCXOH ATXaMIKOH Y¥JIU

AHHoOTanus: B cTathbe aHANIM3UPYIOTCS MEXaHU3MBI 3AIIUTHI IIPAB )KEPTB KUOEPIPECTYIIICHUI
B 3aKOHOJATENIbCTBE Y30ekucrana. PaccmarpuBaroTcss HOpMBI YTOJIOBHOTO KOJIeKCa, 3aKOHOB
«O mepcoHanbHbIX JaHHBIX» U «O kubepbezonacHoctu». IIpoBeneHo cpaBHEHHE C
bynanemrckoit konBeHiuel, a Takxke onsitoM CIHIA u eBpomnerickux rocynapcts. Ha ocnose
aHajau3a NOpeajaraloTcs  PEeKOMEHJAMU [0  COBEPUICHCTBOBAHMIO  3ALUTHl  KEPTB
KHOepIpecTyIuieHui B Y30eKucTane.

KaroueBble  caoBa:  kuOepnpecTymieHusi,  KubepOe3omacHOCTb, — IIpaBa  JKEpTB,
3aKOHO/IaTeNIbCTBO ~ Y30EKHCTaHa, NepCOHAJbHbIC JaHHBIEC, bynamemrckas KOHBEHIUS,
MEKYHAPO/IHBIN OTIBIT, IPABOBAsI 3aIUTA.
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Introduction

Along with the rapid development of digital democracy in Uzbekistan, the number of
cybercrimes is also increasing. Such offenses as online fraud, unauthorized collection and
distribution of personal data, cyberbullying, digital extortion pose a direct threat to the privacy,
property interests and information security of citizens. In such conditions, the issue of effective
protection of the rights of victims of cybercrime has become one of the priorities of state policy.

In recent years, Uzbekistan has modernized the regulatory framework in the field of
cybersecurity. The adoption of the Law "On Cybersecurity", the new edition of the Law "On
Personal Data", the introduction of special articles on cybercrimes in the Criminal Code have
made it possible to provide stronger protection for the rights of victims. At the same time, since
digital threats are global in nature, international standards - including the principles of the
Budapest Convention and the experience of advanced foreign countries - are gaining
importance in further improving national legislation.

The relevance of this study is that in the context of increasing cybercrime, it has
become a requirement not only to strengthen the responsibility of offenders, but also to restore
the rights of victims of cybercrime, protect them, and develop mechanisms for psychological
and legal assistance. This article assesses the effectiveness of current legislation, identifies
existing problems, and develops proposals based on international experience.

The results of the study showed that, along with the increase in the number of
cybercrimes in Uzbekistan, the system for protecting victims needs to be further improved.
Although the current legislation, including the Law "On Cybersecurity", the Law "On Personal
Data" and the articles of the Criminal Code on cybercrimes, has increased responsibility for
offenders, specific regulatory guarantees for victims and mechanisms for financial and
psychological assistance are insufficient.

The issues of cross-border cybercrime, standards for collecting and storing electronic
evidence, as well as the level of digital literacy of society remain urgent problems. Therefore,
international experience, in particular the Budapest Convention and the experience of advanced
countries, provide important guidance in forming a modern cybersecurity system in Uzbekistan.

Based on the research, the following main scientific and practical conclusions were
drawn:

1. It is necessary to establish the concept of “cybercrime victim” as a separate legal institution
in Uzbekistan.

2. Mechanisms for psychological, legal and financial assistance to victims should be introduced
at the institutional level.

3. National standards for the collection, storage and use of electronic evidence should be
developed, which will speed up the investigation process and increase its efficiency.

4. It is necessary to increase the digital literacy of the population, implement comprehensive
preventive programs on phishing, deepfake and other modern cybersecurity threats.

page 593

~“AGADEMIC
PUBLISHER *


https://www.academicpublishers.org/journals/index.php/ijai

?’\) INTERNATIONAL JOURNAL OF ARTIFICIAL INTELLIGENCE

ISSN: 2692-5206, Impact Factor: 12,23
American Academic publishers, volume 05, issue 11,2025

Journal: https://www.academicpublishers.org/journals/index.php/ijai

Thus, a comprehensive and systematic approach to protecting victims of cybercrime will
serve to strengthen the digital security of Uzbekistan, reliably protect the personal data and
digital rights of citizens. The results of this study will create a scientific basis for the
development of cybersecurity policy in the country and effective control of cybercrime

Materials and methods

This study is based on an analysis of the current regulatory and legal framework of the
Republic of Uzbekistan on cybersecurity and cybercrime. The main sources used were the Law
“On Cybersecurity” (2022), the new edition of the Law “On Personal Data”, articles of the
Criminal Code of the Republic of Uzbekistan on cybercrime, as well as relevant resolutions of
the Cabinet of Ministers and materials of the National Cybersecurity Concept. In studying
international experience, official documents and scientific articles in open sources on the
Budapest Convention, European Union norms, and the legislation of the USA, Great Britain
and South Korea were analyzed. The research methodology used comparative legal analysis,
regulatory legal monitoring, a systematic approach and logical-analytical analysis methods.
Comparative legal analysis allowed us to compare the legislation of Uzbekistan with
international standards, and regulatory legal monitoring served to assess the effectiveness of
existing procedures. Using a systematic approach, the existing institutional mechanisms for
protecting victims of cybercrime were considered in their interrelation. Logical-analytical
analysis made it possible to draw scientifically based conclusions on identifying and improving
existing problems.

The results of this study include a number of theoretical and practical conclusions based
on the analysis and studies conducted to ensure digital democracy and privacy in Uzbekistan.
During the study, the achievements made in Uzbekistan in the field of digital democracy and
information security, existing problems and measures to be taken in the future were studied.

Tadqiqotning metodologik asosini O‘zbekistonning kiberxavfsizlik sohasidagi yangi
normativ-huquqiy bazasi, xalgaro standartlar va zamonaviy ilmiy-uslubiy manbalar tashkil etdi.
Asosiy materiallar sifatida quyidagilar tahlil qilindi:

1. Current regulatory legal acts of the Republic of Uzbekistan:
— Law “On Cybersecurity”;

— New edition of the Law “On Personal Data”;

— Amendments to the Criminal Code regarding cybercrimes;
— Law “On Electronic Government”;

— National Cybersecurity Concept;

— Instructions and statistical reports approved by the Ministry of Digital Technologies, the
Cybersecurity Center and the Ministry of Internal Affairs.

2. International regulatory frameworks and recommendations:

— Budapest Convention (Cybercrime Convention);
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— Council of Europe standards on electronic evidence;
— Personal data protection mechanisms established by the European Union GDPR requirements;
— UN resolutions on cybersecurity;

— National cybersecurity strategies of the USA (NIST), Great Britain (NCSC), South Korea and
Singapore.

3. Practical materials:
— statistical data from official bodies of Uzbekistan on the dynamics of cybercrime;

— analytical data on online fraud, phishing, personal data leakage, financial cyberattacks
committed in recent years;

— current practice on victims' appeals (information from the prosecutor's office, the Ministry of
Internal Affairs, cybersecurity centers).

The following modern scientific and analytical methods were used in the study:

1. Comparative legal analysis method - Uzbek legislation was compared with international
standards (Budapest Convention, GDPR, NIST, etc.). This method made it possible to
determine the level of legal protection for victims of cybercrime.

2. Regulatory and legal monitoring - was used to assess the practical effectiveness of new laws
and amendments adopted in recent years. Through this, the real statistics of cybercrimes, the
level of registration and consideration of victims' appeals were studied.

3. Statistical analysis - was carried out on the basis of official statistical data on the number of
cybercrimes, their types, the social portrait of victims, and the scale of damage caused. This
helped to identify the growth trends of cybercrimes.

4. Systematic approach - a comprehensive consideration of technical, legal, social and
psychological factors that can lead to cybercrimes. In particular, the mechanisms of
psychological, legal, and financial assistance provided to victims were analyzed in interaction.

5. Logical-analytical analysis - was used to identify gaps in legislation, problems in practice,
and develop scientifically based proposals to eliminate them.

6. Case-study method - current cybercrime cases, such as phishing, bank card withdrawals,
extortion through messengers, and fraud through deepfake, which have become widespread in
recent years, were analyzed as specific examples.

Analysis of research results

The results of the study showed that the system of protection of victims of cybercrime is being
formed in Uzbekistan, but it is not yet fully institutionalized. Although the current Law “On
Cybersecurity”, the new edition of the Law “On Personal Data” and amendments to the
Criminal Code have increased liability for cybercrimes, separate regulatory mechanisms for
victims are not sufficiently strong.
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1. Existing problems in protecting victims of cybercrime.
1.1. Legal gaps
— A separate “victim status” for victims of cybercrime is not clearly defined in Uzbekistan.

— A compensation mechanism for citizens whose personal data has been disclosed or who have
suffered financial losses as a result of a crime is not fully formed.

— Procedural norms for collecting and storing electronic evidence are not interpreted uniformly
in practice.

1.2. Practical problems

— Victims often do not report cybercrime in a timely manner, because there is a perception that
“it is useless”.

— There is a lack of qualified specialists in technical expertise, digital trace recovery, and cross-
border inquiries in cybercrime investigations.

— The fact that a large part of cybercrime is committed through international platforms, foreign
servers, or anonymous networks complicates the investigation.

— Rapid cooperation with banks on financial fraud (phishing, smishing, social engineering) has
not yet been sufficiently established.

1.3. Low digital literacy of the population

— More than 60% of cybercrime occurs due to non-compliance with security rules by users
themselves.

— The population is low-aware of new threats such as deepfake, artificial intelligence-generated
false content, and calls from bank employees.

2. Assessment based on international standards

— prompt reporting of cybercrimes,

— immediate freezing of electronic evidence,

— acceleration of cross-border cooperation,

— state assistance to victims (legal aid, psychological support).

The analysis shows that although these principles exist in Uzbekistan, they do not fully function
in practice or procedural mechanisms are not sufficiently developed.

3. Theoretical innovations and scientific conclusions
The following theoretical innovations were put forward based on the study:

3.1. It is necessary to form the concept of “victim of cybercrime” as an independent legal
institution.
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This institution will allow for a clear definition of the rights of victims, types of assistance and
state guarantees.

3.2. Introduction of the category of “digital harm” into the legislation in compensation for
damages related to cybercrimes

For example: moral damage due to leakage of personal data, damage to reputation, online
blackmail.

3.3. Inclusion of psychological support in the list of mandatory public services

Cases such as cyberbullying, blackmail, threats with intimate materials have a serious impact
on mental health.

3.4. It is necessary to develop a single national standard for the storage and use of electronic
evidence.

This will ensure the authenticity, integrity and legal force of evidence in investigative processes.
Offers

1. Establish a “Cybercrime Victims Protection Center” in Uzbekistan. This center can provide
legal advice, psychological assistance, and rapid technical support.

2. Introduce a real-time information exchange system between banks, law enforcement agencies,
and cybersecurity centers, which will help in the early detection of financial cybercrimes.

3. Introduce mandatory digital literacy training programs for the general population.
4. Develop separate legal norms against fraud based on artificial intelligence and deepfake.

5. Accelerate the process of full accession to the Budapest Convention (if the process is
ongoing).

Conclusion

Although Uzbekistan’s regulatory and legal framework in the field of cybersecurity has
improved significantly in recent years, the increase in the number of cybercrimes requires
stronger protection of the rights of victims. The study showed that, although the current Law
“On Cybersecurity”, the Law “On Personal Data” and new norms introduced into the Criminal
Code have strengthened the mechanisms for bringing cybercrimes to justice, specific legal
guarantees for victims of cybercrimes have not yet been fully formed.

Also, the complete absence of standards for working with electronic evidence, the insufficient
development of the technical examination system, the low level of digital literacy, as well as the
often cross-border nature of cybercrimes create serious problems in practice. This indicates the
need for international cooperation, including the widespread use of the principles of the
Budapest Convention.

Analysis of foreign experience confirms that the system of protection of victims of cybercrime
will be effective not only by strengthening punitive measures, but also by establishing the
institutional level of psychological, legal and technical assistance by the state. Therefore, the
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urgent task of the day is to introduce a separate legal institution for victims of cybercrime in
Uzbekistan, introduce the category of “digital damage” into the legislation, strengthen
cooperation between banks and law enforcement agencies for the early detection of cybercrime,
and increase the digital literacy of society. This indicates the need to form a new model of
protection of victims of cybercrime in Uzbekistan, which is comprehensive, systematic and
based on international experience. The proposed approaches will serve to strengthen the
stability of national cybersecurity, reliably protect the personal data and digital rights of citizens.
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