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Abstract: As the application of artificial intelligence (AI) in higher education becomes increasingly widespread, AI chatbots 
have gradually been adopted for routine learning tasks. While previous studies have linked user intention to actual adoption 
behaviour, the role of contextual factors such as information security (IS) remains under-explored. This study examines the direct 
impact of the intention to use AI chatbots (ITUAIC) on students' adoption of AI chatbots (SAAIC) and investigates the 
moderating role of perceived information security. Using SPSS and Amos to analyse survey data from college students, the 
results indicate that intention significantly predicts adoption behaviour, while IS has a positive moderating effect on this 
relationship. These findings advance research on the acceptance of AI chatbots and provide practical implications for the 
implementation of secure chatbots in the education sector. 
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1. Introduction 
AI applications are rapidly changing the educational 

landscape, with AI chatbots becoming common tools for 
enhancing student engagement, providing instant academic 
support, and improving learning efficiency [1]. As 
universities explore the advantages of chatbot systems, it is 
becoming increasingly important to understand the factors 
that influence student adoption of these technologies [2]. 

The Technology Acceptance Model (TAM) and its 
extended models have long emphasised the role of intention 
as a predictor of technology use [3-4]. Numerous studies have 
confirmed that intention subsequently influences actual usage 
behaviour [5-6]. However, recent developments in digital 
technology, especially those involving artificial intelligence, 
have raised growing concerns about information security, 
including data privacy, misuse of personal information, and 
system vulnerabilities [7]. 

In this case, students may have the intention to use AI 
chatbots, but if they perceive the technology to be unsafe, they 
may not adopt it [8]. Therefore, perceived information 
security may act as a moderating factor that could either 
strengthen or weaken the relationship between intention and 
adoption. Despite its relevance, the moderating role of IS has 
not received sufficient attention in the educational technology 
literature. 

This study fills this research gap by proposing and 
validating a conceptual model with a moderating effect. The 
model posits that ITUAIC can predict SAAIC, with IS serving 
as a moderating variable in this relationship. By exploring this 
interaction, this study aims to reveal the psychological and 
contextual mechanisms behind AI adoption in educational 
settings. 

2. Review of Literature 
(1) Theoretical Foundation 
The Technology Acceptance Model (TAM) was proposed 

by Davis (1989) [9] and is one of the most widely applied 
theoretical frameworks for explaining user acceptance of new 
technologies [10]. The model posits that factors influencing 
an individual's intention to use a specific system determine 
actual usage behaviour. Over the years, TAM has been 
expanded and refined to incorporate additional constructs 
such as trust and perceived risk, enhancing its explanatory 
power across diverse contexts [11-13]. In the context of AI 
chatbots in education, TAM provides a solid foundation for 
exploring how students form intentions to use AI technology 
and how these intentions translate into actual adoption 
behaviour. Specifically, the model supports the examination 
of both psychological and external factors that shape user 
behaviour. 

(2) Intention to Use AI Chatbots and the Adoption 
Behaviour 

In an educational context, the intention to use AI chatbots 
refers to the extent to which students are willing to utilise AI 
chatbots to complete academic tasks. Actual adoption refers 
to the extent to which students integrate AI chatbots into their 
daily learning [14]. The adoption of AI chatbots may manifest 
itself in frequent use for querying academic information, 
completing learning tasks, etc [1]. Extensive research in the 
field of technology adoption has consistently emphasised 
behavioural intention as a direct precursor to actual usage 
behaviour [15-17]. Recent studies have shown that whether 
students are willing to use AI chatbots for academic purposes 
significantly influences their actual interaction with these 
tools [18-19]. Given the above theoretical and empirical 
support, we have reason to propose Hypothesis H1. 

H1: Students’ ITUAIC positively influences SAAIC. 
(3) Moderating Role of Information Security 
Empirical research on the adoption of AI in higher 

education indicates that students' adoption behavior is 
influenced not only by internal attitudes but also by external 
facilitating factors or barriers, such as technological 
infrastructure and perceived security [20]. Perceived 
information security refers to the extent to which users 
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believe a system can ensure confidentiality, data integrity, and 
prevent unauthorized access [21]. In an educational setting, If 
students perceive potential risks such as data breaches or 
misuse of information, they may adopt a cautious attitude 
toward fully embracing AI chatbots [22]. 

Although the intention to use is a powerful predictor of 
behavior, there is a gap between intention and behavior. That 
is, even though users have the intention to adopt, certain 
factors may prevent them from taking action or promoting the 
occurrence of adoption behavior, which remains a key issue 
in behavioral research [23]. Previous research indicates that 
perceived security can either reinforce or weaken behavioral 
responses depending on its level [7,24]. When students 
perceive the chatbot system as secure, they are more likely to 
convert their intention to use into sustained usage behavior 
[25-26]. These findings highlight the need to investigate 
moderating factors that may influence the strength of the 
relationship between intention and adoption. 

H2: IS moderates the relationship between ITUAIC and 
SAAIC. 

3. Methodology 
This study employed a quantitative, cross-sectional survey 

design to examine the influence of students’ intention to use 
AI chatbots on their actual adoption behavior, as well as the 
moderating effect of perceived information security. The 
research model and hypotheses were tested using SEM and 
moderation analysis, supported by the statistical software 
packages SPSS 27.0 and AMOS 28.0. Figure 1 shows the 
conceptual framework of this study. 

 
 

 

 

 

 

 

Figure 1. Conceptual framework of this study 
 
Participants were students from nine colleges in Nantong 

City, Jiangsu Province, China. Due to the diversity of the 
student population, the study was categorised by college 
name and employed a stratified random sampling method. 
The final dataset included 586 valid responses, a sample size 
exceeding the minimum recommended by Hair (2011) for 
data analysis [27]. Prior to analysis, the data were cleaned to 
remove inconsistent or patterned responses. Student 
participation in the survey was voluntary, and anonymity and 
confidentiality were guaranteed. 

The survey questionnaire was adapted from existing 
validated scales to ensure content validity and internal 
consistency. The questionnaire comprises three main 
constructs: ITUAIC, SAAIC, and IS. All items are scored 
using a five-point Likert scale (1 = strongly disagree, 5 = 
strongly agree). Data was collected through an online 
questionnaire, which was distributed via college mailing lists, 
online learning platforms, and student chat groups. Digital 
dissemination ensured wide accessibility and enabled real-
time data monitoring. The collected data underwent multiple 
stages of analysis to ensure reliability, including descriptive 
statistics, reliability testing, validity assessment, and so on. 

4. Results 
(1) Descriptive Statistics  
Descriptive statistical analysis was used to examine the 

overall distribution and central tendency of the measurement 
items. This analysis included 586 valid responses, with mean 
values ranging from 3.55 to 4.11 across all items, indicating 
that the constructs overall exhibit a positive cognitive bias. 
The standard deviations of the measured items ranged from 
0.816 to 0.977, indicating a moderate level of variability 
among participants’ responses. This suggests that while 
responses showed some individual differences, they were 
generally concentrated around the mean, reflecting 
consistency in students’ perceptions and attitudes. 
Additionally, most kurtosis values were positive, indicating 
that the distribution has a sharper peak compared to a normal 
distribution. These results confirm that the data is suitable for 
subsequent reliability analysis and structural equation 
modelling analysis. 

(2) Reliability and validity of the data 
To assess the measurement quality of the constructs, 

reliability and convergent validity tests were conducted using 
Cronbach's alpha coefficient (CA), composite reliability (CR), 
and average variance extracted (AVE). As shown in Table 1, 
both constructs demonstrated good internal consistency. The 
Cronbach's alpha coefficients for ITUAIC and SAAIC were 
0.927 and 0.905, respectively, both exceeding the widely 
accepted threshold of 0.70 [28], indicating high internal 
reliability. The overall Cronbach's alpha coefficient for the 
nine-item scale was 0.921, further confirming the strong 
reliability of the entire scale. In terms of convergent validity, 
CR values for ITUAIC and SAAIC were 0.846 and 0.800, 
respectively, both exceeding the recommended minimum 
value of 0.70 [29]. Additionally, the AVE values were 0.527 
(ITUAIC) and 0.501 (SAAIC), both exceeding the 0.50 
threshold [30], indicating that these constructs explain over 
50% of the variance in their corresponding observed variables. 

These results collectively indicate that the measurement 
model exhibits high reliability and satisfactory convergent 
validity, supporting the use of these latent constructs in further 
structural modelling analyses. 

 

Table 1. Reliability and Validity for Constructs 

Variables 
N. of 
Items 

Cronbach's 
Alpha 

AVE CR 

ITUAIC 5 0.927 0.527 0.846 

SAAIC 4 0.905 0.501 0.800 

Overall 9 0.921 / / 

 
(3) Moderation Analysis 
To explore whether perceived information security 

moderates the relationship between ITUAIC and SAAIC, this 
study adopted a structural equation model incorporating 
moderating factors. The interaction term (IS×ITUAIC) was 
calculated by centring the means of ITUAIC and IS and then 
multiplying them to reduce multicollinearity, consistent with 
the standard procedure for moderation effect testing [31]. 

The moderation model was estimated using the maximum 
likelihood estimation method in AMOS. All variances and 
covariances were statistically significant, and the model fit 
well overall, as shown in the regression weight table. The 
main effect of ITUAIC on SAAIC was statistically significant 

H1 Intention to Use AI 
Chatbots (ITUAIC) 

Students' Adoption of 
AI Chatbots (SAAIC) 

Information 
Security 

H2 
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(β = 0.528, SE = 0.040, C.R. = 13.266, p < 0.001), indicating 
that students' ITUAIC have a strong positive influence on 
SAAIC. The main effect of IS on SAAIC is also significant 
(β = 0.243, SE = 0.041, C.R. = 5.874, p < 0.001), indicating 
that students with higher perceived information security are 
more likely to adopt AI chatbots. Crucially, the interaction 
term (IS × ITUAIC) was statistically significant (β = 0.123, 
SE = 0.036, C.R. = 3.380, p < 0.001), confirming the 
moderating role of IS. 

 
Table 2. Results of Moderating Effect of IS 

Path Estimate S.E. C.R. P 

SAAIC ← IS 0.243 0.041 5.874 *** 

SAAIC ← ITUAIC 0.528 0.040 13.266 *** 

SAAIC ← IS×ITUAIC 0.123 0.036 3.380 *** 

 
These findings indicate that perceived information security 

significantly strengthens the relationship between intention 
and actual adoption. In other words, when students perceive 
AI chatbots to be more secure, the positive impact of intention 
on adoption becomes more pronounced. Based on the above 
results, H1 and H2 are supported. IS has a positive moderating 
effect on the relationship between ITUAIC and SAAIC. 

5. Discussion 
This study aims to explore the relationship between 

students' intentions to use artificial intelligence chatbots and 
their actual adoption behaviour, while examining the 
moderating role of perceived information security. The 
findings further expand on existing research on technology 
acceptance in educational settings. 

First, the findings align with the Technology Acceptance 
Model and prior literature, confirming that intention is an 
important and positive predictor of actual adoption behaviour. 
This further supports the notion that students who form strong 
behavioural intentions to use AI tools are more likely to 
integrate them into their academic practices. 

Second, the moderating role of IS adds new contributions 
to the literature. The significant interaction between ITUAIC 
and IS indicates that even if students intend to use AI chatbots, 
their actual adoption behaviour still depends on their 
perception of the system's security and reliability. This 
finding aligns with the emphasis on the critical role of 
security-related issues in shaping user trust and subsequent 
sustained use in digital environments. Therefore, educational 
institutions and developers should prioritise secure data 
practices and transparency in AI systems to encourage 
sustained use. 

Additionally, the main effect of IS on SAAIC indicates that 
security is not only a moderating variable but also a direct 
influencing factor. Students with higher perceived security 
levels are more likely to adopt AI tools, even exceeding their 
initial intentions. 

6. Conclusion 
This study investigates the determinants of college 

students' adoption of AI chatbots, with a focus on the 
mediating role of perceived information security. Through 
structural equation modelling and moderation analysis, the 
findings confirm that behavioural intention has a strong 
predictive effect on actual adoption, and this relationship is 
significantly enhanced when users perceive a higher level of 

information security. 
The findings hold both theoretical and practical 

significance. Theoretically, this study enriches the 
Technology Acceptance Model (TAM) framework by 
introducing critical contextual factors (IS) as moderating 
variables. Practically, the research indicates that enhancing 
users' perceptions of security can promote the adoption and 
integration of AI chatbots in the education sector. 
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