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PAPER

The Cyber Kill Chain Methodology as a Business 
Defense Tool: A Systematic Review of Its Application 
and Efficacy

ABSTRACT
This study focuses on analyzing the detection and defense of cyber-attacks on companies, 
emphasizing the Cyber Kill Chain (CKC) model. Examining specialized articles reveals the 
widespread recognition and application of this structured methodology in cybersecurity. 
The model proves valuable for identifying and mitigating attack stages, facilitating early 
detection and a more effective response to security incidents. Results indicate its notable 
effectiveness in scrutinizing cyber attackers’ strategies throughout the attack process, with 
variations based on organizational size and industry. Adapting the model to specific contexts 
is crucial. Despite positive findings, limitations include restricted access to academic litera-
ture and potential biases in paper selection. The study recommends organizations integrate 
the CKC model into their cybersecurity strategies, advocating collaboration among experts, 
researchers, and professionals. This collaborative effort aims to address identified limitations, 
enhance understanding, and expand knowledge about the model’s effectiveness and adapta-
tion to diverse environments. Overcoming these challenges will strengthen the application of 
the CKC model in combating cyber threats, ultimately providing enhanced protection for the 
information and systems of companies and entities in today’s digital landscape.
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1	 INTRODUCTION

Cyberattacks continue to evolve at an alarming rate, becoming increasingly 
sophisticated and difficult to detect. This escalation poses significant risks to orga-
nizations, governments, and individuals, particularly as digital transformation 
accelerates across sectors. Modern cyber threats leverage advanced tactics to exploit 
vulnerabilities in computer networks and systems. These vulnerabilities are often 
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compounded by an over-reliance on perimeter-based security measures, such as 
predefined databases of compromise indicators, which are insufficient to counter 
emerging threats [1]. Despite substantial investments in cybersecurity measures, 
organizations continue to face an upsurge in successful attacks, underscoring the 
need for more robust and adaptive strategies [2].

In the year 2022, Peru experienced approximately 15 million potential cyber-
attacks, representing a notable 35% increase compared to the previous year. 
Similarly, other countries in Latin America have reported alarming statistics. For 
instance, Brazil recorded over 16 billion attempted cyberattacks in the first half of 
2022 alone, making it one of the most targeted nations in the region. Mexico and 
Colombia also face significant threats, with ransomware and phishing attacks being 
among the most common [3]. Latin America has become a growing target for cyber-
criminals due to its rapid digital transformation and increased reliance on online 
services. According to Kaspersky, the region saw a 24% increase in ransomware 
attacks in 2022 compared to the previous year, while phishing attempts surged by 
over 30% [4]. This vulnerability is exacerbated by uneven investments in cyber-
security infrastructure across the region, where smaller organizations often lack 
the resources to implement advanced security measures. Governments across Latin 
America have started implementing policies to address these threats. For exam-
ple, Mexico launched its National Cybersecurity Strategy in 2017, emphasizing the 
protection of critical infrastructure and the promotion of a cybersecurity culture. 
Brazil, on the other hand, established its National Cybersecurity Plan 2020–2023, 
focusing on enhancing public-private collaboration and developing local cyber-
security capabilities. Despite these efforts, the region remains highly vulnerable, 
with many organizations failing to adopt proactive measures against sophisticated 
threats [5].

Recent years have also seen a dramatic increase in cyberattacks targeting 
critical infrastructure, enterprises, and individual users. For instance, crime-
ware-as-a-service (CaaS) has enabled malicious actors to scale their operations 
by providing tools for ransomware, phishing, and other attacks. These services 
have significantly contributed to the exponential growth of cybercrime glob-
ally, particularly in regions such as Latin America, where cyberattacks surged 
by 600% during the COVID-19 pandemic [1]. This surge has been attributed to 
insufficient investments in modern information technology infrastructure and 
cybersecurity measures, leaving many organizations vulnerable to increasingly 
sophisticated threats.

Moreover, new methodologies integrating cloud computing and advanced 
machine learning models have shown promise in enhancing the detection 
and mitigation of these threats. A study combining the Cyber Kill Chain (CKC) 
framework with cloud-based machine learning (CML) demonstrated significant 
improvements in identifying and preventing website phishing attacks, achieving 
detection rates of over 97% [3]. Such approaches highlight the potential of integrat-
ing theoretical models with cutting-edge technologies to enhance cybersecurity 
capabilities.

The increasing interconnectivity of devices in environments such as smart 
cities and Industry 4.0 has further expanded the attack surface for cyber threats. 
Smart cities, for instance, rely heavily on information and communication tech-
nologies (ICTs) to optimize urban management and enhance residents’ quality 
of life. However, these technologies also introduce new vulnerabilities, making 
robust cybersecurity measures indispensable [6]. Studies have identified critical 
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dimensions of security risks in smart cities and proposed mitigation strategies to 
address these challenges [7]. Similarly, the adoption of advanced manufacturing 
technologies in Industry 4.0 has introduced unique cybersecurity challenges, par-
ticularly in safeguarding critical assets against attacks targeting confidentiality, 
integrity, and availability [2].

Understanding the behavior of cyber threats and their life cycle is critical for 
developing effective defenses. The CKC methodology offers a structured frame-
work to analyze the stages of a cyberattack, from reconnaissance to execution, 
and enables organizations to implement adaptive controls and countermeasures. 
By studying the stages, techniques, and methods employed by attackers, cyberse-
curity professionals can better anticipate and neutralize threats [6]. Additionally, 
integrating insights from related works, such as the mapping of Open-Source 
Intelligence (OSINT) tools to the CKC framework, provides practical guidance on 
how these tools can be leveraged to improve situational awareness and defense 
strategies [8].

This study aims to build upon this foundation by analyzing the CKC methodol-
ogy’s utility in cyberattack detection and defense. It will include an examination 
of its application across diverse contexts, from protecting critical infrastructure 
to mitigating threats in smart cities and advanced manufacturing environments. 
The study also seeks to address gaps in existing literature by exploring how these 
strategies can be tailored to specific organizational and sectoral needs, thereby 
enhancing their practical relevance and effectiveness. Through this comprehen-
sive analysis, the research aspires to provide actionable insights and recommen-
dations for organizations seeking to bolster their cybersecurity postures against an 
ever-evolving threat landscape.

2	 METHODOLOGY

2.1	 Search strategy

The methodology employed in this study is founded on a systematic qualitative 
analysis, facilitating the presentation of information and evidence in a descriptive 
fashion, without the requirement for statistical analyses, which are not addressed 
in this section of the study. Additionally, the population, intervention, comparison, 
outcome (PICO) methodology was utilized to formulate specific questions, aiding in 
acquiring a precise comprehension of the gathered information and in precisely 
defining the research study’s topic.

The choice of the PICO methodology in this study stems from its ability to struc-
ture research questions clearly and specifically, facilitating the identification of key 
components in studies related to the CKC. PICO, widely utilized in systematic reviews, 
breaks down the problem into concrete elements such as PICO, providing a rigorous 
and replicable methodological approach. In the context of this study, using PICO 
ensures that the questions align with the specific objectives of the study, helping to 
narrow the search for relevant literature and objectively evaluate the benefits of the 
CKC model compared to other cybersecurity methodologies. This structure not only 
enhances precision in retrieving information but also ensures that the extracted 
data is directly applicable to the organizational and cybersecurity environments 
targeted by the study.
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Regarding the process of retrieving publications, advanced tools were employed 
to perform searches in reputable databases such as Scopus. During this process, 
Boolean operators and keywords, pre-selected under the PICO framework, were 
applied to ensure the relevance of the results. Once publications were identified, 
a preliminary analysis of titles and abstracts was conducted to determine their 
pertinence. Duplicated documents were removed using automated detection tools, 
followed by manual review to confirm the exclusion of repeated works. During the 
screening phase, exclusion decisions were based on clearly defined criteria, such 
as the absence of references to the CKC model or a lack of empirical evidence. This 
approach combined technical rigor and methodological precision, ensuring that 
only high-quality, relevant studies were included in the final analysis, thereby 
reinforcing the validity and reliability of the findings presented.

The results of the employed PICO strategy are provided below:

1.	 PICO Question: How can the CKC methodology assist in detecting and defending 
against attacks targeting companies and entities?

2.	 PICO components: Once the PICO question is identified, sub-questions are gener-
ated to break down the overarching query. This process enables the extraction of 
more specific components, providing precise details for a thorough and accurate 
search. In this study, the PICO components have been utilized without taking into 
account additional factors such as context and time interval.

Below are the questions posed:

a)	 Population: Identify the specific population or target group involved in the appli-
cation of the model. Are there variations in the effectiveness of the CKC model 
based on the size or industry of the companies and entities?

b)	 Intervention: Describe the actions or measures taken when implementing the 
model. How is the CKC model utilized to detect and analyze cyberattacks?

c)	 Comparison: Contrast the CKC model with other cybersecurity approaches or 
methodologies. Are there studies or success stories illustrating the effectiveness 
of the CKC model compared to other cybersecurity approaches?

Table 1. Keywords according to PICO method

PICO Elements Keywords Search Terms

P (Patient/Population) Companies and entities Companies, Entities, Organizations, 
Technological infrastructures

I (Intervention) Cyber Kill Chain model for attack 
detection and defense

Cyber Kill Chain, Detection and defense 
strategies, Security methodologies, 
Mitigation processes

C (Comparison/Control) Comparison with other attack 
detection and defense methods

Alternative methodologies, Detection 
and defense models, Traditional security 
approaches, Existing protection solutions

O (Outcomes) Benefit of the Cyber Kill Chain model 
for attack detection and defense

Risk reduction, Attack prevention, Early 
detection, Threat mitigation

d)	 Result: Examine the results or impacts obtained when applying the model. What 
benefits have been observed in using the CKC model in terms of early detection 
of attacks and reduction of their impact?
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3.	 Selected keywords: In line with the PICO methodology, specific keywords have 
been chosen to conduct a precise and comprehensive systematic investigation. 
These keywords are crucial for obtaining results that are relevant and pertinent 
to the research at hand (refer to Table 1).

2.2	 PRISMA Methodology

To conduct an effective search, an equation has been formulated by combin-
ing the selected keywords through the use of Boolean operators. This equation has 
been designed to establish a proper connection between search terms, as illustrated 
below: (TITLE-ABS-KEY(“Cyber Kill Chain” OR “Detection and defense strategies” 
OR “Security methodologies” OR “Mitigation processes”) AND TITLE-ABS-KEY(“Risk 
reduction” OR “Attack prevention” OR “Early detection” OR “Threat mitigation”) OR 
TITLE-ABS-KEY(“companies” OR “entities” OR “organizations” OR “Technological 
infrastructures”)).

Table 2. Inclusion and exclusion criteria

Inclusion Exclusion

Scientific and technical articles addressing the detection 
and defense of cyber-attacks on companies and entities.

Articles not centered on the detection and 
defense of cyber-attacks on companies 
and entities.

Articles specifically discussing the application of the 
Cyber Kill Chain Model in detecting and defending 
against attacks.

Studies not mentioning or unrelated to the 
Cyber Kill Chain Model.

Studies presenting empirical research, experiments, 
case studies, or data analysis related to the utilization of 
the Cyber Kill Chain Model in companies and entities.

Unreliable or non-peer-reviewed sources, such 
as non-specialist blogs or non-scientific content.

Articles offering quantitative and qualitative evidence 
or results regarding the effectiveness of the Cyber Kill 
Chain Model in detecting and defending against attacks.

Posts that are outdated or based on obsolete 
versions of the Cyber Kill Chain Model.

Studies or publications in languages other than 
English or Chinese.

Research covering various aspects of the Cyber Kill 
Chain Model, including its stages, tools, or related 
techniques.

Studies or publications dated earlier than 2018.

Studies and publications unrelated to 
Computer Engineering.

1.	 Inclusion and exclusion criteria: Following the execution of the search for-
mula on the selected database, a thorough analysis was conducted to identify 
the primary inclusions and exclusions in the results. This process enabled us 
to comprehend which terms and criteria were yielding the most relevant doc-
uments and which ones were producing unwanted or irrelevant results (refer 
to Table 2).

2.	 Study selection process: In the initial exploration of the Scopus database, 
173 documents were gathered and subjected to an initial review. Subsequently, 
the PRISMA selection process was applied (see Figure 1), utilizing inclusion 
and exclusion criteria. This process yielded 69 documents deemed suitable for 
the research.
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Fig. 1. Identification diagram of new studies

The titles and abstracts of these documents underwent screening to determine 
preliminary relevance and to eliminate those not meeting the inclusion criteria. 
Five duplicate documents were identified and removed. A more detailed review, 
involving a deeper examination of inclusion and exclusion criteria, resulted in the 
exclusion of an additional 29 papers.

After completing the publication recovery activities, five unrecovered publica-
tions were identified, and eight of the recovered ones contained information unre-
lated to the central topic of the investigation. Following this selection process, a total 
of 22 documents relevant to the research were obtained.

3	 RESULTS

The results obtained through the chosen methodology, search equation, and the 
application of inclusion and exclusion criteria have furnished pertinent information 
for the advancement of this study. This process has allowed for the identification of 
a meticulous selection of documents that align with the established inclusion and 
exclusion criteria, ensuring the relevance and reliability of the information to be 
utilized in addressing the project objectives.

3.1	 Descriptive analysis of the selected articles

In the analysis of the selected articles, it has been observed that, starting in 2015, 
there was a growing interest in research related to the CKC. Specifically, in 2018, 
11 publications were carried out, while, in the following year, 2019, this figure 
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increased to 15 publications. However, in 2020, a decrease was recorded with only 
10 publications, and in 2021, it recovered slightly with 13 publications. In 2022, 
the number of publications decreased by 1, and as of the current date of this year, 
8 additional publications have been made.

In the subsequent figure (see Figure 2), the number of articles published annually 
is illustrated by a graph, reflecting the evolution of research related to the PRISMA 
methodology process.

These findings can provide valuable insight into the trend and academic inter-
est surrounding the topic of the CKC over the years, helping to contextualize the 
importance and relevance of this study in the field of study.
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Fig. 2. Annual publication rate of academic research on Cyber Kill Chain

3.2	 Types of companies or organizations that suffer cyber attacks

In the current digital age, technology plays a fundamental role in our daily activ-
ities, but it also presents significant challenges for companies and organizations 
due to the increasing threat of cyberattacks [7]. Cybercriminals exploit security vul-
nerabilities to access sensitive information, disrupt critical operations, and inflict 
substantial financial damage, as noted by [8]. Not all companies or organizations 
are equally susceptible to these attacks, so it is vital to comprehend the primary 
objectives of cyber-attacks. Table 3 present an overview of these objectives based on 
the selected and reviewed articles.

Table 3. Impact of cyberattacks by organization type and context

Type of Company or 
Organization Article Title Author How Does it Impact?

Not mentioned Fronesis: Digital Forensics-Based Early 
Detection of Ongoing Cyber-Attacks

[1] Leading to the exposure of sensitive data and a 
cascade of vulnerabilities affecting multiple systems

Government 
Organizations

Reducing False Negatives in Ransomware 
Detection: A Critical Evaluation of Machine 
Learning Algorithms

[2] Multimillion-dollar financial losses and significant 
disruptions to business operations

Companies in general Data Centre Risk Analysis Using ISO 
31000:2009 Framework

[3] Lead to risks such as service interruptions, loss 
of critical data, and business continuity issues in 
technology-driven organizations

Companies in general Secure mitigation and migration of virtual 
machines over hybrid cloud hypervisors 
infrastructure

[4] Compromise sensitive data and critical services, 
undermining trust in cloud infrastructure 
environments

(Continued)
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Type of Company or 
Organization Article Title Author How Does it Impact?

Railway Companies Predictive model for multistage cyber-attack 
simulation

[5] Disruptions in operational efficiency, passenger 
services, and infrastructure reliability.

Organizations Risk based approach in scope of cybersecurity 
threats and requirements

[6] Data breaches, system outages, and operational 
slowdowns.

Small companies A framework for producing effective 
and efficient secure code through 
malware analysis

[7] Encrypting critical data and demanding ransoms, 
permanent data loss, customer trust erosion, and 
significant financial strain.

Railway Companies Railway defender kill chain to predict and 
detect cyber-attacks

[8] Unauthorized control of systems like ticketing and 
signaling, compromising passenger safety and 
business continuity

multimedia 
service company

Modified cyber kill chain model for 
multimedia service environments

[9] Leading to the exfiltration of sensitive data 
and financial losses, system failures and 
unauthorized access.

Not mentioned A Risk Mitigation Framework for Information 
Technology Projects: A Cultural Contingency 
Perspective

[10] Cyberattacks can derail project timelines, inflate costs, 
and compromise data integrity

Organizations Modeling attack activity for integrated 
analysis of threat information

[11] Compromising several points within their networks, 
making early detection more difficult and increasing 
exposure to advanced threats

Banking Companies A cyber kill chain-based taxonomy of banking 
Trojans for evolutionary computational 
intelligence

[12] Leading to stolen credentials, financial theft, and 
reputational damage

Not mentioned An integrated cyber security risk 
management approach for a cyber-
physical system

[13] Lead to service disruptions, operational inefficiencies, 
and regulatory violations

Government 
Organizations

Automated detection of the early stages of 
cyber kill chain

[14] Significant data, financial, and reputational losses

Organizations Defining network exposure metrics in 
security risk scoring models

[15] Data breaches, denial-of-service attacks, and 
prolonged system downtime, compromise the 
confidentiality, integrity, and availability of 
critical systems

Companies with critical 
infrastructure

Secure cyber deception architecture and 
decoy injection to mitigate the insider threat

[16] Exploit legitimate access to cause damage, including 
data theft, sabotage, and operational disruption

military aviation Architecture for the cyber security situational 
awareness system

[17] Leads to delays in identifying and mitigating 
threats, increasing the risk of widespread disruption 
and data loss

Companies in general Technical aspects of cyber kill chain [18] Financial losses and reputational damage are 
common consequences

Companies in general Web engineering security (WES) methodology [19] Loss of confidential data and operational disruptions

Companies in general Incorporating a knowledge perspective into 
security risk assessments

[20] Unauthorized access and exploitation of critical 
business processes.

Organizations Impact and key challenges of insider threats 
on organizations and critical businesses

[21] Compromise the security principles of confidentiality, 
integrity, and availability, especially in critical 
infrastructure sectors

Not mentioned Modelling Hybrid Cyber Kill Chain Wen [22] Loss of integrity in critical systems and unauthorized 
access to valuable data

Table 3. Impact of cyberattacks by organization type and context (Continued)
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In this study, an exhaustive examination of multiple review articles has been con-
ducted to identify the types of companies and organizations targeted by cyber-attacks 
(refer to Table 3). These attacks are noted for their increasing level of specificity, 
sophistication, and persistence, as outlined in the study by [9]. Based on this data, a 
tally has been conducted, and the corresponding percentages have been calculated 
to ascertain which types of companies are most frequently impacted by these attacks.

The findings unveiled the distribution of cyberattacks aimed at each type of com-
pany or organization. These percentages are crucial for comprehending which sec-
tors encounter the most significant cybersecurity challenges, enabling us to make 
more informed decisions to bolster protective measures.

The accompanying Figure 3 illustrates the proportions of attacks categorized by the 
type of company or organization, considering information extracted from 20 selected 
articles. These findings are crucial for obtaining a comprehensive overview of trends 
and challenges in the cybersecurity domain faced by various sectors, and they con-
tribute significantly to research in the field of protection against cyberattacks.

Fig. 3. Distribution diagram of attacks directed at companies and organizations according to industry (%)

3.3	 Methodologies used for the detection and analysis 
of cybersecurity attacks

Securing information and systems from potential online threats necessitates the 
effective detection and analysis of cybersecurity attacks. In a continually evolving 
digital environment, having appropriate methodologies to identify and understand 
these attacks in a timely manner is of vital importance [24]. In the development 
of this study, a comprehensive analysis of the most commonly used methodologies 
for the detection and analysis of cybersecurity attacks has been conducted. To pres-
ent the results in a clear and visually relevant manner, a bar graph representation 
has been created, illustrating the frequency of use of each methodology.

Figure 4 offers a snapshot of the preferred and widely adopted methodologies by 
cybersecurity professionals. Examining these trends provides greater insight into the 
most effective tools and approaches to combat and mitigate cyberattacks. Similarly, 
the bar graph summarizes the most commonly used methodologies for the detection 
and analysis of cybersecurity attacks, based on the articles reviewed in this study.
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Fig. 4. Most used cybersecurity detection and analysis methodologies

These results are crucial for contributing to the advancement of knowledge in the 
field of cybersecurity and providing a clear overview of current practices in the fight 
against cyber threats. After detailing the methodologies used for the detection and 
analysis of cybersecurity attacks, it is emphasized that the most widely used and rec-
ognized methodology by professionals in the field is the so-called “Cyber Kill Chain.”

This methodology offers a structured and systematic approach to understanding 
the sequence of a cyberattack, enabling the identification and effective neutralization 
of the stages in the attack cycle.

The popularity of the CKC methodology stems from its ability to provide a holistic 
view of attacks, empowering cybersecurity specialists to take proactive measures 
to strengthen defenses and protect information systems. The prominence of this 
methodology in the cybersecurity community underscores its relevance in the battle 
against online threats and its contribution to a more robust and efficient approach to 
protecting against cyberattacks.

3.4	 Types of cybersecurity attacks used

In the field of cybersecurity, various methodologies are employed to detect and 
analyze cyberattacks. Each of these methodologies has been developed and adapted 
to counter different types of attacks [19]. In this section, the relationship between 
each methodology and a specific type of attack will be explored, with the goal of 
understanding how they are applied in practical contexts.

Due to the continued evolution and complexity of cyberattacks, detection and 
analysis methodologies have also had to adapt to meet new challenges. Each type 
of attack possesses its own characteristics, techniques, and objectives, necessitating 
specific approaches for effective detection and analysis [22].

In the conducted analysis, it has been identified that each methodology is par-
ticularly associated with a specific type of attack. These relationships highlight how 
each methodological approach is designed to address the key aspects of a given 
type of attack and provide an appropriate response. Table 4 presents the selected 
methodologies and their relationship with a specific type of attack.
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Table 4. Keywords according to PICO method

Methodology Type of Attack

Traditional methodologies Phishing

Data collection Ransomware

They do not use methods Unidentified

They do not use methods Unidentified

Cyber Kill Chain Methodology cyber attacks

Risk management process cyber attacks

Malware analysis Generic malware

Cyber Kill Chain Methodology Phishing

Cyber Kill Chain Methodology Advanced Persistent Threat (APT)

Risk control Unidentified

Cyber Kill Chain Methodology Targeted and sophisticated attacks

Cyber Kill Chain Methodology Advanced Persistent Threat (APT)

Risk matrix Unidentified

Event Correlation cyber attacks

Punctuation system cyber attacks

Applying Moving Target Defense (MTD) Network Mutations

Data collection cyber attacks

Cyber Kill Chain Methodology Targeted and sophisticated attacks

Web Engineering Security WEB attacks

Security risks Generic malware

Understanding the relationship between each methodology and a type of 
attack is a crucial factor for cybersecurity professionals. It enables them to adopt 
more focused and effective approaches in the detection and analysis of specific 
threats [25]. By comprehending the characteristics and techniques associated with 
each type of attack, organizations can enhance their ability to prevent and respond 
more effectively to cyberattacks in today’s digital environment.

In this context, the figure presented below (see Figure 5) summarizes the most 
frequently used attacks based on the review of selected articles. This visual represen-
tation provides an overview of the most relevant types of attacks, allowing cybersecu-
rity professionals to concentrate their efforts on addressing these specific challenges 
and improving the protection of information and systems within their organizations.

This figure serves as a valuable visual tool, highlighting the most significant cyber-
attacks and offering a solid foundation for understanding the tactics employed by 
malicious actors. Through a meticulous analysis of this information, cybersecurity 
professionals and organizations can fortify their defense and response strategies, 
concentrating on the highest-risk areas and implementing specific measures to mit-
igate these threats. By discerning the key patterns and characteristics of the attacks 
presented in the figure, experts can identify weaknesses in their systems and apply 
customized solutions to protect their infrastructure and data more efficiently. The 
information encapsulated in this figure will enable organizations to make informed 
decisions about resource allocation and the implementation of more effective 
cybersecurity measures.
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Fig. 5. Diagram representing the most used attacks (%)

3.5	 Main findings

The CKC model has proven to be highly effective in identifying, mitigating, and 
preventing cyber threats through its structured, stage-based approach (see Figure 6). 
By breaking down the lifecycle of an attack into actionable steps—reconnaissance, 
weaponization, delivery, exploitation, installation, command and control, and action 
on objectives—it provides organizations with a clear roadmap for defense. Its appli-
cation in environments such as smart manufacturing is particularly beneficial, as it 
helps reduce vulnerabilities in critical systems and enhances the resilience of indus-
trial operations [26]. This effectiveness is amplified when combined with comple-
mentary strategies such as network segmentation and automated response systems.

Fig. 6. Key insights on cyber threat mitigation and industry-specific risks
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Network segmentation architectures, when paired with automated containment 
mechanisms, are instrumental in reducing the attack surface and isolating sensitive 
assets. These systems are particularly effective in industrial and wireless environ-
ments, where the continuity of operations is critical. By automating threat response 
actions, organizations can minimize the impact of potential breaches, thus reinforc-
ing their overall cybersecurity posture [27]. To further enhance these efforts, the use 
of artificial intelligence and machine learning provides unprecedented capabilities 
for real-time detection and prediction of cyberattacks.

Modern technologies, such as AWS SageMaker, enable organizations to process 
large volumes of data and train predictive models to identify sophisticated threats 
such as phishing and ransomware. These tools allow for the detection of com-
plex patterns and anomalies, greatly improving the speed and accuracy of threat 
identification. When integrated with collaborative platforms, the effectiveness of 
these technologies can be further enhanced [3].

Collaborative threat intelligence platforms, such as MISP and ThreatConnect, 
facilitate the sharing of indicators of compromise (IoC) across organizations, 
enabling real-time threat detection and mitigation. The ability to pool knowledge 
and resources through these platforms empowers organizations to stay ahead of 
emerging threats and adapt their defenses proactively [28]. This collaboration is 
particularly crucial in industries such as manufacturing, education, and healthcare, 
where specific threats target critical infrastructure.

In industries such as these, tailored cybersecurity strategies are essential. 
Common threats, including ransomware, phishing, and IoT vulnerabilities, exploit 
the interconnected nature of industrial systems, making sector-specific defenses a 
priority [5]. Addressing these challenges also requires a comparison of traditional 
detection methodologies and modern approaches to highlight their respective 
strengths and limitations.

While traditional methods rely on predefined rules, modern techniques, such as 
deep learning algorithms, adapt dynamically to evolving threats. These advanced 
systems are superior in detecting complex attack patterns and responding to emerg-
ing cyber challenges in real time [29]. However, the adoption of such technologies 
also brings with it challenges related to data management and analysis.

The integration and processing of large-scale data remain significant obstacles for 
many organizations. To address this, advanced analytics tools and cloud platforms 
are increasingly being used to structure and analyze data efficiently, enabling faster 
and more accurate threat detection [17]. Nevertheless, the success of these technolo-
gies depends on the human element—education and training within organizations.

A strong cybersecurity culture is built on continuous awareness and training 
programs. Employees must be equipped to recognize tactics such as phishing and 
social engineering, which are often the weakest points in an organization’s defenses. 
Regular training ensures that employees are not only aware of the risks but also pre-
pared to act as the first line of defense against potential threats [8]. Such proactive 
measures are supported by studies demonstrating the economic benefits of robust 
cybersecurity investments.

Investing in cybersecurity technologies can prevent significant financial losses and 
improve organizational resilience. By minimizing downtime and protecting critical 
assets, organizations can safeguard their operations and maintain trust with stake-
holders [11]. This is particularly important in the face of rapidly evolving cyber threats.

The advancement of cyberattacks, driven by attackers leveraging emerging tech-
nologies, requires organizations to continuously update their defenses. Moreover, 
international collaboration is essential to create comprehensive strategies for com-
bating these threats and ensuring a secure global cybersecurity ecosystem [30].
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4	 DISCUSSION

4.1	 Answers to research questions

1.	 How can the CKC model assist in detecting and defending against attacks that 
occur in companies and entities? The CKC model offers a structured and system-
atic approach to understanding the sequence of a cyber-attack. By proactively 
identifying and neutralizing the stages of the attack cycle, this model helps pre-
vent and mitigate potential damage to the critical infrastructure and data of com-
panies and entities [31]. Additionally, it enables the early detection of attacks, 
facilitating a faster and more effective response to security incidents.

2.	 Are there variations in the effectiveness of the CKC model based on the size or 
industry of the companies and entities? Yes, there are differences in the effective-
ness of the CKC model depending on the size and industry of the companies and 
entities. Organizations with greater resources and capabilities in cybersecurity 
can apply this model more efficiently [32]. Additionally, certain industries may 
be more susceptible to specific types of attacks, influencing the adaptation and 
success of the model in different contexts.

3.	 How is the CKC model utilized to identify and analyze attacker tactics and tech-
niques? The CKC model is employed to break down the attack process into stages, 
enabling the identification of specific patterns and characteristics associated with 
each type of attack. Through the analysis of tactics and techniques employed by 
attackers at each stage, a more profound understanding of the methods used by 
malicious actors is attained [33]. This, in turn, facilitates a more effective and 
strategic response to defend against future attacks.

4.	 Are there any studies or success stories that demonstrate the effectiveness of the 
CKC model compared to other cybersecurity approaches? Yes, there are studies 
and success stories that showcase the effectiveness of the CKC model compared 
to other cybersecurity approaches. These studies have emphasized how the 
implementation of this methodology has resulted in enhanced early detection of 
attacks, improved incident response, and a reduction in the impact of attacks on 
organizations [34].

5.	 What benefits have been observed when using the CKC model in terms of early 
detection of attacks and the reduction of their impact? The benefits observed 
when using the CKC model include early detection of attacks, enabling a faster 
and more effective response to security incidents. By understanding the tech-
niques employed by attackers at each stage of the attack cycle, organizations 
can fortify their defenses and minimize the impact of attacks on their critical 
infrastructure and data [35].

4.2	 Practical implications

The results of this study have direct practical applications across various settings. 
In education, the proposed inclusive strategies can be employed to develop pro-
grams specifically designed for neurodiverse students, optimizing learning through 
multisensory and adaptive methods. This approach reduces educational barriers 
by promoting a more accessible and equitable learning environment. For instance, 
implementing multisensory resources could inspire early intervention programs 
that incorporate tactile, visual, and auditory activities to strengthen cognitive and 
social skills in students [16].
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In the technological sector, the findings provide valuable guidance for enhancing 
cybersecurity in critical systems. For example, employing risk lifecycle strategies, such 
as business impact analysis in smart manufacturing systems, can mitigate vulnera-
bilities in complex industrial environments. This approach is critical for protecting 
sensitive data and improving operational resilience against cyberattacks. Research in 
Industry 4.0 environments highlights the importance of safeguarding data confiden-
tiality, integrity, and availability to avoid critical disruptions in supply chains [8–14].

Additionally, in organizational contexts, the findings emphasize the importance 
of integrating collaborative tools such as threat intelligence-sharing platforms to 
enhance risk detection and mitigation. Platforms such as MISP and ThreatConnect 
have proven effective in enabling organizations to share IoC and strengthen their 
cybersecurity defenses. These strategies can help prevent attacks through real-time 
monitoring and early anomaly detection, as demonstrated in recent studies on the 
use of collaborative platforms for threat management [14–17].

From a policy perspective, the findings underscore the need to design more robust 
regulatory frameworks that promote the adoption of inclusive and secure practices 
in educational and technological environments. For instance, creating standards to 
ensure equitable access to adaptive technologies and inclusive digital tools could 
significantly transform the educational and professional landscapes for vulnerable 
populations [11].

In business, organizational policies can prioritize cybersecurity training and the 
use of artificial intelligence tools to optimize processes. For instance, machine learn-
ing models deployed via cloud computing platforms such as AWS SageMaker have 
demonstrated superior efficiency in phishing attack detection, achieving accuracies 
exceeding 95% with minimal processing times [36].

Finally, in a social context, inclusive educational programs leveraging 3D print-
ing technologies to create personalized teaching materials can provide innovative 
solutions for students with disabilities. This approach, as evidenced in studies on 
neurodiversity and multisensory learning, not only enhances educational equity but 
also fosters more interactive and meaningful learning experiences.

4.3	 Organizational limitations in cybersecurity

One of the most significant limitations faced by organizations in cybersecurity is 
the lack of financial resources. This is particularly evident in small and medium-sized 
enterprises (SMEs), which often operate on limited budgets that prevent them from 
investing in advanced cybersecurity tools, such as those based on artificial intelli-
gence and machine learning. As a result, these organizations remain vulnerable to 
sophisticated cyber threats.

Another critical challenge is the shortage of skilled cybersecurity professionals. 
Many organizations lack personnel with the expertise necessary to implement 
advanced models such as the CKC or to effectively use collaborative threat intelli-
gence platforms. This skills gap reduces the overall effectiveness of cybersecurity 
strategies and limits organizations’ ability to respond to emerging threats [2].

The reliance on outdated technologies also poses a significant risk. Many busi-
nesses still use legacy systems that were not designed to handle modern cyber 
threats. These systems lack advanced security features and often become easy 
targets for attackers, further exacerbating organizational vulnerabilities [22].

A pervasive issue across industries is the lack of a strong cybersecurity culture. 
Employees often remain unaware of the risks associated with cyber threats such 
as phishing or ransomware, making them the weakest link in an organization’s 
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defense. Without regular training and awareness programs, employees are more 
likely to fall victim to these attacks, compromising the organization’s security.

Organizations also struggle with the integration of cybersecurity solutions. 
Managing multiple tools without a unified strategy often leads to inconsistencies in 
threat detection and response. This fragmentation undermines the effectiveness of 
cybersecurity efforts and creates potential blind spots for attackers to exploit.

In certain industries, such as manufacturing, education, and healthcare, orga-
nizations often underestimate risks specific to their sectors. Critical infrastructure 
in these fields is frequently targeted by cyberattacks, and failure to address these 
unique threats increases their vulnerability [3].

Additionally, there is a lack of inter-organizational collaboration. Many compa-
nies fail to leverage platforms such as MISP or ThreatConnect for sharing threat 
intelligence. This missed opportunity prevents organizations from learning from 
incidents experienced by others and limits the development of collective defenses.

The analysis of large volumes of data in real-time is another pressing challenge. 
Organizations often lack the tools and methodologies to process and analyze data 
efficiently, which hampers their ability to detect and respond to cyberattacks 
quickly [16].

Resistance to change is another barrier to enhancing cybersecurity. The adoption 
of new technologies and practices is frequently slowed by organizational inertia, 
stemming from a lack of understanding or concerns about upfront costs. This 
reluctance to evolve leaves organizations ill-prepared for modern cyber threats.

Finally, legal and regulatory complexities pose significant challenges for organi-
zations operating across multiple jurisdictions. Compliance with diverse laws and 
regulations surrounding data management and cybersecurity often complicates 
the implementation of effective strategies, creating additional hurdles for global 
organizations [33].

Addressing these limitations requires a multifaceted approach that includes 
increased investment, enhanced training, better collaboration, and the adoption of 
modern technologies and practices tailored to the unique needs of each organization.

4.4	 Recommendations

To effectively implement the CKC model, businesses should adopt a strategic and 
structured approach tailored to their specific operational needs. The following rec-
ommendations provide a comprehensive guide for organizations seeking to enhance 
their cybersecurity posture using this model.

Firstly, it is essential to strengthen the reconnaissance phase by deploying 
advanced artificial intelligence and machine learning tools to monitor anomalous 
patterns in network behavior. These technologies can proactively identify poten-
tial malicious actors before threats materialize. For example, cloud platforms such 
as AWS SageMaker can be used to process large-scale data in real-time and train 
predictive models capable of detecting early signs of cyber threats [30].

Secondly, businesses should optimize their preparation and delivery defenses by 
conducting regular ethical hacking exercises. These simulations can help uncover 
vulnerabilities within their systems and ensure timely patching of security flaws. 
Leveraging tools such as Nessus and Nmap for vulnerability scanning can pro-
vide actionable insights into system weaknesses, enabling proactive remediation 
efforts [71].

Thirdly, real-time detection capabilities must be prioritized to minimize the impact 
of cyber incidents. Organizations should consider adopting collaborative platforms 
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such as MISP and ThreatConnect to share and receive IoC in real-time. This collective 
approach fosters proactive threat management by allowing companies to stay ahead 
of emerging cyber threats [6].

Furthermore, it is crucial to bolster containment and mitigation strategies. 
Businesses should implement network segmentation to isolate compromised areas 
and limit the spread of threats. Additionally, automating response mechanisms 
can help organizations swiftly neutralize attacks. For instance, incorporating soft-
ware-defined networking (SDN) architectures alongside OODA Loop methodologies 
has proven effective in addressing threats in wireless environments [10].

Cultivating a cybersecurity culture within the organization is equally important. 
Regular training sessions should be conducted to educate employees on safe prac-
tices, such as recognizing phishing emails and avoiding common social engineering 
traps. Simulating real-world attacks within the CKC framework can raise awareness 
and improve the organization’s overall security posture [24].

Lastly, businesses should establish clear metrics to continuously monitor and 
evaluate the effectiveness of the CKC model. Key performance indicators (KPIs) such 
as the number of mitigated incidents, response times, and associated costs can pro-
vide valuable feedback for refining strategies. Tools such as AWS CloudWatch can 
automate the generation of reports on network status and detected threats, offering 
insights for ongoing improvements [28].

4.5	 Possible study perspectives

Future research could delve into analyzing the specific motivations and objec-
tives behind cyberattacks targeting diverse industries and organizational types. 
By exploring these motivations, researchers could gain a deeper understanding 
of the underlying factors that render certain sectors, such as healthcare, finance, 
or manufacturing, more vulnerable to cyber threats. This analysis would not only 
help identify high-risk areas but also inform the development of tailored mitigation 
strategies for each sector.

Another promising avenue for investigation involves exploring emerging and 
evolving methodologies for the detection, prevention, and analysis of cyber-attacks. 
Research in this area could focus on how novel approaches, such as artificial intel-
ligence, machine learning, and real-time threat intelligence platforms, address 
both current and anticipated cybersecurity challenges. This would offer invalu-
able insights into advancing threat defense mechanisms and enhancing response 
practices across a broad spectrum of scenarios.

Furthermore, conducting comparative studies of different methodologies across 
various industries and contexts could provide critical data on their relative effec-
tiveness. For example, such research could compare traditional rule-based systems 
with AI-driven solutions or assess how the CKC model performs in specific indus-
tries such as critical infrastructure, retail, or education. These comparative analyses 
would help cybersecurity professionals make more informed decisions about select-
ing the most suitable approaches based on their unique operational environments 
and risk profiles.

Finally, expanding research into cross-industry collaborations and intelligence- 
sharing frameworks could shed light on how coordinated efforts can enhance the 
collective resilience of organizations. Understanding the dynamics of collaboration, 
such as through shared platforms such as MISP or ThreatConnect, could contribute 
to more robust global strategies for combating cyber threats.
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5	 CONCLUSIONS

In this study, the effectiveness of the CKC Model for detecting and defending 
against cyber-attacks on companies and entities has been examined. Through a 
comprehensive review of specialized literature, it has been identified that the CKC 
model is widely recognized and utilized in the field of cybersecurity. This structured 
approach has proven valuable in identifying and neutralizing the stages of an attack 
cycle, enabling early detection and a more effective response to security incidents.

Research findings have shown that the CKC model is particularly useful for iden-
tifying and analyzing the tactics and techniques employed by attackers at each stage 
of the attack process. Similarly, differences in its effectiveness have been observed 
depending on the size and industry of organizations, suggesting the importance of 
adapting this methodology to the specificities of each context.

Despite the positive results, limitations have been identified related to access to 
academic literature and potential biases in the selection of articles. Therefore, orga-
nizations are recommended to consider adopting the CKC model as part of their 
cybersecurity strategies. Additionally, there is an urgent need to foster collabora-
tion between cybersecurity experts, researchers, and professionals in the sector to 
generate new studies that expand knowledge about its effectiveness and adapta-
tion to various environments. Overcoming these limitations will strengthen the 
understanding and application of the CKC model in the fight against cyber threats in 
today’s digital world.
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