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ABSTRACT

Mobile devices are becoming increasingly popular in the modern era, posing a significant threat
to the security of organizations. As a result, mobile devices have become more and more vul-
nerable to cyberattacks. The current study aims to assess the threat landscape of mobile devices
from the perspectives of users, highlighting the importance of user-centered perspectives in
designing solutions to mobile security threats. A total of 47 participants of different demographic
profiles were recruited as respondents, and the primary data were collected through an online
questionnaire. The study concludes with a discussion of the findings’ implications for research
and practice in mobile security. The paper outlines the current state of the art in mobile device
security, including vulnerability to security threats, privacy risks, trust in security measures,
awareness of potential threats, and satisfaction with the security provided by mobile operating
systems. The results demonstrated that users are unaware of data protection and mobile device
security, which have a substantial impact on an organization’s performance. However, this
study lays a foundational perspective for future advancements in security audits, aiming to
enhance cybersecurity practices in an increasingly mobile-centric corporate landscape.
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1  INTRODUCTION

In modern society, mobile devices have grown into everyday tools that allow
people to access digital services and information anytime, anywhere. The mobile
revolution has resulted in the widespread adoption of mobile applications for every-
day tasks. The mobile developer and user communities are growing rapidly. Users
view mobile devices as personal tools that store sensitive personal information
while also aiding daily tasks. However, the extensive use of mobile devices has been
linked to a rise in mobile security threats, including malware, phishing, and data
breaches [1]. As the use of mobile devices becomes an even more prominent element
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of daily life, it is crucial to discern the threat landscape they encounter. Studying the
threat landscape is vital for developing security measures that protect user privacy
and personal information. Several studies have explored different aspects of mobile
device security, focusing on device technical vulnerabilities and the efficiency of
security measures [2], [3]. However, the threat landscape must be viewed from the
consumers’ perspective since user behavior, attitudes, and perceptions are critical
determinants of security solutions’ success [4].

Despite growing interest in mobile security threats, current research indicates
that many users do not know about the various security threats and the risks they
pose [5], [6]. In addition to a lack of knowledge, users often engage in poor behav-
ior, such as keeping their systems up-to-date or clicking on links, allowing them to
compromise their devices [7]. Previous studies have proposed several solutions to
the problem of mobile security. These approaches include implementing games and
messages to personalize user security messages to encourage users to do what is
safe [8], [9]. However, many of the recommended solutions lack awareness of user
perception and their needs. Thus, these solutions are widely considered irrelevant
or antagonistic to users [10]. Ultimately, these solutions have no effect.

To ensure that mobile security policies are relevant and realistic, incorporating
the interests and requirements of all stakeholders, including users, is necessary.
This consideration will encourage the developers of these applications to provide
solutions that will enhance mobile security based on the users’ requirements [11].

In the broader field of mobile security, there is a pressing need to explore the inter-
play between user behavior, awareness, and technology. As mobile devices become
increasingly integrated into all aspects of daily life, understanding the human ele-
ment in cybersecurity becomes critical. Traditional security measures often focus
on technological solutions, such as encryption, authentication protocols, and antivi-
rus software, ignoring the role users’ play in the security ecosystem [12]. A holistic
approach that includes psychological, sociological, and educational perspectives is
essential to comprehensively address the security challenges posed by mobile tech-
nology. This approach would not only aim to fortify devices against attacks but also
empower users to act as informed participants in their security.

The rapidly changing landscape of mobile technology evolution and secu-
rity threats sophistication makes research in this field incredibly adaptive and
challenging. The solutions sufficient to ensure security today will not be enough to
protect users tomorrow. Therefore, development and research in this area should
be comprehensive, taking into account the diversity of users and their respective
contexts. The modern approach to mobile security should not be universal; there-
fore, a one-size-fits-all solution would not be able to cover the spectrum of threats
and security needs of all companies and end users [13]. To succeed in improving
security systems, researchers should consider the diversity of user behaviors, includ-
ing socio-economic and cultural factors. Thus, the development of effective mobile
security solutions will require a combination of technology and user-oriented
research, including IT solution implementation and user education and regulation.

1.1 Contribution

e Conducted a novel qualitative study to investigate the threat landscape of mobile
devices from the users’ perspective.

e Explored how users perceive and mitigate mobile security threats and identified
their unique needs and perspectives.

International Journal of Interactive Mobile Technologies (iJIM) 141


https://online-journals.org/index.php/i-jim

Aljamal et al.

142

e Generated insights into the challenges and concerns of mobile users and their
perceptions of the effectiveness of existing security measures.

e Provided valuable information for developing more effective and user-centered
mobile security solutions that promote a culture of secure behavior.

e QOur study is broad in scope and can be applied to improve the performance of
a wide range of real-world applications, including healthcare. The accuracy of
health information shared via mobile phone is critical for receiving appropriate
instructions for patients. Our research may expand to address privacy concerns.

The structure of this paper is designed as follows: Section 2 shows the related works
part. Section 3 shows the procedure of the proposed study. Section 4 shows the results
and discussion. The conclusion and future work direction are given in Section 5.

2 LITERATURE REVIEW

Today’s mobile devices are becoming more and more convenient. Users can
access a range of services, such as e-banking, e-mail, and multimedia, from any-
where at any time using PDAs, computers, and mobile phones. The scheme proposed
in [14] delves into balancing data privacy and utility, examining stakeholder roles
in data privacy, and employing qualitative analysis to underscore user-centered
approaches for privacy in visualization. It maps out advances in visualization for
privacy, highlighting user perception’s role in mobile security solutions. The study,
acknowledging its reliance on self-reported data and potential biases, points to the
need for broader, more inclusive research methodologies. This study is crucial to
improving user-focused mobile security measures.

With user permission, Location Services enables applications and websites (includ-
ing maps, webcams, weather, and other apps) to access information from cellular,
Wi-Fi2, GPS3, and Bluetooth4 networks in order to determine your precise location.
In [15], this study delves into privacy protection within mobile cloud computing, spe-
cifically for location-aware services. Through an extensive review, techniques such as
K-Anonymity and private information retrieval are analyzed to safeguard user loca-
tion data against unauthorized access. The article highlights the trade-off between pri-
vacy and service efficiency, noting the need for advanced solutions that ensure user
privacy without compromising service quality. While pointing out the limitations in
the scope of the reviewed literature, the paper contributes significantly to understand-
ing privacy challenges in mobile cloud services, providing a foundation for future
privacy-preserving strategies in location-based services. This information is crucial
for my research on developing strategies to protect user privacy in mobile services.

Mobile OS systems’ sandboxing features improve security. An application’s access
to the system and other apps, including potentially dangerous code and viruses,
is restricted via application sandboxing. Giving each application a unique ID and
running it as a separate process is known as sandboxing. It is less likely that mali-
cious damage will occur when the program is isolated from other applications. The
authors of [16] discuss Android’s ascent in the mobile industry, highlighting its chal-
lenge to iPhone dominance by offering consumer choice through multiple vendors
and an open-source platform. Android’s rapid market share growth is attributed to
its extensive app ecosystem, fueled by an open model that contrasts with Apple’s
curated App Store. The platform’s approach to security and privacy, giving users con-
trol over app permissions, is noted alongside the potential for malicious applications.
The introduction of Google’s App Inventor, aimed at broadening app development,
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underscores Android’s influence on mobile computing’s future, despite ongoing
challenges around app quality and user privacy.

Using an online survey of 212 fitness tracker users, the study [17] investigates their
awareness and behavior towards the security and privacy of their data. The meth-
odology encompassed an array of survey questions focusing on users’ confidence
in understanding what data is collected and how it’s used, their attitudes towards
potential privacy threats, and their actual data protection practices. The findings
revealed a gap in users’ confidence in the utilization of their data compared to what
is collected. Although users acknowledged the plausibility of privacy threats, they
underestimated the likelihood of such occurrences, leading to minimal protective
action toward their data. The research underscored users’ differential comfort levels
in sharing various data types with different entities, indicating a nuanced perspec-
tive toward data privacy. This study calls for enhanced user education on data use
and sharing implications, advocating for more granular control over data-sharing
preferences to bolster user privacy in the digital era. This insight directly supports
the need to develop privacy-preserving strategies in mobile services, aligning with
my research focus on enhancing user-centered mobile security solutions.

In a systematic exploration of machine learning (ML) methods for Android mobile
malware detection, [18] examines the efficacy of various ML techniques in identify-
ing malicious applications. The review meticulously assesses 106 articles, delineating
the strengths, weaknesses, and avenues for improvement across ML-based detection
strategies. The analysis spans static, dynamic, and hybrid analysis methods, reveal-
ing a comprehensive landscape of current methodologies and their applications in
safeguarding Android environments. Key findings underscore the critical role of
ML in evolving a classifier from training examples, thereby bypassing the need for
explicit signature definitions in malware detection. This adaptability is particularly
vital given Android’s dominant market share and the consequent attractiveness to
cyber threats. The study highlights the ongoing need for innovative ML approaches
that can address emerging malware tactics, underscoring the importance of contin-
uous research in this area to fortify mobile security frameworks.

In the context of increasing mobile device vulnerabilities, a comprehensive
examination reveals both emerging threats and established countermeasures within
mobile security [19]. The research, through an extensive literature review and a
survey that involved over 167 mobile application users, uncovers a high level of
awareness among users about both threats and their mitigations. Despite recogniz-
ing risks associated with physical access and social engineering, a significant portion
of participants actively utilize built-in security mechanisms to combat the adverse
effects of malware and social engineering scams. This study not only enriches the
theoretical discourse by mapping prevalent security concerns and best practices but
also offers practical insights at the individual and corporate levels. It emphasizes the
criticality of understanding user intentions and technology adoption behaviors to
improve the security of mobile applications.

Some businesses decide to allow or require employees to use their personal cell
phones for work-related activities. BYOD policies can range from requiring employ-
ees to carry their own laptop or PC to permitting them to use remote tools on their
personal devices. In [20], authors address the complexities of mobile device security
within organizations, particularly under, and this study emphasizes the critical role
of Information System (IS) audits in evaluating and enhancing mobile security pos-
tures. Recognizing the challenges posed by the integration of personal devices into
corporate networks, the research outlines the multiple risks and vulnerabilities inher-
ent to mobile devices and their implications for organizational information security.
Through a detailed literature review, the paper elucidates the diverse aspects of mobile
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device threats, from insecure connections and applications to user awareness and
privacy dilemmas, thereby underpinning the need for a holistic security assessment
framework. The feasibility of IS audits as a strategic tool in this context is explored,
highlighting their potential to offer comprehensive insights into the effectiveness of
existing security measures, policy compliance, and the overall management of mobile
devices within organizational information systems. This work lays a foundational
perspective for future advancements in mobile device audits, aiming to enhance
cybersecurity practices in an increasingly mobile-centric corporate landscape.

Authors in [8] investigate the impact of a gamified information security educa-
tion system (ISES) on enhancing users’ information security awareness and their
intentions to adopt protective behaviors; this study integrates affordance theory
and means-end chain theory into a comprehensive model. Analyzing data from
220 valid responses through partial least-squares structural equation modeling, find-
ings illustrate that gamified ISES significantly increases information security aware-
ness through emotional and cognitive pathways. Contrary to expectations, while
information security awareness directly influences users’ intention to engage in
security-protective behaviors, elements like physical presence and security knowl-
edge growth do not have a significant impact. Furthermore, the study uncovers the
crucial role of curiosity types in modulating the effects of gamified ISES features on
user engagement and knowledge acquisition. This study not only underscores the
effectiveness of gamification in security education but also offers insight to educators
and designers on optimizing gamified systems to foster user engagement and infor-
mation security behaviors. Future inquiries might delve into the effects of education
level and other demographic variables on the efficacy of gamified security education.

In [9], authors delve into the impact of active versus passive phishing warnings in
web browsers, revealing a stark contrast in their effectiveness. Through a simulated
spear phishing attack, it was discovered that an overwhelming 97% of participants
clicked on phishing links. However, the presence of active browser warnings signifi-
cantly improved user response, with 79% adhering to these warnings, underscoring
their potential in safeguarding users. The study emphasizes the inefficacy of passive
warnings, with only a single participant heeding them. Using the Communication
Human Information Processing Model (C-HIP) for analysis, the research proposes
that effective warnings must interrupt the user’s current task, clearly, present action
options, ensure safety by default, avoid habituation, and visually alter the appear-
ance of phishing sites to reduce their perceived legitimacy. The findings suggest a
high susceptibility to phishing among users, yet also highlight the significant pro-
tective benefits of well-designed browser warnings, with Firefox’s active warnings
being particularly effective in securing user compliance. The usefulness of Android-
based learning resources in enhancing students’ proficiency with electrical mea-
suring devices in the context of the Fourth Industrial Revolution was investigated
in [21]. Assessing students’ readiness for mobile learning from a cybersecurity per-
spective was the aim of [22]. The usefulness of Android-based learning resources in
enhancing students’ proficiency with electrical measuring devices in the context of
the Fourth Industrial Revolution was investigated in [23]. The 4D model was used in
this study’s research and development (R&D) methodology.

The aforementioned list of papers shows that research on mobile device security
considers a variety of aspects of smartphone use despite the publications’ thorough
coverage of a wide range of topics, the studies carried out to yet have not addressed
the complexities and combinations of various issues, such as the technological, secu-
rity, practical, economic, and sociological aspects of smartphone use. Especially,
these papers neglect users’ awareness of data protection and mobile device security.
The literature suggests that mobile security is a critical issue that poses significant
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risks to both individuals and organizations. To address this issue, it is important to
develop user-centered mobile security solutions that take into account users’ unique
needs and perspectives. The current study aims to contribute to this goal by investi-
gating the threat landscape of mobile devices from the perspective of users.

3  METHODOLOGY

As the work is aimed at exploring the users, the methodology section is crucial for
the study since it is closely tied to the credibility and reliability of the entire project.
The qualitative methodology aims to collect a nuanced perspective of mobile device
users regarding the threat landscapes they are subjected to. Phenomenology is the
most effective strategy that can be used to explore detailed and rich phenomena due
to the complex and detailed nature of a user’s interaction with mobile security threats.
The methodology also necessitated the use of purposive sampling to include users
with diverse experiences and views, which helped give a representative dimension
to the responses. By better matching the sample to the goals and objectives of the
research, purposive sampling increases the accuracy of the research and the reliabil-
ity of the data and conclusions. The data collected through an online questionnaire
included both Likert scale and open-ended questions to gather quantitative data and
qualitative data, respectively. Pilot testing was conducted to evaluate the questions’
clarity and simplicity. This work employed SPSS to analyze complex data sets to iden-
tify trends and relationships that can guide and provide a user-centered perspective
on mobile security policies. The section defines the research design, selection of par-
ticipants, data collection instruments, and the procedures of the analysis, all aimed
at investigating the mobile threat landscape from the perspective of the users.

3.1 Participants

For this study, a total of 47 participants were recruited using a purpose-sampling
technique aimed at capturing a diverse array of demographics, including age, gender,
occupation, andlevel of education, to ensure a representative sample that would provide
a broad understanding of the user’s perspectives on mobile device usage. The consis-
tency in the data, as shown in Table 1, reveals that all participants actively engage with
mobile devices daily without any missing responses, demonstrating a uniformly high
level of mobile technology adoption among the surveyed population. This uniformity
underscores the integral role mobile devices play in the daily lives of the participants.

Table 1. Demographic and mobile device usage statistics

Statistics

How Often Do You Use a
Mobile Device?

N | Valid 47 47 47

Please Select Your Age Please Select Gender

Missing 0 0 0

Drawing from the age distribution in Table 2, the majority of the study’s partic-
ipants fall within the 18-24 age range, accounting for 61.7% of the total, followed
by the 25-34 age range with 34%. Only a small fraction, 4.3%, is represented by
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individuals aged 35-44. This distribution highlights a predominantly younger demo-
graphic in the sample, suggesting that younger users are more engaged in mobile
device usage, which could reflect their attitudes and behaviors towards mobile secu-
rity. It also raises questions about how security perceptions could vary between dif-
ferent age groups, a factor that could influence the development of targeted security
measures and educational initiatives. Figure 1 presents the statistics distribution of
the age groups participating in the survey.

Table 2. Age distribution of survey participants

Question: Please Select Your Age

Age Range Frequency Percent Valid Percent ~ Cumulative Percent
Valid 18-24 29 61.7 61.7 61.7
25-34 16 34 34 95.7
35-44 2 4.3 4.3 100
Total 47 100 100

Please select your age:

30

3

Frequency

18-24 25-34 35-44

Please select your age:

Fig. 1. Statistics of the age groups participating in the survey

The gender distribution in Table 3 reflects the composition of the study’s
sample, with a healthy representation of both male (63.8%) and female (36.2%)
participants as shown in Figure 2. This balance provides a broad perspective on
user attitudes towards mobile security threats. It’s a positive indication that the
study captures varied gender-related insights, which can enhance the under-
standing of different security perceptions and behaviors in the context of mobile
device usage.

Table 3. Gender distribution of survey participants

Question: Please Select Your Gender

Gender Frequency Percent  Valid Percent Cumulative Percent
Valid Male 30 63.8 63.8 63.8
Female 17 36.2 36.2 100
Total 47 100 100 163.8

146 International Journal of Interactive Mobile Technologies (iJIM) JJIM | Vol. 19 No. 8 (2025)


https://online-journals.org/index.php/i-jim

JIM [ Vol. 19 No. 8 (2025)

Securing the Mobile Future: An Extensive Analysis of the Threat Landscape from Mobile Devices User Perspectives

40
30

20

Frequency

Male Female
Gender

Fig. 2. Statistics of the gender of the respondents in the survey

The mobile device usage frequency in Table 4 presents a unanimous trend with
all 47 participants reporting daily use of their mobile devices Figure 3 represents that
visually. This homogeneity suggests a high level of mobile technology integration
into the participants’ daily lives, which could imply a uniform exposure to mobile
security threats and highlight the relevance of fostering robust security measures
tailored to frequent usage patterns.

Table 4. Mobile device usage frequency of survey participants

Question: How Often Do You Use a Mobile Device?

Frequency Frequency Percent Valid Percent Cumulative Percent

Valid Daily 47 100 100 100

3.2 Data collection

Frequency
5

Do
o

Daily

Fig. 3. Statistics on participants’ weekly phone usage based on a questionnaire

The data for this study was collected through a dedicated online questionnaire that
addressed a range of topics essential for comprehending the mobile security threat
from the users’ perspective. At first, demographic data were collected to fit the fol-
lowing findings into the framework of age, gender, occupation, and education.
The following sections addressed the experience of using mobile devices and the
frequency of such interactions to provide a baseline understanding of the experi-
ence of every respondent. Then, they were supplemented by inquiries into perceived
and real threats and their psychological dimension, which allowed measuring both
subjective and objective aspects of mobile security. In addition to behaviors and
beliefs, the questionnaire aimed to evaluate the education of people tested on mobile
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threats and protective measures to contrast this information with actual practices.
Finally, the survey assessed user awareness about the performance of existing mea-
sures and the improvement proposals to close with the open-ended question for
additional information. This multifaceted approach provided comprehensive data
collection, which is vital to establish a detailed view of the mobile threat and the user
experience thereof.

3.3 Likertscale

A Likert scale was employed in this study to quantitatively measure the par-
ticipants’ attitudes and perceptions over different constructs directly or indirectly
influencing mobile device security. The scale utilized a five-level rating system, a
well-recognized approach to adopting survey research for studying opinions and
behaviors. It was chosen due to the need to balance the number of options to allow
the capture of response variance and not to confuse the participants with too many
categories. The points ranged from 1 for disagreement or concern to 5 for agree-
ment or concern. The granularity of ratings allowed the capture of nuances in par-
ticipants’ perceptions of each statement, expressing from strong disagreement to
strong agreement or from very low to very high concern levels. The scale imple-
mentation contributed to better data quality through clarity of question interpreta-
tion and response. Moreover, it offered a standardized method for analyzing user
perception as a subjective measure, creating a basis for objective statistical analysis.
The Likert scale converted qualitative judgments into quantifiable data, aiding in
identifying patterns and interrelations between mobile security aspects, including
risk perception, protective measure trust, and the perception of security practice
efficiency.

3.4 Data analysis

To dissect the collected dataset, the study leveraged SPSS for its advanced statis-
tical analysis tools. The initial phase of analysis involved the calculation of descrip-
tive statistics, providing an overarching view of the data’s structure. Frequencies
(f) mapped out the number of occurrences for each response, while the arithmetic
mean (x) and standard deviation (s) quantified the central tendency and dispersion,
respectively. The arithmetic mean is given by equation (1):

_ 1 N
X :szﬂxi 1

Where X, is the value of the ith response and N is the total number of responses,
and the standard deviation is given by equation (2):

_ 1 z —_Y)
s= \/—N 1 ;(Xi X) (2)

The exploration deepened with cross-tabulations to construct contingency tables
that allowed for the visual digestion of the relationship between categorical variables
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such as demographic segments and security concerns. To statistically validate these
relationships, the chi-square (X?) test was applied equation (3):

(0,~E)
E

i

X=X 3)

Where O, denotes the observed frequency, and E, is the expected frequency under
the null hypothesis of independence. This test’s p-value was used to discern the pres-
ence of statistically significant associations across the different strata of data. These
methodological choices provided a robust foundation for identifying key insights
and substantiating the study’s subsequent conclusions regarding users’ security
perceptions and behaviors in the mobile domain.

3.5 Ethical considerations

The research fully adhered to an ethical framework. All participants were
informed about the purpose of the study, their rights for unwilling participation,
and assured confidentiality and anonymity of the gathered information. The prior
informed consent for participation in the questionnaire study was provided by all
participants. All gathered data will be stored on a protected computer, which only
this writer has access.

3.6 \Validity and reliability

Several steps were followed to protect the quality of the results. The question-
naire structure was rooted in a relevant review of the literature and with the help of
validated scales. Before the data collection, pilot testing was completed to evaluate
the clarity and simplicity of the questions. Additionally, multi-coder reliability was
assured through the independent coding of a sample of the data by three research-
ers to support the aligning of subjective data interpretations.

4  RESULTS AND DISCUSSION

Table 5 presents descriptive statistics regarding the perceptions and concerns
related to mobile device security among the participants. The study aimed to
assess various aspects of mobile device security, including vulnerability to secu-
rity threats, privacy risks, trust in security measures, awareness of potential
threats, and satisfaction with the security provided by mobile operating systems.
The data is based on responses from a sample of 47 individuals. The statistics
reported include the minimum and maximum values, the mean, and the standard
deviation for each item. These statistics provide valuable insights into the partici-
pants’ perceptions and concerns regarding mobile device security, shedding light
on their attitudes and awareness of potential risks in the ever-evolving threat
landscape.
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Table 5. Descriptive statistics of participants’ security perceptions

Statement N Min. Max. Mean S.t d'.
Deviation

Mobile devices are vulnerable to security threats. 47 1 5 3.57 0.878
I am concerned about the security of my data 47 1 5 345 1.138
on mobile devices.
I think mobile devices are at risk of malwareor virus attacks. | 47 1 5 3.96 0.806
[ feel my privacy is at risk when using mobile devices. 47 1 5 332 1.105
I trust the security measures in place on mobile devices. 47 1 5 3.32 0911
I believe that mobile device manufacturers prioritize 47 | 1 5 3.36 0.965
user security.
I am aware of potential threats associated with mobile 47 1 5 3.72 0.852
devices.
I feel confident in my ability to protect my mobile device 47 1 5 3.38 1.012
from security threats.
I think mobile users should take more precautions to secure | 47 1 5 417 0.789
their devices.
I feel the threat landscape for mobile devices is evolving 47 1 5 3.96 0.859
rapidly.
I am aware of the best practices for securing mobile devices. | 47 1 5 3.51 1.061
[ am satisfied with the level of security provided by mobile 47 | 1 5 3.36 0.819
operating systems.
Valid N (listwise) 47

4.1 Statistical overview of participant responses

The analytical results for mobile device security were tabulated to encapsulate the
varied dimensions of participants’ responses. Each entry in the first column corresponds
to a different statement concerning mobile device security, ranging from perceived vul-
nerability to trust in protective measures. The second column, denoted as “N,” records
the count of valid responses received for each item, with the total number of respon-
dents being 47. The columns labelled “Minimum” and “Maximum” display the range of
responses, anchored between 1 and 5, which indicate the least and most severe levels
of concern or agreement, respectively. The “Mean” column provides an arithmetic aver-
age for the responses to each statement, elucidating the overall tendency among partic-
ipants’ perceptions; for instance, the statement concerning the vulnerability of mobile
devices to security threats has an average score of 3.57. Finally, the “Std. Deviation”
column quantifies the spread of responses around the mean, offering insights into the
consensus among the participants; a lower standard deviation points to a tight cluster-
ing of opinions, whereas a higher value denotes a wider range of viewpoints.

4.2 Correlation coefficient or Pearson correlation coefficient

The Pearson correlation coefficient, denoted as r, serves as a pivotal statistical
metric, capturing the strength and direction of a linear association between two
quantitative variables. This coefficient is scaled between -1 and +1, where the
extremities reflect the intensity of the correlation.
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An r value of +1 signifies a perfect positive linear relationship, implying that an
increase in one variable consistently corresponds with an increase in the other.
Conversely, an r value of —1 denotes a perfect negative linear relationship, indicating
that an increase in one variable is met with a proportional decrease in the other.
Anrvalue at the midpoint of O represents the absence of a linear correlation between
the variables under investigation.

The absolute value of r, r, serves as an index of correlation strength; a value
approaching 1 denotes a strong correlation, while a value near 0 suggests a weak or
non-existent linear relationship. The computational formula for r is as follows:

=((x, - X)(¥,-Y))

R

r

4

In this equation:

e X, represents the observed value of the variable X for the i-th observation.

¢ X denotes the mean of the variable X.

Y represents the observed value of the variable Y for the i-th observation.

e Y denotes the mean of the variable Y.

e X signifies the sum over all observations.

o Interpreting the equation, the numerator encapsulates the covariance of X and
Y, which measures the joint variability of the variables. The denominator is a
normalization factor that scales this covariance by the product of the standard
deviations of X and Y, thus yielding a dimensionless coefficient. Upon computing
this equation, the resultant r value delineates the degree of linear correlation
between X and Y, as per the established definition.

4.3 Interpreting the P-value in hypothesis testing

Turning to the environment of statistical analysis, the p-value is a key indicator
that is used to evaluate how confident one can be in the results, especially the inter-
pretation of the Pearson correlation coefficient: it is the probability of observing a
correlation coefficient with an absolute value at least as large as achieved based on
the collected sample data in the situation where the null hypothesis of no correla-
tion in the population is true. Simply put, the p-value is important in the procedure
of testing the hypothesis itself. A small p-value, which is usually less than the level
of alpha, 0.05, provides strong grounds for rejecting the null hypothesis, indicating
a statistical relationship that likely wasn’t caused by chance. On the other hand,
a high p-value suggests that it would be possible to observe the shown correlation
due to the expected variability in random sampling. In the case of a high p-value,
there aren’t enough statistically justified reasons to reject the null hypothesis.

For the computation of the p-value associated with the Pearson coefficient, the
following formula can be used:

p:2x(1—F(|r|,n—2)) (5)
where,

e pisthe p-value,
e Frepresents the cumulative F-distribution function, used in the case of variances,
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e |r| is the absolute value of the observed Pearson correlation coefficient,

e n “What is the size of the sample?” from which the coefficient was calculated.

e This formula indicates how the p-value can be calculated, based on the
F-distribution, a common probability distribution. By using this, statisticians can
find the p-value for their observed correlation coefficient, aiding in a rigorous
evaluation of the evidence against the null hypothesis.

4.4 Correlation analysis

Table 6 offers a brief correlation analysis, illustrating how demographic factors
relate to user perceptions of mobile security. It quantifies these relationships, pro-
viding insight into the varied influences on users’ attitudes towards securing their
mobile devices.

Table 6. Correlations between age, gender, and mobile device security perceptions

Correlations
lam | am satisfied
concerned Itrustthe lamaware of  Ifeel confident  |think mobile Iam aware of  with the level of
aboutthe | think mobile Ifeel my security | believe that potential in my ability to users should Ifeel the threat the best security
security of my devices are at privacyis at measures in mobile device threats protect my take more landscape for practices for provided by
personal data risk of malware riskwhen place on manufacturers associated mobile device precautionsto  mobile devices securing mobile
Please select on mobile orvirus using mobile mobile prioritize user with mobile from security secure their is evolving mobile operating
your gender devices. attacks. devices. devices. security. devices. threats. devices. rapidly. devices. systems.
Please selectyour gender. _Pearson Correlation 1 016 096 -.098 -021 -.053 -.068 -.200 006 038 -155 -.008
Sig. (2-tailed) | 916 522 511 889 722 549 79 968 801 297 957
N 47 47 47 47 47 47 47 47 47 47 47 47
Iam concemned aboutthe  Pearson Correlation 016 1 447" 817" 195 .008 265 a3 325 509" 185 -224
security of my personal :
data on mobile devices,  _S19-(-tailed) 916 002 <001 189 957 072 379 026 <001 213 31
N 47 47 47 47 47 47 47 47 47 47 47 47
1think mobile devices are  Pearson Correlation 096 447" 1 503" 344" 212 615" 340" 524" 562" 280 RES
::"a’f::'"“'wm OIS sig. (2-alled) 522 002 <001 018 065 <001 019 <001 <001 057 297
N 47 47 47 47 47 47 47 47 47 47 47 47
Ifeel myprivacyis atrisk  Pearson Correlation -.098 817" 503" 1 A77 032 327 217 385" 496" 080 -.250
:’;‘vf:e‘f'"" ekl Sig. (2-talled) 511 <001 <001 233 830 025 059 008 <001 591 090
N 47 47 47 47 47 47 47 47 47 47 47 47
Irust the security Pearson Correlation -021 195 344 177 1 583" 312 501" 346" A57 367" 483"
measures in place on
s sig. (2-talled) 889 189 018 233 <001 033 <001 017 293 o1 <.001
N 47 47 47 47 47 47 47 47 47 47 47 47
I believe that mobile device  Pearson Correlation -.053 008 272 032 583" 1 309" 389" 403" o7 325" 491"
manufacturers prioritize o
Uearas e Sig. (2-tailed) 122 957 065 830 <001 034 007 005 633 026 <.001
N 47 47 a7 47 47 47 47 47 47 47 47 47
1am aware of potential Pearson Correlation -.068 265 615 327 312 309" 1 478" A7 489" 689" 78
threats associated with 7 -
e dehEeE Sig. (2-tailed) 649 072 <001 025 033 034 <001 003 <001 <.001 232
N 47 47 47 47 47 47 47 47 47 47 47 47
1eel confidentin my ability  Pearson Correlation -.200 131 340’ 217 501" 389" 478" 1 298" 19 462" 459"
1o protect my mobile device . >
e inreaies Sig. (2-tailed) 179 379 019 059 <001 007 <001 042 425 001 .001
N 47 47 47 47 47 47 47 47 47 47 47 47
1think mobile users should  Pearson Correlation 006 328" 524" 385" 346" 403" 47" 298" 1 460" 284 1205
take more precautions to
SecLs o dodcas. Sig. (2-tailed) 968 026 <001 008 017 005 003 042 001 053 166
N 47 47 47 47 47 47 47 47 47 47 47 47
Ieel the threatlandscape  Pearson Correlation 038 509" 562" 496" 157 o7 489" 119 460" 1 454" 084
for mobile devices is
oy s Sig. (2-talled) 801 <001 <001 <.001 293 633 <001 425 001 001 574
N 47 47 47 47 47 47 47 47 47 47 47 47
1am aware of the best Pearson Corelation -155 185 280 080 367 325 689" 462" 284 454" 1 283
practices for securing
DRI T s Sig. (2-talled) 297 213 057 591 011 026 <001 001 053 .001 054
N 47 47 47 47 47 47 47 47 47 47 47 47
1am satisfied with the level  Pearson Correlation -008 -224 155 -.250 483" 491" 178 459" 208 084 283 1
of security provided by
mobile opérating systems, - S19- (2talled) 957 131 297 090 <001 <001 232 001 166 574 054
N 47 47 47 47 47 47 47 47 47 47 47 47

**, Correlation is significant atthe 0.01 level (2-tailed).
*.Correlation is significant atthe 0.05 leval (2-tailed).

152 International Journal of Interactive Mobile Technologies (iJIM)

To clarify the complex interactions between multiple factors and the perception
of mobile device security, the paper performed a thorough correlation analysis. The
logic behind this type of investigation was to measure the strength and direction
of relationships between the following variables: gender, concern about personal
data security, fear of malware or virus attack, and assessment of combatting capa-
bilities. Using the Pearson correlation coefficient helped identify how various demo-
graphic and psychological characteristics explain the relations and differences in
attitudes and actions of people concerning mobile security. These points summarize
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the outcomes of this statistical analysis and uncover the nuances of users’ views on
digital protection.

1.

Gender and security perceptions: Correlation coefficient between gender and
all the security perception variables is very close to zero, ranging from —0.200 to
0.185. There seems to be a weak or no relationship between gender and secu-
rity perceptions. Thus, gender does not seem to influence how people perceive
mobile device security.
Concern for personal data security: The variable “I am concerned about the
security of my data on mobile devices” does not have any significant correlations
except a weak positive correlation with “I believe that mobile device manufac-
turers prioritize user security” at r = 0.185 with p = 0.213. It indicates that people
who think that mobile device manufacturers prioritize user security are more
likely to be concerned about the security of their data on mobile devices.
Perception of malware or virus attacks: The variable “I think mobile devices
are at risk of malware or virus attacks” has many significant positive correlations:
o 1r=0.447 with p < 0.001 with “I am concerned about the security of my data
on mobile devices”
o r = 0.344 with p = 0.018 with “I trust the security measures in place on
mobile devices”
o r = 0503 with p < 0.001 with “T feel my privacy is at risk when using
mobile devices”
Overall, people who think that there is a higher risk of malware and virus attacks
on mobile devices are concerned with the security of personal data, are less likely
to have trust in security measures and feel that their privacy is at a higher risk.
Trust in security measures and manufacturer prioritization: The variable
“I trust the security measures in place on mobile devices” has a significant posi-
tive correlation with “I believe that mobile device manufacturers prioritize user
security”, r = 0.583, p < 0.001. This means that individuals who trust the security
measures implemented on mobile devices are likely to believe that manufactur-
ers prioritize user security.
Awareness of threats and best practices: “I am aware of potential threats
associated with mobile devices” shows significant positive correlations with
“I think mobile devices are at risk of malware or virus attacks”, r = 0.615,
p < 0.001 and “I am aware of the best practices for securing mobile devices”,
r=0.689, p < 0.001. Individuals more knowledgeable about potential threats are
also more likely to perceive the risk of malware or virus attacks and understand
best practices for securing their devices.
Confident in device protection interaction: “I feel confident in my ability
to protect my mobile device from security threats” crosswise significantly with
“I trust the security measures in place on mobile devices”, r=0.501, p < 0.001 and
“I am aware of the best practices for securing mobile devices”, r=0.462, p = 0.001.
Therefore, individuals who feel confident about their device protection are more
likely to trust security measures and are aware of the best practices.
Perception of user precautions interaction: “I think mobile users should
take more precautions to secure their devices” shows a significant correlation
with “T am aware of potential threats associated with mobile devices”, r = 0.427,
p = 0.003, and “I am aware of the best practices for securing mobile devices”,
r = 0.460, p = 0.001. This demonstrates that individuals who think that users
should take more precautions are more likely to be aware of external threats and
security best practices.
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4.5 Comparative with related works

Drawing upon a diverse array of studies exploring the evolving threat landscape
in mobile device security, this paper embarks on a comprehensive examination of
user perspectives, methodological approaches, and the multifaceted nature of pri-
vacy and security challenges. From [14]’s qualitative insights into data privacy visu-
alization to [8]’s innovative exploration of gamified information security education
systems, the literature underscores a pivotal shift towards user-centered security
solutions. Notably, the findings reveal a significant disparity between users’ aware-
ness of threats and their practical engagement in protective behaviors, as highlighted
in the studies by [17]. Furthermore, the integration of ML techniques in malware
detection, as examined by [18], alongside the critical examination of Android’s secu-
rity ecosystem by [16], delineates the technological advancements and persistent
challenges in safeguarding mobile environments. Our work builds upon this foun-
dation by directly engaging with user perceptions, behaviors, and barriers towards
mobile security, offering a fresh perspective that not only enhances our understand-
ing of the threat landscape but also paves the way for developing more effective,
user-centric security solutions. Table 7 represents a comparative analysis of the lit-

erature on the mobile device threat landscape.

Table 7. Comparative analysis of the literature on the mobile device threat landscape

Significance of

Reference Purpose of the Study  Methodology Key Findings the Findings Your Evaluation

[14] Investigates balancing | Qualitative Advances in visualization | Pivotal for enhancing Essential groundwork,
data privacy and analysis for privacy highlighting user focused mobile yet requires broader
utility, emphasizing user perception’srolein | security measures. methodologies for
user centered mobile security solutions. inclusivity.
approaches for privacy
in visualization.

[15] Explores privacy Extensive Techniques like Contributes significantly | Provides a foundation
protection in mobile literature review | K-Anonymity and private | to understanding privacy | but needs advanced
cloud computing information retrieval challenges in mobile solutions for
for location safeguard user location cloud services, laying the | balancing privacy and
aware services. data. Highlights the groundwork for future service quality.

privacy service efficiency | strategies.
trade-off.

[16] Discusses Android’s Descriptive Android’s rapid market Highlights Android’s Insightful analysis
rise in the mobile analysis share growth due to its influence on mobile of Android’s market
industry and its open-source platform and | computing’s future despite | dynamics and security
challenge to iPhone’s extensive app ecosystem. | challenges around app implications.
dominance. Points to the potential for | quality and user privacy.

malicious applications.

[17] Investigates fitness Online survey A gap in users’ confidence | Calls for enhanced user Highlights the need
tracker users’ of 212 users regarding data utilization. | education on data use and | for improved privacy
awareness and Underestimation Implications, advocating preserving strategies in
behavior towards of privacy threats for more granular data mobile services.
security and privacy. leads to minimal sharing control.

protective actions.
(Continued)
154 International Journal of Interactive Mobile Technologies (iJIM) JJIM | Vol. 19 No. 8 (2025)


https://online-journals.org/index.php/i-jim

Securing the Mobile Future: An Extensive Analysis of the Threat Landscape from Mobile Devices User Perspectives

Table 7. Comparative analysis of the literature on the mobile device threat landscape (Continued)

Significance of

Reference Purpose of the Study = Methodology Key Findings the Findings Your Evaluation

[18] Systematic exploration | Review of ML techniques are critical | Emphasizes the Underlines the
of ML methods for 106 articles in identifying malicious importance of innovative | critical role of ML in
Android mobile mal- applications, bypassing ML approaches to address | enhancing Android
ware detection. the need for explicit emerging malware tac- security, suggesting

signature definitions. tics and fortify mobile continuous research for
security frameworks. Improvement.

[19] Examines mobile Literature review | High user awareness of Offers practical insights at | Provides valuable
device vulnerabilities, | and survey threats and mitigations, individual and corporate | insights into user
emerging threats, and | of 167 users with active utilization levels, emphasizing awareness and
countermeasures. of built-in security understanding user security practices, high

mechanisms against intentions and technology | lighting the need for
malware and scams. adoption behaviors comprehensive security
to improve mobile strategies.
application security.

[20] Addresses the Detailed Highlights the Lays a foundational Offers a critical view on
complexities of mobile | literature review | multifaceted risks and perspective for future the necessity of holistic
device security in vulnerabilities of mobile | advancements in mobile | security assessments
organizations under devices, emphasizing the | device audits, aiming In organizations,

BYOD policies. importance of IS audits for | to bolster cybersecurity especially under
enhancing organizational | practices in a mobile BYOD policies.
mobile security postures. | centric corporate

landscape.

(8] Investigates the impact | Analysis of 220 Gamified ISES boosts Demonstrates the Validates the potential
of gamified ISES on valid responses information security effectiveness of of gamification in
users’ information awareness via emotional | gamification in security enhancing information
security awareness and cognitive pathways. | education and provides security awareness
and protective Curiosity types moderate | insights for optimizing and behaviors,
behaviors. the effects of gamified gamified systems to foster | suggesting areas for

features on engagement | user engagement and future research.
and knowledge security behaviors.
acquisition.

[9] Delves into the Simulated spear | Active warnings Highlights the significant | Emphasizes the
effectiveness of phishing attacks | significantly improved protective benefits of importance of effective
active versus passive user response to well-designed browser warning systems
phishing warnings in phishing attempts, warnings, suggesting in web browsers to
web browsers. with 79% adhering to Improvements combat phishing,

active warnings. Passive | in web browser advocating for active
warnings were largely security measures. Over passive warnings.
ineffective.

Our Work | Qualitative exploration | Online Significant gap in users’ Urges a paradigm shift Calls attention to the
into the mobile device | questionnaire with | confidence in their towards developing user | disconnect between
threat landscape from | 47 participants, understanding and centered mobile security | user awareness and
the user’s perspective. | utilizing the management of mobile solutions, fostering a action, advocating

Likert scale security threats. Risky secure mobile ecosystem | for engaging users in
behaviors persist despite | that resonates with user | the security solution
awareness. perspectives. development process.

5 CONCLUSION AND POTENTIAL FUTURE WORKS

This study explored gender’s impact on perceptions of mobile device security,

finding little influence. The study concludes by highlighting how crucial it is to raise
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user awareness in order to improve mobile device security. Given the widespread
use of mobile devices and the growing complexity of cyberattacks, it is critical that
people and businesses continue to be watchful and proactive in putting strong
security measures in place. However, previous research neglected the role of user
awareness on mobile phone security. Furthermore, the study highlighted individu-
als’ attitudes and emphasized that those who believe manufacturers prioritize user
security express greater concern for personal data security. Perceiving higher risks of
malware or virus attacks correlates with data security concerns, lower trust in secu-
rity measures, and increased privacy risk perception. Greater awareness of potential
threats links to perceiving attack risks and knowing best practices for device security.
In future research, it would be valuable to explore the potential impact of
socio-cultural factors on perceptions and attitudes towards mobile device security.
Examining how factors such as age, education level, and cultural background influ-
ence individuals’ security perceptions can provide deeper insights into their secu-
rity behaviors and concerns. Additionally, conducting longitudinal studies to track
changes in perceptions and attitudes over time would be beneficial in understand-
ing the evolving landscape of mobile device security and the impact of technologi-
cal advancements. Furthermore, investigating the effectiveness of different security
awareness and education programs in promoting secure behaviors among mobile
device users could help develop targeted strategies for improving security prac-
tices. Lastly, exploring the relationship between mobile device security and other
domains, such as cybersecurity hygiene or organizational security practices, can
provide a more comprehensive understanding of the broader security landscape.
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