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ABSTRACT

Citizen insecurity and crime represent one of the greatest challenges, as they affect people’s
peace of mind and perception of security. Crime prevention and emergency management
face challenges due to the lack of effective mechanisms for collecting and managing informa-
tion, which hinder decision-making and affect the effectiveness of measures to combat crime.
Therefore, the implementation of mobile and web applications is intended to reduce the risk
of crime by supporting daily data collection, strategy planning, crime monitoring, diagnosis of
the current situation, and coordination and evaluation of the competencies of citizen security
agents. The SCRUM framework was applied to address the development and implementation
of the model, considering all phases and artifacts. The results demonstrate that the implemen-
tation of mobile and web applications significantly supports crime prevention and strength-
ens district citizen security.
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1  INTRODUCTION

Crime prevention comprises strategies and measures that seek to reduce the
risk of crime occurring and its potential harmful effects on individuals and society,
including the fear of crime, by intervening to influence its multiple causes. Well-
planned crime prevention strategies not only prevent crime but also contribute to
sustainable development [1].

The overall crime rates in the United States are 49.2, Venezuela 82.1, Syria 69.1,
and Peru 67.5. Some of the lowest crime rates in the world are seen in Switzerland,
Denmark, Norway, Japan, and New Zealand. Each of these countries has very effec-
tive law enforcement, and Denmark, Norway, and Japan have the most restrictive
gun laws in the world [2].

Citizen security is a constant concern in different districts of Peru. Despite the mea-
sures and efforts of the authorities, the results do not always meet the expectations
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of the population, often due to the scarcity of resources, inadequate procedures, or
lack of training of the personnel involved. According to [3], 26.9% of the Peruvian
population aged 15 years and older have been victims of a criminal act.

In the district municipality of Cayma, interventions by public safety officers
revealed recurrent problems such as informal commerce, alcohol consumption, and
drug consumption on public roads, which represent significant percentages of the
incidents recorded. To address these challenges, municipal institutions have imple-
mented technological improvements, such as monitoring centers and information
systems. However, problems persist in crime prevention and incident management
due to the absence of effective mechanisms to collect, analyze, and manage infor-
mation [4].

The integration of mobile and web applications can help combat citizen inse-
curity and crime prevention [5], [6], and [7]. This technological solution allows the
collection, analysis, and management of information for decision-making. Figure 1
shows the proposed solution.
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Fig. 1. Integration of mobile and web application

2 RELATED WORKS

The rise of mobile applications has revolutionized citizen security. These tools,
designed to use the functionalities of these mobile devices, provide more options to
counteract criminal acts and have changed the way citizens and authorities prevent
and address criminal incidents. The potential of mobile devices has not gone unno-
ticed by government institutions. The design of a mobile application allows citizens
and authorities to be informed and share criminal acts occurring in different envi-
ronments in real time, all of which are oriented toward preventing criminal acts
or incidents [8]. Therefore, one objective of mobile emergency solutions is to take
advantage of the high-precision location techniques of smartphones and manage
data using emergency information systems; however, additional information can
be provided [9]. In fact, mobile applications focused on this context allow users to
obtain photographic evidence or videos of crime scenes, thus facilitating the report-
ing process and evidence collection [10]. Likewise, GPS can be accessed through the
device such that the coordinates of the exact location of the crime or emergency
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can be known in the form of latitude and longitude data [11]. Therefore, the social
interest that they generate in citizens or the community in general in terms of integ-
rity and physical or material security makes the use of these technological tools of
information and communication helpful in making these emergency and accident
care effective and in which competent agencies can take charge [12]. In short, the
transformative power of mobile applications in the context of citizen security is
undeniable; their ability to foster collaboration between citizens and government
agencies by providing instant information using their characteristics regarding
criminal incidents has marked a milestone in the prevention and reduction of crime.
These tools continue to be a fundamental pillar of public safety in the digital era.

In the current context, web applications have become indispensable in the
field of public safety, offering a modern solution to improve existing procedures
performed by the authorities responsible for public protection and adding value to
prevent and control crimes. Web applications are also very relevant information
systems because, in many scenarios, the authorities in charge of public safety per-
form their processes manually, and being able to integrate such systems can enable
better management and access to information. In addition to the above, the primary
objective of these web applications is to store, manage, and manipulate data that
the security department requires efficiently and provide reporting [13]. In addition,
the information stored is structured so that it can be relevant to the type of crime
or incident general descriptions, location, and images that can be handled, allowing
an exploratory analysis of the collected data and focus on more detailed and tar-
geted reports so that officers can work more effectively [14]. For this purpose, web
applications must meet certain quality standards; some systems do not have high
performance because they are slow and unfriendly to users; thus, such information
systems should be focused on reducing processing time and improving communi-
cation and data management [15]. In short, the role of web applications in the cit-
izen security framework is fundamental because these information systems have
transformed how authorities manage and access data relevant to their work, such
as their ability to organize data in a practical way and generate detailed reports.
This has enhanced the effectiveness of officials in their daily activities, considering
that the quality and performance of these applications are crucial aspects that must
be addressed to ensure their operational effectiveness and value for the authorities
responsible for ensuring security in the digital age.

Technological solutions for public safety and crime prevention must meet some
essential criteria, including nonfunctional requirements. These criteria extend
beyond the specific functions of the software. In the implementation of information
systems, such as mobile and web applications, user satisfaction has been demon-
strated to be related to the quality and perception of such systems, as well as ease
of use, which is a factor that favors user experience. This provides a source to eval-
uate and measure the performance of these services without losing the objective
of these systems, which is to provide tools that focus on collecting data on criminal
activities in an identified geographical area, providing authorities with the ability
to eliminate or reduce criminal activity [16]. Therefore, the accuracy and effec-
tiveness of the systems were evaluated through usability testing, and the results
reflected the level of satisfaction and efficiency of the applications, thereby making
them reliable tools for reporting and managing crimes and incidents. This is also
related to ensuring that the user interface planned for the applications is easy to
use, has a simple navigation, and regularly includes various sections, such as login
information, incident reports, view incident details, and emergency contacts. The
user interface is regularly designed following material design guidelines to ensure

International Journal of Interactive Mobile Technologies (iJIM) 113


https://online-journals.org/index.php/i-jim

Barrionuevo and Ticona

consistency across both Android and i0S platforms [17]. Given this, with the imple-
mentation of technology in citizen security, it will increase the confidence and qual-
ity of life of people, and the use of mobile applications to improve security allows
to carry out better control in society; digital tools help to monitor and use strategies
to promote good service and contribute to the improvement of the quality of life of
people; there are numerous advantages derived from the incorporation of new tech-
nology in the fight against citizen insecurity; mobile applications offer the possibility
of overcoming obstacles, challenging conventions, and improving the interaction
between people and these applications [18]. In short, the introduction of mobile and
web applications in the context of citizen security marks a fundamental advance
In monitoring and social surveillance, coupled with the fact that these solutions
meet certain quality standards and can comply with the processes that users have
planned; these digital solutions not only seek to strengthen security but also have
a significant impact on the welfare of society. Finally, their adoption brings several
benefits by overcoming conventional obstacles.

3  METHODOLOGY

For the development of this research, the SCRUM framework was used, supported
by the proposals of [13] and [15]. This consists of five phases: Initiation, planning
and estimation, implementation, review and retrospective, and release. The meth-
odology used is graphically shown in Figure 2.

[ =

Sprint Revie!

%I.

Project vision

oS
"
[ S [

]
[ ]
[ ( Product Sprint Sprint
backlog Planning Backlog

&
D I R £

Fig. 2. Framework SCRUM

P
(3
@
o
)
=]
=
=
%)
o<

3.1 Initiation

The initiation phase stands as a pivotal juncture in laying down a robust ground-
work for the project. This phase encompasses a series of critical activities, each
meticulously designed to sculpt the project’s direction and framework. Below (refer
to Table 1) is an elaboration of these activities, including their descriptions and the
corresponding roles engaged.
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Table 1. Initiation phase

Activity Description Tasks
Identification of Identification of the stakeholders | Stakeholder identification: Product Owner,
stakeholders involved in the project Scrum Master and Scrum Team
Definition of the Define the vision and scope of Document the vision and scope of the project
project scope the project
Construction Detailed and visualize the Analyze and document the processes that
of the business processes of the current and currently exist in the business
process diagram future states of the business . .

Design future processes that the business needs

Activity 1: Identification of stakeholders: This activity identifies and recognizes
all stakeholders who will be involved throughout the project, including those who
have direct and indirect interest, and considers those who have an influence on and
can influence the expected results. This procedure is crucial for establishing effec-
tive channels and effective communication to ensure product success.

Activity 2: Definition of the project scope: In this activity, emphasis is placed on
determining the vision of the project and delimiting its scope. The team proceeds
to document these sections, providing an overview of what is intended to be devel-
oped, detailing in detail the limits that will exist, obtaining the approval of stakehold-
ers, and ensuring an accurate understanding of all stakeholders (refer to Table 2).

Table 2. Project vision and scope

Project Vision

Description Objectives

Develop a mobile and web application for crime Provide effective incident reporting tools.
prevention in the District Municipality of Cayman,
providing effective tools to report incidents, access

relevant information and encourage community Encourage collaboration in crime prevention.
collaboration in crime prevention.

Project Scope

Facilitate access to relevant information.

Development of mobile and web applications Develop specific functionalities to manage users,
for crime prevention, including the following units, incident types, emergency contacts and
functionalities: incidents.

_ giﬁf Irg;ﬁ;ggg;ln:&t Document API Rest services and deploy on a

— Incident type management VIS e

— Emergency contact management Design mockups and prototypes.

— Incident management

— API est services documentation Develop specific functionalities for mobile

— VPS deployment applications.

— Mockup design and prototyping
— Mobile functionality development
— PlayStore publishing

Develop specific functionalities for web
applications.

Publishing the mobile application.

Deployment of the web application.

Activity 3: Construction of the business process diagram: Figure 3 shows the
process diagram, which details the flow of the implementation of mobile and web
applications in the municipality by the citizen security division to deal with a crime
or incident, where the new actions to be taken by those involved are detailed.
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Fig. 3. Future state business processes
3.2 Planning and estimation
The planning and estimation phase focuses on the detailed preparation of the
project, from the elaboration of the plan to the definition of user stories, to establish
the necessary basis for effective development execution. Table 3 lists the activities.
Table 3. Initiation phase
Activity Description Tasks
Elaboration of the Develop a comprehensive plan for Define goals, deadlines, and resources
general project plan the project
Definition of the product | Establish and prioritize functionalities | Identifying crucial functionalities for
backlog in the Product Backlog development
Definition of fact Establish completion criteria for each | Define clear criteria to consider a task
user story and task or user story as “done”
Development of users Create detailed user stories Key functionalities of the product
Activity 1: Elaboration of the general project plan: The project plan (refer to
Table 4) presented below serves as a general strategic guide, ensuring alignment
with the objectives of the citizen security division of the Cayma District Municipality.
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Table 4. General project plan

General Description

The development of mobile and web applications is presented as an overall comprehensive strategic
guide designed to ensure precise alignment with the objectives established by the Citizen Security Division
of the District Municipality of Cayman. This plan successfully implements these two products.

General Schedule and Milestones

— Start phase: Identifying needs and training Scrum team members.

— Planning phase: Development of the present plan and establishment of the overall structure.

— Iterative development phase: Sprint execution and development of key functionalities.

— Delivery and closure phase: Preparation of deliverables and formal project closure.

— Critical milestones: Presentation of functional product (mobile application and web application),
approval of API Rest service documentation.

Resources Required

— Human resources: Citizen Security Division Representatives, Software Developers, UX/UI Designer,
QA Specialist

— Technological resources: Specialized software and cloud services

— Financial resources: The budget allocated for development and implementation

Management Strategies

— Risk management: Proactive identification and mitigation of potential obstacles.
— Communication: Regular team meetings and constant progress reporting.
— Quality: Unit tests and code reviews are conducted to ensure the quality of the final product.

Alignment with Organizational Objectives

— Organizational Impact: The operational efficiency of the Public Safety Division, improvement
of general processes related to crime prevention, and strengthening of the relationship with
the community

Activity 2: Definition of the product backlog: For the product backlog, the team
identified and prioritized all functionalities and requirements necessary for proj-
ect development. This process involves collaboration between the product owner
and the scrum team to ensure that all customer needs are satisfied. This process is
described in detail below (refer to Table 5).

Table 5. Product backlog definition
Code Description HU Points Category
BO1 Preliminary database modeling 5 Backend

B02 | Develop the initial architecture of the project

B03 | Implement user management and authentication

B04 | Implement unit management

BO5 | Implement incident type management

B06 | Implement emergency contact management

BO7 | Implement incident management

B08 | Develop API Rest service documentation

Wl |k [ wu

B09 | The application is deployed on the VPS

(Continued)
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Table 5. Product backlog definition (Continued)

Code Description HU Points Category
MO1 | Design of mockups and prototyping 5 Mobile application
MO2 | Login

MO03 | Manage the user profile

MO04 | Registers registered incidents generally

MO5 | View the details of a registered issue

MO6 | Register a new issue

MO7 | List the history of user incidents

MO8 | Filter user incidents by date

M09 | In general, list emergency contacts

M10 | Application deployment in the PlayStore

W01 | Design of mockups and prototyping
W02 | Login

Web application

W03 | Manage general user data and roles

W04 | Manage unit data

W05 | Manage incident type data

W06 | Manage emergency contact data

WO7 | The incidents registered by users are listed

W08 | View the details of a registered incident

W09 | Apply filters to registered incidents

W10 | The incident data were exported in spreadsheet format

W11 | Visualization of heat map of the recorded incidents

wlbh|lw|lwisalsalalealelsaslslolc|lw|ieslw|loa|ls s || s

W12 | Application deployment on the VPS

Activity 3: Definition of fact: The definition of done sets the criteria required
to consider a functionality as completed or finalized. Specific standards have been
established for the different development areas of the project; the following are the
key criteria for backend implementation, mobile application development, and web
application development, thus ensuring a comprehensive and rigorous approach
for each development cycle (refer to Table 6).

Table 6. Fact definition

Backend Development

— The code has been written and reviewed

— Tests were created and passed successfully

— Integration tests were performed to ensure interoperability
— Documentation of the code has been completed

Mobile Application Development

— Mockups and prototypes have been designed and approved
— Tasks were implemented as specified in the user stories
— The user interface (UI) and user experience (UX) tests were performed

(Continued)
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Table 6. Fact definition (Continued)

Web Application development

— Mockups and prototypes were designed and validated

— Tasks were implemented as specified in the user stories

— The user interface (UI) and user experience (UX) testing were performed
— Compatibility testing with popular browsers was performed

Activity 4: Development of user stories: For the development of user stories, the
team focused on detailing each functionality defined in the product backlog, which
is an essential procedure to transform customer requirements into functional deliv-
erables. The user story development is segmented into three categories, starting with
the backend category. An example user story is presented in Table 7.

Table 7. Implement incident type management
Code BO05 HU Implement Incident Type Management

User -

Description Develop the base architecture of the project in Node, determining all the required
functionalities related to business logic, connectivity, testing and deployment.

HU points 5

Priority High

Tasks — Start with a Node project and the installation of third-party libraries.
— Structuring the initial architecture, routes, controllers, services and interfaces.

Responsible Scrum team

3.3 Implementation

The iterative design and development phase focuses on performing iterative
Sprints or development cycles to advance the implementation of mobile and web
applications. During this phase, a focus on flexibility and adaptability is prioritized,
allowing adjustments based on the results obtained and lessons learned during each
Sprint. Table 8 lists the activities.

Table 8. Implementation phase activities

Activity Description Tasks

Sprint 1 | Undertook the first iterative development period | Develop and implement the priority
execution | oriented toward the project goals. functionalities defined for the first Sprint.

Sprint 2 | Perform the second iterative development period, | Develop and implement the priority
execution | which is oriented toward the project goals. features defined for the second Sprint.

Sprint 3 | Perform the third iterative development period, | Develop and implement the priority
execution | which is oriented toward the project goals. features defined for the third Sprint.

Sprint4 | Perform the fourth iterative development period | Develop and implement the priority
execution | based on the project goals. features defined for the fourth Sprint.

Activity 1: Sprint 1 execution
Sprint backlog for sprint 1: To start with sprint 1, relevant user stories were
selected for this first iterative cycle, taking into consideration the existing story
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points and priorities, as well as outlining the tasks and responsibilities. Through this
activity, we are not only implementing tangible functionality but also consolidating
team collaboration and adjusting existing planning as needed (refer to Table 9).

Table 9. Sprint backlog — sprint 1

Code Description HU Points Category
B01 Preliminary database modeling 5 Backend
B02 Develop the initial architecture of the project 5
B03 Implement user management and authentication 5
MO1 Design of mockups and prototyping 5 Mobile application
MO02 Login 4
W01 | Design of mockups and prototyping 5 Web application
W02 Login 4

Development of sprint 1 functionalities: At the beginning of the first sprint, the
preliminary database modeling that will be used throughout the project is established
and carried out, for which the corresponding tables and relationships are identified
(see Figure 4): Unit, IncidentType, Zone, User, EmergencyLocation, and Incident.

Vid INT

< description VARCHAR(255)
< status TINYINT (1)

© createdAt DATETIME

© updatedAt DATETIME

—g ©idunit INT

'T] emergencylocation ¥

Vid INT

< description VARCHAR(255)
< phone VARCHAR(20)

< address VARCHAR(255)

© latitude RLOAT

< longitude FLOAT

< type VARCHAR(255)

O status TINYINT (1)

© createdAt DATETIME

© updatedAt DATETIME

S y
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Fig. 4. General database diagram
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Figure 5 shows the mobile application used by citizen security agents to record
incidents in real time. These records are sent to the web application for information
management and decision-making.
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Fig. 5. Mobile application login

Figure 6 shows the web application, which is used to centralize information,
manage information, and make decisions. Finally, orders are sent to citizen security
agents to combat crime.

General incident map
Start date: End date: Zone: Incident type:
(oo ¥]  [w v [« 7] [N

Fig. 6. Web application
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4  RESULTS

Two instruments were used to collect data: an observation guide and a question-
naire [19] and [20]. The web application is currently in production at the following
link: https://muni-frontvercel.app/

4.1 Observation guide instrument

Figure 7 shows the time reduction of 14.83 minutes in the daily data collection.
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4
: —
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Fig. 7. Daily collection of data

Figure 8 shows the time reduction of 7.74 minutes in strategy planning.
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Fig. 8. Strategy planning

Figure 9 shows the time reduction of 12.6 minutes in the detailed crime tracking.
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Fig. 9. Detailed crime tracking
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4.2 Questionnaire instrument

The questionnaire was administered to 29 public safety agents. Cronbach’s alpha
was used to measure the reliability of the instrument; the result was 0.906, indicat-
ing high internal consistency. The Shapiro-Wilk normality test was then performed,
with a significance value of less than 0.05 indicating that the distribution of the
data was not normal. Finally, the Rho-Sperman test was applied, and the results are
shown in Table 10.

Table 10. Rho-Spearman correlation results

General and Specific Hypothesis Correlation

General hypothesis The implementation of mobile and web applications .559
contributes significantly to crime prevention.

Specific hypothesis 1 Implementing mobile and web applications contributes 590
significantly to crime prevention.

Specific hypothesis 2 Implementing mobile and web applications contributes 454
significantly to crime prevention strategies.

Specific hypothesis 3 Implementing mobile and web applications contributes 607
significantly to daily crime prevention monitoring.

5  DISCUSSIONS

Crime prevention and emergency management face challenges due to the lack
of effective information collection and management mechanisms, which hinder
decision-making and affect the effectiveness of crime control measures. The results
demonstrate that the implementation of mobile and web applications contributes
significantly to crime prevention. The study indicators show a significant reduction
in the time spent on daily data collection, from 15.94 to 1.11 minutes; on strategy
planning, from 6.33 to 1.58 minutes; and on detailed crime monitoring, from 13.46
to 0.86 minutes. The application also provides a channel for citizen and security
agent incident logging, centralizes information for decision-making, monitors crime,
and strengthens anti-crime strategies. However, one limitation of such applications
is the need for ongoing training for citizen security officers and application admin-
istrators. Finally, the scope of this study is limited to the use of mobile and web
applications; however, other studies have proposed integrating artificial intelligence
with video surveillance cameras, which can complement the fight against crime by
identifying crimes in real time.

6  CONCLUSIONS

Implementing mobile and web applications has demonstrated a significant
impact on crime prevention in the Cayma district. The results were obtained from
two research instruments: (i) The results for the indicators of the observation guide:
Daily data collection, strategy planning time, and crime tracking are: 1.11, 1.58, and
0.86 min, respectively. (ii) A satisfaction survey was administered to 29 public safety
officers: First, the reliability of the instrument was measured using Cronbach’s
alpha, the result of which was 0.906, indicating excellent internal consistency.
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Next, the Shapiro-Wilk normality test was performed, the result of which was 0.001,
indicating a non-normal distribution. Finally, the Rho Spearman test was applied,
and the result was 0.559, indicating a moderate positive correlation. In conclusion,
the implementation of mobile and web applications to strengthen citizen security in
municipalities is highlighted significantly.
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