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ABSTRACT

This study aimed to design a phishing-focused learning approach for middle school learn-
ers using a game-based educational format. The objective of this project is to (a) study and
develop an educational game to enhance knowledge about phishing emails, (b) compare the
academic results before and after learning, and (c) evaluate the acceptability of the educa-
tional game to enhance knowledge about phishing emails. The sample group used in this
study was 130 from seventh-grade students in School A, Nonthaburi Province, Thailand.
To create a game-based learning model focused on phishing emails, the researchers opted for
a spot-the-difference game format. The game leveraged the fact that learners were already
acquainted with the game’s rules and had prior experience playing it. Furthermore, the game
is web-based, enabling learners to engage with it at their convenience, regardless of location
or time. The research instruments were (a) a phishing-awareness educational game, (b) pre-
and post-assessment tools to evaluate knowledge gain, and (c) a questionnaire measuring
students’ acceptance of game-integrated instruction. The study’s results indicated a high level
of learner approval for the phishing-focused instructional model that employed gamified
techniques. This acceptance was evident in terms of both the perceived ease of use and the
convenience associated with the learning process. Additionally, learners reported significant
benefits derived from engaging with the game, including various elements that effectively
supported and enhanced their learning outcomes related to phishing emails, resulting in a
marked improvement compared to their prior knowledge.
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1  INTRODUCTION

Phishing is a widespread cyber risk that critically affects individuals, businesses,
and the broader community. This form of attack leverages social engineering tactics
to establish a false sense of credibility, thereby manipulating victims into comply-
ing with the attackers’ objectives. Given that phishing requires minimal investment
while yielding substantial returns, the incidence of such illegal attacks has esca-
lated significantly. In 2023, phishing attacks conducted via mobile devices surged
by 85%, while 82% of phishing attempts were executed through email platforms [1],
[17], [25]. Email phishing is a variant of phishing in which malicious actors dissemi-
nate fraudulent emails, purporting to originate from trusted entities, with the intent
of deceiving recipients into divulging sensitive information or performing actions
desired by the attackers. This type of attack is typically indiscriminate, targeting a
broad audience through mass email distribution. Common examples include emails
that appear to be from financial institutions, prompting recipients to click a link
to verify their account details. The link, in turn, redirects victims to a counterfeit
website designed to capture their login credentials. [12] In the second quarter of
2024, a report by the Anti-Phishing Working Group (APWG) indicates that phishing
emails will adopt a new scam technique. This approach involves using a distinctive
email subject line or mirroring the subject line of a legitimate marketing campaign
to increase the likelihood of deceiving recipients [14], [32].

Seventh grade students, usually aged 12 to 13, begin using email for various
school-related activities, such as attending online classes, accessing lessons, and par-
ticipating in academic enrichment programs. Consequently, raising awareness and
equipping students to handle the threat of phishing emails is crucial.

However, traditional lecture-based training in the classroom is often insuffi-
cient to fully engage students and stimulate their interest in learning about these
threats [14], [23].

Numerous researchers and educators have also designed and developed
educational games aimed at enhancing learning about phishing in various formats.
This includes the development of various kinds of games [6], [8], [24] such as mobile
game development (Phish Phinder, PHISHGEM) [9], [10], [20] learning-based plat-
form simulation (CyberPhishing) [16], board games (Smells Phishy) [18], gaming
quiz [19], and role-playing games [22].

Incorporating a digital game-based learning model to educate students about
phishing emails can significantly improve the learning environment and foster a
positive attitude towards learning. In addition to acquiring knowledge, learners will
experience enjoyment, enhancing their engagement with the material. This approach
also promotes positive interactions between learners and the games, as well as
among learners themselves as they collaborate and learn through gameplay [1], [2],
(31, [4], [5], [6], [7], [11], [26], [27].

In this study, the researchers designed and developed an educational game based
on digital game-based learning (DGBL), mobile learning (m-learning), and Game-flow
to improve knowledge about phishing emails, structured as a “spot-the-difference”
game involving both images and text. This format was chosen due to its familiarity
among most learners. The details are as follows: [6], [15], [26], [27].

¢ Delivering a good learning experience using games: The games used will
be engaging and appealing so that students can continue learning through them
during the learning period, fostering a desire for ongoing education [2], [4],
(7], [31].
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e Game-flow: Encouraging students to develop a desire to learn by designing
content and activities that match their skill levels [2], [4], [7].

e Creating collaborative learning using games: While the students play the
game, they can exchange information with each other to accomplish missions
(2], [11].

o Data Feedback: Providing guided learning information during game-based
learning helps learners effectively acquire and retain the correct content [7].

Moreover, the game does not require installation on devices, as it can be accessed
via a website, providing the convenience of learning anytime and anywhere.
The game’s content and narrative immerse learners in the role of cyber detectives,
adding an engaging storyline to the educational experience [28]. The game is divided
into two sections: the lesson section, which focuses on identifying irregularities in
email subjects, text, images, and sources; and the game section. The design of images,
graphics, colors, and music has been carefully chosen to suit the learners’ age group.
Additionally, the game’s difficulty levels are tailored to match the learners’ obser-
vational abilities and language proficiency, ensuring an appropriate and effective
learning experience [21], [28], [29], [32], [33].

N

OBJECTIVE

e To study and develop an educational game to enhance knowledge about
phishing emails.

e To compare learners’ academic performance before and after playing the
educational game.

e To evaluate the acceptance of the implementation of an educational game to
enhance knowledge about phishing emails.

3  HYPOTHESIS

Students who learned with educational games to enhance their knowledge about
phishing emails had higher learning achievement than before learning with games.

4  RESEARCH FRAMEWORK

‘ 7t Grade Students J o )
Phishing Detective Game

[ Educational game elements and mechanism

Y

{ Game acceptance Learning satisfaction J

Fig. 1. The research framework for developing a mobile-responsive web application
for middle school learners
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5  RESEARCH METHODOLOGY
5.1 Research design

This study aimed to promote phishing email awareness and improve learning
outcomes among seventh-grade students by utilizing a spot-the-difference game
that incorporated both images and text elements. The research methodology was
based on the ADDIE framework, encompassing five sequential stages: 1) Analysis,
2) Design, 3) Development, 4) Implementation, and 5) Evaluation. Each phase was
systematically applied to ensure the game’s effectiveness and relevance to the
learning objectives.

The research proposal was considered, and agreed to implementation of
the proposal of this study by the Suan Sunandha Rajabhat University Ethics
Committee (Certificate number: COE.2-108/2025). The study adhered to ethical
standards based on the 1964 Declaration of Helsinki, including all relevant later
revisions.

Before the experiment commenced, consent forms were completed by all student
participants, and parental authorization was acquired to maintain ethical standards
and safeguard minors’ rights.

Analysis. The research team collected data and examined students’ awareness
and learning behaviors related to phishing emails among seventh-grade students.
This analysis aimed to identify appropriate game types and formats that align with
students’ learning preferences, informed by existing research on phishing games
and the principles of digital game-based learning.

The Phishing Mail Detective game developed by the research team was distinct
from other phishing awareness games. The game was designed to enable students to
independently understand and learn through the following features:

e Clear instructional design: The game includes clearly defined steps, allowing
students to easily read and follow the instructions.

e Cross-device accessibility: The game can be played via any device with a web
browser, requiring no installation.

¢ Improved engagement and comprehension: The game helps learners more
easily grasp the concept of phishing and improves their learning response
through active engagement.

Design. The analysis revealed that most students commonly engage in game-
play during their free time after school, with a specific interest in spot-the-
difference games involving images and text. Based on these preferences, the
research team developed a game that conveys phishing email concepts through this
familiar format.

To enhance learner engagement, the game incorporates key features of effec-
tive educational games, including visually appealing graphics, age-appropriate
content, and a consistent alignment with learning objectives. Additionally,
well-structured rules and progressively challenging levels were implemented
to maintain students’ interest and promote continuous learning through-
out gameplay.

Development. Considering that the target learners are between 12 and 13 years
old, the researchers designed the game using bright, engaging colors and a storyline
featuring cartoon characters. In the game, learners assume the role of detectives
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working alongside the “Cyborg” Cyber Police to investigate whether specific emails
contain phishing content.

To support diverse language needs, the game incorporates both Thai and
English text. Ambient background music was intentionally selected to foster a calm
and focused learning atmosphere, as it emphasizes soothing tones that promote
concentration during gameplay.

The game’s difficulty levels were carefully aligned with the learners’ cognitive
development and educational stage. In order to assess how well the game performed,
as well as the overall game-based learning model, a questionnaire was administered
to three experts: one in game design and development, one in cybersecurity, and one
in educational assessment and evaluation.

Implementation. The researchers first administered a pre-test to the
students, followed by a lesson on phishing emails delivered through the edu-
cational game. This instructional intervention was conducted with a sample of
130 students.

Evaluation. After the sample group completed the gameplay session, the research-
ers administered a questionnaire to assess the learners’ acceptance of the phishing
email learning experience. The collected data were then analyzed to evaluate the
overall effectiveness of the game-based learning model.

5.2 Research sample

In this study, School A had a total of 325 seventh-grade students. A screening
questionnaire was distributed to all students to identify those who were unfamiliar
with phishing emails. Based on the results, a purposive sample of 130 students was
selected to participate in the study.

5.3 Research tools

In this study, the research team created an educational game designed to
enhance students’ understanding of phishing emails. Pre- and post-assessments
were conducted to measure students’ knowledge before and after engag-
ing with the game. Additionally, the researchers employed an acceptance
questionnaire to evaluate students’ perceptions of learning through the game-
based approach.

Phishing detective game. The researchers designed and developed a web-based
game, accessible through a browser, with educational content that learners are
encouraged to read and understand before beginning gameplay. The game follows
a spot-the-difference format, focusing on phishing detection within images and text,
with content available in both Thai and English.

Players must scrutinize the text or images in emails to spot differences, helping
to determine whether an email is a phishing attempt. If a learner suspects an email
is phishing, they can press a green button to flag it. If they believe an email is legiti-
mate, they need not press the button. Each email presents unique errors and observ-
able clues that vary in complexity, designed to progressively challenge learners and
maintain engagement. The game also features ambient background music to cre-
ate an immersive and conducive learning atmosphere [13]. The following sections
provide details of an example game screen.
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Suspicious Message

ngruIs:ydo

Fig. 2. The enter student name screen

Notification Irregular Activity

Bank of Amorica <aw.ootm-|.ml>°
to Undisclosed receipients;

Bankof America %~

Oear Member: ()

We detected unusual activity on your Bank of America debit card on
0/04/2022. For your p please venfy this actvity so you can

continue making debit card without P

(+]

Ploase sign in to your account at hilps://bankofamerca,com to review and

Fig. 3. Display showing a selection of message suspected of being phishing email
%5 ety 202 s
Notification Irregular Activity

Bank of Amerd o .....°
e to Undisclosed recespients;

Bankof America %~

Dear Member:

Weo detected unusual activity on your Bank of America debit card on

Fig. 4. The answer screen displayed after the student has played through each level
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MRS

Dear taxpayer, |

This is an automated email, please do not reply. 0

Tuusngvodanaluvonawd

We've noticed your account information is missing of incorrect.

We need to venify your account information before you can file or receive

your Tax Refund. -

Fig. 5. The correct answer screen is shown in a green bar

Pre- and post-test. To measure learning achievement, the researchers created a
paired set of assessments—one administered before and one after the intervention,
this test covers mail phishing content with 20 multiple-choice questions, each offer-
ing four options, from which students must select the correct answer, considering
the difficulty level of each question.

Survey on acceptance of educational games to enhance knowledge about
phishing emails. To evaluate the acceptance of the educational game designed to
enhance knowledge about phishing emails, the researchers developed a question-
naire utilizing a 5-point Likert scale. The scale ranged from 1 (“Totally disagree”)
to 5 (“Totally agree”), assessing learners’ perceptions across multiple dimensions of
game-based learning.

The rating levels were categorized according to the scale shown below [30]:

4.21-5.00 = Strongly agree

3.41-4.20 = Moderately agree

2.61-3.40 = Neutral

1.81-2.60 = Moderately disagree

1.00-1.80 = Strongly disagree

The gap between maximum and minimum scores was calculated as 4 (5-1), and
each interpretation level was assigned a range of 0.8 points.

6  FINDINGS

The researchers tested the hypothesis that “students who learned through educa-
tional games would demonstrate higher learning achievement regarding phishing
emails compared to their performance before the intervention.” A paired-samples
t-test was utilized to examine the outcomes of both pre- and post-assessments. The
findings derived from this analysis are shown in Table 1.

Table 1. Summary of learning achievement test results analyzed via independent t-test

Test W\ Scores Total Scores Mean S.D. ) S.D.D Sig.(1-Tailed)
Pre-test | 130 30 2899 2230 | 3.96
6.04 | 416 | 14.43* 0.0000
Post-test | 130 30 3585 27.58 | 1.46
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As shown in Table 1, students achieved an average pre-test score of 22.30 and an
average post-test score of 27.58. The mean difference of 6.04 points, with a p-value
of 0.0000, indicates a statistically significant improvement in learning achievement.
These findings suggest indicating that the educational game produced a substantial
a beneficial effect on learners’ ability to recognize and understand phishing emails.

Table 2. Learners’ acceptance of game-based learning

No Question Mean S.D. Interpreted

Ease of use

1 | Learners do not need to install the game because it can be played | 4.70 | 0.52 | Strongly agree

via the web
2 | The game can be processed quickly 467 | 0.51 | Strongly agree
3 | The order of the content within the game is appropriate 460 | 0.58 | Strongly agree
4 | Learners can learn through games continuously, 4.74 | 046 | Strongly agree
anytime, anywhere
Average 4.68 | 0.52 | Strongly agree
Usefulness
6 | The content of the game is consistent with the learning 457 | 0.54 | Strongly agree
objectives
7 | The experiences gained from learning through games can be 467 | 049 | Strongly agree
applied in daily life
8 | Learning through games enhances imagination and 469 | 0.50 | Strongly agree
critical thinking.
9 | Games can meet the learning needs of learners 459 | 0.57 | Strongly agree
Average 4.63 | 0.53 | Strongly agree
Education game elements
10 | The gameplay is entertaining 452 | 0.63 | Strongly agree
11 | Images and graphics used are enjoyable 455 | 0.65 | Strongly agree

12 | The format and content of the game are appropriate for learners | 4.59 | 0.55 | Strongly agree

13 | The difficulty level in the game is appropriate 445 | 0.64 | Strongly agree

14 | The music used in the game is appropriate 449 | 0.61 | Strongly agree

15 | The language used in the game is accurate and clear 437 | 0.79 | Strongly agree
Average 4.50 | 0.65 | Strongly agree

According to the data presented in Table 2, learners perceived employing edu-
cational game-based methods for learning about phishing emails as highly accessi-
ble and user-friendly. This positive perception was largely attributed to the game’s
web-based nature, which eliminated the need for installation and allowed learn-
ers to engage with the content anytime and anywhere. Additionally, the game’s fast
processing speed contributed to a responsive and seamless learning experience.

Learners also indicated that the game facilitated a better understanding of con-
tent structure and learning objectives. Beyond convenience, they noted that the
game enhanced their imagination, encouraged logical and analytical thinking, and
provided knowledge that could be applied to real-life scenarios—highlighting the
practical relevance of game-based learning.
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Regarding the design components, the most influential factors contributing
to learners’ acceptance were the game’s overall structure, its compelling visual
design, and the level of enjoyment experienced during gameplay. Other contribut-
ing elements included the appropriateness of the game’s difficulty, the immersive
background music, and the clarity of language used throughout the game—all of
which played a role in shaping learners’ engagement and positive reception of the
learning tool.

7  DISCUSSION

The findings of this study demonstrate that Phishing Mail Detective is a highly
suitable educational tool for teaching phishing awareness to seventh-grade students.
Its familiar spot-the-difference format, intuitive interface, and simple game mechan-
ics allowed learners to engage with the content immediately, without the need
for prior instruction. Moreover, the game’s web-based accessibility enabled stu-
dents to interact with the learning material conveniently from any device and
location [11], [12].

Beyond the significant improvement in post-assessment scores, the game received
the highest acceptance ratings across three dimensions: instructional design, per-
ceived usefulness, and ease of use. These results suggest that web-based games,
which do not require installation and are device-independent, are particularly effec-
tive in supporting diverse learning environments, including resource-limited rural
schools [6], [15], [31], [33].

Students valued the game’s interactivity and immersive elements. The spot-the-
difference design closely mirrors familiar game experiences, enabling immedi-
ate engagement. Content alignment with instructional objectives also enhanced
learners’ imaginative and critical thinking skills. Many learners reported being
capable of utilizing the knowledge gained acquired through gameplay into real-
world situations.

The educational game also integrated motivational components that further
supported learning, including:

e Role-playing as a cyber detective

e Realistic phishing scenarios

e Immediate feedback via answer screens and scoring

e Ambient music to enhance focus

e Language-based clues (e.g., grammatical errors or suspicious links)

These features contributed to developing learners’ observational skills and over-
all understanding of phishing tactics.

The results align with previous studies on phishing education games—such
as Phishing Phinder, Smells Phishy, Cyber-Phishing, and PHISHGEM—which also
emphasize the importance of interactivity, accessibility, and adaptability in digital
game-based learning formats [9], [10], [16], [18], [20], [28].

8  CONCLUSIONS

The findings of this study suggest that Phishing Mail Detective is an effective
and accessible educational game for enhancing phishing awareness among middle
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school students. Its simple gameplay mechanics, device-independent accessibility,
and web-based design make it well-suited for a variety of learning environments—
including those with limited technological infrastructure.

The game’s positive reception by students further supports its potential scalability
and adaptability. The framework used in this study could be extended to cover other
areas of cybersecurity education. However, future adaptations should consider key
contextual factors such as the school’s technological resources, curriculum focus,
and the learners’ prior knowledge and cognitive development to ensure maximum
educational impact.

9 LIMITATION

There are restrictions on using the Thai language for communication within
the game, which may hinder the understanding of the email content. This makes it
challenging to differentiate between students’ emails within the game.

Therefore, subsequent studies might necessitate the assistance of Thai language
experts to ensure that the material appropriately matches the students’ proficiency
level in Thai language proficiency.

10 SUGGESTION

In the future research, we should evaluate the long-term results. To assess long-
term knowledge retention, a method can be implemented to verify achievements
each semester. Additionally, have the effectiveness and acceptability of other educa-
tional tools been compared to educational games to determine if there are significant
differences.
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