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ABSTRACT

This study proposes a novel approach to enhancing mobile security by identifying key param-
eters of virtual keypad input for user authentication. In particular, the intention is to develop
a behavior-based recognition system that uses user behavior during keypad interactions
to minimize fraudulent activities. It is necessary to establish an automatic authentication
mechanism to identify predictive functional correspondence based on user frailty and distin-
guish them from intruders. The contingency study design compared several authentication
algorithms using a dataset from a company, including 792 users and 4,096 employees who
left between 2016 and 2020. The metrics are an average precision of 1.0 and a recall of 1.0,
as all models can detect fraud effectively. As for the CR-EPSB algorithm, the precision value
was only 0.110, but the proposed TKIP-based algorithms indicated better precision values
ranging from 0.516 to 0.723 and F1 scores ranging from 0.681 to 0.839, which contributed
to the improvement of the authenticity rate. The outcomes of this work reveal the effective-
ness of the proposed keypad-based authentication technique in improving mobile security
systems and the security of the various financial transactions for businesses and individuals,
as well as the security of their enterprises and personal devices. The study establishes the
need to integrate behavioral biometrics as an extra security measure for portable products
since other forms of identification might not be sufficient.

KEYWORDS
mobile authentication, mobile interaction security, virtual mobile keypad input patterns,
user behavior recognition, fraud detection

1  INTRODUCTION

As most modern people use various applications on their smartphones for com-
munication and personal data processing, the safety of mobile human-device dia-
logues is of high importance [1], [2], [3], and [4]. Nevertheless, conventional security
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remains intact in terms of password identification and cannot hence ensure user
confidence. Presently, cybercriminals use other ways of fraudulence in attacking
mobile security, where they use methodologies such as phishing, drive-by down-
loads, and botnet attacks to install malicious software that compromises personal
identifications such as passwords [5], [6], and [7]. The botnet involves compromised
devices under a single command center to launch attacks; on the other hand,
phishing ambushes the users by sending a link or an email to enter sensitive infor-
mation on a counterfeit site [8]. Unless the intruder manages to obtain the pass-
word, the traditional security measures revolve around this aspect of security [9].
These people can inject scripts into websites, record what is typed, and get the
stored passwords from the browsers [10]. These tactics afford the attackers the abil-
ity to compromise an account by altering the passwords and thereby be able to
stay logged in for an extended duration [11]. The following research proposes a
novel behavior-based authentication model that considers how a smartphone’s
keypad usage changes across different modes. The proposed identification method
goes beyond entering credentials, unlike typical identification; therefore, detecting
unauthorized access is much easier. This approach helps to neutralize such a threat
since even if an attacker acquires the correct login credentials, they cannot use the
accounts extensively due to the monitoring process. Taking into consideration the
input features identified by users, the described system enhances the credibility of
real-time identity confirmation while minimizing various attacks familiar in the
world of mobile security.

1.1 Statement of problem

Passwords are often easily cracked or stolen using advanced methods. If an unau-
thorized user gains access, they can modify the password, posing a serious security
risk. Most systems cannot distinguish between legitimate users and intruders, even
when the correct password is entered [12]. However, if an organization decides to go
the extra measure of incorporating MFA, this risk may be reverted by intruders, and
they will change a password. For example, when a user tries to change the password
on a particular account, the system fails to determine whether the user is authentic
or an intruder. This is the primary issue that arises, and the only work in the liter-
ature that has been elaborated to contribute was the Electronic Personal Synthesis
Behavior (EPSB) algorithm [13], [14]. While introducing novelties, the system has
weaknesses, including time-consuming processes and a low 60% success rate.
It struggles with managing password length changes. This study enhances authenti-
cation by improving accuracy, reducing selection time, and addressing security gaps
to mitigate unauthorized access and cyber threats through advanced algorithms for
detecting forged users.

1.2 Proposed solution

To close this gap, we propose a central general algorithm: Transforming Virtual
Keypad Input Patterns for Recognizing User Behavior (TKIP-RUB) [15], which is later
extended to three more new versions as described in Table 1 and the mobile input
patterns depicted in Figure 1. [16] has used the virtual keypad letter substitution
encoding to improve text classification accuracy.
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Fig. 1. Mobile input patterns

Table 1 explains the working of the proposed algorithm named as TKIP-RUB.

Table 1. Developed algorithms

Algorithm Acronym Example “OMAN@#2040”
Transforming Keypad Input Patterns | TKIP-RUB “6666266”
for Recognizing User Behavior Only letters are replaced with number
substitution
(Symbols and numbers are ignored)
Transforming Keypad Input TKIP-RUB-SYM “6666266 SS”
Considering Symbols Patterns All letters are kept, and all symbols
for Recognizing User Behavior are replaced with “§”
(numbers are ignored)
Transforming Keypad Input TKIP-RUB-NUM “6666266 NNNN”
Considering Numbers Patterns All letters are kept, and all Numbers
for Recognizing User Behavior are replaced with “N”
(Symbols are ignored)
Transforming Keypad Input TKIP-RUB-NUM-SYM | “6666266SSNNNN"
considering Numbers & Symbols All letters are kept, all symbols are
Patterns for Recognizing User Behavior replaced with “S,” and all Numbers
are replaced with “N”

Transforming keypad input patterns for recognizing user behavior along with
the expanded sub-level algorithm describes the process of converting key input
patterns found in most mobile phone designs into simpler forms of user recognition.
From here, it naturally evolves into a project aimed at converting virtual keypad
inputs (letters, numbers, symbols) to precise patterns, which can then be used
for identification of legitimate users or detection of fraudulent behavior. The fol-
lowing explains how each variant of the algorithm operates: With the TKIP-RUB
method, numbers, similar to a mobile phone keypad, replace letters. For example,
“OMAN@#2040” was converted into “6666266” because symbols and numbers are
ignored. TKIP-RUB-SYM: This version is much the same as the previous one, but it
includes symbols as well. Each of the letters is substituted with a corresponding
number while ‘S’ is assigned to the symbols, and numbers are put out of mind. The
string “OMAN@#2040” converted into “6666266 SS,” for instance. The major dis-
tinctive feature of the TKIP-RUB-NUM variant can be marked as the letters’ numer-
ical encoding with subsequent replacement of “N” for any number. Every symbol
was disregarded. The specific coding was given where “OMAN@#2040” regrouped
as 6666266NNNN, for instance. The TKIP-RUB-NUM-SYM version was made with
all of the specified transformations with the letters replaced by numbers and sym-
bols replaced by S, and numbers replaced by N and OMAN@#2040 represented as
6666266SSNNNN.
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1.3 Significant and novelty

This work is important and unique because it directly fills a major gap in mobile
security, namely, that of user authentication, based on the analysis of keypad
dynamics. Compared to generic approaches utilizing passwords and PINs, which
are prone to various risks including phishing and brute force attacks, this paper
advances a new method based on the analysis of user behavior during the selection
of passwords. This kind of behavioral analysis also enhances system security a notch
higher by denying intruders who already know the proper password a chance to
access the system easily. This method of improving security technology elevates the
notion of behavior recognition when implemented in mobile authentication systems
as superior to conventional fraud detection strategies. Additionally, it enhances
the user-friendliness of a website by eliminating certain false alarms to enhance
web security for the users and organizations and therefore develops a better, more
secure Internet setting for users and organizations.

2  LITERATURE REVIEW

Cybersecurity awareness among vocational students remains limited, highlighting
the need for curriculum enhancements and training programs to strengthen their abil-
ity to handle cybersecurity threats in professional environments [17]. The rise of the
digital economy increases cybersecurity risks, especially in accounting and finance.
Mobile learning programs enhance cybersecurity awareness, offering accessibility,
engagement, and cost-effectiveness, supporting curriculum integration and future
research on long-term impacts [18]. In the past few years, the use of mobile devices
to access various information has grown to a factor that requires efficient methods of
authenticating an individual [19]. Conventional passwords are very much exposed to
phishing, guessing attacks, shoulder surfing, and other forms due to poor password
selection and habitual use among users [20], [21]. Recent work carried out in the field
stresses identifying user password behavior to improve the reliable and secure authen-
tication models and control the invasion of unauthorized users [22]. In the past, a study
was conducted on password behavior to improve security and observed mobile typist
behavior as biometric lecturers [23], [24], [25], and [26]. For instance, [14], [27] developed
an authentication-based access control algorithm that focuses on passwords entered by
the user, typing mistakes, and the time input was done. This was mainly because it
depended on user acceptance surveys and a small number of patients, which limited
its utility. A similar study assesses student readiness for mobile learning cybersecurity
using a survey of 150 engineering students, highlighting the need for enhanced cyber-
security education and training programs [28]. This study examines cyber hygiene
among business students, identifying strengths and weaknesses to improve cybersecu-
rity education through targeted curricula and training, ensuring safer digital practices
in professional settings [29]. The CR algorithm for developing an EPSB is proposed for
user authentication also [13]. Compared to the CR approach, it is effective in tracking
password activities, but it fails to balance the difference in password length and have a
high computational penalty that excludes it from being in real-time [30], [31], and [15].
There are signs of higher-level tendencies that mobile keypad navigation can be used
as identification of users similar to the biometric one [32]. There are ideas and concepts
that user identification can be prolonged after the first synchronized password using
keystroke dynamics, which was discussed in [33]. However, many previous works
involve confined scenarios or possess a small sample set, or the population is studied
under the condition that it has prior training in the use of the analyzed tool.
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2.1 Electronic personal synthesis behavior algorithm

The possible extension of EPSB algorithm increases password typing duration
and choice of an adequate method for user authentication based on the historical
behavior data with the help of the Confidence Range (CR) function [12], [13]. But the
parameters connected with the password input duration indicator—only six of
them—restrain the EPSB algorithm. For better understanding of these six parameters,
in this work we proposed the development of an application to simulate the function
and working of the EPSB algorithm. The six parameters are explained in Table 2.

Table 2. Six parameters integrated with the EPSB algorithm

Parameterl EVE A Parameter3 Parameter4 Parameter5 Parameter6

Small letters Capital letters | Sum of Small | Numerals Symbols Length of the
letters + Capital password
letters

o restny - o x
Users dinformation Usor Curront Password
usorl ~ Add Usex user2 IBrahim@p1234 Analyzer
.
Now Password to Change 0
usord . .
§ iNjaad@1234
Mn_mean Max_mean MnC MaxC Mansum Maxsum MnD MaxD MnS MaxS Mnl Maod.
MEANCR |» EENEM 55 15 18 7 7 2 24 2 2 n n2
(. »
Mn_moedan  Max_medan MnC MaxC MnSum  MaxSum  MnD MaD MnSy MaxSy ML Mad
ModancR |” 55 15 2 7 7 2 2 2 2 1 n
(' »
Mn_mod Max_mod CMin cMax Mansuml Maxsuml MnD MaxDt MnS MaxSo Mnl Mad
Mod-CR » 5 2 2 7 7 2 2 2 2 n n
(. >
Current Password 55 1 6 4 1 11
Mean NN FAIL FAIL FAIL FAIL PASS|
s e == W W E B
swrosns ¢ NN FAL
opon Rosuts ijaad 1234
-
B 1978sA!
J$ordandd N @
AS107808 ~

Fig. 2. Screenshot of the developed application implementing the EPSB algorithm

Source: Author’s own.

The developed application calculates the most recent password for User 2, who
changed her or his password five times in 15 months. It is shown in Figure 2 that the
application updates the CR database, which contains data on the minimum and max-
imum for the mean median and mode of six variables outlined in Table 1. Example:
User 2 currently has the password as ‘Ibrahim@1234. The above CR carries calcula-
tions for small letters, capital letters, numerals, symbols, and total length. A fake user
(F, User) tries to change the password to another one, namely ‘iNjaad@1234, after
successfully typing the correct password.

Step 1: For “iNjaad@1234” the simplified CR Calculation is as follows; The targeted
value of the CR is as provided below:

o 5small letters: “ijjaad”
o 1 capital letter: “N”
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6 combined letters: “ijjaad + N”
numerals: “1234”

1 symbol: “@”

11 total characters: “iNjaad@1234”

O O O O

Step 2: Comparison with Original User (O-User) CR:

For instance, in the first parameter (small letters), the mean O-User’s CR is 5.2-5.5;
the F-User’s CR is 5. As 5 lies out of the range of 5.2-5.5, none of the success points
are awarded.

In Figure 2, five successful comparisons are depicted, which yields a then sim-
ilarity score of 5/18*100 = 27.7%. According to the checklist below, the F-User fails
to update the password because the passing score for the test is 66%. In light of the
poor detection of unauthorized users by the base EPSB algorithm, explaining its low
performance. Consequently, when testing the newly applied algorithm that included
more user data in the application during the testing phase, the efficiency of discrim-
inating the EPSB algorithm between unauthorized users was quite low.

Therefore, this study presents TKIP-RUB to address the weakness and low accuracy
of the EPSB algorithm. In our technological age, the simplicity of passwords and pass-
phrases continues to be a cause for concern [34]. Research has indicated that a consid-
erable proportion of people use easily guessed passwords, which puts them at risk of
being the target of cyberattacks [35]. Secondly, multiple accounts use the same pass-
word, making all of the other accounts vulnerable to compromise if one is cracked [36].

3 METHODOLOGY

A comparative experimental research design helps evaluate authentication
algorithms using actual data obtained from an IT department of a company. The
assessment method analyzes authentication protocol effectiveness by establishing
systematic performance evaluation across multiple evaluation criteria.

3.1 Study design and experimental setup

The experimental investigation included analysis between an experimental and
control grouping during its performance. The control group used conventional
authentication systems, whereas our research methodology served as the experi-
mental group by integrating numeric pattern recognition and behavioral analysis.
The research aimed to evaluate authentication precision, recall, accuracy, and
F1 score performance when manipulating various system parameters.

The research originated from a cybersecurity problem affecting employees at
a company with 792 personnel. Research revealed one Ph.D. work employing the
EPSB algorithm, but this study demonstrated insufficient real-world authentication
validation. User authentication data was obtained from the IT department of the
company following procedures to protect privacy and preserve anonymity.

3.2 Data collection process and selection criteria
The company’s IT logs served as the primary source of information for collecting

authentication data related to employee behavior. The method for collecting data
consisted of these distinct steps.
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Recognized records about handling system logins spanned from 2016 to 2022
and included 2094 records that belonged to 465 workers who moved to different
positions during the two years from 2020 to 2022.

Anonymity protection occurred when the IT department used randomly gener-
ated user identifiers instead of real user names.

Inclusion Criteria:

e Employees with at least three recorded password updates.
e Users who maintain stable authentication logs through various successive
login sessions.

Exclusion Criteria:
e Incomplete authentication records.

Users who did not update their passwords more than three times belong to this
category. The research data included three essential components, which were hidden
usernames, passwords, and timestamps for password modifications. Verbal analysis
was possible through entries in the password logs where users made between 3
and 8 updates for each account. Table 3 presents a sample of the distribution of
password changes for all users.

3.3 Dataset splitting and validation
The analysis used these divisions for training data and testing purposes:

e The algorithm training and user profile generation used 1629 records in the
training dataset.
e Thetesting subset consisted of 465 records for algorithm performance assessment.

Several steps were applied to guarantee the validity of the dataset including:

The dataset received verification for completeness by detecting both missing
values and inconsistent information.

Verification of anonymization criteria:

e The process successfully replaced actual usernames through a system that gener-
ated random user IDs.

¢ Data quality maintained through the exclusion of the latest user password from
model training while securing actual performance assessment during evaluation.

3.4 Comparative analysis of algorithms

A smart application for evaluation purposes integrated multiple algorithmic
components to assess authentication effectiveness.

e A system generated individual user profiles by analyzing the behavioral authen-
tication log patterns.

e Multiple authentication algorithms run in the system through the EPSB algorithm
and TKIP-RUB.
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¢ Analyzing password evolution required the substitution of letters with numbers
using numbers to represent letters for letter-based studies while omitting symbols
and numbers.

o Testing of different solutions against each other occurred using precision, recall,
and F1 score metrics to pick the best solution.

The developed TKIP-RUB approach proved its versatility by solving weaknesses
in password count regulations processing time demands and authentication session
reliability. Behavioral-based authentication emerges as a critical method for fighting
against cybersecurity threats according to research findings.

Table 3. Distribution of password changes

Number of Password Updates Number of Employees Total Records
181 543
93 372
5 76 380
6 67 402
7 32 224
8 16 128
Total 465 2049

The proposed TKIP-RUB algorithm in this work and its extended sub-algorithms

are shown in Figure 3.

"/

[ "OMAN@#2040" ]<: Input Parsing le > 1 a0 2nsc | 0EF3 |

4 MNO &
GHI 5 JKL

l G 7pars | 8Tuv | wxvz9
Letter Transformation 1< > *+3 | Oc o & #

[ 0:666; M: 63 A:2; K 4%
N: 66
Ignore Symbols and

Numbers (TKIP-RUB)

out tTJ\/Lf d
" “ utput Transforme
6666266 ——
[ ] Pattern
TKIP-RUB-SYM TKIP-RUB-NUM-SYM TKIP-RUB-NUM

~

Evaluation & Comparison

Fig. 3. The proposed algorithm
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4  EXPERIMENT AND EVALUATION MEASURES

To conduct the proposed experiments in this work, we first developed a C#
code to implement the algorithms. The smart application created profiles for
465 users from the training dataset and then ran experiments to evaluate the per-
formance of each algorithm using the testing dataset. Figure 4 displays a screen-
shot of the profile of user 151, who has updated their password four times. In
the box labeled “Training (DS),” the smart system generates the user profile using
four algorithms: TKIP-RUB (highlighted in red), TKIP-RUB-SYM, TKIP-RUB-NUM,
and TKIP-RUB-NUM-SYM. The label for each algorithm is placed next to the corre-
sponding generated profile. The first three passwords of user 151 were stored in
the training dataset, while the fourth password was stored in the testing dataset.
The smart application also ran the EPSB algorithm and calculated the profile of
user 151, as shown in Figure 5. For the testing process, each user and their cor-
responding test password were uploaded to the system. The system then gener-
ates a profile based on the relevant algorithm. Figure 6 illustrates the complete
scenario of how the proposed algorithms are implemented and tested. As seen
in Figure 6, when the command labeled “keyB-Alg” is clicked, the TKIP-RUB algo-
rithm is executed, generating a profile for the tested password. In this case, user
151 entered “Radiologist@U5,” and the system generated a profile based on the
proposed algorithm. The system then compares the two profiles: one generated
from the training dataset and the other from the testing dataset.

Users Testing(DS) | Traning(DS)
USER145 A Plumber@V6 ~ | | Cardiologist@Z0
USER146 | Actor@H2 Obstetrician@X8
USER147 |Cashier#09 || Pediatician@W7
USER148 Wiiter@Ve
USER149 Coach@G1
USER150 Therapist@M
USER151 B v
Useris: — BRadooasio O I S
2222777344466655566644447777899996662277778338777444222444266997333444287774442224442669

TKIP-RUB-SYM

2222777344466655566644447777859999666227777833877744422244426659973334442877744422244426659
222277734446665556664444777789999N666227777833877744422244426699N7333444287774442224442669N TKIP-RUB-NUM

22227773444666555666444477778S9999N6662277778338777444222444266S9IN733344428777444222444266SON TKIP-RUB-NUM-SYM

Fig. 4. Generated profile from training dataset for user 151 using all four algorithms

EAN-CR

Min_mean Max_mean MinC MaxC Minsum MinS MaxS MinL MaxL pa
N B 2 225 11.25 1 1 135 15 Il
dedian-CR .

Min_median Max_median MinC MaxC MinSum MinSy MaxSy MinL MaxL [
» I 2 2 13 1 1 15 15 3p
Vod-CR >

Min_mod  Max_mod CMin cMax MinsumL MinS MaxSe MinL MaxL M
» I 2 2 13 1 1 15 15 Ty
< >
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Fig. 5. Generated profile from training dataset for user 151 using EPSB algorithm
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2222777344466655566644447777859999666227777833877744422244426659973334442877744422244426659
222277734446665556664444777789999N666227777833877744422244426699N7333444287774442224442669N TKIP-RUB-NUM
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;(7572344466655566544447777888 44666555666444477778S88  66655566644447777888N  723444666555666444477778S88N
PASS 37 37 38
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Fig. 6. Comparing the training profile of user 151 to the testing profile “Radiologist@U5”

4.1 Evaluation

The precision-recall and F1 scores used to measure the performance of all
algorithms. The obtained results shown in Table 4.

Table 4. Results

Algorithm Precision Recall F1-Score
CR-EPSB 0.11 1 0.198
TKIP-RUB 0.516 1 0.681
TKIP-RUB-NUM 0.723 1 0.839
TKIP-RUB-SYM 0.587 1 0.74
TKIP-RUB-NUM-SYM 0.716 1 0.834

Table 4 presents the compression overall algorithms, and the ranking as follows:

e TKIP-RUB-NUM achieves the highest F1-Score (0.839), indicating its balance
between precision and recall.

e TKIP-RUB-NUM-SYM also performs very well with an F1-Score of 0.834.

e CR-EPSB has the lowest F1-Score, showing that while it has high recall, its preci-
sion is quite low, leading to less effective performance overall.

This study’s outcomes show the effectiveness of using keypad input patterns as a new
methodology to recognize and learn about user behaviors and for automated mobile
authentication and fraud detection. The recall rate has remained at 1.0 for all algorithms,
primarily validating the model’s ability to detect only authorized users without any
false negatives. This characteristic is highly important in the security of mobile human-
device interaction in which the possibility of unauthorized access is threatening.
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4.2 Computational complexity and performance overhead

The performance analysis of different algorithms is examined in Table 4 which
presents precision, recall, and F1-score results.

Both CR-EPSB display the worst precision at the level of 0.11 and F1-score at
0.198 together with perfect recall. Computational simplicity alone does not justify
this method because its high number of false positives creates difficulties for
applications that require quick response times.

TKIP-RUB enhances accuracy measurements by reaching a 0.681 Fl-score
but maintains perfect recall through its 0.516 precision rate.

The combination of TKIP-RUB-NUM delivers the best outcomes regarding pre-
cision values (0.723) as well as the F1 score measure (0.839) at the cost of higher
computational demands for prediction accuracy.

The accuracy performance of TKIP-RUB-SYM and TKIP-RUB-NUM-SYM depends
on moderate to high computational requirements. Systems require algorithm choice
to fulfill their operational requirements.

5  DISCUSSION

Mobile computing, therefore, makes user authentication one of the most import-
ant and sensitive areas of security. The paper also analyzes four types of authentica-
tion and discusses their benefits and drawbacks as well as possible usage.

Biometric protection methods are also used, such as face recognition, fingerprint
scanning, and voice recognition, and all these strategies are introduced in modern
mobile devices for the authentication of unprotected systems. Each method is con-
venient and has high reliability but exposes its limitations in terms of spoofing the
measuring device or environmental conditions. The integration of multiple modal-
ities improves the accuracy and reliability of the approaches because it solves the
problem of the lack of effectiveness of separate methods [37], [38], and [39].

The comparison of the results achieved by the given methods, presented in
Table 5, provides useful information about the efficiency of the traditional method of
password-based authentication, CR Algorithm (EPSB-Based), KDT, and the developed
TKIP-RUB approach. Using the password level of security is still common up to the
present time because of its easy use by the users. The use of various application pro-
grams allows users to control and generate passwords without the need to acquire
special hardware and software.

Table 5. Comparative analysis of authentication methods

Algorithm Strengths Weaknesses
Password-Based Authentication | Simple and widely used Vulnerable to phishing and brute-
force attacks
CR Algorithm (EPSB-Based) Tracks typing behavior Struggles with password
variations and high-
processing demand
Keystroke Dynamics Biometric-based, continuous Requires large datasets
authentication and extensive calibration

Proposed TKIP-RUB Approach Generates unique user profiles, | Addresses CR limitations and
adaptable security enhances security monitoring
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Nonetheless, some significant weaknesses associated with this method include
phishing, brute force, and weak password choice. Unfortunately, these vulnerabilities
are often attacked using credential stealing, dictionary attacks, and social engineering
techniques, thus making passwords the single factor of authentication unsuitable for
use in any highly secured environment. Behavioral tracking along with limitations
of the CR algorithm (EPSB-based). The increases in the CR algorithm with the help of
EPSB type take the behavior of a particular user into consideration to get improved
results in the authentication. This method helps to identify specific keystroke
dynamics, patterns, and errors of the users to create a profile. Nevertheless, despite its
effectiveness in behavioral tracking, the CR algorithm has its drawbacks: the variance
of password length is a problem for the algorithm, in addition to having high com-
putational demand for the immediate recognition of the user. Moreover, the use of
regular typing patterns restricts the possibility of application for those users who may
modify their typing patterns quite often. Keystroke dynamics authentication is actu-
ally an application of biometric signatures that use typing speed, force, and tempo to
identify the user from the pseudo one. This means that the current method described
in this paper has more security than the regular use of passwords. However, the accu-
racy greatly depends on the large training dataset, and it undergoes calibration and
machine learning models. In addition, the difference in typing behavior due to vari-
ous reasons such as tiredness, mood, type of keyboard used, or any other related fac-
tor might be another limitation. The TKIP-RUB approach deals with the above stated
issues encountered in previous studies and designs novel user profiles and modes
for security monitoring. It is also different from traditional passwords in that it is not
based fully on non-changing authentication. TKIP-RUB is superior to the CR algorithm
in terms of adaptation to the user’s typing behavior since the user can freely type more
variants while using a secured RUB. In addition, it provides real-time security mon-
itoring capability, making it more secure against new forms of security threats. This
approach strikes a balance between flexibility and security, enhancing authentication
frameworks for mobile security applications. It highlights the need to choose between
simplified, secure, or flexible authentication methods. Traditional password systems
remain widely used, but their limitations necessitate improved solutions. While the
CR algorithm and keystroke dynamics provide behavior-based security, they face
challenges like computational complexity and calibration. The proposed TKIP-RUB
approach integrates adaptability, security monitoring, and user profiling, making it a
promising solution for mobile authentication. Further research should focus on refin-
ing TKIP-RUB, incorporating machine learning, and testing it across various devices
and platforms. This paper introduces TKIP-RUB alongside the CR approach to develop
dynamic user profiles and continuously evaluate password activity. Unlike other
models, TKIP-RUB leverages learning capabilities to update passwords, enhancing
fraud detection with minimal user inconvenience. This improved security framework
makes TKIP-RUB a robust solution for real-world mobile authentication.

6  CONCLUSION

This work is essential and novel since it tackles the problem of identifying user
authentication asa significant challenge in mobile security based on analyzing the pat-
terns of keypad inputs. Conventional authentication methods, including passwords
and PINs, secure information but are increasingly vulnerable to various risks, such
as phishing and brute force attacks. As a result, this research uses a unique approach
to identifying human behavior throughout password selection to improve security.
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One interesting and often unexplored aspect can be the learning of users’ behavior
when choosing passwords via their devices. These signatures add another layer
of protection so that even if an intruder knows the correct password, he cannot
easily penetrate the system. This method seems innovative in dealing with the
problem of user authentication since it considers users’ behaviors during the actual
authentication. In addition, behavior recognition, as part of mobile authentication
systems, is considered an improvement in security technology compared to tradi-
tional fraud detection. Besides, this approach improves the usability of search engines,
removing many frequently found false positives while fortifying web security mea-
sures, making the internet environment more secure for users and organizations.
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