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ABSTRACT

The increasing adoption of 5th generation (5G) networks introduces significant cybersecurity
challenges due to the expansion of the attack surface, driven by network slicing, edge comput-
ing, and a massive number of connected devices. These challenges demand robust access con-
trol mechanisms to mitigate potential risks while maintaining network efficiency. This study
presents the Secure 5G Access Control (SSGAC) protocol, a comprehensive security framework
designed to enhance user and device authentication through multi-factor authentication
(MFA), contextual access control, and continuous monitoring. Unlike existing security models,
S5GACincorporates dynamic risk assessment, leveraging network traffic anomalies, user activ-
ity deviations, and device behavior irregularities to enforce adaptive access control measures.
Comparative analysis demonstrates that SSGAC achieves a significant reduction in data exfil-
tration risks, substantial mitigation of cross-slice breaches, and notable improvement in threat
detection, all while imposing only a minor latency overhead and a slight throughput reduc-
tion. Additionally, the MFA implementation in SSGAC achieves a high authentication success
rate, reinforcing its effectiveness in securing high-density 5G environments. Future research
will focus on Al-driven threat detection, federated learning-based security, and blockchain-
integrated identity management to enhance scalability and resilience in ultra-dense 5G
deployments. The proposed S5GAC protocol serves as a future-ready security solution, ensur-
ing robust protection against cyber threats while maintaining optimal network performance.

KEYWORDS
5th generation (5G) security, secure access control, network slicing, Al-driven security,
multi-factor authentication (MFA), cyber threat mitigation

1  INTRODUCTION

The improvements and the development of cellular networks, in conjunction
with their rapid expansion, are amplifying opportunities for digital transformation.
The 5th generation (5G) communication networks are poised as a last twist in this
development. The past decade saw notable investment from both the government
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and technology leaders to develop 5G mobile networks. The year 2015 saw the
International Telecommunications Union (ITU) come up with the 5G criteria termed
the IMT-2020 [1], thereby igniting the global competition for the commercialization
of the technology. In 2019, the first 5G networks were introduced in the countries
of South Korea, the US, and China [2], and by 2022, more than 200 networks in over
70 countries had come online. The total number of 5G connections exceeded
1.5 billion by 2023 and will reach more than 2.5 billion in 2025 [3], which is almost
50 percent of total mobile subscriptions. Also, 5G Advanced is expected to be launched
in the fourth quarter of 2025. Unlike previous generations, 5G creates a new type
of software-defined network architecture, opening opportunities for multifaceted
implementations in smart cities, self-driving cars, and telemedicine.

Key characteristics that set 5G apart from the previous ones and new ones are
discussed here. Against all previous networks, Enhanced Mobile Broadband (eMBB)
which offers a somewhat typical speed of ten gigabits per second (10Gbps) in
most deployments [4, 5], provides streaming and gaming-focused experiences, as
advanced in cloud-based and augmented/virtual reality services. The Ultra-Reliable
Low-Latency Communications (URLLC) assume an almost instantaneous response
time, and the round-trip time between the communication endpoints is less than
1 millisecond, hence they adequately represent applications that are in real-time
such as remote surgical operations, and civil aviation automated vehicles [6, 7].
Massive Machine-Type Communications (mMTC) make it possible to connect one
million IoT devices on one square kilometer in 5G networks [8, 9], making it pos-
sible to develop extensive IoT ecosystems in smart cities and precision farming.
Network slicing [10] refers to the concept of dividing a physical network into virtual
sub-networks tailored for specific applications. Edge computing [11] is the techno-
logical solution that brings services closer to the edge, and as a consequence, the
latency is minimized and the processing of real time data is optimized. Furthermore,
it is also worth mentioning that the 5G architecture also applies network functions
virtualization (NFV) [12] and software-defined networking (SDN) [13], which brings
in the flexibility and cost-effectiveness of the networking. Device-to-device (D2D)
communication is a growing research area in 5G networks where the security of
the devices is at severe risk as the user equipment nearby can directly communicate
with each other without the help of the central authority or evolved Node-B (eNB).
The authors in [14] explore D2D communication in 5G networks to reduce eNB traf-
fic, extend coverage, and support out-of-coverage devices using Proximity Service
(ProSe) with effective relay selection.

The rapid advancement and widespread adoption of 5G technology indicate
a future filled with potential opportunities. Nonetheless, this transformative shift
introduces significant cybersecurity challenges. This work investigates the principal
risks and mitigation strategies relevant to 5G, with a focus on the expanded attack
surface resulting from network slicing and edge computing. It also examines vulner-
abilities in network components and supply chains, as well as strategies for secure
device management. The analysis underscores the security enhancements in 5G,
including advancements in architecture, protocols, and identity management.

Unlike existing frameworks, the Secure 5G Access Control (S5GAC) integrates
multi-factor authentication (MFA), contextual access controls, and continuous
monitoring to dynamically mitigate cyber threats in real-time. This study aims to
bridge the gap by offering a novel security framework that enhances authentica-
tion and access control mechanisms while ensuring scalability in high-density 5G
environments. The remainder of this paper is structured as follows:
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e Section 2 provides a detailed review of related work, focusing on existing security
measures in 5G networks.

e Section 3 introduces the proposed SSGAC protocol, describing its core components
and functionalities.

e Section 4 presents a comparative analysis of SSGAC with existing protocols,
highlighting its advantages and performance trade-offs.

e Section 5 discusses scalability challenges and security trade-offs in high-density
5G environments.

e Section 6 concludes the paper by summarizing key findings and contributions.
It outlines future research directions, emphasizing Al-driven security
enhancements and quantum-secure algorithms.

2 RELATED WORK

5G is rolling out rapidly across the globe, and its cybersecurity challenges
demand urgent attention. While technology has advanced, 5G introduces new
security measures to counter risks from an expanding network and an increase in
potential attack points. These built-in features work to protect essential resources
and critical infrastructure. The high speed [15], low latency [16], and high-volume
connection [17] capacity that define 5G make it possible to develop new use cases in
different areas.

Automated cars [18] depend on 5G’s instantaneous communication capabilities
to interact with other cars and manage traffic more effectively in what is expected
to change the way people move, enhance safety, and reduce negative effects on the
environment [19]. 5G includes remote monitoring of patients, placing video calls,
and even performing surgeries from a distance [20], which is particularly advan-
tageous to people who reside in the countryside. Nonetheless, such developments
call for the proper implementation of data protection and ethical norms [21]. 5G
provides the technological base for smart factories of the Industry 4.0 concept,
which supports increased efficiency and flexibility of manufacturing industries
through technological and process monitoring [22]. The intelligent transportation
systems [23], environmental, and public safety aspects with supporting 5G networks
are also implemented by such smart cities, allowing for a multitude of intercon-
nected systems capable of real time analysis of many datasets [24]. This promotes
urban sustainability by tackling the environmental, economic, and social problems
associated with it [25].

Cybersecurity is still an issue that cannot be ignored as the use of 5G with crit-
ical facets progresses. Some of the investigations have offered solutions such as
adjustable multi-layered structures to meet the growing needs, although addressing
real time aggressor threat and more effective applications of security in existing
infrastructural frameworks is still needed [26]. Machine learning through support
vector machine (SVM) models has been able to prevent infiltrations and cyber-attacks
to some extent in the 5G facilitated networks, but continued improvement is neces-
sary for the network changes [27]. In logistics too, there is a requirement to embed
the security solutions with big data, cloud computing and IOT when connecting all
the entities, but there are no general provisions for this, meaning that universal
security frameworks are required [28]. It is promising that there is research on secu-
rity key performance indicators (KPIs) for 5G network slices advocating for different
subscriber classes. The challenge still lies in the creation of flexible KPIs for specific
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circumstances [29]. Tt is emphasized in the study of 5G security through the eyes of
an operator that it is indeed necessary for the operators to work together to achieve
the same level of security procedures [30]. The authors in [31] explore Al-driven
cybersecurity analytics, focusing on real time threat detection, data collection, and
predictive modeling to enhance security and mitigate risks. While Al-driven threat
detection is gaining traction, its integration into 5G security frameworks is still in its
infancy. There is a need for more research on how Al can be effectively utilized to
detect and mitigate sophisticated cyber threats in 5G networks. The research incorpo-
rates Al-driven threat detection mechanisms into the SSGAC protocol. By leveraging
Al the protocol can identify and respond to anomalous behavior and sophisticated
attacks more effectively, enhancing the overall security of 5G networks.

Legal frameworks must also evolve to address cybercrime in the 5G era.
Currently, there are no updated regulatory frameworks that are intended to deal
with cybercrime in the era of 5G technology, as few provisions for existing laws
are inconsistent with rapid advancements in technology [32]. There is also higher
QoS and security that has to be achieved, and therefore frameworks developed
also have to consider practical issues of implementation [33]. Although it is postu-
lated that artificial intelligence will improve the management and security of 5G,
existing models of artificial intelligence are still too simplistic to resolve problems
inherent in 5G [34]. In Eastern Europe, notable steps have been made to harmonize
the European Union (EU) guidelines with the country’s 5G implementation plans,
but there are still problems with the means of support for the deployment [35].
Therefore, while security at the physical layer seems to be feasible in implementa-
tion on 5G networks, there is a need to make a convergence of the network layers to
ensure a full layer of protection [36]. Cybersecurity insurance is a type of coverage
designed to help businesses and individuals manage the financial risks associated
with cyber incidents such as data breaches, cyberattacks, and other cyber-related
events. Research [37] develops Al-driven defenses, leveraging blockchain and Big
Data for threat detection and enhanced cybersecurity.

The deployment of 5G networks has revolutionized various domains, includ-
ing autonomous vehicles, healthcare, smart cities, and Industry 4.0. However, the
expanded attack surface and increased complexity of 5G architectures have intro-
duced significant cybersecurity challenges. This section reviews existing literature
on 5G security, focusing on the research gaps identified earlier, and highlights how
the proposed S5GAC protocol addresses these gaps.

The introduction of 5G networks has significantly increased the attack surface
due to features like network slicing, edge computing, and the massive number of
connected devices. Zhang et al. [38] discussed the vulnerabilities introduced by
network slicing, emphasizing the risk of Distributed Denial of Service (DDoS) attacks
targeting specific slices. The experts suggested implementing several security
layers against risks yet emphasized the necessity of automatic protective measures
responding to current-time threats. The research paper [39] introduced the Slice
Specific Authentication and Access Control (SSAAC) mechanism built on virtualiza-
tion technologies to delegate IoT device authentication and access control functions,
thus reducing network traffic while improving 5G network flexibility and modular-
ity. The S5GAC protocol closes this gap through MFA, context-based access control,
and continuous system monitoring that ensures strong protection from unautho-
rized entry and cyberattacks. The authors of [40] presented a decentralized intrusion
detection system that trains predictive models efficiently across diverse computing
environments for 5G mobile networks’ security needs. 5G networks enable the
enhancement of quality of service and user experience for multiple IoT applications
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such as smart transportation as well as healthcare and augmented reality systems.
However, the surge in data generation necessitates intelligent analytics and robust
security mechanisms. The current techniques cannot satisfy 5G requirements
regarding low latency and high bandwidth demands. Deep learning (DL) and block-
chain technology function together to address security problems and intelligent data
processing because of their ability to resolve present challenges. The authors of [41]
put forth a hierarchical model that uses DL and blockchain elements from user-to-
edge and fog-to-cloud frameworks to enhance latency, accuracy, and security perfor-
mance. The research findings show substantial progress, which proves that adaptive
security designs are essential for IoT systems operating under 5G technology. The
S5GAC protocol solves these problems by implementing a security risk assessment
framework that keeps monitoring the network safety position in real time. This
framework’s real-time threat adaptation features produce essential cybersecurity
measures suitable for 5G high-speed, high-density operational settings.

Data encryption techniques enable different telecommunications services such as
web browsing, VPNs, VoIP, and instant messaging through the prevalent use of asym-
metric cryptography. New computing technologies, especially quantum computing,
apply direct threats to traditional cryptographic methods. The prevailing security
problems of wide-scale 5G adoption demand new security solutions. Quantum Key
Distribution (QKD) builds a promising response through quantum physics to produce
secure cryptographic keys that cannot be detected during transmission. Researchers
have analyzed QKD integration with 5G security structures by investigating its
compatibility with VPNs and FPGA-based encryption systems [42]. Post-quantum
cryptography serves as one approach to investigate new encryption techniques that
counter future security threats. Demonstrated implementations of quantum-secured
5G networks underscore the need for further research in this domain. Security and
privacy are critical in 5G-enabled vehicular networks due to open-channel commu-
nications. Existing authentication schemes often rely on resource-intensive opera-
tions and RSU-aided frameworks, making them vulnerable to quantum attacks. The
authors [43] explore lattice-based quantum-resistant techniques, replacing bilinear
pair and elliptic curve cryptography with matrix multiplication for efficient signa-
ture verification. These approaches enhance security while reducing computational
overhead and eliminating RSU dependency. Security analyses demonstrate resilience
against quantum threats and improved performance over conventional methods.
Such lightweight, quantum-resistant schemes are essential for securing 5G-enabled
vehicular networks against emerging cybersecurity challenges. The proposed S5GAC
protocol bridges this gap by exploring the integration of quantum-secure algorithms
into its framework. This forward-looking approach ensures that the proposed secu-
rity measures remain robust even in the face of future quantum computing threats.

Smart grids, as critical cyber-physical systems, are increasingly targeted by false
data injection attacks (FDIAs). While FDIA detection has gained attention, privacy
preservation remains underexplored. Recent research integrates federated learn-
ing with DL models, such as Transformers, to enhance FDIA detection while ensur-
ing data privacy. By leveraging multi-head self-attention mechanisms [44], these
approaches extract correlations among electrical quantities, while federated learn-
ing enables collaborative model training without sharing raw data. Additionally,
security enhancements using cryptographic techniques, such as the Paillier cryp-
tosystem, further protect federated learning frameworks. Experimental evaluations
on IEEE test systems validate the effectiveness and superiority of these methods.
As countries begin to embrace 5G, it is predicted that the network will support all
manner of mission-critical systems indispensable for the prosperity of economies,
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safety of communities, and health and well-being of populations. Consequently, it is
of great significance to guarantee that the 5G-enabled infrastructure is dependable,
secure, and resistant to any disruptive activities.

The fundamental prerequisite for 5G networks is to guarantee complete safety
and operational reliability because these systems function as critical infrastruc-
ture for important applications. The protection of modern cyber threats demands
persistent research on security systems that adapt to threats as well as quantum
encryption capabilities combined with artificial intelligence systems that rec-
ognize dangers. S5GAC functions as an advanced protective system that com-
bines multi-factor access controls with network monitoring capabilities to guard
5G network systems against existing security vulnerabilities. The adoption of 5G
technology holds multiple beneficial elements, but it also generated various security
threats that raise privacy questions in addition to privacy concerns. Table 1 demon-
strates different industries that use 5G networks and their specific strengths as well
as the security risks that threaten their operations. Organizations require the secure
security protocol SSGAC to effectively combat these security threats because of its
proven efficiency.

From Table 1, it is evident that both performance gains and operational efficiency
boosts from 5G remain in direct conflict with the novel security problems that arise
with its implementation. Organizations operating in healthcare, together with auton-
omous vehicles and smart grids, encounter increased security challenges because
of cyber threats, which result in data breaches and system disruptions along with
unauthorized access disruptions. Pursuing an S5GAC protocol development focuses
on overcoming security concerns through multiple authentication methods and
context-aware control measures and continuous threat alert monitoring to protect
diverse 5G system applications.

Table 1. Comparative analysis of different industries utilizing 5G

Industry Used

Autonomous
Vehicles

Advantages

Real-time communication, improved
traffic management, enhanced safety

Risks Faced

Susceptibility to cyber-attacks, GPS
spoofing, data privacy concerns

Healthcare

Remote patient monitoring, Al-assisted
diagnosis, telemedicine

Data breaches, unauthorized access to
medical records, privacy issues

Smart Cities

Real-time data analytics, efficient resource
management, enhanced public safety

Surveillance concerns, data interception,
infrastructure vulnerabilities

Industry 4.0

Increased automation, predictive
maintenance, process optimization

Industrial espionage, cyber threats
to connected devices, operational
disruptions

[oT and Logistics

Efficient supply chain management,
real-time tracking, reduced costs

Security vulnerabilities in connected
devices, network congestion, data
manipulation

Financial Sector

Secure transactions, Al-driven fraud
detection, real-time analytics

Phishing attacks, identity theft,
vulnerabilities in encryption mechanisms

Smart Grids

Efficient energy distribution, fault
detection, reduced operational costs

False data injection attacks, grid hacking,
unauthorized data access

5G-Enabled
Networks

High-speed, low-latency communication,
enhanced connectivity

Expanded attack surface, vulnerabilities
In network slicing, DDoS attacks
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3 METHODOLOGY

This section discusses the significant security improvements that have been
noted in 5G systems, ranging from the development of mechanisms and protocols,
and new security features in 5G such as network slicing and encryption, to better
identity and access management. In this respect, this section also addresses what
appears to be a gap in literature incorporating a unique algorithm called S5GAC to
improve user and device authentication in the 5G network.

The 5G technology marks a major advancement in security architecture and
protocols, given the new challenges that are encountered. A key form of security in
5G’s Nucleus Core is ‘security slicing,” which provides for different security policies
to be implemented on particular slices of the network as per 5G’s network slicing
capability. The security architecture of 5G includes mechanisms such as enhanced
Authentication and Key Agreement (AKA) protocol [45] that protects against replay
attacks, Subscription Permanent Identifier (SUPI) [46] that protects the identity of the
user, and Security Edge Protection Proxy (SEPP) [47] that handles signaling traffic.
In addition, Service-Based Architecture (SBA) Security [48] and quantum-resistant
algorithms [49] further add to the security.

Network Slicing for 5G allows the slicing of available underlay network
resources to design several tailored virtual networks, each one with its own set of
controls regarding security, access policies, and security functions. These partitions
reduce the damage scope of breaches and quicken the process of implementing
countermeasures. Encryption that reaches 128- or 256-bit degrees, such as the AES
algorithm [50], is used to encrypt the user data while policies that query user iden-
tity are enforced to keep users private. Additionally, 5G technology provides a better
way of managing identity and access controls by improving authentication methods,
using privacy-friendly SUPIs, and providing dynamic access controls. Such develop-
ments are geared towards ensuring a secure and adaptable network environment.
Unfortunately, the deployment of 5G comes with new cybersecurity issues such as
extending the attack surface area through network slicing and edge computing, the
introduction of weaknesses in the network component and supply chain, and large-
scale attacks and data theft.

These, however, need to be addressed through multiple discipline participation,
that is, industry, government, and academia collaborating. Over the past years,
however, governments and regulatory bodies have begun to take a second look at
policies regarding cybersecurity as they have considered 5G networks as critical
infrastructure. Efforts such as the “Clean Network” program of the U.S. [51] and
the “5G Toolbox” [52] of the EU show combined plans to achieve the establishment
of global standards and best practices for the security, safety, and resilience of 5G
networks. While effective implementation of measures to safeguard 5G networks,
all stakeholders, including governments, telecommunications providers, and tech-
nology vendors, should play their roles. As Internet users rapidly grow, the demand
for bandwidth, speed, and frequencies rises. 5G’s key features, such as spectral
efficiency and coverage capacity, were reviewed by [53], and the combining of
microcells, joint transmission with coordinated multipoint, and massive MIMO
for its improvement were discussed. The development and operationalization of a
unified cybersecurity strategy aimed at addressing the specific threats associated
with 5G technologies demands joint risk evaluations, constant communication, and
threat intelligence sharing.
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Figure 1 present the SSGAC protocol, which augments different aspects of the 5G
infrastructure security and mitigates the problems related to diverse mobile devices
and users that are expected to connect through 5G networks. The proposed security
protocol creates its distinctiveness through the combination of multi-factor identity
authentication, with contextual real-time access control and dynamic protection
policies. SSGAC operates through dynamic risk assessment that regularly examines
the combination of user actions alongside device integrity ratings and environmen-
tal factors including; current position, current time, and network performance.

The S5GAC protocol creates 5G network security through continuous access
request oversight with automated security adaptations. Users start the authentica-
tion process after identity verification to obtain access through password-based and
biometric measures and digital certificate authentication.

Device/User Login

S v

‘ Identity Verification

v

Multi-Facter Authentication

J Continuous Access Check

e

Eehavior Analysis Anomaly Detection ' ‘ Security Updates

L SRR

‘ Adaptive Access Contral

l,

Still Compliant?

/N

No Yes

l \
g a .
Revoke Access / Periodic Re-authentication
‘ Log & Alert

Ll

End |

Fig. 1. S5GAC protocol
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The security system depends on MFA to establish access requirements which
proceed through multiple protection checks. Systems under authentication perform
continuous checks of accessed sessions which blend behavioral monitoring with
network operations scanning and equipment integrity evaluation. Behavior analysis
provides input for the risk assessment as it executes anomaly detection principles
while performing security update procedures. User behavior analysis reveals irreg-
ular activities through detection of both strange login patterns and large-file transfer
actions and other atypical behaviors. Security compliance of the devices becomes
achievable by conducting routine security updates that maintain the latest security
patches and policies.

The security framework uses adaptive permissions which update automatically
depending on changing risk situations. Users, who stay compliant with security pol-
icies, need to undergo periodic re-authentication before their access will continue.
The system closes down user access right away when it spots non-compliance either
through malware or unauthorized access actions or indicative suspicious system
behavior. Security administrators can use generated log and alert data for instant
threat response and investigation purposes. SSGAC achieves minimal security
threats and continued user efficiency through its combination of Al-based threat
detection systems and continuous monitoring functionalities. The security frame-
work adopts a zero-trust architecture because it does not automatically trust any
entity which makes it a vital solution for protecting the extensive 5G infrastructure.

Key differentiators of SSGAC include:

1. Context-Aware Multi-Factor Authentication (CAMFA): Traditional protocols
such as EAP-AKA and OAuth-based mechanisms authenticate users but lack
adaptability to varying risk conditions. SSGAC introduces adaptive MFA, requiring
higher authentication rigor when access requests appear anomalous.

2. AI-Driven Anomaly Detection: Unlike conventional signature-based or rule-
based intrusion detection systems (IDS), SSGAC leverages machine learning
models to detect suspicious access patterns and dynamically adjust access
permissions.

3. Quantum-Resistant Security: Many cryptographic protocols used in 5G security
today, such as elliptic curve cryptography (ECC) and RSA, are vulnerable to
quantum attacks. SSGAC mitigates this by employing lattice-based cryptographic
primitives, ensuring long-term security in a post-quantum era.

4. Elimination of RSU Dependence: Existing vehicular authentication schemes
often rely on Roadside Units (RSUs) for verifying credentials [54], adding network
overhead. SS5GAC removes this dependency through matrix multiplication-based
authentication, reducing computational complexity while maintaining robust
security.

These advancements position SS5GAC as a lightweight, scalable, and adaptive
security solution that meets the stringent demands of 5G networks while addressing
evolving cyber threats. An activity behavioral diagram of the SSGAC algorithm is
shown in Figure 2, which is self-explanatory and gives an overview of a comprehen-
sive zero-trust security (ZTS) 5G framework that enforces continuous authentication
as well as dynamic risk evaluation throughout the entire user session.

This goes further than conventional security methods that rely on static
or “one-and-done” authentication. At first, the user attempts to access the 5G
network as shown in Figure 2a. The user’s identity is first verified through
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standard credentials. This identity verification step is followed by MFA, wherein
users must provide additional verification elements beyond passwords, includ-
ing biometrics, SMS codes, or hardware tokens. Upon failure of MFA, the entire
authentication process ceases. After completing MFA, the user is not just assumed
to have completed the process correctly and allowed access, but rather the system
proceeds to contextual security analysis. In this scenario, the analysis looks into
user behavior as well as device features to detect any inconsistencies with the
known baselines. After all this has been accomplished, the framework sets out to
determine the context-based threat level (T). In the event of a threat that is mild
in the context of the system, bordered by the range of the configured threshold,
access is described as provisionally granted but still retains the ability to monitor.
If the system shifts into T equals threshold territory, enforced extra verification
security is forced, limiting as well as progressing the requirement to add extra
authentication steps.

UserRequest

Initiates Access Request

Identity Verification

ContextualCheck

ThreatEvaluation

Additional Auth

Additional Authentication Passed

Monitor User Session

Multi-Factor Authentication Success

Analyze User & Device Behavior

Evaluate Threat Level, T Authentication Failed

T >=Threshold, Trigger Extra Security Checks

Verify User Identity

Monitor User Session

ContinuousMonitoring

Detect Anomalous Behavior?

No, Continue Session

Yes, Reassess Risk Score No, Continue Session

ReevaluateAccess

High Risk Detected

Access Terminated

Authentication Failed Low Risk, Continue Session

AllowAccess

a) Authentication Process b) Continuous Monitoring

Fig. 2. Activity behavioral diagram of S5GAC algorithm

Access is denied if these supplementary checks fail. Otherwise, the user is granted
the needed access to the network resources. This, however, is not the final stage of
security. The system is able to check the active session and control the user’s behav-
ior in real time, as shown in Figure 2b. The user’s behavior is checked against a set
of expected behaviors in real time. When unusual behavior is noticed, the system
is capable of recalibrating the risk score in real time. Such reassessment will yield
two results: if high risk is detected, access is immediately terminated and the session
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is closed. If the risk is determined to be low, the session can continue but with
active monitoring to ensure the low-risk status is maintained. This behavior model
advances beyond traditional access control mechanisms by applying:

i. Dynamic risk evaluation instead of pre-defined permissions.

ii. One-time verification is replaced with continuous authentication.

iii. Security that adapts to environments is termed context-aware.

iv. Suspicious activity leads to automatic termination of the user’s session.

Reinforcing fundamental principles of next-generation security for 5G networks,
the S5GAC framework highlights the need to protect a larger attack surface
and sensitive data which demands advanced authentication methods beyond
standard security.

3.1 Contextual access check

The access scoring equation used in S5GAC is designed to provide a quantifiable
risk assessment before granting access to 5G network resources. Equation (1)
incorporates parameters such as:

S=a-A+B-D+y-C (1)

Where:

e “A” represents authentication strength (e.g., biometric vs. password-based login),

e “D” denotes device trustworthiness (e.g, malware detection, hardware
integrity checks),

e “C” captures contextual factors (e.g., location, time, historical behavior).

The weights (e, 5, y) are determined through empirical analysis and aligned with
risk-based access control (RBAC) models.

e S5>0.8 - Full access granted (Low-risk scenario)
e 0.5<5<0.8 — Partial access granted with additional verification
e S5<0.5— Access denied (High-risk scenario)

The threshold values are derived from real-world security policies, aligning
with zero-trust access control models [55], which advocate for continuous trust
evaluation rather than binary access decisions. Furthermore, empirical validation
using simulated 5G network traffic datasets demonstrated that a threshold (S) of 0.8
significantly reduced unauthorized access incidents while maintaining usability. By
combining quantifiable risk metrics with adaptive security measures, SSGAC ensures
efficient and contextually aware access control, enhancing resilience against cyber
threats in 5G networks.

3.2 Continuous monitoring and adaptive response

The continuous monitoring and adaptive response intend to ensure further secu-
rity by monitoring the activity of the devices and users who have been granted access.
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Its key functions are anomaly detection, which classifies the network traffic, user
activities, and device activities to detect abnormal or malicious activity, including
the network traffic; access revocation, which maintains a list of currently identi-
fied and flagged security threats and immediately revokes access to secure areas by
default, hence preventing further incidents; and additional authentication, which
implements further authentication, known as biometry or multi-factor, wherein the
institution detects an anomaly. The process can be mathematically represented as in
Equation (2) as:

T:f(}\'l) M, V) (2)
Where:

e A, represents network traffic anomalies, including abnormal packet rates and
bandwidth fluctuations.

e udenotes user activity deviations, such as frequent login attempts, unauthorized
resource access, and abnormal data transfers.

e v captures device behavior irregularities, including CPU load fluctuations, mem-
ory usage spikes, and unauthorized software installations.

The system enforces security measures based on a predefined Threat Level
threshold. The Threat Level threshold has to be determined before any action can be
undertaken. Response that may be an access revocation, as in Equation (3) or addi-
tional authentication, as in Equation (4), where if the threshold is met,

A g =true, if 7> 6 3)

Where, 6is the risk threshold. If Texceeds 6, access is revoked. However, for mod-
erate risks, adaptive authentication is enforced instead:

Aadditional = true’ lf T> 9 (4)

This framework aligns with ZTS principles, ensuring continuous access verifi-
cation based on real-time behavioral analytics. By integrating adaptive risk-based

decision-making, SSGAC enhances security while minimizing authentication fric-
tion, making it superior to traditional security models.

3.3 Increased attack surface area due to network slicing and edge computing

However, the ongoing 5G improvements are of great significance in protecting
critical services and infrastructure, thus ensuring reliable and safe functionality
in the future. As reported in 5G technology, slicing of the core networks leads to
the introduction of a virtual network composed of many slices, each with distinct
characteristics, thus granting customization in styles of these networks, though
it increases the risk. If there is a weakness in security in the slice, then that slice
is a potential target for hackers. This constant flow of resources due to slicing
makes it hard to implement a uniform security policy on the entire network.
Furthermore, Edge computing, which is aimed at bringing computation and
storage resources closer to the edge for faster processing, introduces additional
types of attacks, as the edge nodes are also susceptible to attacks by threat actors.
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The increased attack surface area can be represented mathematically as repre-
sented in Equation (5).

A =f(v, €. (5)
Where:

e A, represents the attack surface area.

e v_denotes the network slices, highlighting security concerns and vulnerabilities
within each slice.

e e.signifies the edge computing nodes, capturing risks associated with distributed
computing infrastructure.

3.4 Vulnerabilities in 5G network components and supply chain

There are also various aspects of the 5G system architecture such as the RAN, the
core network, and the network functions which could have vulnerabilities. There
could be gaps in the RAN such as in the newer antennas or in the cloud-native
platforms of core network leading to disruptions or attacks. In addition, the variations
in the global supply chain add vulnerabilities as the bad guys will take advantage
of the weaknesses to embed malware or exploit the zone in and hence threaten
the network security. The vulnerability of the 5G network components and supply
chain can be represented as in Equation (6) as:

Y=f(n¢¢ W (6)

Where:

e Y represents vulnerability in the 5G network.

e 1 denotes hardware vulnerabilities, referring to weaknesses in physical compo-
nents such as radio base stations and core network equipment.

e gsignifies, encompassing flaws in network applications and control mechanisms.

e ¢ represents firmware vulnerabilities, addressing threats embedded in low-
level software.

e 1 captures supply chain vulnerabilities, including risks introduced through
global manufacturing, suppliers, and vendors.

With the design of 5G network architecture growing evermore multifaceted and
converged, the likelihood of such vulnerabilities being present then taken advantage
of increases, thus sufficing the need for effective security policies and supply chain
verification procedures.

3.5 Potential for large-scale disruption and data breaches

The introduction of 5G into critical infrastructures and mission-critical activi-
ties raises the threat of disruption and data loss on a more extensive scale. Even
though the level that is instrumental in the making of concepts like self-driving
cars and telemedicine, such systems are susceptible to attacks that may lead to dire
effects such as collapse in transportation, loss of data, and halt in the provision of
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healthcare services. Such attacks can be of great magnitude, making it paramount to
have a strong security infrastructure. The potential for large-scale disruption can be
quantified using Equation (7).

A =f(l’ ﬂ'd’ T) (7)

Where:

e Arepresents Disruption Potential in the 5G network.

e y denotes Criticality of Applications, reflecting the importance and impact of
services relying on 5G.

e ], signifies Dependence on 5G, measuring the reliance of infrastructure on 5G
connectivity concerning network traffic anomalies.

e Y represents Vulnerability, as previously defined, capturing susceptibility to
cyber threats.

As the high profile of the 5G-enabled applications multiplies and reliance on the
5G networks increases, such a situation becomes inevitable, especially with glaring
loopholes still left in the systems.

In the same sense, the 5G networks are also highly wired, and cabling to
vulnerabilities poses, therefore, the risk of losses through unmitigated ‘hacks’ can be
very high in such systems. Because of many existing systems, including IoT, cloud,
and edge node architectures, the introduction of 5G has brought about vast data
resources that are prone to breaches. Personal data, intellectual property, and sensi-
tive business or government information could be at risk if such an attack occurred.
The potential for large-scale data breaches can be expressed as in Equation (8) as:

Y=f(v,0,Y) (8)

Where:

e Yrepresents Data Breach Potential in the 5G network.

e v denotes device behavior irregularities, indicating the magnitude of data that
can be compromised.

e o signifies Sensitivity of Data, measuring the confidentiality and criticality of the
information at risk.

e Y represents Vulnerability, as previously defined, capturing susceptibility to
cyber threats.

As the use of 5G networks has increased widely and supported various applica-
tions owing to the amount of data that they process, it has also been observed that
the likelihood of causing a massive leak of data has also increased, except where the
situation is such that the threats in the 5G ecosystem are sufficient.

3.6 Challenges in secure 5G device management and authentication

The looming implementation of 5G networks envisages an interconnection of
many devices, from mobile devices to sensors, posing a major risk in the aspect of
security. As for the typical mechanisms used for user authentication, such meth-
ods will not be sufficient when it comes to the extent, scale, and behavior of the
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5G system. Such a failure in authentication mechanisms concerning the device can
result in malicious attacks, and the sheer mass of such devices makes it difficult to
maintain proper visibility and control of the network security postures. Devices that
have not been properly updated or that have been infiltrated could serve as open-
ings for malware, breaches of information, or attacks on the service. The dilemma
of secure 5G device management, along with device authentication can be simply
illustrated as in Equation (9) as:

O=fC-a+&-p+o-y+p- 05 )
Where:

e Orepresents Device Security in the 5G network.

e ( denotes Authentication, referring to identity verification methods for
5G-connected devices.

e Esignifies Authorization, defining access control levels and privileges.

e @represents Visibility, ensuring continuous monitoring and security awareness
of connected devices.

e pstands for Patching, addressing software and firmware vulnerabilities through
security updates.

e a,f v 6 are weight coefficients determined through empirical analysis, reflecting
the relative impact of each factor on overall Device Security.

Over time, it is expected that mobile devices, terminal devices, terminal devices
with 5G capabilities, and everything 5G connected will increase in number and
diversity. This causes a problem because it makes such systems’ security even more
complex. Moreover, new readily available solutions for the security and authentica-
tion of devices and identities in 5G must be considered. The list of symbols used in
this work and their meanings are given in Table 2 for reference.

4  COMPARISON OF S5GAC TO EXISTING PROTOCOLS

The comparison of S5GAC to existing protocols such as 5G Authentication and
Key Agreement (5G-AKA) and Extensible Authentication Protocol—AKA Prime (EAP-
AKA’), remains relevant across all UE density scenarios, as illustrated in Figure 2.
It presents a comprehensive evaluation of the SSGAC algorithm in terms of security
improvements and performance impact. In Figure 3a, the security enhancements
achieved by S5GAC are illustrated, demonstrating notable reductions in various
cyber threats. The most significant improvement is seen in data exfiltration reduc-
tion (76%), followed by cross-slice breach reduction (62%), indicating that SSGAC
effectively minimizes inter-slice vulnerabilities within 5G networks. Additionally,
threat detection improvement (43%) surpasses impersonation attack reduction
(37%), reinforcing the capability of SSGAC in detecting and mitigating sophisticated
security threats. However, threat response improvement (28%) remains relatively
lower, suggesting that while detection is enhanced, further optimizations in incident
response mechanisms may be required.

Figure 3b evaluates the trade-offs associated with SSGAC deployment. The anal-
ysis reveals a minor throughput reduction of 2.8%, signifying that the algorithm
imposes minimal computational overhead. Similarly, the network latency overhead
is 3.2%, indicating that while SSGAC enhances security, its impact on A is marginal.
The comparison between security benefits and performance overhead highlights
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that the improvements in vulnerability reduction (Y), significantly outweigh the
slight degradation in network slice performance (v,). SSGAC provides substantial
security gains while maintaining network efficiency. The balance between disrup-
tion potential (A) and attack surface area (A,) demonstrates that SSGAC effectively
fortifies the 5G ecosystem without severely compromising performance. Further
optimizations can focus on enhancing threat response efficiency to bolster overall
security resilience.
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Fig. 4. Adaptive MFA in S5GAC

The MFA success rate in SSGAC demonstrates a high level of reliability, with 91%
of authentication attempts succeeding, while 9% fail is shown in Figure 4. This high
success rate indicates that the system effectively balances security with accessibility,
ensuring that legitimate users gain access with minimal friction. However, the fail-
ure rate, though relatively low, suggests the presence of authentication challenges
such as incorrect credentials, latency issues, or anomalies in user behavior. The
probability of a successful authentication event, denoted as P, = 0.91, signifi-
cantly outweighs the probability of failure, P, = 0.09, reinforcing the robustness
of the authentication mechanism. The failure instances can be correlated with fac-
tors such as user activity deviations (u), network anomalies (A,), and device behavior
irregularities (v), all of which influence authentication dynamics. If z and A, increase,
the likelihood of authentication failure also increases, leading to potential security
risks. Despite the minor failure rate, the SSGAC authentication framework remains
highly resilient, outperforming conventional MFA implementations, where failure
rates often exceed 15%-20% under stringent security policies. Optimizing the sys-
tem by integrating adaptive access control and anomaly-based re-authentication
could further reduce P, enhancing security without compromising usability.

A comparative analysis of security parameters in various existing works is pro-
vided in Figure 5. It leverages a color-coded heatmap to illustrate security-related
aspects across multiple dimensions, such as authentication, authorization, criticality
of applications, and more. It evaluates a set of critical security parameters against
existing works. These parameters include Authentication, Authorization, Criticality
of Applications, Dependence on 5G, Edge Computing Nodes, Firmware, Hardware,
Network Slices, Patching, Sensitivity of Data, Software, Supply Chain, Visibility,
Volume of Data, and Vulnerability. These factors are key in determining the security
and reliability of a system, particularly in next-generation networks, where factors
like network slicing, data sensitivity, and hardware vulnerabilities become more
complex. The numerical values indicate the level of security concern or strength in
that area, with 1.0 indicating a minimal level of security and 3.0 indicating the high-
est level of security concern.
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Authentication and authorization are two primary measures in normal architec-
ture design that every organization puts in place to restrict access to its resources to
authorized individuals. In the figure, authentication and authorization are marked
1.0. This means that the investigations done till now possess enough systems for
identifying users and controlling resources and risks to these safeguards are very
low. This indicates that the system that has been proposed comes with mechanisms
that are very effective in blocking access through wrong identification or circum-
vention of attempts to seek access. The Criticality of Applications and Dependence
on 5G parameters are rated 3.0. This demonstrates that the SSGAC system effectively
secures highly critical applications, considering their structure and reliance on 5G
mobile networks. Since 5G comes with added features such as low latency as well
as high bandwidth, applications of a critical nature using such networks should be
enhanced with very tight security measures.

The Edge Computing Nodes and Network Slices parameters are rated 3.0, and
hence this concern focuses on security to a higher degree. With regards to edge com-
puting, the resources are used at the point of need, which is at the devices, hence
reduced latency, but security becomes an issue with distributed resources. Since
network slicing is another core service of 5G, network slicing is defined as creating
multiple logical networks on one physical infrastructure, which adds a dimension of
security management across the slices.

These elements must be attended to with extra efforts as they are prone to threats
and attacks that would result in loss and tampering of data. The patching and visi-
bility have a low rating of 1.0, meaning that the existing works do not show a high
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degree of inadequacies in these aspects. This is a result of increased deployment of
secure hardware modules and secure firmware development techniques that lower
the possibilities of hardware- and firmware-based attacks in the industry. This could
be attributed to the industry’s widespread adoption of secure hardware modules
and secure firmware development practices that mitigate the risk of hardware- and
firmware-level attacks.

The Sensitivity of Data and Volume of Data parameters are rated 3.0, indicating
significant security concerns related to the sensitivity and volume of data. Given
the rise of massive data exchange in 5G networks, protecting sensitive informa-
tion (e.g., personal data, financial records) and managing the large volumes of data
generated in real-time applications are increasingly critical. A higher score here sug-
gests potential gaps in ensuring the confidentiality and integrity of such data. The
Vulnerability parameter is rated 3.0, which emphasizes that existing works perceive
significant challenges in managing vulnerabilities and the potential for disruptions,
especially in highly distributed and virtualized environments such as 5G. A high
score in vulnerability suggests a need for stronger protective measures to counteract
cyberattacks.

A comprehensive evaluation of the security posture in existing research and
implementations, highlighting areas of strength (low scores) and weakness (high
scores) are presented in Figure 4. For example, strong performance is observed in
areas such as authentication, authorization, and hardware security, which suggests
these systems are well-equipped to handle traditional access control measures.
However, significant vulnerabilities arise in emerging technologies, such as edge
computing and network slicing, where the complexity of managing security grows
due to the decentralized and virtualized nature of 5G systems.

From this analysis, it becomes clear that future works on next-generation network
security need to focus on areas such as edge computing, network slicing, and data
sensitivity. Specific actions could include:

1. Enhancing security protocols for edge devices to mitigate risks associated with
distributed computing.

ii. Improvingisolationand monitoringof network slicesto prevent cross-slice attacks.

iii. Strengthening encryption and access controls for sensitive data and ensuring
scalable methods for securing large volumes of data.

These improvements would lead to a more resilient network architecture capable
of withstanding evolving cyber threats.

5 PROOF AND ANALYSIS

An algorithmic lemma for the SSGAC protocol focuses on the security strength of
the protocol in terms of authentication and access control.
5.1 Lemma: S5GAC authentication and access control strength

Let S be the S5GAC protocol, U be the set of all users, D be the set of all devices,
and N be the 5G network. We define the following:

i. A(u, d): Authentication function for user u e U on devicede D
ii. C(u, d, t): Contextual access function for user u on device d at time ¢t
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iii. M(u, d, t): Continuous monitoring function for user u on device d at time t
iv. P(e): Probability of a successful unauthorized access event e

Given ¢, §, yare the minimum authentication strength threshold, the minimum

contextual access score threshold and the maximum acceptable probability of unau-
thorized access respectively. The SSGAC protocol (S) is considered secure if and only
if the equations from (10) to (13) are satisfied,

Ii.

Au, d) 2 o, the Minimum authentication strength threshold (10)

Clu, d, t) > B, the Minimum contextual access score threshold (1

M(u, d, t) - 0, 1, the Maximum acceptable probability of unauthorized access (12)
Where, 1 indicates normal behavior and 0 triggers reauthentication.

Ple | A, dz2anClu,d )2pAMud )=1)<y (13)

Where, Vue U,Vde D, Vte R*

U is the set of all users
D is the set of all devices
R* represents the set of positive real numbers

Furthermore, let:

F(u, d, t) be the overall security score at time t
wh, w2 w? be the weight for authentication, contextual access, and monitoring
respectively,

then,
Flu,d, ) =w,Alu, d,) + w,C(u, d, t) + w,M(u, d, t) (14)

Where, w, +w, +w,=1
The protocol maintains security if:

Fu d =8 (15)

Where, dis the minimum acceptable overall security score.
This lemma provides a foundation for rigorous mathematical analysis of the

S5GAC protocol’s security properties.

Proof:

Foreachue U,de D, and t e R*, we know from equations (10) to (12) that,
Au, d)z o, Clu, d, t) > pand M(u, d, ) e 0, 1

Thus, any user—device interaction passes these three checks if:

{Aw, )z o} AM{Cu, d, )2y A{Mu, d, D} =1
From this, the protocol ensures that unauthorized access is unlikely, with:

Ple| Au,dzanClu d, ) 2pAMu,d )=1)<y
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This implies that any combination of passing authentication, contextual access,
and monitoring checks leads to a secure state where unauthorized access is less than
ywhich is the probability of unauthorized access.

The overall security score, F(u, d, t) is computed as:

Flu, d, ) =w A, d)+w,Cu, d, ) + w,M(u, d, t)

Where, w, +w, +w, =1.
Since, A(u, d) = o, C(u, d, t) > 5, and M(u, d, t) € {0, 1}, we can bound the overall
score as follows:

Fu, d,ozwa+w,f+w,-1 (16)
Let, o=w,a+Ww,B+W..
This ensures that the overall security score exceeds §, maintaining the system’s

security. Therefore, the SSGAC protocol maintains security if and only if the overall
security score satisfies,

Fu,d, t)>¢6
Thus, the lemma is proved.

We have mathematically demonstrated that the SSGAC protocol satisfies the nec-
essary conditions to ensure security in terms of authentication, contextual access,
and continuous monitoring, with a low probability of unauthorized access, meeting
the conditions of the lemma.

Table 2. List of Symbols used in this work and their meaning

Symbol Description

A Authentication strength (e.g., biometric vs. password-based login)

Contextual factors (e.g., location, time, historical behavior)

Device trustworthiness (e.g., malware detection, hardware integrity checks)

C

D

A Disruption potential in 5G networks

T Threat level in the SSGAC security model

€ Edge computing nodes, capturing risks associated with distributed computing infrastructure

A, Network traffic anomalies (e.g., abnormal packet rates, bandwidth fluctuations)

Ay Dependence on 5G, measuring reliance of applications and infrastructure on 5G connectivity
Ay Attack surface area of the 5G network

\/ Device behavior irregularities (e.g.,, CPU load fluctuations, memory usage spikes)

Vo Network slices, highlighting security concerns and vulnerabilities within each slice

Firmware vulnerabilities, addressing threats embedded in low-level software

o Sensitivity of data, measuring the confidentiality and criticality of information at risk

S Access security score in SS5GAC

Y Vulnerability level in the 5G network

q flaws in network applications and control mechanisms

(Continued)
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Table 2. List of Symbols used in this work and their meaning (Continued)

Symbol Description

C Authentication mechanisms for device security

Authorization, defining access control levels and privileges

0 Visibility of devices in the network
8 Patching frequency to mitigate security vulnerabilities
g Data breach potential, assessing the likelihood of a breach based on data volume, sensitivity,

and vulnerability

5.2 Complexity analysis

The S5GAC algorithm, designed to authenticate users and ensure secure inter-
actions, involves several key steps. First, authentication is performed to verify the
user’s identity. Once authenticated, the algorithm checks whether the user’s current
context permits the interaction, ensuring that the environment is suitable for the
requested access. Following this, the system monitors the interaction for any anom-
alies, continuously logging relevant data. Finally, a security score is calculated
based on the outcomes of these steps, providing an overall measure of the interac-
tion’s security.

To streamline the complexity analysis, we make a few simplifying assumptions.
The authentication and contextual access checks are assumed to involve basic
comparisons or lookups in efficient data structures such as hash tables or trees.
The monitoring process is lightweight, consisting mainly of data logging and
straightforward anomaly detection. Additionally, the security score calculation is
considered a linear operation.

A) Time Complexity: The SSGAC algorithm delivers its performance with an effi-
cient time complexity that reaches an average O(1) value. Load times for authen-
tication remain sublinear through hash tables and comparable data structures,
but hash collisions during extraordinary cases may increase average complexity
to O(log n) or O(n). The execution time of contextual access checks performed
through hash tables remains O(1), but using tree-based implementations causes
worst-case complexity to become O(log n). The main purpose of continuous mon-
itoring, which focuses on logging and anomaly detection, runs in O(1) time as
long as basic heuristic checks are used in the system. The adoption of anomaly
detection through machine learning algorithms would result in O(n log n) com-
plexity depending on the selected model. Security score computation requires a
constant-time operation, O(1), to execute because it performs a simple operation
of summing fixed numeric values. The most demanding operation in S5GAC is
security score evaluation, which runs at constant time O(1), thus maintaining an
overall time complexity of O(1) in average cases for real-time 5G security applica-
tions. Table 3 presents the time complexity analysis across various operations for
better clarity and understanding.

B) Space Complexity: The space complexity of any algorithm depends on the
data structures adopted in the process for the storage of user details, contextual
information, and log files. Given the use of relevant structures, for example, hash
tables or trees, the space complexity is usually linear in regard to the population
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of users and the amount of data under observation. As expected, spatial needs
increase proportionately with the increase in the number of users and interac-
tions. In terms of the S5GAC algorithm’s computational time, it is very efficient
with a time complexity O(1) implying that the time taken at each level is constant,
and thus it will be useful in applications where quick responses are important.
However, the linear space complexity must be observed with the user base and
the amount of data produced. which can require some control in large systems.

Table 3. Time complexity analysis across various operations

Operation Description Time Complexity

Authentication Step Identity verification using a hash table ensures | O(1) (average case)
constant-time lookup.

Contextual Checking contextual parameters using a hash | O(1) (average)/O(log n)

Access Checks table (best case) or a tree structure (worst case). | (worst)

Continuous Monitoring | Logging user actions and detecting anomalies | O(1) (basic logging)/O(n log n)
in real time. (ML-based detection)

Security Score Aggregating risk assessment results from o(1)

Calculation prior checks.

Overall Complexity Most operations run in constant time, leading | O(1) (average case)

to an efficient execution.

The simulation results across different UE densities provide valuable insights into

the scalability and effectiveness of the SSGAC protocol in real-world 5G deployments.
As networks become denser, the security challenges increase non-linearly, highlight-
ing the importance of adaptive and scalable security solutions such as SS5GAC.

Ii.

1ii.

iv.

The key observations from the varying UE density scenarios include:

The attack surface area and vulnerability scores increase more rapidly than linear
with UE density, suggesting that security measures must scale super-linearly to
maintain effectiveness.

Disruption potential and data breach potential show similar trends, emphasizing
the need for enhanced resilience and data protection measures in high-density
deployments.

Device security scores show the least dramatic increase with UE density,
indicating that SSGAC’s device management capabilities remain robust even
under increased load.

The effectiveness of SSGAC’s contextual access control and continuous monitoring
features becomes more pronounced in higher UE density scenarios, demonstrat-
ing the protocol’s ability to adapt to increased network complexity.

These outcomes stress the necessity of adopting security measures, for instance,

S5GAC in 5G systems since network density gets increased. It will be critical to have
strategies that will allow for retaining appropriate levels of security while increas-
ing the number of connected devices in 5G applications from the core network to
smart city and industrial IoT. SSGAC enhancement work in future research should
aim at ultra-high-density deployment scenarios, perhaps employing Al-based pre-
dictive security to help detect and respond to threats. Furthermore, performance
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degradation due to strengthened security in high-load scenarios should also be
addressed by looking into hardware acceleration approaches.

The analysis of simulation outcomes with varying user equipment densities leads
to the conclusion that as the levels of 5G networks increased security poses more of
a challenge. But the SSGAC protocol provides an excellent means of preserving secu-
rity. An important factor for the successful implementation of 5G technologies in
various fields, including many portable devices, will be the ability of the systems to
adjust to the changing environment and stay effective with the ever-increasing load.

5.3 The need for SSGAC implementation in securing 5G and beyond networks

There is an immediate need for SSGAC implementation because 5G and beyond
networks face rising security threats. After 5G networks spread to numerous users,
security exploits, including unauthorized access, identity spoofing, and session
hijacking, have become common problems. Several security features of the SSGAC
protocol protect networks by using MFA and contextual access controls and real-
time monitoring to stop potential threats. 5G networks support diverse applications,
including IoT and autonomous functions and smart urban development. Security
threats force traditional access control mechanisms to stay ineffective for respond-
ing to ongoing threats. Risk assessment, along with anomaly detection within
S5GAC, supports the instant identification of security threats in real time. Zero Trust
Architecture (ZTA) and NIST 800-207 offer regulatory guidelines that demand contin-
uous authentication of users alongside risk-driven access control strategies. SSGAC
helps organizations meet requirements set by these security paradigms. Current
adversaries deploy artificial intelligence in their cyberattacks for conducting behav-
ioral spoofing and performing adaptive intrusions. The SS5GAC system uses behav-
ioral assessment and risk assessment analysis to prevent threats before they lead
to breach incidents. Moving toward 6G network implementation requires security
solutions that are based on and proactive in Al and provide context-aware capabili-
ties. The immediate implementation of SSGAC risk-adaptive access controls becomes
necessary because they follow future security models. The essential nature of SSGAC
implementation arises from its ability to deliver adaptable security solutions to mod-
ern and forthcoming networks that are also intelligent and resilient.

6  CONCLUSIONS AND FUTURE WORK

Secure 5G Access Control protocol establishes a dynamic security management
system that resolves three essential 5G network problems: vulnerabilities within
network slicing capabilities as well as rising threats and adaptive identification
mechanisms. S5GAC strengthens network security through its implementation
of MFA with contextual access control and continuous monitoring methods that
ensure reasonable performance levels remain achievable. Relative analysis reveals
that S5GAC reduces data exfiltration threats by 76% while simultaneously mini-
mizing cross-slice breaches by 62% and detecting threats much more effectively
by 43%. Security advancements in this protocol result in minimal efficiency dis-
ruptions since they cause latency to increase by 3.2% and throughput to decrease
by 2.8%, thus preserving network performance. The success rate of MFA imple-
mentation reaches 91%, which demonstrates reliable authentication mechanism
performance.
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Research in 5G adoption acceleration will concentrate on maximizing scalability
to boost network security performance during periods of heavy user equipment
(UE) deployment and network traffic congestion. The research findings demonstrate
that data security threats grow at an exponential rate with rising user equipment
density levels, requiring upgraded defense systems. Al-driven threat detection
shows promise as a security solution by using DL. models to discover changing attack
methods while automatically updating security measures. Security architecture
based on federated learning can improve decentralized authentication and anom-
aly detection. Federated learning allows edge computing nodes distributed across
multiple locations to work together and develop security models with full protection
for data privacy characteristics. The method will foster real-time threat intelligence
distribution between various 5G service sets to construct strong dynamic security
measures. Also, extending SSGAC to support blockchain-based identity management
and zero-trust architectures will further fortify authentication and access control
mechanisms against sophisticated cyber threats. Future research should also explore
hardware-accelerated cryptographic processing to reduce latency in high-density
network environments.

The S5GAC protocol provides a future-ready security framework for 5G networks,
offering strong protection against cyber threats while maintaining network effi-
ciency. The continued evolution of security models will be essential in ensuring that
next-generation wireless ecosystems remain resilient, adaptive, and scalable.
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