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ABSTRACT

Network traffic analysis (NTA) is a technique used by network administrators to monitor
network activity, ensure availability, and detect unusual patterns to identify potential anom-
alies. However, traditional traffic monitoring systems often struggle to detect these anomalies
accurately because they rely on rigid models and a limited pool of data. Additionally, anomaly
detection is particularly challenging, as anomalies exhibit patterns that differ from most
network activities, making their identification based on prior knowledge difficult. This
underscores the necessity for an automated and unsupervised approach capable of detecting
various types of anomalies despite these limitations. In this paper, we propose an unsuper-
vised framework that combines three statistical machine learning (ML) methods for mobile
network failure detection, such as the lower control limit, the cumulative sum algorithm
(CUSUM), and the robust stat detector model. Compared to previous studies, models often
struggle with large datasets and generate high rates of false positives. However, our approach
has proven to be better suited to the demands of traffic monitoring in large telecommunica-
tions infrastructures. It offers improved data handling and significantly reduces the rate of
false positives while achieving an impressive 98% detection rate for anomalies on telecom-
munications sites.
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1  INTRODUCTION

The mobile telecommunications industry began in the early 1970s and has since
experienced rapid and unprecedented growth. Starting with the analog “1G” era and
moving into the digital “2G” era, the rising demand for mobile technology paved
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the way for the development of subsequent generations. These advancements have
made it possible to access the internet at faster speeds, with technologies such as
“3G,” “4G,” and the current “5G” continuing to push the boundaries of connectivity
and performance [1]. With the rapid growth of mobile networks, the number of
mobile devices has reached record levels, making security a pressing issue. Users
of these devices face increasingly sophisticated threats, including ransomware,
spyware, malicious applications, and financial malware.

This technological evolution, while driving innovation and connectivity, has
simultaneously provided cybercriminals with unprecedented opportunities to
exploit vulnerabilities and target mobile devices on a massive scale. To address this
challenge, previous studies have demonstrated that network traffic analysis (NTA)
can be an effective method for detecting threats and anomalies [2]. In this per-
spective, network traffic degradation can be an early indicator of a cybersecurity
incident. Many research papers [3], [4] pointed out the relationship between cyber-
security threats and network degradation. For example, attacks such as distributed
denial-of-service (DDoS) attempts can overload the network, resulting in network
traffic degradation and negatively impacting the quality of service for legitimate
users. This highlights the importance of detecting anomalies as early indicators of
potential attacks. In this context, the study [5] developed an anomaly-based intru-
sion detection system by combining two deep learning approaches, convolutional
neural networks (CNN) and LSTM. Therefore, proactive detection of network traffic
anomalies can help identify and mitigate the effects of cybersecurity attacks, con-
tributing to maintaining the integrity and availability of the network [6].

Indeed, traffic monitoring is essential for detecting abnormal behavior in NTA.
This process includes the continuous observation, capture, and reporting of traffic
patterns to better understand the nature of the data flow. It helps identify poten-
tial security threats, uncovers the sources of bandwidth congestion, and provides
insights into overall network performance.

Many tools exist to enable operators to continuously monitor traffic. Machine
learning (ML) has become a highly effective approach to traffic detection, thanks
to its ability to process large amounts of data, identify patterns, and detect anoma-
lies quickly and accurately. In line with this, the study [7] advocates for integrating
ML techniques to enhance the responsiveness of security systems, enabling them
to anticipate and prevent anomalies more intelligently and adaptively. However,
previous studies [8], [9], [10] in this domain have encountered significant challenges,
including a strong dependence on labeled data and the imbalanced distribution of
normal and malicious traffic data in real-world scenarios. These challenges not only
complicate the development of effective detection methods but also make it difficult
to fairly compare the performance of different approaches, because the results of
the evaluation may vary depending on the datasets used [11].

Our study stands out by proposing a hybrid and unsupervised approach
that combines three statistical detection techniques: the lower control limit, the
cumulative sum algorithm (CUSUM), and the robust stat detector. Unlike ML or
neural network-based methods, which require large labeled datasets and complex
training, statistical methods, such as CUSUM, allow for quick detection of changes in
univariate time series, making them ideal for real-time network monitoring. These
methods are also highly adaptable, able to handle seasonal variations and traffic
spikes, which is crucial in the telecommunications context, where traffic drops are
often indicators of anomalies. In contrast to existing methods, our approach also
stands out for its ability to generalize and detect a wide range of anomalies related
to mobile network degradation, which can be caused by factors such as traffic
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congestion, physical barriers, defective equipment, or other factors, while achieving
98% accuracy and reducing false alarms. This flexibility allows it to adapt to the
demands of the telecommunications domain and the constraints of large-scale infra-
structures, thus offering an effective solution for mobile traffic monitoring.

This paper is divided into seven sections. Section 2 provides an overview of the
general context and challenges of network traffic monitoring. Section 3 discusses
related work on anomaly detection to identify the existing challenges and issues in
the field. By reviewing previous research, this section highlights the approaches,
methods, and techniques that have been proposed for detecting anomalies while
also emphasizing the limitations and gaps that remain. In Section 4, we outline
the applied methodology in this study, which led to the achievement of our results.
Section 5 focuses on the practical implementation, detailing the execution steps
of the network fault detection models. We then move on to the critical evaluation
phase (Section 6), assessing the performance of our network fault detection model to
measure its performance and reliability. Finally, we conclude our work and present
some future perspectives.

2  CONTEXT AND PROBLEM STATEMENT

In the telecommunications industry, anomaly detection is crucial for enhancing
the quality of services. The telecom operators have dedicated multiple departments
to monitor their telecom sites. For instance, the network operational center (NOC) is
responsible for the network’s first-level maintenance and continuous supervision.
For instance, once a problem is detected, the NOC takes care of it and contacts the
field department, which sends technicians to investigate the problem. If the prob-
lem persists, the traffic message channel (TMC) Radio service, which is responsible
for second-level maintenance, is contacted. If the problem remains unresolved, the
issue is escalated to the supplier for third-level maintenance. While this mainte-
nance process is essential to improving the quality of service, the challenge lies in
detecting all anomalies in real-time. Consequently, the NOC plays a critical role in
incident detection and is positioned at the top of the operational hierarchy. However,
some telecommunications sites may be degraded without the NOC being notified
due to various constraints such as physical barriers or defective equipment. In some
cases, these issues are not caused by equipment failures but rather by abnormal
behavior that impacts network quality, further complicating the situation and high-
lighting the need for an automated method capable of detecting any type of anomaly
despite such constraints.

In this context, our main objective is to develop a robust approach that detects
any form of degradation in mobile networks based on mobile traffic by analyzing
the average bandwidth consumption of all clients per area. In other words, we aim
to identify any anomaly that may signal a potential security issue. Moreover, the
fact that detecting such anomalies could reveal early signs of an attack [6] high-
lights the significance of our work and its potential impact on advancing research
in the field of security, as well as contributing to the development of robust systems
capable of detecting a wide range of threats.

To achieve this, statistical methods are particularly relevant for detecting mobile
traffic anomalies due to their efficiency and quick execution. By offering a balance
of simplicity, accuracy, and speed, statistical approaches are well-suited for large-
scale telecommunications infrastructures. They also offer greater adaptability when
compared to more complex techniques.

International Journal of Interactive Mobile Technologies (iJIM) iJIM [ Vol. 19 No. 13 (2025)


https://online-journals.org/index.php/i-jim

JIM [ Vol. 19 No. 13 (2025)

Advanced Anomaly Detection in Mobile Networks: A Hybrid Approach Based on Statistical and Machine Learning Techniques

In the next section, we provide an overview of related works, examining existing
methods and approaches in anomaly detection and their contributions to improving
security systems. This analysis will highlight the advancements made in the field, as
well as the challenges and limitations that remain to be addressed, allowing us to
assess whether statistical approaches truly prove efficient for our context.

3  RELATED WORKS

In this section, we present and discuss several studies that address the prob-
lem of anomaly detection. The focus will be on classification-based techniques,
distance-based techniques, neural network-based techniques, and statistics-based
techniques for detecting anomalies.

3.1 Techniques for detecting anomalies based on classification

This study [12] demonstrates the effectiveness of the isolation forest model (IF) in
network anomaly detection, emphasizing its accuracy and low false positive rates.
However, it highlights its limitations with large datasets and proposes a parallel
algorithm that leverages spark and isolation drill for big data environments. In con-
trast, Ma, Sun, and Cui [13] discuss the support vector machine classifier (SVM-C)
model, which aims to distinguish attack data from normal behavior. Despite its
potential, the model’s effectiveness is reduced in scenarios involving unlabeled data-
sets, a common issue in anomaly detection.

In a focused study on zero-day attacks [14], the researchers used CNN and
regularization techniques to identify malicious traffic, achieving high accuracy and
low false positives with the labeled Bot-IoT dataset. However, their method’s reliance
on labeled data limits its applicability to scenarios such as mobile traffic anomaly
detection without labeled data. Meanwhile, conventional ML methods [15] are chal-
lenged by their inability to identify new types of data. Deep learning approaches
(DLA) [16], [17], [18] excel due to their superior data learning capabilities. However,
deep learning’s higher computational demands and reliance on labeled data [19],
[20] still pose significant challenges.

Finally, the study [2] mentioned that classification-based methods require the
creation of a classification model, which can limit the accuracy of outlier detection.
Consequently, distance-based methods were developed with the specific aim of
identifying outliers through distance calculations between an object and other
objects within a dataset.

3.2 Techniques for detecting anomalies based on distance

The study [21] evaluated five clustering algorithms—k-means, enhanced k-means,
k-medoids, expectation-maximization clustering (EM), and distance-based outlier
detection—to identify network anomalies signaling potential attacks. These systems
detect deviations from standard behaviors, triggering alerts for unusual activities.
The study showed that while methods such as K-nearest neighbor (KNN) and Naive
Bayes (NB) underperform in scenarios with numerous anomalies, distance-based
outlier detection excelled with an accuracy of 80.15%. Nevertheless, a common chal-
lenge is the high rate of false positives, which needs to be reduced. Additionally,

International Journal of Interactive Mobile Technologies (iJIM) 165


https://online-journals.org/index.php/i-jim

Nabil et al.

166

ARIAS Luis Antonio Souto noted in this study [22] that high-dimensional spaces
reduce the efficiency of distance-based methods due to metric reliance and difficulty
in feature interpretation, highlighting a critical area for improvement [23].

Finally, the paper in [24] examines distance-based anomaly detection techniques,
with a particular emphasis on memory bank-based approaches and k-distance
metrics. It introduces the back to the metric (BTM) method, which utilizes distinct
distance metrics for both anomaly detection and segmentation, offering improved
performance over the BTF method. However, the BTF method demonstrates weak
detection capabilities, despite performing well in segmentation. Additionally, the
anomaly score metric requires further refinement to achieve more accurate results.

3.3 Techniques for detecting anomalies based on neural networks

In network security, this paper [25] introduced the denoising auto encoder with
generative adversarial network (DAE-GAN), a semi-supervised model designed to
extract features from abnormal traffic data. While it proves efficient, the model is
heavily reliant on labeled data and may struggle in scenarios with low anomaly
levels. Another study [26] tackled the limitations of OC-SVM in handling large data-
sets and the reliance on pre-labeled data by integrating it with an LSTM auto encoder,
improving both anomaly detection accuracy and scalability. Additionally, this paper
[27] took it further by introducing a hierarchical deep auto encoder system for
phased anomaly detection and classification, reflecting the increasing complexity of
network security. These contributions highlight the ongoing efforts to refine anom-
aly detection with more adaptive, precise, and efficient solutions.

In other research [28], a new algorithm combining CNN, recurrent neural
networks (RNN), auto encoders, and generative adversarial networks (GAN) has been
proposed to improve anomaly detection in network traffic. This method achieves
a 95% accuracy rate in identifying various network traffic anomalies. However,
despite its performance, this accuracy is still insufficient for detecting all anomalies,
highlighting the need for a more robust tool capable of identifying a wider range
of issues.

3.4 Techniques for detecting anomalies based on combining deep learning
and statically methods

Reference [29] highlights that while ARIMA models are effective for forecasting,
they face challenges in detecting anomalies in time series. It is also noted that hybrid
models combining ARIMA and ML have shown promising potential in improving
anomaly detection efficiency. In this regard, the study [30] demonstrates the per-
formance of combining LSTM and SARIMA models for predicting and detecting
anomalies, overcoming the limitation of fixed thresholds in handling periodic issues.
However, this method also identifies traffic spikes as anomalies. In the context of
our approach to mobile traffic degradation detection, this identification of spikes as
anomalies presents an issue. Indeed, these traffic spikes do not necessarily indicate
an anomaly or failure but rather a normal and beneficial activity for the business,
marking periods of high demand or operational success. Therefore, classifying them
as anomalies could distort the results and lead to errors in the detection process.
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3.5 Techniques for detecting anomalies based on statistics

In this study [31], four statistical methods were evaluated for detecting abrupt
changes in network traffic. The results revealed that while the K-S algorithm strug-
gled, the X? method was effective at identifying traffic drops, mutual information
(MI) excelled at detecting traffic spikes, and CUSUM proved to be reliable for both
peaks and drops. Additionally, this paper [32] enhances the CUSUM algorithm by inte-
grating wavelet filtering to reduce sensitivity to seasonality, resulting in the WAVE-
CUSUM method, which achieves a lower false alarm rate. Meanwhile, Mohammad
Braei and associates compared statistical, deep learning (RNN), and classical ML
methods (DBSCAN, LOF, etc.) for univariate time series anomaly detection, conclud-
ing that statistical approaches are most efficient and effective for identifying anoma-
lies, despite the potential of deep learning approaches in specific contextual anomaly
scenarios [33]. Each study contributes to refining anomaly detection strategies,
emphasizing the importance of tailored solutions for specific network conditions.

3.6 Comparative Analysis of different techniques in detecting
network anomalies

The Table 1 provides a detailed comparison of various strategies for detecting
network anomalies, offering a well-organized summary of the models used in this
field. It outlines the specific approach of each model, shedding light on the types
of anomalies they are designed to detect. Additionally, the table highlights the
strengths and weaknesses of each model to analyze their performance, scalability,
and practical limitations when applied to network monitoring and security tasks.

Table 1. Benchmarking different approaches for anomaly detection

Ref. Models Advantages Disadvantages
Based on [12],[13] Isolation Forest — High accuracy; — Not suitable for
classification — Minimizes false large datasets.
positives.
[14]-{20], [2] | OC-SVM, CNN, DLA | — Can characterize a — Training requires
complex border. a Knowledge Base
— DLA models can containing more
identify more than normal traffic.
anomalies than — Its low capacity
baseline models. to handle
massive datasets.

— Very high

execution time.
Based [21]-[24] K-means — High accuracy; — Training requires
on distance — Easy to implement. a Knowledge

Base containing

normal traffic.

— The false positive
rate is quite high.

KNN, NB, BTF — Easy to understand; | — Decreased accuracy.
— Look for the best k. | — Increased false
alarm rate.

— Not effective with
massive data, as well
asits speed declines.

(Continued)
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Table 1. Benchmarking different approaches for anomaly detection (Continued)

International Journal of Interactive Mobile Technologies (iJIM)

Ref. Models Advantages Disadvantages
Based on [25]-[28] LSTM, — Not sensitive to — Training is
neural networks Autoencoder, massive data. only done in
DAE-GAN, RNN, normal traffic;
CNN — Very high
execution time;
— Average
performance in
a univariate time
series context by
detecting only
point and collective
anomalies.
Combining [29], [30] LSTM-SARIMA — This combination — The classification
statistical & DLA handle complex, of traffic spikes as
non-linear patterns anomalies leads
and periodic to an increase in
fluctuations in data. false positives and
classification errors.
Based on [31], [32], CUSUM — Can detect traffic — Sensitive to
statistics [33] peaks and drops. seasonality.
— Gives better
performance on
univariate time
series by detecting
point and collective
anomalies.
— Requires
less runtime.

Through a comparison of existing works in detecting anomalies in mobile
network traffic (refer to Table 1), we found that classification-based approaches,
such as IF and OC-SVM, are highly accurate with complex anomaly characteriza-
tion but less scalable to large datasets and require extensive training. Distance-based
methods, including k-means and K-NN, offer simplicity and accuracy, though they
struggle with large-scale data and have higher false-positive rates. Neural network
techniques, such as LSTM auto encoders and DAE-GAN, handle large data volumes
well but are computationally intensive and typically rely on training with normal
traffic models. On the other hand, when combining statistical methods with deep
learning techniques, such as LSTM-SARIMA, the model becomes more capable of
handling complex, non-linear patterns and periodic fluctuations, making it suitable
for more intricate data. However, this approach still faces the challenge of misclas-
sifying traffic spikes as anomalies, which leads to an increase in false positives and
classification errors. In contrast, purely statistical methods, such as CUSUM, excel
in detecting changes in univariate time series with faster execution, although sea-
sonal variations can affect performance. Each approach offers a unique balance of
strengths and limitations, reflecting the complexity and diversity of anomaly detec-
tion technologies. To summarize, statistical methods prove to be the most suitable,
as they provide high accuracy and efficiency while offering the flexibility to cate-
gorize either traffic peaks or drops as anomalies. This flexibility is essential in the
telecommunications context, where traffic drops are often seen as indicators of
anomalies. Based on these conclusions, our proposed approach will focus on the
statistical methods.
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4 METHODOLOGY

The methodology section outlines the procedure used in this study to develop an
effective model for detecting anomalies related to network degradation in mobile
telecommunications. The model specifically focused on identifying traffic variations,
particularly decreases, within a large set of unlabeled data from 4G telecom sites.
As detailed in the previous section, we adopted a statistical approach due to its abil-
ity to provide high accuracy, speed, and flexibility in processing large datasets and
detecting anomalies.

Initially, we implemented the CUSUM algorithm, known for its ability to detect
significant changes in time series data. We apply this model to traffic data from each
telecom site, examining the time series of traffic volumes (particularly long-term
evolution “LTE”) between January 1, 2022, and April 21, 2022. The primary objective
of this step is to detect any significant traffic drops that may signal a degradation
in network performance. To better handle seasonality and ensure the robustness
of the model in detecting anomalies, we integrated seasonal filters that allow the
model to adapt to cyclical trends and reduce false positives caused by regular traffic
fluctuations.

In the second step, we aimed to address the limitation of CUSUM, which
categorizes sites that have experienced temporary degradation as permanently
degraded, even if their traffic has returned to normal. To overcome this, we intro-
duce lower control limits, which are specifically designed to detect only sustained
decreases in traffic that exceed normal variation thresholds. This approach
ensured a more accurate identification of recent anomalies in the telecommuni-
cations domain, distinguishing between temporary fluctuations and actual sus-
tained issues.

To further improve detection accuracy, we integrate a third statistical approach
to address another limitation of CUSUM, namely its ability to detect only the first
traffic degradation, even if it is old and followed by more recent drops. To account
for recent trends, we adopted the robust stat detector model. This model comple-
ments CUSUM by enabling the detection of multiple simultaneous changes in traf-
fic data. By applying the robust stat detector to the segments identified by CUSUM
and the lower control limits, we obtained a more detailed view of long-term traffic
degradation, allowing for precise identification of persistent issues and the detection
of the beginning of the most recent traffic drop at degraded sites. This combina-
tion of statistical methods strengthens network degradation detection, which is then
visualized through graphs.

To evaluate the performance of this approach, we treat it as a supervised learning
model. To do so, we labeled the output data of our detection method based on the
anomalies detected, assigning a value of one to degraded sites and O to sites consid-
ered normal. This transformation enables the application of binary classification
techniques, making model evaluation and optimization more efficient.

In summary, Figure 1 provides a clear understanding of the process followed to
develop this solution while ensuring its reproducibility. In the next section, we will
delve into the detailed practical implementation of our solution.
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v

3. Apply CUSUM Algorithm
- Detect significant changes in traffic data
(focus on LTE traffic)
- Goal: Identify traffic drops indicating
network degradation

v

4. Seasonal Filter Integration
- Account for cyclical trends (seasonality)
- Reduce false positives from regular
traffic fluctuations

v

5. Introduce Lower Control Limits
- Overcome CUSUM's limitation with
temporary degradation detection
- Detect only sustained decreases in
traffic

v

6. Apply RobustStat Detector Model
- Address CUSUM's limitation of detecting
only the first traffic drop
- Detect multiple simultaneous traffic
changes
1
Az

v
7. Combine Detection Models
- Combine CUSUM, lower control limits,
and RobustStat Detector for accurate
anomaly detection

\

8. Label Data for Supervised Learning
- Assign 1 for degraded sites, 0 for normal
sites

L

v
9. Model Evaluation
Apply binary classification techniques for
performance evaluation

i ¥

10. Deploy Web Application

12. Return to Introduce New Detection
Strategies
Adjust model or introduce new detection
strategies
(Linked to Step 2)

11. Check Completion
Confirm that all criteria are met

Implement a user-friendly interface for
model deployment

Fig. 1. Flow diagram of our methodology

5  RESULTS

Choosing the statistical approach aligns well with our research, as it effectively
detects traffic drops with notable accuracy and speed. To address the CUSUM
algorithm’s seasonality sensitivity, we will draw inspiration from the work in [32]
and integrate seasonality filters to enhance model performance. Additionally, we
refine our approach into a labeled model by incorporating classification techniques

from [26], utilizing CUSUM’s output.
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5.1 Dataset features

The dataset contains 4G network traffic data from over 5000 telecom sites
recorded every hour from January 1, 2022, to April 21, 2022. The choice of this dura-
tion is motivated by the approach adopted in the study [34], which indicates that
the CUSUM anomaly detection method may not work perfectly with one-week data.
They suggested a month or more because it contains much more information and
unexpected events. For the telecom sites classification part, we have added other
key performance indicators (KPIs) that may impact the network traffic. We present
below (“refer to Table 2”) a descriptive table of the elements of our dataset.

Table 2. Presentation of features

Column Name Description Type
Day The day of the transaction Date
Time The time of the transaction Date
Nodebname The name of the telecom sites String
Trafic LTE 4G Traffic Volume (GB) Double
CSSR Call Setup Success Rate: % of successful calls. Double
Indispo Radio Network Unavailability Rate (%) Float
Rejet_CSSR_LTE LTE CSSR Rejection: % of unsuccessful calls. Float
IPPM IP Performance Monitoring: the part of the transmission | Float

that allows for detecting the voice quality and checking
if there is a problem with transmission on telecom sites.

For data preprocessing, the first step was to sort the data by day and time of
transaction in order to ensure chronological order, which is essential for the anal-
ysis of the time series. We then created a “DAY” column that combines the day
and time of the transaction, thus enriching the information available for anomaly
detection. One of the main challenges in processing data was the sensitivity of the
CUSUM model to seasonality. To address this issue, we have developed a specific
function to eliminate the seasonal effect of each site, which has reduced the risk of
false positives and false alarms. We used the pmdarima library [35] to estimate the
number of seasonal differences needed to make the time series stationary. Seasonal
unit tests, such as ‘ch’ and ‘ocsb,” were applied to identify the number of seasonal
periods. When two seasonal periods were detected, we differentiated the data over
seven periods twice. Through these transformations, in particular the management
of seasonality and chronological sorting, data has been optimized for anomaly
detection.

5.2 Developing our anomaly detection approach

After the preprocessing of the data of our series, we built our model for the
detection of anomalies in mobile networks. In addressing an unsupervised learning
challenge, we propose an approach involving three statistical methods: the lower
limit, the CUSUM algorithm, and the robust stat detector. In systems with time series,
standard measurements such as precision and recall are not suitable for evaluating
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anomaly detection algorithms since they don’t take into account the specificities of
time. To assess the effectiveness of our anomaly detection framework, we utilized
the results of our approach to convert the problem into a supervised learning
paradigm. By labeling sites as degraded or normal, we can apply algorithms that
recognize patterns in the data, allowing better detection and classification of anom-
alies in mobile networks. This approach allows us to use established measurement
values, improving the accuracy and reliability of our detection system. The model’s
efficiency will be evaluated using a binary classification framework, supplemented
by additional KPIs affecting traffic.

Creating the detection model. In our initial detection approach, we employed
the algorithm CUSUM introduced by Taylor (2000a) to pinpoint significant changes
in the average traffic of telecommunication sites. Using the kats library, we applied
the CUSUM model to the NODEBNAME column, treating each telecommunication
site individually. The dataset, featuring traffic_ LTE and DAY columns, was trans-
formed into a time series after eliminating the effects of seasonality. Focusing on
traffic decreases as anomalies, we tailored the implemented approach accordingly.
For a clearer understanding of the underlying methodology, the pseudocode of the
CUSUM algorithm is provided below, outlining the key steps involved in anomaly
detection.

Algorithm 1: CUSUM Algorithm Pseudocode

INPUTS:

traffic_data : Dataset of mobile traffic by site

site_list : List of telecom site names to analyze

BEGIN

// Initialization and configuration

FOR EACH site IN site_list DO

// Data filtering and preparation

site_data = Filter traffic_data BY site

// Data preprocessing

processed_data = Remove_Unnecessary_Columns(site_data)
processed_data = Set_Time_Index(processed_data)

J/ Transform to stationary series

stationary_series = Decompose_Time_Series(processed_data)
stationary_series = Extract_Series_Component(stationary_series)
// Preparation for CUSUM analysis

formatted_data = Rename_Columns_To_Standard_Format(stationary_series)
time_series = Convert_To_Time_Series Format(formatted_data)
/1 Apply CUSUM algorithm

detector = Initialize_CUSUM_Detector(time_series)

// Configure to detect only decreases (degradations)
change_points = Execute_Detection(detector, direction="decrease")
// Visualization of results

Generate_Plot(detector, change_points)
Add_Title_And_Labels("Traffic Anomaly Detection for " + site)
Display_Plot()

/| Analysis of results

IF change_points NOT EMPTY THEN
Record_Detected_Anomalies(site, change_points)

END IF

END FOR

// Summary of results

Generate_Anomaly_Report(site_list)

END
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After applying the CUSUM model to identify these anomalies, we visualize
degraded sites using Matplotlib (see Figure 2). Figure 2 demonstrates the effective-
ness of the CUSUM algorithm in detecting a drop in traffic, which initially leads to the
classification of the site as degraded.
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Fig. 2. Visualization of the results of the first detection approach: CUSUM

However, upon further analysis, we observed that the traffic returned to normal
levels shortly after the initial drop, indicating that the site was not permanently
degraded. This highlights a limitation of the CUSUM approach, as it categorizes tem-
porary fluctuations as persistent degradations.

To address this, we implemented additional methods to more accurately detect
real-time anomalies and ensure that temporary fluctuations are not incorrectly clas-
sified as sustained issues. According to the study [36], the Shewhart control chart is
an effective solution, as it is one of the most powerful tools for monitoring process
stability and detecting unusual variations while minimizing false alarms. It is based
on the analysis of specific measurements and the definition of control limits, which
are statistically determined using an interval based on the mean and standard devi-
ation of the observed data. These limits, known as the lower control limit (LCL) and
upper control limit (UCL), help identify significant deviations in the process and
detect anomalies, calculated using the following formula:

lelimX = uX - 30X
uclimX = uX + 30X

With: data set X = {x1, x2, ..., xn}, uX is the mean and oX is the standard
deviation of X.

The main goal of our study is to detect traffic drops, which are often indicative of
anomalies caused by various factors such as congestion, physical obstacles, defective
equipment, or other issues, while an increase in traffic generally signals positive
activity for the telecom operator. Therefore, in this paper, we specifically focus on
the lower control limit.

However, instead of using the traditional X — 36X limit, we chose to apply
uX — oX to enhance the sensitivity of the detection. In the context of telecommuni-
cations, natural traffic variations can be significant, and a 3o threshold might only
detect extreme anomalies, overlooking less frequent but still important traffic drops.
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By reducing the threshold to 1o, we enable the system to more quickly identify sig-
nificant traffic drops while better tolerating normal fluctuations, thus helping to
reduce false alarms.

Here, uX represents the mean of the traffic values from the previous four weeks,
calculated as the average of traffic values for the same day in each of the last four
weeks (traffic value for dayj-7,j-14,j-21, and j-28). The principle behind this approach
is to compare the traffic of the most recent day with the average traffic of the same
day over the past four weeks, which helps to account for weekly traffic patterns. cX
is the standard deviation of the traffic values for control days, providing a measure
of the variability in the traffic during these periods, and is expressed as:

LCL = AvG(traffic value j — 7 + traffic value j — 14 + traffic value j — 21
+ traffic value j — 28) — Std(control day traffic value)

If the traffic on the last day is lower than the calculated average from previous
days, and the CUSUM algorithm has already detected a degradation, this suggests
that the site’s traffic is still significantly below normal levels, indicating a sustained
issue rather than a temporary one. In this case, the L.CLs act as a check to confirm
that the traffic drop is not just a regular variation but a persistent problem fluctu-
ation (see Figure 3). The green line in Figure 3 corresponds to the lower threshold.
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Fig. 3. Visualization of the second detection approach: CUSUM and lower control limit

As shown in Figure 3, site01 has not returned to its normal state; instead, we
observe a continuous degradation of traffic over time. This degradation begins at
the point detected by CUSUM (black line). This demonstrates that comparing traffic
values from previous days helps distinguish between temporary drops and ongo-
ing degradations. This approach ensures that sites flagged as degraded by CUSUM
remain classified as such until their traffic returns to normal levels. The integration
of LCLs helps reduce false positives, making anomaly detection more reliable by
confirming that the site’s performance has not recovered and is still experiencing
degradation.

Cumulative sum algorithm allows us to detect a single change in network traffic.
In Figure 3 above, we observe that degradation begins with the first drop encoun-
tered. However, we have been more interested in traffic degradation over the last
few days, so we need to incorporate another approach to specify precisely the start
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of the last traffic drop. To refine our detection of prolonged degradations, we intro-
duced the robust stat detector model on the segments identified by cumulative sum
algorithm.

This model, similar to CUSUM, has the advantage of detecting multiple changes
simultaneously. In our approach, we have configured it to identify the latest traffic
drop. When applied to the portion of traffic identified as degraded by CUSUM, it
allows us to pinpoint the exact moment when the most recent degradation began.
If the robust stat detector fails to identify this drop, the last drop detected by CUSUM
is considered significant. This integrated approach provides a more detailed assess-
ment of telecom network degradation over time, ensuring more reliable anomaly
detection (see Figure 4).
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Fig. 4. Visualization of the combined detection approach: CUSUM, lower control limit and robust
stat detector

Figure 4 shows the output of our hybrid approach, where we can observe that
our method has successfully detected the start date of the most recent traffic degra-
dation, signaling the presence of an ongoing anomaly. The black line indicates the
detected degradation, clearly illustrating the traffic variations in relation to the pre-
defined thresholds. The green line represents the lower threshold, and the red line
indicates the UCL, calculated as:

UCL = AvGl(traffic value j — 7 + traffic value j — 14 + traffic value j — 21
+ traffic value j — 2.8) + Std(control day traffic value)

To evaluate our combination of statistical approaches and ensure effective detec-
tion of all degraded telecommunication sites, we included an “Anomaly” column
in our dataset, with a value of 0 in the absence of an anomaly and 1 otherwise.
This transforms our problem into supervised learning, thereby facilitating the
measurement of the performance of our approach and assessing its ability to detect
all degraded sites through binary classification.
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Evaluation steps. In this evaluation step, the goal is to assess the performance
of the binary classification model and guide the necessary adjustments to achieve
more accurate and useful prediction results. After data preprocessing, including
the addition of the “Anomaly” column and handling missing values, we transformed
the problem into supervised learning. Features, including additional KPIs, were
encoded and used as inputs for the model, with the output representing the presence
or absence of anomalies. The data was split into training and test sets (80%/20%),
followed by an oversampling step to balance the dataset.

After performing K-fold cross-validation, several models were evaluated, includ-
ing logistic regression, XGBClassifier, KNN, gaussian, perceptron, linear SVC, SGD,
decision tree, and Random Forest. To optimize the performance of these models, we
utilized the GridSearchCV library. The results revealed that models such as logistic
regression, KKNN, and linear SVC outperformed the others, highlighting the impor-
tance of hyper parameter optimization. The application of optimization techniques
led to a significant improvement in model performance, particularly for logistic
regression. The final model validation was conducted through ROC curve analysis
(see Figure 5), with logistic regression standing out as the top-performing model
with an accuracy of 98%, confirming its effectiveness in anomaly detection.
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Fig. 5. ROC curve

Figure 5 highlights the receiving operating characteristic (ROC) curve. This curve
provides a score by comparing the rate of false positives with the rate of true positives.
Plotting the ROC curve allows visual observation of the model’s performance. The
area under the ROC curve, an additional measure, quantifies the overall quality of
the model, with a larger area indicating superior performance. Table 3 displays the
performance of each binary classification model based on accuracy, F1 score, and

recall indicators.
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Table 3. Performance of binary classification models

Approaches Accuracy F1 Score Recall
Logistic Regression 0.98 0.98 0.98
KNN 0.94 0.93 0.87
Linear SVC 0.95 0.94 0.90

Based on the performance indicators (refer to Table 3), we conclude that the
logistic regression model is the best-performing model, as it obtained an accuracy
of 98% and the recall metric is 98%. These results demonstrate the model’s ability
to accurately identify anomalies with high precision. In summary, the high AUC
and recall values confirm the effectiveness of our detection technique, which suc-
cessfully achieves an overall accuracy of 98%, validating its reliability for network
anomaly detection.

6  EVALUATION

The results show that our model was able to detect 98% of anomalies in mobile
traffic, achieving an impressive recall of 98%. This highlights the model’s strong
capability in identifying the vast majority of real anomalies. As shown in Table 4,
existing anomaly detection approaches present trade-offs: IF [12] achieves 87.15%
accuracy with a low false positive rate, while CNN [14] improves recall to 99.99% but
with an accuracy of 90.75%. Distance-based methods, such as BTF [24], reach 93%
accuracy, whereas hybrid models such LSTM-SARIMA [30] achieve 100% recall but
at the cost of lower accuracy (81.15%). Unlike these methods, our approach, which
integrates CUSUM, the robust stat detector, and the L.CL, provides an optimal balance
between accuracy and recall, ensuring both effective and reliable anomaly detection.

Table 4. Comparison of our proposed method with other anomaly detection approaches

Approaches based on Model Accuracy Recall
Classification Isolation Forest [12] 87.15% — (low false positive)
CNN [14] 90.75% 99.99%
Distance BTF [24] 93% =
Neural networks CNN-RNN-GAN-Autoencoders [28] 95% -
Combining statistical LSTM-SARIMA (30] 81.15% 100%
and Deep Learning
Our proposed method | CUSUM-RobustStat Detector 98% 98%
-Lower limit control

By integrating the CUSUM algorithm, LCLs, and the robust stat detector, the model
efficiently distinguishes between normal fluctuations and actual network degrada-
tion. This adaptability is crucial in maintaining a high anomaly detection rate, min-
imizing false positives, and reducing classification errors. The proposed approach
demonstrates robust performance even in scenarios with increased network traffic
or high-density telecom environments. The model’s dynamic adaptability allows it to
adjust efficiently to traffic variations while maintaining its effectiveness in anomaly
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detection, even during traffic spikes. Consequently, the method remains reliable and
accurate, making it highly suitable for large-scale telecom infrastructures, where
traffic spikes and high user density are common challenges.

7  DISCUSSION

To improve the detection of real anomalies while minimizing false positives, we
combined three robust methods: the CUSUM algorithm, which identifies significant
traffic drops; LCL, which help differentiate temporary drops from sustained degra-
dations; and the robust stat detector, which refines detection by considering multiple
simultaneous anomalies, particularly recent traffic drops. Based on our evaluation,
our approach has demonstrated an outstanding ability to effectively distinguish nor-
mal traffic fluctuations from actual network degradations, achieving 98% anomaly
detection and a recall of 98%, which reduces classification errors and maintains
high accuracy.

Compared to previous studies, models such as LSTM, OC-SVM, k-means, and
K-NN struggle with large datasets and tend to generate high rates of false posi-
tives. Our approach has proven better suited to the demands of traffic monitoring
in large telecommunications infrastructures. It stands out due to a combination of
statistical methods, which have been particularly effective in our context, allowing
for the detection of degraded telecommunications sites that are often overlooked
by maintenance systems due to specific constraints, such as physical obstacles or
equipment malfunctions. It also dynamically adapts to seasonal variations and traf-
fic spikes, ensuring reliable detection even under high traffic conditions. However,
while our model is effective, there is still room for improvement, particularly in
enhancing precision, further reducing false alerts, optimizing recall, and ensuring
stable performance in real-time detection scenarios, which remains challenging
in dynamic environments. In this regard, the study [37] highlights that real-time
detection remains a significant obstacle, especially due to the limitations associated
with managing large and diverse datasets. Therefore, this paper [38] can serve as
a foundation and inspiration for future research, particularly in the improvement
of our detection approach. Its multi-task learning strategy shows how combining
related tasks can enhance accuracy, reduce false positives, and support real-time
detection, which are key objectives in our ongoing work. Additionally, the study [39]
provides valuable insights for our future research, especially in enhancing anomaly
detection systems to achieve more reactive and resilient detection in dynamic envi-
ronments. This paper underscores the necessity for advanced anomaly detection
systems, enhanced authentication protocols, and stronger encryption standards to
ensure secure real-time communications.

8 CONCLUSION

In conclusion, this study has enabled the development of a method for detecting
anomalies in mobile traffic, with the primary goal of quickly and accurately identi-
fying abnormal values in a time series. Unlike traditional algorithms, which require
labeled data and rely on predefined models of normal data, our approach, which
combines three statistical methods (CUSUM, LCLs, and robust stat detector), stands
out for its ability to analyze unlabeled data. This meets the specific needs of tele-
com operators, allowing them to detect most network traffic degradations on mobile
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networks with 98% accuracy. The results demonstrate a significant impact, provid-
ing monitoring services with more responsive tools better suited to the demands of
large-scale telecommunications infrastructures.

To make this model more proactive, future work could focus on integrating
advanced Al techniques to improve the adaptability and accuracy of real-time
anomaly detection. Adapting this anomaly detection approach in real time would
enable the system to dynamically adjust to changing network conditions and emerg-
ing threats. These advancements could further enhance the efficiency and scalabil-
ity of the approach, minimizing traffic disruption and providing a robust solution to
the growing challenges of mobile network security.
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