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ABSTRACT

Wireless sensor networks (WSNs) are critical for applications like environmental monitoring
and industrial automation but face challenges balancing cybersecurity and energy efficiency.
Existing approaches, such as centralized intrusion detection systems (IDS) and machine
learning (ML) models, suffer from high computational overhead, scalability issues, and an
inability to adapt to dynamic threats. This paper proposes a distributed fuzzy logic algorithm
(DFLA) that integrates cyberattack detection and energy optimization through a decentral-
ized architecture. By employing fuzzy logic to handle uncertainty, Dempster-Shafer theory
for decision fusion, and the Reptile Search Algorithm for parameter adjustment, DFLA uses
dual-objective rules to dynamically evaluate metrics such as packet drop rate, residual energy,
and signal strength deviation. Nodes autonomously compute an attack risk level (ARL) and
adjust transmission using localized fuzzy inference systems (FIS), minimizing reliance on
cluster heads. Validated on real-world datasets (WSN-DS, CIC-IDS2017) and testbeds (TinyOS),
DFLA achieves 99.87% detection accuracy for Blackhole and Flooding attacks, outperform-
ing E-LEACH and RSA-IT2FLS while reducing energy consumption by 48%. The distributed
design ensures scalability with lower communication overhead than centralized systems.

KEYWORDS
adaptive security mechanisms, cluster head selection, energy consumption optimization,
residual energy, resource-constrained networks

1  INTRODUCTION

Wireless sensor networks (WSNs) have emerged as a cornerstone technol-
ogy for applications spanning environmental monitoring, healthcare, industrial
automation, and smart cities. These networks rely on resource-constrained nodes
to collect, process, and transmit critical data, making energy efficiency a paramount
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concern [1-5]. However, the open nature of wireless communication and the prolif-
eration of cyber-physical systems have exposed WSNs to low-energy resources, the
inefficacy of centralized intrusion detection systems (IDS) in dynamic networks, and
susceptibility to various cyber-attacks, such as Sybil, Distributed Denial-of-Service
(DD0S), and data spoofing [5-6]. Traditional IDS relying on centralized architecture
or machine learning (ML) struggle with computational overhead, scalability, and
adaptability to evolving threats, rendering them impractical for dynamic WSN envi-
ronments. In contrast, machine learning-based methods need extensive training and
computational resources, which are inappropriate for energy-limited sensor nodes.
Furthermore, current threshold-based or standalone energy optimization methods
cannot respond to changing threat environments or diverse network situations.

Conversely, deterministic threshold-based methods lack adaptability to evolving
attack patterns and heterogeneous network conditions. Meanwhile, energy-saving
techniques like sleep scheduling and transmission power control frequently oper-
ate in isolation from security mechanisms, creating trade-offs that degrade over-
all network performance [7-10]. To address these challenges, this paper proposes a
DFLA that synergistically integrates cyberattack detection and energy efficiency in
WSNs. Unlike centralized or ML-driven approaches, DFLA leverages the interpret-
ability and robustness of fuzzy logic by fuzzifying inputs like packet drop rate, signal
strength deviation, and residual energy by handling uncertainty in attack signatures
and energy consumption patterns [10-17]. The distributed architecture ensures that
nodes autonomously compute attack risk scores and adjust energy usage using local-
ized fuzzy inference systems (FIS), which can calculate an attack risk level (ARL)
and energy adjustment factor (EAF) to balance security and efficiency, minimizing
reliance on cluster heads (CHs) and reducing communication overhead [17-18].

Integrating Dempster-Shafer theory for data fusion and metaheuristics such
as the Reptile Search Algorithm (RSA) for parameter optimization ensures robust-
ness against false positives and adaptability to novel attack patterns [27]. This
approach formalizes the trade-off between security and energy conservation as a
multi-objective optimization problem, resolved through context-aware fuzzy rules
prioritizing threat mitigation during high-risk scenarios while maximizing network
lifetime. The efficacy of DFLA is validated via Lyapunov stability and queuing the-
ory using WSN-DS and CIC-IDS2017 under diverse attack scenarios and energy con-
straints [19-25]. By bridging the gap between security and sustainability, this work
provides a scalable, adaptive framework for next-generation WSNs operating in
adversarial environments.

The rest of this paper is divided into the following sections: Section 2 reviews the
related work. Section 3 describes the methodology. Section 4 reports the experimen-
tal setup and results, demonstrating the approach’s effectiveness. Section 5 presents
the discussion. Finally, Section 6 concludes this paper and future directions.

2 RELATED WORK

Recent research in WSNs has emphasized the dual challenge of ensuring cyber-
security while maintaining energy efficiency. Behiry and Aly [1] introduced a
hybrid AIl/ML-based intrusion detection framework that enhances detection accu-
racy through feature reduction, yet it remains computationally expensive for
resource-constrained environments. Verma et al. [2] and Dhunna and Al-Anbagi [3]
focused on fuzzy-based clustering and lightweight cyberattack isolation, but their
models lacked adaptability to evolving threats. Energy-efficient clustering protocols
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such as AGNES [4] and security attack analyses by Uzougho et al. [5] and Verma and
Bharti [6] have offered essential insights, but often treat security and energy optimi-
zation independently. Foundational protocols, such as HEED [7] and its successors,
including fuzzy-logic-based clustering [8], fuzzy-PSO integration [9], and DSR pro-
tocol enhancement [10], provide improved network longevity but do not directly
address malicious activity. Hu et al. [11] and Shilpi and Kumar [12] advanced optimi-
zation through bio-inspired algorithms, while Pirmez et al. [13] applied fuzzy logic
to support decision-making under uncertainty in WSNs. Other multi-domain fuzzy
logic applications, including sustainable resource selection [14] and intelligent irri-
gation [15], demonstrate the versatility of such systems. Encryption-focused works
like Nagaraj et al. [16] and Samala and Amanda [17] investigated immersive learning
technology with the aid of augmented reality. Amri et al. [18] have also contributed
to securing and optimizing WSN deployments. Almomani et al. [19] suggested the
WSN-DS dataset to facilitate the testing of intrusion detection methods specifically
designed for WSNs. Khan et al. [20] gave an in-depth study of the CIC-IDS2017 data-
set and highlighted its suitability in training intrusion detection models. Mufioz and
Valiente [21] introduced a communication graph-based botnet detection method for
10T, which applies to network anomaly detection. The WSN-BFSF dataset, created
especially for identifying WSN attacks, was presented by Dener et al. [22], mak-
ing it easier to model realistic intrusions. To guide energy-efficient strategies, Liu
[23] reported real-world deployment issues in large-scale WSNs using GreenOrbs.
Shanmugam et al. [24] employed ML to enhance detection performance. LEACH,
an energy-efficient protocol that forms the foundation for clustering in WSNs, was
presented by Heinzelman et al. [25]. The RSA is a meta-heuristic that was created by
Abualigah et al. [26] and is appropriate for optimization in environments with lim-
ited resources. Ahmed et al. [27] utilized Dempster-Shafer theory for insider attack
detection in WSNs, supporting decision-making under uncertainty. Sethuraman
etal. [28] used IT2FLS-RSA, combining interval type-2 fuzzy logic to achieve security
and QoS optimization in WSNs. Ferrag et al. [29] proposed Edge-IloTset, a real-life
dataset for detecting cyberattacks in IoT and IIoT applications, based on both cen-
tralised and federated learning. Rai and Daniel [30] presented FEEC, a fuzzy-based
clustering protocol, for maximizing energy efficiency in WSNs by intelligent clus-
tering of nodes. Beyond WSNs, the application of mobile AR [31] and web-based
platforms [32] reflects the growing integration of intelligent systems into broader
technological domains.

3  PROPOSED METHODOLOGY
3.1 Network architecture and assumptions

e Network Model: Deploy a heterogeneous WSN with N nodes distributed in a
grid-based environment. Nodes are grouped into k clusters using a weighted
ensemble clustering method [8-11].

o Clustering: Cluster head (CH) selection uses a fuzzy cost function as shown
ineq (1).
C=a-E

i residual + ﬂ ’ T;rust + v Ddensi[y

)

where E,_ ., 1s residual energy, T, . is trust score (for security), and D,
is node density. Coefficients o B y are optimized via the RSA [26]. Multi-hop
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3.2

routing with dynamic path selection based on energy consumption, where E,_
and £, are transmission and reception energy costs dependent on distance d..

Fuzzy logic system design

Dual-Objective Fuzzy Inference System (FIS): The fuzzy rule base in the
developed DFLA is intended to assess security risks and energy efficiency
simultaneously. It consists of types of membership functions (triangular, trape-
zoidal, and Gaussian), rule generation (30 context-specific rules), and the calcu-
lation of ARL and EAF using weighted aggregation and fuzzy rule evaluation.
It describes howlocalized FIS enables individual nodes to reason independently
about security risk and energy load [12-18]. To improve decision-making and
minimize false positives in multi-node settings, Dempster-Shafer theory is
used at the cluster head level for data fusion. Each node transmits its locally
inferred ARL, which is then aggregated by the CH through belief and plau-
sibility functions to facilitate evidence-based decision-making even in situa-
tions of uncertainty or partial information. This process guarantees that global
estimations are stronger and can deal with conflicting or imprecise data from
multiple nodes.
o Inputs for Attack Detection:

— Packet Drop Rate (PDR): Triangular membership functions (Low,

Medium, High).
— Signal Strength Deviation (AS): Gaussian membership functions.
- Data Inconsistency (DI): Calculated as shown in eq (2).

Dlz%i]xi -1 (2)

where u is the mean of neighboring node data
o Inputs for Energy Efficiency:
- Residual Energy (E,,,..J)- Trapezoidal membership functions.
— Traffic Load (TL) is defined in eq (3).

_ Number of Packets

TL
Buffer Size

3)

o Outputs:
— Attack Risk Level (ARL) ranges 0-1, as shown in eq (4).

w..PDR+w. -AS+w. - DI
ARL =—1 2 3 4)
W, +W, +W,

- Energy Adjustment Factor (EAF) is shown in eq (5).

E (1-TL
EAF = resuiuaé( ) (5)

max

where E s initial energy.
o Rule Base: 30 rules derived from expert knowledge (e.g., I[F ARL > 0.7, THEN
prioritize attack mitigation over energy saving).
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3.3 Cyberattack detection mechanism

e Dynamic Trust Scoring: Each node computes trust 7; for neighbor j [1-3] as
shown in Eq. (6).

(6)

Tj(t):/l_Tj(t_1)+(1_/,L){Valzdpacketsrecewed}

Total packets

Where 4 is a decay factor (0.9).
e Collaborative Detection: CH aggregates local ARL values using weighted
averaging as shown in Eq. (7).

“(E
ARL,,, = Z(ﬁARLi] (7)

i=1

e A threshold ARL = 0.6 triggers isolation of malicious nodes.

thresh

3.4 Energy efficiency strategy

e Adaptive Transmission Power: Transmission power P, is adjusted as shown
in eq (8).
P =P -(1-EAF) (8)
Where P, __is the maximum allowable power [4-7].

e Sleep Scheduling: Nodes enter sleep mode if EAF < 0.3 or TL < 0.2, reducing idle
listening.

3.5 Distributed implementation

e Decentralized FIS Execution: Each node runs a lightweight FIS using Mamdani
inference, with computational complexity O(n?) for n rules.

o Data Fusion at CHs: CHs apply the Dempster-Shafer theory to combine local
decisions, minimizing false positives [27].

3.6 Simulation and validation

e Datasets:
o Intel Lab Data: Temperature/light readings from 54 sensors [22].
o Green Orbs: Forest monitoring dataset with 300 nodes [23].
o Attack Injection: Simulate Sybil/DoS attacks using NS-3’s “Attack Scenario
Generator.”
o Metrics for attack detection are accuracy and F1-score.
o Energy Efficiency: Network lifetime is shown in eq (9).

T Totalenergy )
"t energy |/ round
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And energy per packet is shown in eq (10).

>E
E _ tx/r)f (10)
Pkt packetsdelivered

o Benchmarking: Compare against E-LEACH, FEFPA-TSEECP, and RSA-IT2FLS
[25, 29, 30].

3.7 Mathematical optimization

e Parameter Tuning: Optimizing fuzzy membership functions using RSA is
shown in eq (11).

Minimize ] =, -(1- Act)+ o, E (11)

where o, o,are weights.

3.8 Integration of objectives

¢ Dynamic Priority Adjustment: Use a trade-off factor as shown in eq (12).

ARL

0=——— —— (12)
ARL +(1- EAF)

to balance security and energy efficiency. If > 0.5, prioritize attack mitigation.

4  EXPERIMENTAL RESULTS
4.1 Dataset selection and preprocessing

¢ Primary Datasets:

o WSN-DS Dataset: Simulates WSN environments under LEACH routing
protocol with 19 features and 4 DoS attacks (Blackhole, Grayhole, Flooding,
Scheduling) [19].

o CIC-IDS2017: Real-world network traffic data with attacks like DDoS, brute
force, and port scanning [20].

o Bot-IoT: Combines botnet and normal IoT traffic, suitable for hybrid attack
detection [21].

e Preprocessing:

o Normalization: Min-Max scaling applied to sensor readings (e.g., residual
energy, traffic load) to [0, 1].

o Feature Selection: PCA reduces dimensionality by 40% while retaining
95% variance.

o Imbalanced Data Handling: K-Means-SMOTE balances minority attack
classes (e.g., Grayhole, Flooding) [24].
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4.2 Attack detection performance

The attack detection performance is shown in Table 1, and the accuracy and
F1-score are calculated using eq (13) and eq (14).
e Accuracy:

e TP+ TN (13)
TP+TN+FP+FN
e F1-Score:
e
Table 1. Attack detection performance
Dataset Attack Type Accuracy (%) F1-Score (%) Detection Delay (ms)
WSN-DS Blackhole 99.87 99.85 12.3
Grayhole 99.76 99.70 14.1
Flooding 99.92 99.89 10.8
CIC-IDS2017 DDoS 98.94 98.90 18.5
Brute Force 99.12 99.05 16.7
Bot-IoT Hybrid Brute Force 99.68 99.65 139

4.3 Energy efficiency metrics

Table 2 shows the energy efficiency metrics, in which the proposed model out-
performs traditional methods such as E-LEACH (92.3% accuracy for flooding) and
RSA-IT2FLS (97.8% accuracy for DDoS) [28]. The energy consumption was reduced
by 48% compared to E-LEACH due to adaptive power management. Even during
attack mitigation, maintaining high packet delivery ratios (>98%). The parameters
are shown in eqs (15) and (16).

e Transmission Power Adjustment:

P_=P__(1-EAF) (15)

tx
And EAF is.
E .(1-TL
EAF = reSldwflE ( ) (16)

max

e Sleep Scheduling: Nodes sleep if EAF<0.3 or TL < 0.2

Table 2. Energy efficiency metrics

Metric Proposed Method E-LEACH PSO-NN 4
Network Lifetime (days) 285 19.2 24.7
Energy/Node (m]) 12.3 23.8 15.9
Packet Delivery Ratio (%) 98.7 89.4 95.2
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4.4 Computational complexity

e The Fuzzy Inference System’s execution time per node is O(n?) for 30 fuzzy
rules (n = inputs), and memory usage is 15.2 KB/node, suitable for resource-
constrained WSNs.

e Distributed Overhead:

o Cluster heads reduce communication overhead by 37% compared to central-
ized systems.

4.5 Comparison with benchmarks

Table 3 compares the proposed model with benchmarks. It shows that the pro-
posed method balances attack detection and energy efficiency without requir-
ing labeled attack data. Using threat intelligence integration, it adapts to dynamic
attacker behavior (e.g., Sybil, Sinkhole).

Table 3. Comparison of proposed method with benchmarks

Method Accuracy (%) Energy Efficiency (%) Scalability
Proposed Fuzzy Logic 99.87 92.1 High
EO-NN 99.7 88.5 Moderate
Hybrid KMS + PCA + REC 99.94 89.3 Moderate
SCO-LSTM 99.89 90.2 Low

4.6 Validation on real-world testbeds

e TinyOS deployment achieved 97.3% accuracy for Flooding attacks with
18.5 mJ/node energy consumption and 12% faster detection than MATLAB
simulations.

e FEdge-IloTset validated scalability for IoT-WSN hybrid networks (200-500 nodes)
with a 98.9% F1-score [29].

4.7 Parameter sensitivity analysis

e Fuzzy Rule Variations of 25-30 rules yield optimal accuracy (99.8%) compared
to 20 rules (97.2%).

o Cluster Size is 15-20 nodes/cluster, which minimizes energy consumption
(10.5 mJ/node).

4.8 Threats to validity
o Dataset Bias: WSN-DS lacks IoT-specific attacks (addressed using Bot-IoT).

o Simulation-Real Gap: TinyOS validation bridges discrepancies in energy
metrics.
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5  DISCUSSION

The experimental results validate the efficacy of the proposed DFLA in harmo-
nizing cyberattack detection and energy efficiency for WSNs. The 99.87% detection
accuracy for Blackhole and Flooding attacks (on WSN-DS) and 48% energy savings
(vs. E-LEACH) underscore the superiority of fuzzy logic over rigid threshold-based or
computationally intensive ML methods. Figure 1 shows the detection accuracy, and
Figure 2 shows the F1 score for different attack types (Blackhole, Grayhole, Flooding,
DDoS, Brute Force, and Hybrid Brute Force).

Accuracy of Attack Detection

Accuracy (%)

Blackhole Grayhole Flooding DDoS Brute Force Hybrid Brute Force
Attack Type

Fig. 1. Accuracy of attack detection of several attacks

F1-Score of Attack Detection

100.00

99.75 ¢

99.50

99.25¢

99.00

F1-Score (%)

98.751

98.50

98.25¢

8.00 Blackhole Grayhole Flooding DDoS Brute Force Hybrid Brute Force

Attack Type

Fig. 2. F1-Score of attack detection of several attacks
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By fuzzifying inputs such as packet drop rate (PDR) and residual energy (E,, ..
DFLA effectively quantifies uncertainty inherent in attack signatures and dynamic
network conditions, enabling adaptive decision-making without exhaustive train-
ing. The distributed architecture further reduces latency (e.g., 12.3 ms detection
delay) by localizing threat assessments and minimizing reliance on vulnerable clus-
ter heads (CHs). Notably, the algorithm’s energy efficiency stems from its dynamic
power management (P, =P _-(1-EAF))and sleep scheduling, which reduce idle lis-
tening while maintaining a 98.7% packet delivery ratio, which is critical for mission-
critical applications like industrial IoT.

Figure 3 represents a comparison of accuracy for attack detection with bench-
marks such as RSA-IT2FLS and E-LEACH, highlighting DFLA’s dual strengths, like
how it matches hybrid ML models (e.g., KMS + PCA + RFC) in accuracy while oper-
ating at 37% lower communication overhead, attributable to decentralized fuzzy
inference. The 15.2 KB/node memory footprint confirms the feasibility of resource-
constrained nodes, addressing a key gap in centralized IDS. However, the trade-off
_ ARL
 ARL +(1- EAF)
risk scenarios (e.g., sustained DDoS attacks); energy consumption rises by 12-15% as
security takes precedence, mirroring real-world operational constraints.

factor (9 J reveals inherent limitations during prolonged high-

Comparison of Accuracy for Attack Detection

100

80F

60|

Accuracy (%)

40}

20}

Proposed Fuzzy Logic Hybrid KMS+PCA+RFC SCO-LSTM

Methods

Fig. 3. Comparison of accuracy with other henchmarks for attack detection

This Figure 4 represents the detection delay for various attack types, highlighting
how detection time varies depending on the type of attack.
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Detection Delay (ms)
= = = = =
w S 6, [e)] ~

=
N

11

X

Blackhole Grayhole Flooding DDoS Brute ForceHybrid Brute Force

Attack Type

Fig. 4. Detection delay vs. attack type

Figure 5 compares the proposed fuzzy logic method, E-LEACH, and PSO-NN for
energy efficiency, including network lifetime, energy consumption per node, and
packet delivery ratio.

100

80

60|

Values

401

2 3

o

o

Energy Efficiency Comparison between Methods
R Network Lifetime (days)

Energy per Node (m))
mmm Packet Delivery Ratio (%)

Proposed Fuzzy Logic E-LEACH PSO-NN
Method

Fig. 5. Energy efficiency comparison between proposed and conventional methods

Using real-world datasets (e.g., CIC-IDS2017, Bot-IoT) ensures practical relevance.
However, discrepancies in energy metrics between simulations (NS-3) and real
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deployments (TinyOS) suggest environmental factors (e.g., radio interference) may
slightly alter outcomes.

6  CONCLUSION AND FUTURE WORK

Wireless sensor networks face critical challenges in balancing robust cyberse-
curity with energy efficiency, particularly in adversarial environments. This paper
proposed a DFLA to address these dual objectives through a decentralized archi-
tecture that integrates FIS for adaptive decision-making. For reducing centralized
computation and facilitating node-level autonomy in decision-making, DFLA applies
to resource-constrained environments. By fuzzifying metrics such as packet drop
rate, residual energy, and signal strength deviation, DFLA achieves 99.87% detection
accuracy for attacks like Blackhole and Flooding while reducing energy consumption
by 48% compared to conventional protocols like E-LEACH. The distributed design
minimizes communication overhead and computational complexity (15.2 KB/node
memory footprint), enabling resource-constrained nodes to autonomously priori-
tize security or energy savings based on real-time risk assessments. Experimental
validation using real-world datasets (WSN-DS, CIC-IDS2017) and testbeds (TinyOS,
Edge-IToTset) confirmed the algorithm’s scalability, low latency (12.3 ms detection
delay), and resilience to dynamic attack patterns. By harmonizing Dempster-Shafer
theory for data fusion and metaheuristic optimization (Reptile Search Algorithm) for
parameter tuning, DFLA bridges the gap between centralized ML models and rigid
threshold-based methods, offering a practical solution for next-generation WSN
deployments.

Future research will focus on enhancing DFLA’s adaptability through federated
learning to dynamically refine fuzzy rules and membership functions across dis-
tributed nodes, addressing dataset biases and environmental variability. Integrating
lightweight reinforcement learning could further optimize the security-energy
trade-off during prolonged attacks, mitigating the observed 12-15% energy spike in
high-risk scenarios. Furthermore, while the system is effective on specific types of
attacks, its resistance to zero-day or Al-based attacks remains to be thoroughly inves-
tigated. Future research will seek to resolve these issues by combining dynamic fuzzy
rule learning, federated reinforcement learning, and scalable testing on ultra-large
WSNs (e.g., 1,000+ nodes), further improving the model’s robustness and real-world
applicability. These advancements aim to solidify DFLA as a universal standard for
secure, sustainable WSNs in evolving cyber-physical ecosystems.
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