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ABSTRACT

The rapid advancement of software-defined vehicular networks (SDVN) has transformed
transportation systems by introducing programmability, flexibility, and centralized manage-
ment. By decoupling the control and data planes, SDVN enhances network efficiency and
adaptability, thereby enabling real-time traffic management and intelligent decision-making.
However, this centralization also presents significant security and privacy risks, exposing
networks to threats such as unauthorized access, data breaches, and malware infections.
To address these challenges, we propose a secure and privacy-respecting infrastructure
for SDVN, integrating advanced cryptographic techniques and lightweight authentication
mechanisms. Our model utilizes the Edwards-curve digital signature algorithm (EdDSA) for
authentication, elliptic curve Diffie-Hellman (ECDH) for key exchange, and an enhanced cer-
tificate revocation list (CRL) to strengthen security. This approach aims to provide low-latency
authentication, robust data protection, and improved privacy preservation, while ensuring
efficient resource utilization in SDVN. Through verification and analysis, including simulation
comparisons showing 20% improvement in authentication time and 15% reduced computa-
tion overhead, we demonstrate the effectiveness of our model in securing vehicular commu-
nications against emerging cyber threats.
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1  INTRODUCTION

The rapid growth of intelligent transportation systems (ITS) has height-
ened interest in vehicular ad hoc networks (VANETS) as a critical technology for
inter-vehicle communication and data exchange. VANETs, which evolved from
mobile ad hoc networks (MANETS), enable automobiles to function as mobile nodes,
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allowing for real-time information transmission that improves road safety, reduces
traffic congestion, and enhances the driving experience [1].

Software-defined networking (SDN) [2] is an innovative approach to network
management that separates the control and data planes. The inclusion of SDN into
VANETSs makes it easier to manage communications between vehicles and infrastruc-
ture. Integrating SDN with VANETSs helps improve traffic control, optimize resource
allocation, and allow for more efficient routing [3]. However, the dynamic and dis-
tributed nature of software-defined vehicular networks (SDVN) presents serious
concerns regarding network administration, security, and privacy risks [4]. With the
global push toward connected and autonomous vehicles, securing the SDVN infra-
structure becomes increasingly critical. The proliferation of smart mobility solutions,
5G-enabled vehicular environments, and the rise in vehicular cyber-attacks under-
score the urgency of research in this area. Traditional VANETSs suffer from limited
adaptability and weak protection against real-time threats, which SDVN seeks to
overcome, albeit at the cost of introducing centralized vulnerabilities.

To address these challenges, it is essential to design a secure and privacy-respecting
infrastructure to ensure reliable communication among vehicles, roadside units (RSUs),
and the SDN controller. Traditional security mechanisms often struggle to combine
strong encryption, robust authentication, and computational efficiency, leading to
increased latency and excessive resource consumption in vehicular environments.
Additionally, preserving user privacy is crucial, as vehicles continuously exchange sen-
sitive location and identity-related data, exposing them to tracking and profiling risks [5].

In this paper, we propose an efficient and privacy-aware model for a secure
infrastructure in SDVN, integrating advanced cryptographic techniques, lightweight
authentication mechanisms, and privacy-preserving protocols. Our model relies on
the Edwards-curve digital signature algorithm (EdDSA) for secure authentication,
encrypted key exchange via elliptic curve Diffie-Hellman (ECDH), and a certificate revo-
cation list (CRL) mechanism to strengthen security and resilience against cyber threats.
Furthermore, we analyze the role of blockchain-based trust management and anomaly
detection to mitigate potential attacks while maintaining high network performance.

The proposed approach aims to ensure low-latency authentication, robust data
protection, and improved privacy preservation, all while ensuring efficient resource
utilization in SDVN. Through in-depth analysis and simulations, we demonstrate the
effectiveness of our model in securing vehicular communications against emerging
cyber threats. This article’s remaining content is organized as follows: The system
model is shown in section 2, the algorithms employed in our scheme are covered in
section 3, the suggested model is explained in section 4, security and performance
are examined in part 5, and the conclusion is given in section 6.

2  SYSTEM MODEL

In this section, we will describe VANETs and their evolution towards SDVNs. We
will also discuss the integration of SDN into VANETS to improve their management
and security, as well as aspects related to the security of SDVN networks.

2.1 Overview of VANET

VANETSs are a subset of MANETs designed to provide communication between
vehicles and infrastructure. VANETSs are crucial for enabling ITS, which improves
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road safety, traffic efficiency, and passenger comfort [6]. Communications in a VANET
network occur in several ways: V2V, V21, and V2X.

e Vehicle-to-vehicle (V2V): Direct communication between vehicles to share
information about the road (e.g., accidents, traffic congestion, weather conditions).
Uses protocols such as DSRC (Dedicated Short-Range Communications) and
IEEE 802.11p.

e Vehicle-to-infrastructure (V2I): Interaction between vehicles and road infra-
structures (smart traffic lights, toll stations, and road sensors). Helps improve traf-
fic management and safety.

e Vehicle-to-everything (V2X): Extended communication includes Vehicle-
to-Pedestrian (V2P), Vehicle-to-Cloud (V2C), and Vehicle-to-Network (V2N)
interactions.

A VANET relies on the interconnection of vehicles and fixed infrastructures to
ensure efficient communication. It consists of several entities:

e On-board unit (OBU): Installed in vehicles, it enables communication with
other vehicles and infrastructures.

¢ Road-side unit (RSU): Fixed units placed along roads to facilitate communica-
tion between vehicles and centralized servers.

e Management servers: Located in the cloud or control centers to process data
and optimize traffic.

2.2 SDN based VANET

Software-defined networking is a cutting-edge method that divides the con-
trol plane from the data plane to centralize network management. In the context
of VANETS, the integration of SDN facilitates the management of communications
between vehicles and infrastructure [7]. By centralizing network control, SDN
enhances routing efficiency and enables dynamic resource management, which
is essential in high-mobility environments. This flexible and programmable
architecture allows the network to quickly adapt based on traffic needs and con-
ditions, while also strengthening security by ensuring real-time monitoring and
a rapid response to incidents. SDN-based VANETSs thus offer a more efficient and
secure way to manage intelligent transportation networks [8].

e Control and data plane separation:

o Control plane: Choosing how to manage traffic is the responsibility of the
control plane.

o In an SDN-based VANET, the control plane is centralized and managed by an
SDN controller.

o Data plane: In response to the control plane’s choices, the data plane is in
charge of forwarding traffic. In VANETSs, the data plane consists of vehicles
and RSUs that forward data packets.

e SDN controller:

o The network’s brain is the SDN controller. It can make well-informed
judgments on resource allocation, routing, and network management since it
has a comprehensive perspective of the network.
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o In an SDN-based VANET, the controller can dynamically adjust routing paths,
manage network resources, and implement policies to optimize network
performance.

o The primary SDN controller oversees assigning global rules to sub-SDN
controllers; these controllers define the routing parameters, disseminate the
policy rules, and explain network behavior.

e OpenFlow protocol:

o A popular protocol in SDN, OpenFlow enables communication between the
data plane devices and the SDN controller.

o (e.g., switches, routers, and in this case, vehicles and RSUs).

o In VANETSs, OpenFlow can be used to program the behavior of vehicles and
RSUs, enabling flexible and adaptive network management.

Figure 1 illustrates an SDN-based architecture applied to vehicular networks.
It depicts a main SDN controller overseeing multiple local SDN controllers, each
responsible for managing a specific network zone. Each zone consists of a base
station (BS) connected to multiple RSUs, which facilitate communication between
vehicles and infrastructure [9]. Additionally, vehicles can also interact with each
other through vehicle-to-vehicle communications. This architecture enables central-
ized and optimized network management through SDN, enhancing the flexibility and
adaptability of vehicular communications. Finally, a trusted authority is integrated
into the infrastructure to oversee security and manage sensitive information, ensur-
ing reliable and secure communication between different network components.

Main SDN ((( ): E Trusted
Controller Authority

A
v

e
/ .
Local SDN Local SDN Local SDN E
. Controller Controller

Controller

RSU

lE) (‘51 X

» N
RSU | RSU
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Fig. 1. SDN-based architecture for managing VANET networks
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2.3 IoT smart home vulnerabilities

Security in SDVN is crucial due to their dynamic and distributed nature. Unlike
traditional VANETSs, SDVN centralizes control through an SDN controller, enhanc-
ing flexibility and scalability but also introducing vulnerabilities such as distributed
denial-of-service (DDoS) attacks, controller compromise, and single points of failure.
Ensuring security requires real-time authentication, encrypted communication,
and data integrity mechanisms, supported by intrusion detection systems (IDS),
cryptographic techniques, and multi-controller architectures [10].

To build a resilient SDVN infrastructure, additional mechanisms such as
blockchain-based trust management and multi-controller architectures can
strengthen network defense. Given the potential risks of SDVN attacks, including
traffic disruptions and privacy breaches, adopting a multi-layered security approach
is essential. As SDVN evolves with 5G, edge computing, and quantum cryptography;,
advanced security frameworks must anticipate emerging cyber threats, ensuring
safe and reliable vehicular communications [11].

Figures 2 and 3 highlight the main threats to an SDVN network by distinguish-
ing between two fundamental planes: the control plane, managed by the SDN
controller, and the data plane, which includes RSUs and vehicles. Several attack
vectors are identified: (1) attacks where an attacker intercepts communications
between vehicles and the infrastructure; (2) falsified traffic flows, which disrupt
the proper functioning of the network by injecting false data; (3) vulnerabilities
in RSUs, which can be exploited to compromise communication; (4) attacks target-
ing communication between SDN controllers and the network, potentially leading
to critical malfunctions; and (5-6) security vulnerabilities in the controllers them-
selves, which are prime targets for attackers seeking to take control of the network.
This analysis highlights the risks associated with SDN integration in vehicular
networks and underscores the importance of adopting appropriate cybersecurity
solutions [12].

]

SDN troller
Control Plane

L

Fig. 2. Issues and vulnerabilities in SDVN
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Fig. 3. Issues and threats in SDVN

3  PRELIMINARIES

Among cryptographic solutions, EdADSA and ECDH play a key role. EADSA ensures
fast and secure authentication, preventing unauthorized access, while ECDH
facilitates encrypted key exchange, protecting communication from eavesdropping
and Man-in-the-Middle (MitM) attacks. Their combination significantly enhances
SDVN security, reducing risks associated with compromised authentication and com-
munication. In this section, we will describe the ECDH algorithm and the EdDSA. We
will cover the basic principles of these cryptographic techniques and their security
benefits [13].

3.1 Elliptic curve Diffie-Hellman (ECDH)

A key agreement system called ECDH enables two parties to create a shared secret
across an unprotected channel. It is a variation on the classical Diffie-Hellman (DH)
key exchange, except instead of using modular arithmetic, it makes use of Elliptic
Curve Cryptography (ECC). ECDH with reduced key sizes is more bandwidth and
computationally efficient while providing the same security advantages as DH [14].

1. Elliptic curve cryptography (ECC)
e Elliptic curves over finite fields have an algebraic structure, which forms the
basis of the ECC public-key cryptography technology.
e The Elliptic Curve Discrete Logarithm Problem (ECDLP) is computationally
intractable with current technology, and its complexity is the foundation for
ECC’s security.
2. Elliptic curve Diffie-Hellman (ECDH)
e ECDH is a key exchange protocol that uses elliptic curves to generate a shared
secret between two parties.
e The shared secret can then be used to derive a symmetric key for encrypting
subsequent communications.
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3. Security of ECDH
o Elliptic curve discrete logarithm problem (ECDLP):
o The security of ECDH relies on the difficulty of solving the ECDLP, which is
the problem of finding “dA” given the Eq. (1):

QA=dAxGQA=dAXG (D

o With the current technology, solving the ECDLP for well-chosen elliptic

curves is computationally infeasible.
e Smaller key sizes:

o Though key sizes are significantly smaller, ECDH offers the same degree of
security as regular DH. For instance, the security of a 3072-bit RSA key is
comparable to that of a 256-bit ECC key.

o Smaller key sizes result in reduced computational overhead and band-
width usage, making ECDH more efficient.

o Forward secrecy:

o ECDH provides forward secrecy, meaning that even if an attacker
compromises one of the private keys in the future, they cannot decrypt
past communications.

o This is because the shared secret is ephemeral and not stored after the
session ends.

4. Applications of ECDH
e Secure communication: ECDH is widely used in secure communication
protocols such as TLS (Transport Layer Security) and SSH (Secure Shell) to
establish a shared secret for encrypting data.
e Wireless security: ECDH is used in wireless security protocols like WPA3

(Wi-Fi Protected Access 3) to provide secure key exchange between devices.

e I0T security: ECDH is suitable for securing communications in IoT (Internet
of Things) devices due to its efficiency and strong security.

e Cryptographic protocols: ECDH is used in various cryptographic protocols,
including Signal, WhatsApp, and other end-to-end encrypted messaging apps.

3.2 Edwards-curve digital signature (EdDSA)

The EdDSA is a modern, efficient, and secure digital signature scheme based
on twisted Edwards curves, a specific form of elliptic curves. It was introduced by
Daniel J. Bernstein et al. in 2011 [15]. EADSA is designed to provide high perfor-
mance, strong security, and simplicity of implementation, making it a popular choice
for cryptographic applications.

o Twisted Edwards curves:
o EdDSA operates on twisted Edwards curves, which are elliptic curves defined
by the Eq. (2):

i+ y? =1+ dx*y? (2)

where “a” and “d” are the curve parameters.
o These curves offer efficient arithmetic operations, making them suitable for
high-performance cryptographic applications.
e Deterministic signing:
o EdDSA uses a deterministic nonce generation process, meaning the same
message and private key will always produce the same signature.
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o This eliminates the need for a high-quality random number generator during
signing, reducing the risk of implementation errors (e.g., as seen in ECDSA,
where poor randomness can lead to private key exposure).

e Compact signatures: EADSA produces compact signatures. For example,
Ed25519 (a widely used EADSA variant) generates 64-byte signatures for 32-byte
private keys.

e Strong security: EdDSA is designed to be resistant to common cryptographic
attacks, including side-channel attacks and fault injection attacks. It provides
128-bit security for Ed25519, making it suitable for long-term use.

e Efficiency: EADSA is highly efficient in terms of both computation and memory
usage, making it ideal for resource-constrained environments like embedded
systems or [oT devices.

4  PROPOSED SCHEME

This section outlines the steps of our secure infrastructure scheme in SDVN.

4.1 Protocol sescription

Our scheme is structured into five phases:

1. In order for VANET entities to authenticate with the Certificate Authority (CA)
and obtain a public key certificate for communication, a symmetrical approach
is utilized to secure the authentication packets that are exchanged during the
primary authentication phase between the various network entities. Additionally,
a message’s signature is generated, verified, and the public/private key pair is
generated using the EADSA approach.

2. The second stage involves communication and authentication between OBUs
and RSUs. During this phase, OBUs authenticate with RSUs a second time with
the intention of using two distinct keys: one is a shared secret key for V2V or 12V
communication, and the other is used for V2V communication.

3. In the next step, controllers exchange public keys. The sub-SDN controller sends
an encrypted message and after decryption by the central SDN, both controllers
generate a session key for secure communication.

4. The communications sent during the message exchange phase between OBUs
or V2V communication are encrypted using the K group key that RSUs issue. To
guarantee integrity and non-repudiation, the message hash is then signed using
the private key. Using a certificate also makes it possible to authenticate and ver-
ify the sender’s identity.

5. The revocation phase involves the CA sending a list of revoked certificates to
OBUs. Certificates are revoked if a vehicle reports a lost or stolen private key, or
if an RSU and SDN controllers detect suspicious behavior. To improve response
time, we propose dividing the main revoked certificates list into sublists based on
vehicle type (e.g., professional, private, personal), which is specified in the certif-
icate. This allows vehicles to search only for the relevant sublist rather than the
entire main list to check the validity of a sender’s certificate.

4.2 Registration phase

In the registration phase, the CA and OBU, authenticate through a series of
cryptographic exchanges. The OBU, first sends a cookie (C.,,) and supported

OBUI
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cryptographic algorithms (SA ;) to the CA, which responds with its own cookie
(C.,), chosen algorithm (SA_,), and session ID (ID ). They then agree on an elliptical
curve and exchange points (I ,.P and I,.P) to derive secret keys (K, and K_,). The
OBU, encrypts and sends its real identifier (IDr , ) and a hash of prior exchanges
using AES-128. The CA verifies, retrieves IDr , ., and issues an encrypted response
containing its public key (KPUB_,) and a hash for integrity checking. After validation,
the OBU, requests a certificate, and the CA generates a key pair, signs it, and sends an
encrypted message with the key pair, signature, and certificate (Cert ). The process
concludes with mutual confirmation, and the CA stores registration details for future
tracking. The certificate format is: Cert , : ID ;.. KPUB_, ., Type ... T.. " ID,, Sig.,.

In this paper, we examine how CA—RSUs and CA—OBU mutually authenticate
using the same registration and authentication procedure. The following actions
must be taken by the vehicle to authenticate and obtain a public key certificate.

The many communications sent and received throughout the authentication pro-
cess are depicted in Figure 4.

Vehicle/RSU CA

& I &

Cosui, SAosui.

v

Cca, SAa, IDogui

Cca, Nonce, {Iosui.P}, IDosui

\ 4

Cosuj Nonce, {Ica.P}

Enkkosui (Cosui, IDrosui, IDosui, Hash{S1, S2, S3, S4})

Enkkca(IDosui, Hash{S1, 82, $3, $4}, KPUBca).

OBU requests a certificate from the CA

A 4

Enkkca(KPUBogui, KPosui, SigOBUA, t, Certopui)

Finished

v

Finished

Fig. 4. Registration phase
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4.3 Authentication and communication between OBU, and RSU,

OBU, and RSU, authenticate through mutual verification of certificates and
encrypted key exchanges using ECDH. RSU, broadcasts its ID, public key, and certif-
icate, while OBU, responds with its encrypted credentials. RSU, verifies and replies
with a signed message, which OBU, validates before finalizing authentication. Both
generate a shared secret key (K,) for secure communication. RSU, also provides a
group key (K_) for V2V communication, ensuring confidentiality by using separate
keys for 12V and V2V exchanges (see Figure 5).

RSU Vehicle

@) oo

IDgsui, KPUBRsui, Certrsui

Enkkpusrsui(Cosui, lopui.P, Certonui)

Cosui, Crsui, Irsui.P, [Losui.P, Irsvi.P’, IDopvil Enkkersui)Enkpuosui

Crsui, [IoBui.P, Irsui.P, IDrsui] Enkkposui) Enkkpusrsui

Fig. 5. Authentication and communication between OBU, and RSU,

4.4 Secure communication between SDN controllers

The following actions must be taken before initiating secure communication
whenever controllers must speak with one another, as illustrated in Figure 6.

1. Public keys are exchanged publicly.

2. Using the public key of the main SDN controller, the sub SDN controller transmits
an encrypted message with ID, , a nonce N, and a timestamp to the main SDN
controller.

3. The main SDN controller decrypts the message, retrieves the contents, and
responds with ID, . , a timestamp, and N + 1, encrypted using the sub SDN con-
troller’s public key.

4. The sub SDN controller decrypts the message, verifying ID
and N + 1.

5. Both controllers use N and N + 1 to perform an XOR operation, generating a secret
session key for secure communication.

Sub’

timestamp,

Main’
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Sub SDN Main SDN
Controller Controller

(IDsub, Nonce, TimeStamp)

(IDain, Nonce+1, TimeStamp)

Secret Session Key

Fig. 6. Mechanism of communication between sub and main SDN controller

4.5 Communication between vehicles

For vehicle-to-vehicle communication, OBU, encrypts the message with the group
key (K.) from its RSU], signs it using EADSA, and includes its certificate and a time-
stamp for freshness. Upon receiving the message, OBU, checks the RSU, ID, retrieves
the corresponding key, decrypts the message, and verifies the sender’s signature,
timestamp (< 300ms), and certificate validity. To prevent replay attacks, the sender’s
current position can be included, allowing receivers to verify its authenticity (see
Figure 7).

OBU; OB
(IDogui, Certopui, Data(Msg, h), Sigosui(Hash(Data))Enkkci, IDrsui

Fig. 7. Communication between vehicles

4.6 Revocation

In the revocation phase as shown in Figure 8, RSUs detect and report malicious
vehicles to the CA, which decides whether to revoke their certificates. Certificates are
also revoked if a vehicle’s private key is lost or stolen. Revoked certificates are added
to the CRL to inform RSUs and VANET vehicles. To improve verification efficiency;,
the CRL is divided into sub-CRLs based on vehicle type (e.g., professional or private),
allowing faster certificate validation by limiting searches to relevant sub-lists.
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CRL CA

‘—

Update of the list of revoked certificates

CA inform RSUs
Vehicles of CRL update = SDN Controller
‘o
ﬁ — (((é)))

RSU informs OBUs in order RSU

Fig. 8. The different steps of the evocation phase

5  SECURITY ANALYSIS

To demonstrate that our model can meet the security objectives and require-
ments, we examine the security analysis and the formal verification in this part.

5.1 Analysis of security requirements

Mutual authentication. To issue a public key certificate to an OBU, an authenti-
cation procedure is carried out in which the OBU and the CA mutually authenticate
each other. Cookies are used in this process to verify that each entity is indeed who
it claims to be. In the second phase of the solution, OBUs and RSUs exchange a series
of messages to mutually authenticate and establish a secret key. The ECDH algorithm
is used for this secret sharing. To facilitate V2V communication, the RSU also creates
a group key (K.) for each OBU inside its zone. For SDN side both the sub and main
controllers generate a session key for secure communication.

Confidentiality. By encrypting authentication packets with the secret key that
OBUs and CA share, our method guarantees their confidentiality.

Non-repudiation. Since each message sent over the VANET needs to be signed
using the sender’s private key, the signature allows the sender’s identity to be con-
firmed. Following successful authentication, the CA and OBUs generate this key.
The EdDSA technique and the sender’s public key are used to verify this signature.
By signing, a message’s recipient can verify the sender’s identity and guarantee
non-repudiation.

Privacy preservation. By sending messages anonymously, individuals can pro-
tect their privacy by using genuine vehicle identification or pseudonyms. During the
authentication procedure, the CA issues these pseudo-identifiers.

Availability. DoS attacks are designed to deplete a server’s resources and render
it unavailable; using cookies enables countering these assaults and, thus, ensuring
server availability.

Integrity. In our system, the hash of the four messages transmitted in steps five
and six allows us to confirm the integrity of these exchanges. The hash functions
guarantee data integrity.
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5.2 Formal verification

Using a formal, modular, and expressive language made available by the AVISPA
(Automatic Validation of Internet Security Protocols and Applications) [16] software,
we defined the protocols and their security features. SAT-based Model-Checker
(SATMC), Tree-Automata-based Protocol Analyzer (TA4SP), CL-based Attack Searcher
(CL-AtSe), and On-the-fly Model-Checker (OFMC) are some of the back-ends that
use a variety of automatic machine analysis techniques. Our suggested approach’s
main objective is to confirm that it can offer a trustworthy key exchange across
the different VANET organizations in order to safeguard the back-end server-based
registration, authentication, and data transfer stages.

We can conclude that the suggested system can achieve our objective and
withstand malicious attacks, including replay attacks, secrecy attacks, and DoS
attacks, after testing this specification with the OFMC and CLAtSe backends. Figure 9
displays the outcomes of the model checking results.

% OFMC
% Version of 2006/02/13
1=
DETAILS
PROTOCOL

GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s

BOUNDED_NUMBER OF SESSIONS

/home/span/span/testsuite/results/proposed-final.if

SUMMARY
DETAILS

BOUNDED NUMBER OF SESSIONS
TYPED_ MODEL
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/home/span/span/testsuite/results/proposed-final.if

IGOAL
As Specified

BACKEND
CL-AtSe
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searchTime: 0.47s
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Translation:
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: 1 states
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depth: 10 plies

Computation: 0.00 seconds
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Fig. 9. Results reported by the OFMC and CL-AtSe Back-ends

6  PERFORMANCE EVALUATION

This section compares our authentication protocol’s performance to other
protocols currently in use based on computation overhead and security.

6.1 Comparison of security performance

We have contrasted our protocol’s security protocol performance with that of
other authentication methods. The proposal may check the security level and offer
the most comprehensive security performance, as indicated in Table 1.

We have evaluated our protocol against the security protocols of other authenti-
cation systems. The proposal may offer the most thorough security performance and
verify the security level, as indicated in Table 1.
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Table 1. Security performance comparison

Security Features [17] [18] [19] Proposed Scheme
Mutual Authentication Yes Yes Yes Yes
Confidentiality Yes Yes Yes Yes
Integrity Yes Yes Yes Yes
Non-repudiation Yes No No Yes
Privacy Preservation No Yes Yes Yes
Availability No No No Yes

6.2 Computation overhead

The computing cost required by our method and accompanying protocols is eval-
uated in this section. To determine the execution time of such single operations using
existing and proposed protocols, the rational arithmetic C/C++ library (MIRACL) [20]
is run on a computer with a 2.10 GHz CPU and 32G of memory [21].

The total amount of time spent by the vehicle, RSU and SDN controllers is known
as the overheads that equal to PM + 2MTP + 5BP + 2BP + 4MTP in our proposed with
PM (Point Multiplication), BP (Bilinear Pairing) and the Hash Function MTP (Map-to-
Point). Table 2 illustrates the operations and their computation overheads.

Table 3 indicates the operation numbers of the computation overheads for the
existing protocols and the proposed protocol. We exhibit the computation cost for OBU,
RSU and SDN of the proposed protocol and the current protocols [17-19] in Figure 10.

Because the suggested protocol uses lightweight operations to perform mutual
authentication, it is found to be faster than the protocols used in [17-19].

Table 2. Computation overhead of single operation

Operations Description Time (ms)

PM Point Multiplication 2.258
BP Bilinear Pairing 6.443
H Hash (SHA-256) 0.021
EXP Exponentiation in Bilinear Group 3212
ENC AES-128 Encryption 0.902
DEC AES-128 Decryption 7.357
MM Modular Multiplication 1.657
MP Modular Square Root 2.942
MTP Map-to-Point Hash Function 2.258
SING/VER Signature/Verification EdDSA 321

Table 3. Comparison of computation overheads

Operation Numbers
Protocols
Vehicle’s Side RSU’s Side Total (ms)
[17] PM + 2MTP + 5BP 2BP + 4MTP 48.352
[18] 4PM + 5H + 2EXP 3BP + 5H + 2EXP 41419
(Continued)
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Table 3. Comparison of computation overheads (Continued)

Operation Numbers
Protocols
Vehicle’s Side RSU’s Side Total (ms)
[19] 7PM 7PM 30.95
Our 2ENC + DEC + SING/VER + 2PM | ENC + 2DEC + SING/VER + PM 27971
60
50 48,352
3 41,419
o]
2 40
g 30,85
O 30 27,971
c
k)
g 20
g
10 ' l
0
(17] [18] [19] Proposed

Fig. 10. Computation cost of different schemes

The proposed security infrastructure is designed with real-world deployment
feasibility in mind. Its compatibility with 5G-V2X standards, particularly those defined
by 3GPP for ultra-reliable low-latency communication (URLLC), ensures seam-
less integration into emerging vehicular networks. The lightweight cryptographic
operations (EdDSA and ECDH) are well-suited for resource-constrained OBUSs
and RSUs, making them ideal for deployment in embedded vehicular systems.
Furthermore, the optimized CRL structure—divided by vehicle type (e.g., professional,
private, emergency services)—can significantly reduce verification latency, a crucial
requirement for real-time vehicular communication. This modular CRL approach
also facilitates prioritization of emergency vehicles in urban traffic scenarios. The
overall framework is adaptable to both edge- and cloud-assisted architectures,
enabling scalable integration in modern ITS infrastructures.

7  CONCLUSION

In this paper, we presented a privacy-aware and efficient model for secure infrastruc-
ture, which addresses important security and privacy concerns faced by centralized
control in SDVN systems. Our proposed system incorporates sophisticated cryptographic
techniques such as EADSA for quick and secure authentication, ECDH for safe key
exchange, and an upgraded CRL for effective management of compromised credentials.
This combination offers low-latency connectivity, strong data protection, and better pri-
vacy preservation while maximizing resource efficiency. The results and analysis show
that our strategy effectively mitigates common cyber dangers like unauthorized access
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and data breaches while maintaining scalability and operational efficiency. Our method
is ideal for real-time vehicle communications because it improves security and privacy
while imposing minimal computational overhead. Future work will aim to integrate
post-quantum cryptography, enhance trust management, and apply Al-based anomaly
detection to improve security. We also plan to optimize the model for high-mobility sce-
narios and ensure compatibility with 5G-V2X and ETSI standards, while exploring edge
and fog deployments for better scalability and low-latency performance.
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