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SPECIAL FOCUS PAPER

ChequeGuard: A Mobile-Enabled Blockchain Framework 
to Mitigate Fake Cheque Scams

ABSTRACT
Fake cheque scams remain a pressing financial concern, leading to substantial monetary 
losses and legal challenges. The absence of real-time authentication mechanisms often 
results in delayed scam detection by financial institutions. This report presents a mobile-
based blockchain system using wireless communication and distributed ledger technology 
to authenticate cheques in real-time and prevent fraud. Our system integrates Namecoin, 
SHA-256 hashing, and elliptic curve digital signature algorithm (ECDSA) into a secure mobile 
computing environment to enable accessibility and scalability. The system has two signifi-
cant operational phases: cheque issue and authentication. When issued, banks retain cheque 
information on the blockchain using Lagrange polynomials, and aggregation is achieved 
rapidly. Authentication at the point of withdrawal confirms the cheque as valid by verifying 
blockchain-stored data, preventing reuse and forgery. This framework helps achieve financial 
inclusion through the enabling of ubiquitous mobile access to secure cheque authentication 
services, resulting in cost-effective, real-world applications. By virtue of applying mobile 
technology infrastructures and safe wireless networks, the solution not only enhances trans-
action safety but also adheres to the changing trends in adaptive digital finance and industrial 
applications. Mobile apps facilitate users to scan and verify and get instant fraud alerts, highly 
promoting accessibility, especially for rural dwellers.

KEYWORDS
blockchain, fake cheque prevention, wireless communication, mobile computing, financial 
inclusion, secure transactions, smart agent technologies, industrial applications, mobile security

1	 INTRODUCTION

Apart from the explosive growth in mobile internet and smartphone use in India, 
mobile computing is at the heart of digital financial services to make payments, 
transfers, and fraud detection. While more people are moving online, cheques are 
a common mode of payment, exposing them to fraud. The most prevalent scam is 
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writing spurious cheques with exaggerated amounts and then asking the victim 
to “refund” the “excess” money, causing enormous financial loss. Physical security 
features and magnetic ink character recognition (MICR) that are conventional cheque 
verification attributes are becoming less effective against high-tech forgery and 
advances in do-it-yourself cheque printing. This necessitates even more the impera-
tive for a superior and safer solution. To meet this challenge, this research introduces 
ChequeGuard, a mobile-enabled, blockchain-based solution that facilitates secure, 
real-time cheque verification. With mobile phones and decentralised ledgers, the 
solution provides convenience, increases trust, and promotes financial inclusion in 
India’s digitally evolving economy.

A typical cheque fraud case involves one selling something online being called by 
an impersonator who has pretended to be a real buyer. Upon agreeing on a price, the 
impersonator sends in a forged cheque as payment and rushes to collect the item. 
When the seller sees a provisional credit in the account, the seller is convinced that 
the transaction is genuine and goes ahead. But when the bank verifies the cheque 
and realises it is counterfeit, the amount credited is reversed. The goods are lost by 
the seller, and secondly, the bank can take the seller to court and the consequential 
legal implications that follow. It shows the necessity for real-time cheque validation 
systems to protect individuals against such fraudulent acts.

2	 STATE-OF-THE-ART TECHNIQUES FOR FAKE CHEQUE DETECTION

In banking, cheque fraud is a critical issue that includes forgery, alteration, or 
endorsement of spurious cheques. Effective detection of such fraud is very import-
ant to prevent monetary losses and ensure the integrity of financial systems. With 
the progress of technology, different latest techniques have been implemented in 
order to improve detection of spurious cheques.

2.1	 Optical character recognition (OCR)

Optical character recognition technology translates various forms of documents, 
i.e., scanned paper documents, PDFs, or photographs taken by a digital camera, into 
searchable and editable documents. OCR-based [1] cheque fraud check detection 
in financial documents employs deep learning methods to enhance the efficacy of 
identifying altered or forged text in cheques. An enhanced OCR-based system [2] 
for cheque fraud detection using convolutional neural networks (CNN) was devel-
oped and found robust against text alterations and forgeries in cheques. Multi-layer 
OCR [3] implements a multi-layered approach with additional verification layers. 
This technique has the capability of processing cheques in real-time, suitable for 
online banking applications. Processing the data with high power needs higher 
operational costs and is very sensitive to designs in cheques and printing quality. 
Advanced image processing algorithms are employed in [4] for OCR-based fake 
cheque detection. This technique is susceptible to sophisticated fraud techniques 
and requires frequent updates for better performance. The hybrid OCR and block-
chain approach [5] ensures secure and tamper-proof cheque verification by provid-
ing an immutable audit trail for each cheque. This approach suffers from scalability 
issues for a huge volume of transactions.
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2.2	 Image processing techniques

Image processing techniques are used to analyse and extract features from cheque 
images, such as signatures, account numbers, and other relevant details. Robust fea-
ture extraction techniques with machine learning classifiers [1] effectively classify 
genuine and fake cheques with high detection accuracy. This method [6] employs 
advanced image processing algorithms to enhance the quality of the cheque image. 
Morphological operations are performed over the image to identify cheque alter-
ations and forgeries. For optimal performance this technique requires high-quality 
images, and thus this approach is not suitable for real-time applications. In [7], 
hybrid image processing techniques to detect physical and digital alterations in the 
cheque. Need significant computing resources and expertise. Researchers [8] utilised 
deep learning models to extract complex patterns from cheque images. Though this 
technique exhibits high accuracy, the black-box nature of deep learning models 
makes their interpretation difficult. Feature extraction algorithms [9] utilise efficient 
algorithms to reduce the processing time. But this method needs ongoing monitoring 
and maintenance to ensure accuracy in real-time applications.

2.3	 Machine learning algorithms

Machine learning models are trained on features extracted from cheques to 
classify them as genuine or fake. These models can learn complex patterns and 
improve detection accuracy over time. A comprehensive evaluation [10] of multiple 
machine learning algorithms was carried out with diverse cheque samples. This 
method demonstrates high accuracy and precision in detecting fraudulent cheques 
with a potential for overfitting if not properly managed. Ensemble learning-based 
methods [11] demonstrate improved detection rates compared to single classifiers 
and are effective in handling imbalanced datasets. The hybrid machine learning 
approach [12] combines multiple machine learning techniques to leverage their indi-
vidual strengths. In this approach, extensive parameter tuning and cross-validation 
are required for efficient detection. Researchers [13] compare the deep learning and 
traditional machine learning models to demonstrate the superior performance of 
deep learning models in detecting complex fraud patterns. In this approach, data 
pre-processing and feature extraction can be time-consuming. However, implemen-
tation in real-world systems may face integration challenges.

2.4	 Deep learning techniques

Deep learning models, particularly CNNs, have shown promising results in image 
classification tasks and are increasingly being applied to cheque fraud detection. 
Work done by [14] employs CNNs to detect forged signatures and altered text. This 
method is capable of identifying various types of cheque fraud and robust against 
variations in handwriting and cheque design. Deep CNN [10], [15] is utilised for auto-
mated feature extraction and classification to handle complex and subtle forgeries. 
Hybrid deep learning models [16] combine CNNs with recurrent neural networks 
(RNNs) for improved accuracy. This approach is capable of detecting both static and 
dynamic features in cheques. Lightweight deep learning models [17] are used for 
faster processing and are effective in detecting a wide range of cheque frauds in 
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real-time applications. These models suffer trade-offs between model complexity 
and processing speed.

2.5	 Blockchain applications

Blockchain provides a decentralised and secure ledger, which can be used to 
verify the authenticity of cheques and prevent fraud. Several papers delve into spe-
cific blockchain use cases. Researchers in [18] propose a blockchain-based system 
to detect and prevent cheque fraud, enabling real-time authentication, scam iden-
tification, and cheque revocation while protecting customer privacy. A systematic 
mapping study [19] to categorise and analyse research on blockchain applications 
in central banking. Federated network [20] for edge surveillance cameras was 
introduced, which leverages blockchain technology to enforce privacy measures, 
manage blurring keys, and control video access. A cost-effective solution [21] was 
given for cross-blockchain interactions using a blockchain interoperability oracle 
with a threshold signature-based voting approach. Finally, a multi-signature 
scheme [22] was proposed for secure e-cheque issuance by joint account holders. 
Another group of papers focuses on the technical aspects of blockchain technol-
ogy itself. Researchers [23] conduct a systematic review of decentralised consensus 
mechanisms, the core protocols that ensure agreement on the state of a blockchain 
network. Various blockchain consensus protocols [24] are analysed by evaluating 
their components, vulnerabilities, and performance metrics to provide insights for 
future protocol design. CoDAG blockchain protocol [25] utilises a directed acyclic 
graph (DAG) structure to improve transaction throughput, security, and efficiency. 
Researchers assess existing technologies and research directions related to block-
chain regulation, covering areas like node tracking, consortium blockchain regu-
lation and governance. Lastly, research initiatives are carried out to evaluate the 
performance of the Hyperledger Fabric blockchain framework, examining through-
put, latency, and scalability metrics under varying network workloads. A system for 
depositing the cheques was proposed where cheques can be deposited electronically 
or physically via teller machines. They also proved space for professional miners to 
participate in the transactions. Authors take a different approach, investigating the 
operational pipeline and fraud kill chain of mobile gambling scams using qualita-
tive and quantitative analysis of real-world data. This collection provides a broad 
overview of blockchain technology, from its applications in specific domains to the 
underlying technical aspects and considerations for secure implementation.

3	 PROPOSED FAKE CHEQUE DETECTION APPROACH

ChequeGuard is a blockchain-based, mobile cheque fraud detection and preven-
tion solution in real time. Being a mobile application, banks can now verify cheques 
in real time, saving the conventional 48-plus-hour float time. The system scans key 
cheque data—account number, cheque number, name of the drawer, and bank—
and verifies them against an impenetrable, decentralised blockchain ledger. Using 
cryptographic primitives like digital signatures and hash functions, ChequeGuard 
ensures data integrity and tamper resistance. The approach combines the agility of 
mobile computing with the security of the blockchain to offer high-speed, scalable 
security for secure cheque authentication.
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3.1	 Fake cheques

A scammer can create a fake Cheque by the below two means:
Fake cheques

a)	 Obtaining genuine cheque details: Scammers get authentic cheque details such as 
the bank routing number, account number, and other details.

b)	 Producing the spurious cheque; Scammers utilize sophisticated graphic design 
software to replicate the appearance and feel of an actual cheque. They replicate 
the logo, watermark, fonts, and other security features of the bank so that the 
spurious cheque resembles a real one as closely as possible.

c)	 Printing the spurious cheque: Good printers and special paper are used to print 
the fake cheque. Spammers may even use magnetic ink to print the MICR line, the 
account and routing numbers of which shall be used to obtain the cheque cleared 
in the initial screenings.

d)	 Use and distribution: The fake cheque is deposited or negotiated in banks or 
shops. Remote deposit capture could also be used by fraudsters to deposit the 
cheque electronically, reducing the chances of detection even further.

Altered cheques

a)	 Theft of original cheques: Scammers steal blank or pre-written cheques from 
mailboxes, organizations, or individuals. These cheques are used as a point of 
departure for alteration.

b)	 Alteration of details: Fraudsters utilize chemical washing techniques or partic-
ular ink removers to erase the initial data on the cheque. This is referred to as 
cheque washing, eliminating the ink but not the paper.

c)	 Redrawing the cheque: After removing their own information, scammers redraw 
the cheque with fresh information, such as a new payee’s name or changed 
amount. They employ special ink and pens to make it less traceable to do so.

d)	 Cashing or depositing the altered cheque: The forged cheque is then cashed or 
deposited into retailers or banks. The perpetrators can use forged IDs or have 
accomplices to avoid being caught along the way.

3.2	 Blockchain structure

The system proposed here uses a blockchain infrastructure for securely storing 
customer information such as account numbers, account name holders, issuing 
banks and legitimate cheque numbers. In order to guarantee data authenticity and 
integrity, it utilises the elliptic curve digital signature algorithm (ECDSA) within a 
public-key infrastructure (PKI). Each bank has a distinct private-public key pair, with 
the private key creating a digital signature of a cryptographic hash of the contents of 
the block. Any change makes the signature invalid and tamper-resistant.

They are chained in chronological order, with each block including the hash of 
the previous one, creating an unalterable chain. Through the utilisation of secure 
hash functions like SHA-256, the system ensures that every block has a distinct, 
fixed-length fingerprint, making the system more secure and transparent in cheque 
validation.

https://online-journals.org/index.php/i-jim
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3.3	 CAI and CVI: The fingerprint of a cheque

Cheque authentication information (CAI) and Cheque validation information 
(CVI) are sophisticated data structures uniquely used for cheque verification.

Cheque authentication information. The cheques are digitally signed with the 
ECDSA, a cryptographic method for proof of authenticity using a pre-defined set of 
pre-generated public and private bank-generated keys. The digitally signed cheques 
are recorded on an immutable, tamper-evident blockchain ledger to record transac-
tions chronologically and maintain transparency. Combining ECDSA with blockchain 
technology achieves cheque transaction security and validity as well as improved 
fraud protection.

Cheque validation information. This CVI is an electronic replica of your 
cheque, with all necessary information copied out of it. Using the same ECDSA and 
same private/public key pair on an ad hoc basis (as CAIs do), a crypto hash is created. 
The private key of the bank then “signs” said hash, creating an unbreakable seal for 
validating data authenticity and source. This CVI and ECDSA combination creates an 
additional security that verifies your cheque original and intact.

3.4	 Proposed cheque guard system

The cheque validation process using blockchain technology leverages the decen-
tralised, immutable, and transparent features of blockchain to enhance the security 
and efficiency of cheque transactions. Below is a detailed overview of a typical 
cheque authentication process.

Gathering information. The process starts by collecting the following details:

•	 Account number of the cheque holder
•	 Name of the account holder as it appears on the cheque
•	 Number of cheques contained within the chequebook
•	 Name of the issuing bank associated with the account

This information can be securely gathered via mobile banking applications inte-
grated with the ChequeGuard system. Users can scan or input cheque data directly 
from their devices.

Key retrieval and signature generation. The system utilises the ECDSA to 
generate an exclusive digital signature for each cheque. It will obtain the account’s 
cryptographic key pair, with the private key being used to sign the cheque data and 
the public key being used for verification purposes. It ensures the authenticity and 
integrity of each issued cheque.

Creating digital signature. With the modern age being a digital era, informa-
tion integrity and authenticity are of utmost concern. Step in ECDSA, a cutting-edge 
approach that leverages the fascinating properties of elliptic curves to offer rugged 
security. ECDSA (see Algorithm 1) offers an impressive level of security with min-
imal key sizes, unlike other algorithms. This makes it ideal for situations where 
space cannot be afforded, for example, cryptocurrency transactions. Because of its 
minimal key size, ECDSA facilitates safe and effective digital currency transactions in 
the virtual world. The next time you hear ECDSA, do remember that it is more than 
a high-tech algorithm; it is the digital world’s equivalent of an impenetrable stamp, 
safeguarding your data and confirming its authenticity in the ever-changing global 
virtual world.
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Algorithm 1. Elliptic Curve Digital Signature Algorithm (Simplified)

Input:
–	 M: Message to be signed
–	 (d,Qd): Private key pair, where d is the private key and Qd is the public key.

Output:
–	 (r,s): Signature of message M

Steps:
1.	Hashing:

–	 Compute the message digest e = H(M), where H is a cryptographic hash function.
2.	Random number generation:

–	 Generate a random integer k ∈ [1,n−1], where n is the order of the base point P of the chosen elliptic curve.
3.	Signature generation:

–	 Compute R = kP (point multi plication on the elliptic curve).
–	 Compute s = (e+d·r)−1 (mod n) (modular inverse).

4.	Signature:
–	 The signature is the pair (r,s).

Verification:
1.	Verify signature:

–	 Given the message M, signature (r, s), and public key Qd:
–	 Compute e = H(M).
–	 check if 1 ≤ r ≤n−1.
–	 Compute u = s−1 (mod n).
–	 Compute v =(e+u·r) (mod n).
–	 Verify if R = vP.

2.	Validity:
–	 If the verification step holds, the signature is valid. Otherwise, it is invalid.

Cheque Authentication Information (CAI) generation process. The Cheque 
Authentication Information (CAI) generation process involves creating a secure, ver-
ifiable set of data for each cheque issued. This data is recorded on a blockchain 
to ensure its immutability and accessibility for authentication purposes. Below is a 
detailed breakdown of the CAI (Algorithm 2) generation process:

Algorithm 2. Cheque Authentication Information (CAI) Generation

Input:
–	 account_number: Account number associated with the Chequebook
–	 name: Name of the account holder
–	 num_cheques: Number of cheques in the chequebook
–	 issuing_bank _name: Name of the issuing bank
–	 (d,Qd): Private key pair of the issuing bank

Output: CAI: Cheque Authentication Information

Steps:
1.	Data Concatenation:- Combine the input data into a single string:
	 data = account number + name + cheque numbers + issuing bank name
2.	Hashing:

–	 Compute the hash of the data (e.g., SHA-256): hash = H(data)
3.	Signature Generation (for each cheque):

–	 For each cheque i (1 to num cheques):
–	 Generate a unique random integer ki ∈ [1,n−1], where n is the order of the base point on the chosen 

elliptic curve.
–	 Compute the signature for cheque i: Ri = ki · Qd si = (hash+d·Ri)−1 (mod n)
–	 Combine Ri and si into a single signature: (Ri,si)

4.	CAI Construction:
–	 Concatenate all cheque signatures into a single string separated by commas:
	 CAI = (R1,s1),(R2,s2),...,(Rnum,cheques,snum cheques)
5.	Return the generated CAI.
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Algorithm 3. Cheque Validation Information (CVI) Generation

Input:
–	 cheque_data(account_number: Account number associated with theChequebook)
–	 name: Name of the account holder,
–	 num_cheques: Number of cheques in the chequebook,
–	 issuing_bank_name: Name of the issuing bank)
–	 (d,Qd): Private key pair of the issuing bank

Output: CVI: Cheque Validation Information

Steps:
1.	Data Concatenation:

–	 Combine the cheque data into a single string: data = cheque data
2.	Hashing:

–	 Compute the hash of the data using a cryptographic hash function (e.g., SHA-256):
hash = H(data)
3.	Signature Generation:

–	 Generate a unique random integer k ∈ [1,n−1], where n is the order of the base point on the chosen 
elliptic curve.

–	 Compute the signature for the cheque: R=k·Qd s=(hash+d·R)−1 (mod n)
4.	CVI Construction:

–	 Combine the signature components and cheque data into a single string: CVI = (R,s),data
5.	Return

–	 Return the generated CVI.

Cheque validation information. Cheque validation information is an immutable 
data structure that ensures and authenticates the integrity of every cheque. CVI is 
placed in a blockchain for its immutability and verifiability. It starts by collecting 
basic cheque information like cheque number, amount, and payee. They are hashed 
to create a digital fingerprint that is unique. The bank applies its own private key to 
create a digital signature of hashed data for evidence of tampering. The generated 
CVI contains original cheque information, a hash, and a digital signature. Tampering 
with the cheque will be irreversible upon verification and thus be a form of easily 
detecting forgery, supplementing the transaction’s security.

Verifying the signature. Cheque verification is initiated by a mobile app that 
securely connects with the blockchain network for real-time verification. The process 
starts by extracting the digital signature contained within the cheque and obtaining 
the issuing bank’s public key. Employing elliptic curve cryptographic algorithms, the 
system checks the signature using the bank’s public key. A successful match ensures 
that only the bank with the corresponding private key may have written the cheque. 
An optional blockchain verification is conducted to add further security. It consists 
of a search of the blockchain for a record that corresponds to the core data of the 
cheque (excluding the signature). Should a corresponding entry exist, it serves to 
add further guarantee of the authenticity of the cheque. The conclusive validation 
result is arrived at through the integration of the outcome of the digital signature 
check and, where relevant, the blockchain query. A valid signature, coupled with a 
verified record of the blockchain, authenticates the cheque.

ChequeGuard exploits this procedure to provide a safe, decentralised system to 
prevent fraud. With real-time authentication, scam detection, and cheque revoca-
tion as its features, it offers a sound solution to prevent fake cheque scams in the 
banking system.
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Algorithm 4. Cheque Verification and Authentication

Input:
–	 cheque: Cheque object containing information (e.g., cheque number, amount, payee name, signature).

Output:
–	 valid: Boolean indicating whether the cheque is valid (true) or invalid (false).

Steps:
1.	Signature Verification:

–	 Extract the signature (R,s) from the cheque object- Retrieve the issuing bank’s public key Qd.
2.	Hashing:

–	 Compute the hash of the cheque data (excluding the signature) using a cryptographic hash function 
hash = H(cheque data)

3.	Verification with Public Key:
–	 Verify the signature using the bank’s public key:
	 if 1 ¡ = R ¡ = n−1 and R = vP, where:
–	 n is the order of the base point on the chosen elliptic curve.
–	 v = (hash+ u·R)−1 (mod n)
–	 u = s−1 (mod n) then valid = true
–	 else valid = false

4.	Blockchain Search (Optional):
–	 Optionally, search the blockchain for a record matching the cheque data (excluding the signature) 

if desired.
–	 If the blockchain search is enabled:
–	 Search the blockchain and store the search result (found).

5.	Validity Determination:
–	 Based on the signature verification and optional blockchain search:
–	 If ‘valid’ is true (signature verified):
–	 If ‘found’ is true (cheque data found in blockchain):
–	 valid = true (confirmed valid cheque)
–	 Else:- valid = false (potential issue, cheque not found on blockchain)
–	 Else:- valid = false (invalid signature, potential fake cheque)

6.	Return the value

As the threat posed by cheque scams continues to expand, adopting innovative 
solutions such as ChequeGuard becomes a necessity in building trust and reliabil-
ity in cheque processing activities in general. Overall, ChequeGuard is a shining 
example of technological innovation in the battle against financial fraud, providing 
a strong and dependable instrument for cheque transaction protection. With this 
decentralised blockchain alternative, banking industry players can strengthen their 
defences against counterfeited cheque scams and protect the customers’ trust in the 
cheque processing system.

3.5	 Mobile integration and user interface

The ChequeGuard system is designed to be accessible through mobile banking 
applications or dedicated mobile apps. Key features include:

•	 Cheque scanning via camera
•	 QR-code-based verification
•	 Instant alerts on cheque validation status
•	 Secure login with biometric or 2FA

These features provide a seamless user experience while ensuring high levels of 
security and data integrity.
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4	 RESULTS AND DISCUSSION

4.1	 Namecoin implementation

Cheque authentication information is stored in the system using Namecoin 
blockchain [18]. The Cheque authentication process implies exploring the block-
chain for the block containing the relevant cheque authentication information.

Here’s a breakdown of the implementation using Namecoin:
Data storage. The system stores CAI information on the Namecoin blockchain. 

This allows for a distributed and tamper-proof record of issued certificates.
Search method. The authentication process searches the blockchain for the block 

containing the CAI associated with the cheque being verified. This involves iterating 
through blocks, potentially starting from the last block, and working backwards.

Search cost. As blockchain length increases, search operations can become 
time-consuming. This challenge is acknowledged in existing research, which suggests 
that optimised search algorithms can significantly enhance performance in banking 
applications. Although the current prototype developed in Python may not offer 
peak efficiency, real-world deployments are expected to utilise high-performance 
infrastructure with targeted optimisations. To evaluate system efficiency, the aver-
age time for cheque authentication, including retrieval of CAI, was measured over 
100 test cases. Various CAI positions within the blockchain were considered. The 
results showed consistent performance across scenarios, indicating the system’s 
practicality for real-time cheque validation.

Best case (CAI at blockchain end). The best-case time of search is 0.30 seconds 
on average with a standard deviation of 0.15 seconds. This is because the search 
starts from the latest block and progresses backward, making it faster to find recently 
added information.

Middle of blockchain. 420.84 seconds on average with a standard deviation 
of 20.03 seconds. Searching through a significant portion of the blockchain takes 
more time.

Beginning of blockchain. 1469.68 seconds on average with a standard deviation 
of 80.40 seconds. This scenario requires searching the entire blockchain, leading to 
the longest average time.

CAI not found. 1476.21 seconds on average with a standard deviation of 75.50 
seconds. Interestingly, the time to determine a missing CAI is very similar to search-
ing the entire blockchain.

4.2	 Hyperledger implementation

The system uses the Hyperledger blockchain to store CAI information. The Cheque 
authentication process involves searching the blockchain for the block containing 
the relevant CAI. Here’s a breakdown of the implementation using Hyperledger:

Data storage. Similar to Namecoin, stores CAI information on the blockchain.
Search method. Leverages a state database (CouchDB) for optimized searching 

within the blockchain.
Search cost. The system demonstrates significantly faster search times compared 

to Namecoin, with all results obtained within milliseconds. The average authentica-
tion time ranges from 752.31 ms (when the CAI is not found) to 766.06 ms in the 
worst-case scenario, showing minimal variation across different conditions.

https://online-journals.org/index.php/i-jim
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4.3	 Our implementation

Search method. Both Ethereum and Namecoin require linear searches through 
blockchain records, which can be time-intensive for older entries. However, 
Ethereum supports smart contracts—programmable logic that may enable more 
efficient search mechanisms, offering a flexibility not available in Namecoin.

Performance. While performance is configuration-dependent, Ethereum 
generally offers faster transaction processing than Namecoin. This results in 
quicker addition of CAIs to the blockchain, thereby enhancing search efficiency and 
responsiveness.

Gas fees. Previous research [18] identified high gas fees during revalidation 
as a major limitation. In contrast, the proposed system incorporates optimisations 
that significantly reduce gas fees, thereby improving cost-efficiency and increasing 
practical viability.

Computation overhead. Block revalidation introduces notable computational 
overhead. The proposed approach eliminates the need for such revalidation, thereby 
improving system efficiency, reducing latency, and enhancing overall reliability.

5	 CONCLUSION

ChequeGuard is a distributed blockchain solution designed to combat the 
new threat of forged cheque frauds. Using the transparency and irreversibility of 
blockchain, the system provides an authentic cheque verification, real-time scam 
detection, and cheque recall. All these together form a robust, fraud-free cheque 
processing framework. Deploying ChequeGuard in banking and financial institu-
tions enhances security measures, protects customers from losing money, and estab-
lishes the integrity of cheques. Mobile app integration ensures convenience and 
accessibility, and smartphones become valuable tools for fraud discovery in urban 
as well as rural India. Additionally, ChequeGuard enhances system efficiency by 
eliminating gas fee problems and computation overhead. With more sophisticated 
methods of cheque fraud, adopting new technologies like ChequeGuard is essential 
in maintaining trust, enhancing the credibility of operations, and promoting secure 
financial transactions.
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