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ABSTRACT

The risk of fraudulent software or apps undermining user privacy is rising for users of cell
phones and other portable electronics. Because malicious apps need less permission to run,
they are more intrusive than necessary. Due to its open-source nature, support for third-party
app stores, and stringent app assessment, the Android platform is more susceptible to assaults.
Thus, the Android platform has also led to an increase in the use of portable computing apps.
Using edge computing and cloud services, Mobile Edge Cloud Computing (MECC), showing
promise in the fractional computation offload approach, has opened up fresh opportunities
for mobile apps that are delay-sensitive and computationally demanding. We thoroughly
examine the unpredictability method, calculating the arrivals of requests, assistance latency,
and variable processing resources to solve this problem. High traffic volumes are produced
by many devices that the MEC architecture can manage. First, we give a comprehensive
introduction to MCC/MEC technology in this paper, covering the history and development
of remote computation techniques. This paper’s main body then examines current research
regarding the ideas of computing offloading, offloading granularities, and offloading proce-
dures techniques. Furthermore, we go over optimization techniques as well as both static and
dynamic offloading mechanisms. Environments. We also go over the difficulties and possible
paths for MEC research in the future.

KEYWORDS
mobile edge cloud computing (MECC), computation techniques, Android platform, software

1  INTRODUCTION

The elements influencing the task of transferring computations in mobile edge
computing (MEC) and MECC regarding a specific computational activity using com-
ponents that are separate from one another have been the subject of extensive
research in recent years. Many studies [1] have created multiple objective improve-
ment techniques for delegating choices or tactics, taking into account various metrics
like task service time, energy intake, collaboration choices, power distribution,
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network flow scheduling, and so forth, to provide quality of service (QoS) guarantees
in computation offloading. Nevertheless, these approaches typically overlook the
interdependencies among several modules in a calculation process, which could sig-
nificantly affect the execution outcomes. For example, the execution time may not
be equal to the total of the individual module execution durations in a computing
task where modules must be run in a particular order because of data dependencies.
Rather, a delay in one module may have a cascading effect on other modules, increas-
ing the total completion time. The computing challenge of offloading is expressed as
a mixed-infinity linear programming issue in contemporary research, with the aver-
age execution time serving as the primary basis for the partial offloading choices [2].
To cut down on execution time, this could, however, result in excessive usage of
computer resources.

Computational systems must share limited resources, such as memory, bandwidth,
and processing power, between several devices or tasks. Thus, effective resource
management and allocation are essential to fulfilling the system’s requirements.
We noted that the Internet of Things (IoT) application is a mission-critical, delay-
sensitive signaling application in the context of our work.
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Fig. 1. Model of computation offloading for edge computing on mobile devices
Effective processing requires considering the communication expense related to

the task offloading [12]. Minimizing energy and delay usage throughout the commu-
nication and processing process is the main problem. Making educated decisions on
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task offloading requires accurate power, delay, and expense estimation models that
consider the price of energy of interaction by time limitations of IoT applications.
In a similar vein, precise latency estimates models aid in choosing the best offloading
plan while taking costs, delay, and energy into account [13]. If the energy consump-
tion and overall latency are lower than the time limitations of IoT applications, the
objective is to move jobs to the edge server. Our algorithms will decide to process jobs
locally if they can do so within the time limitations without taking user device power
use into account, provided that the total latency is greater than the time restrictions.
This is accomplished by developing an energy, latency, and cost model that allows
user devices to precisely determine the amount of energy, latency, and computing
expenses incurred when delegating tasks. The goal of this method is to create an off-
loading technique that considers both energy and latency. To prevent devices used
by users from overheating during task computing, our suggested network infrastruc-
ture model in Figure 1 shows many user gadgets and several edge servers. Multiple
jobs or gadgets must share computational systems’ limited resources, which include
memory, bandwidth, and processing power. This indicates that satisfying the system’s
requirements depends on effective allocation of resources and administration. We
stated that the IoT application is a mission-critical, delay-sensitive signaling tool in
the context of our work. This kind of application includes signaling for important
operations when time is of the essence and delays must be kept to a minimum, such
as Mission-Critical Push-to-Talk signaling (MC-PTT) or MC video signaling. Through
resource optimization for each activity, the suggested method incorporates MEC into
the 5G network, which can improve network performance.

The following structure describes how this document is organized. Section 2
explores the body of existing literature that is pertinent to the topic. In Section 3,
the problem is defined and the system model’s design is described. The model train-
ing methodology, the simulation procedures used, and the outcomes analyses are
covered in Section 4. Section 5 concludes the report with an outline of the findings.

2 RELATED WORKS

The VM movement technique in a surrogacy cloud server was suggested by
the majority of the pioneering publications in mobile cloud computing [3, 4]. And
close computing boxes for offloading mobile data for in-depth processing are the
cloudlets [5]. A cloudlet is regarded as being within a mobile device’s one-hop com-
munication range and has a strong internet connection to the central cloud. To facil-
itate mobility, the neighboring cloudlets can converse and move virtual machines
(VMs) among themselves thanks to mesh networking. Through VM placement, each
cloudlet is linked to a central cloud computing on mobile devices to retrieve, store,
and analyze the required data. Although the actual hosts’ services, mobility cloud,
and droplets are situated in firmly geographic places, the states of VMs fluctuate due
to random user demands and resource requirements.

ECC offloading strategies have been researched, and a few ECC designs have
been suggested for distant carrying out of the assignment [6]. Special offloading
and cloud distributing resources policies are needed for ECC. First, when there are
several individuals using the ECC system, the ECN resource could not be enough.
Second, because of their flexibility, ECNs and SMDs might only be able to stay in
the WLAN’s coverage area for a short period of time. Lastly, since each ECN has
a distinct transmission rate and processing control, an SMD must select the right
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ECN to offload. Nevertheless, the impact of mobility and restricted computational
resources on offloading technique is not well considered by the current ECC archi-
tectures and offloading methods. Our work on this study is motivated by this. Even
though latency-sensitive applications could benefit from ECN services, creating an
affordable ECC system is still difficult. In this study, we concentrate on the optimal
multi-user dumping problem in an ECC system to make possible the potential ben-
efits of ECC in terms of energy savings and performance enhancement for SMDs.

These services have extremely low latency offered via computing on the edge
and can be utilized by a control aircraft equipped with multiple controller designs
at the outermost layer in large-scale networks to promptly handle network requests.
Nevertheless, dynamic network traffic demands cannot be met by a fixed control
plane. Although the increased mobility of mobile devices results in constant changes
to the network architecture, this issue can be effectively resolved by dynamically
modifying controller deployment based on the network state. Controller state syn-
chronization overhead can be decreased by implementing the control plane as an
ordered framework [7]. The control plane’s performance has a significant impact on
an SDN’s performance. Network burdens in a cloud-edge cooperation system are
not uniformly distributed because network traffic fluctuates over time. Deploying
a robust, load-balanced, and low-latency controller plane is therefore crucial for
SDN-enabled cloud-edge collaboration platforms.

Edge computing was suggested as an answer to this problem [14]. A computer
paradigm known as “edge computing” places system, storing, as well as computa-
tional capacity near to the user’s position. Cloudlets, fog analysis, and multi-access
edge computing, originally known as mobile edge computing, are some of the
instances of edge computing that have surfaced in recent years [8]. MEC, as estab-
lished by the Multi-access Edge Computing Industrial Specification Group (MEC ISG)
of the European Telecommunications Standards Institute (ETSI) in September 2014,
has emerged as the standard for edge computing in 5G, specifically in the context
of mobile communication networks [15, 16]. By deploying services that manage
compute-intensive operations at a network’s edge, MEC makes it easier for UEs to
optimize their resources. The primary goal is to provide IT services and resources
close to the UE in the Radio Having access Network.

There are delays between endpoint gadgets and the central cloud because of the
amount of information produced and handled by IoT gadgets. Fog is a new method
for reducing delays [9] and making appropriate use of 10T devices. In 2014, Cisco
launched fog computing, which processes data in real time and executes it at the
closest server. Fog computing is now being used by educational organizations to
process data. Instead of sending all of this information to the cloud, the institutions
process it in conjunction with major cloud multinationals and store it in their local
caches. These caches are thought of as a fog that makes communication between
cloud central and learning edge devices easier. Applications for mobile learning that
use a fog-cloud architecture run on fog nodes, which are learners’ smartphones.
These kinds of architectures are important for carrying out and adaptive educational
apps in accordance with learners’ execution requirements. These architectures are
also effective for embedded applications based on Al, reactive mobile learning, and
providing actors with services like low latency, context awareness, reliability, and
quality of service. They can also be integrated with 5G.

Information has changed from basic words and images to more intricate music
and video as multimedia technology continues to advance [10]. Digital video is a key
component of information processing and is used extensively in communication.

International Journal of Interactive Mobile Technologies (iJIM) 109


https://online-journals.org/index.php/i-jim

Jhaetal.

110

The scene can be effectively restored using audio and video files. Eighty percent of
the information-gathering duty is completed by case vision, which can also directly
reflect environmental changes. The quick development of information technol-
ogy since the start of the digital era has led to the widespread adoption of digital
video technology. There has been widespread use of digital video transmission and
retention.

Numerous of these methods concentrate on optimizing with many objectives,
making selections about unloading by taking into account variables like time spent
on activities, energy usage, allotment of power, cooperation selection, and other
important measures for achievement. Although these techniques are good at pre-
serving QoS, their inflexible frameworks and the elevated computing complexities
required to solve the optimization issues frequently make them difficult to adapt
and scale in dynamic contexts [11]. Digital video plays at a specific frame rate and
is made up of a series of frames. From one application to another, there are signif-
icant differences in video characteristics, including frame rate, image quality, and
pixel depth. As a result, it has enormous importance and practical value for the cre-
ation, use, and dissemination of video data, and it will eventually become a trend in
growth. Although video information is ubiquitous, precise, successful, and easy to
understand, there is too much of it.

3  METHODS AND MATERIALS

The allocation of resources and offloading of computation have drawn the inter-
est of numerous scholars in recent years. Two criteria are typically used to evaluate
the efficiency of offloading: 1) execution latency and 2) resource assumption.

A) Full Offloading: An approach to one-dimensional searching that takes the buf-
fers for applications into account, standing state, and available processor power
is proposed by the authors in order to reduce the implementation delay. Energy
harvesting techniques, along with dynamic voltage and frequency scaling, are
used to maximize data transfer for offloading computations; it can furthermore
lessen the likelihood that unloading apps would fail. To reduce the average reac-
tion time for offloading, the authors build three-layer traffic architecture. The edge
nodes based on moving vehicles are modeled using queuing theory. To improve
Quality of Experience (QoE), the authors collaboratively optimize scheduling and
offloading. The energy usage can be significantly decreased by using the median
execution delay constraint. But the majority of recent research only looks at the
scenario with a single user.

Two groups are created from each UE based on how much data they must
discharge. While the UEs in the second group are limited to local task processing,
the UEs in the first grouping have access to the MEC server. The distribution of
computational and communication resources can be used to calculate the ideal
transmission power. The authors concentrate on using cooperative computing at
the edge in wireless mesh networks to decrease the saturated backhaul capacity.

B) Partial Offloading: The authors use linear programming to solve the issue of
incomplete unloading, which they frame as a non-linear restriction problem.
Organizing the delay of application restrictions in a Time Division Multiple
Access (TDMA) integrated framework results in an efficient resource allocation
approach. The authors offer a partial offloading strategy that maximizes energy
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savings based on the maximum application latency limit. To determine the ideal
transmission rate in uplink, an iterative approach is suggested. By considering
using a buffer, the authors formulate the challenge of minimizing energy use.
The best CPU frequency, transmission job, and bandwidth allocation are deter-
mined by an online method based on Lyapunov optimization. The challenge of
resource block scheduling in narrowband IoT is formulated. Power regulation
and relay choice are both taken into account by the heuristic algorithm.
Collaboration of MCC and MEC: Compared to one individual problem, issues
with multi-user offloaded computation are more prevalent and intricate. A greedy
heuristic algorithm solves the calculation by multiple users’ issue with partition,
which is phrased as a MILP problem. This work’s flaw is that it doesn’t account
for user interference or collaboration between MCC and MEC. Users’ interfer-
ence is taken into account by the authors. Nevertheless, it ignores MCC and MEC
cooperation in favor of full offloading.

MEC server

Fig. 2. A partial computation offloading example

In contrast to the aforementioned studies, this work fully examines the collabo-

ration between MCC and MEC, whereby IoT-based UEs can choose to offload their
duties via MEC or MCC based on completion delay.

3.1

Challenges for computation offloading in edge computing

Edge computing faces that are offloaded by computation numerous obstacles,

including task allocation, job execution, and application segmentation. We look
into the study that has been done on these issues in this part. Specifically, we will
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highlight the distinct challenges in edge computing as opposed to MCC for each prob-
lem. Figure 2 provides an overview of these difficulties.

A) Application Partitioning: The initial phase of compute offloading is division,
which separates the program enter the code multiple sections that will run on
various systems, such as cloudlets, mobile devices, or the cloud, or the cloud.
It has been thoroughly examined in MCC. Nonetheless, it displays a few novel
edge computing features.

B) Partitioning in MCC: Applications can be partitioned using two general
methods: 1) programmer-specified partitioning and 2) automatic program
analysis. In the first, the movement of data in the program code is examined,
and possible off-loadable components are examined, using dynamic or static
program analysis techniques. In actuality, the most popular model for repre-
senting the connections between tasks, objects, procedures, or components
in an application analysis is a graph-based model. The aforementioned enti-
ties are represented by the vertices of such an interaction graph, while the
masses of the borders provide the expenses of interactions (such as data vol-
umes, transmission durations, and bandwidth). Dividing a graph technique
is then used to trim the diagram by accomplishing certain objectives, such as
optimizing throughput, lowering network traffic, saving energy, or shortening
execution time.

This technique was created in 1999 by Coign, one of the first offloading
mechanisms. Coign creates a graph model of the application’s inter-component
interaction based on program behavior profiling. Coign then chooses a par-
tition to reduce communication time using a graph-cutting algorithm called
lift-to-front minimum-cut. The purpose of Coign, the initial system designed
to validate the idea of autonomous program analysis, is to reduce the effort
required of programmers. Figure 3 represents the challenges in computation
offloading.

1. Automatic program analysis
2. Programmer-specified

3. Multi-node partitioning

4. Partitioning granularity

Application partitioning

1. Cloudlet discovery

Challenges in computation offloading Task allocation 2. Cloudlet placement
3. Task scheduling

4. Resource management

1. Process-level isolation
Task execution 2. VM-based execution

3. Container-based execution
4. Serverless architecture

Fig. 3. Immediate of challenges for computation offloading toward edge computing

C) Partitioning in Edge Computing: Considering that the partitioning methods
listed above are readily available, what is novel about edge computing-based
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compute offloading? Partitioning for multi-node offloading is a hurdle. Runtime
decisions define the precise locations tasks in MCC should be placed on, either
local (mobile devices) or remote servers (the cloud). But in edge computing, work
can be divided among servers throughout the internet link that connects hand-
held gadgets to the cloud, including several cloudlets. What partitioning scheme
is appropriate in this situation?

A partitioning technique was created by Sinha and Kulkarni to carry out
multi-node offloading, which distributes an application’s tasks over sev-
eral distant servers. Applications that focus on data are the driving force
behind this study. For instance, Flick and Facebook are common applica-
tions that carry out image matching and photo recognition across several
websites. The program’s behavior is represented by an object interaction
graph, and communication expenses are reduced via a heuristic graph-cutting
technique.

The dividing granularity presents another difficulty. Many MCC works carry
out compute offloading at the class, thread, and method levels. At these levels,
task execution necessitates consistent runtime settings, which entails both con-
text dependency and data dependence. Such a need is costly, though, given the
heterogeneous infrastructures found in edge computing. As a result, letting go
of the task or level of components would increase productivity. Programmers
are able to create several approaches to task/component execution depending on
the platform.

This technique was created in 1999 by Coign, one of the earliest offloading
systems. Using software behavior profiling, Coign builds a graph model of the
application’s inter-component interactions. Coign then chooses a partition to
reduce communication time using a graph-cutting algorithm called lift-to-front
minimum-cut. The purpose of Coign, the initial system designed to validate
the idea of autonomous program analysis, is to reduce the effort required of
programmers.

4  IMPLEMENTATION AND EXPERIMENTAL RESULTS

The following is the configuration of the algorithm parameters: The set of data
used for training of the LSTM module consists of 1500 computation logs being off-
loaded on edge cloud nodes, whereas the testing set of data consists of 250 logs of
offloaded computations. There are 1000 iterations and four layers that are hidden.
There is a 50-batch size and a 0.025 convergence loss. Data size V for the comput-
ing job and data size ¢ for its subtasks will vary linearly as experimental vari-
ables, allowing the task to test the overall duty that delays processes following the
implementation of different algorithms.

For comparative tests, two methodologies are chosen to evaluate the calculation
offloading methodology based on task prediction: 1) The calculation task will be
carried out immediately on mobile devices. There is no data transfer delay in this
mode; instead, the task’s overall latency is mostly caused by computation delay.
2) Every computing work must be transferred from mobile devices to edge com-
puting nodes that are connected for execution. Transmission delay, computing
delay, queuing delay, and other delays are all included in the task’s overall delay in
this manner.
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Figure 4 shows how the overall job latency changes as the volume of data
increases gradually to fewer than three different methods for unloading. The vol-
ume of data of task V falls between the {40, 50, ..., 120}. It is evident that, considering
the condition of our local technology, mobile devices’ processing capability is inade-
quate to manage duties including massive quantities of information. Consequently,
local processing is faster when the data amount is lower. Local processing power
will grow in a nonlinear manner as data size increases; it makes the services difficult
that depend on delays. The total delay optimization is hampered by tiny data sizes
due to the delay in transmission in the edge computing offloading mode. However,
the benefit of edge computing nodes’ increased computing capacity becomes appar-
ent as data sizes increase. In our technique, local computing, edge computing, and
subtask migration can be incorporated to take into account the subtask forms of
compute tasks. To maximize the overall task delay, it is possible to identify an ideal
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Fig. 4. Total computing job delays for varying data sizes

compute offloading approach for jobs with varying data volumes.
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Figure 5 shows how the overall task delay varies as the quantity of smaller
assignments for every calculation assignment increases gradually beneath various
offloading techniques. Consequently, ¢ € {0, 1, ..., 10}, the computational complexity
rises with the quantity of subtasks. Mobile gadgets have a limited amount of local
computational capacity. As the number of subtasks increases, the local task delay is
going to be significantly greater than that of two more compute offloading schemes.
Currently, a part of compute latency can be decreased by surrendering transmission
delay using our subtask mitigation technique.

5 CONCLUSION

Allocating computational resources during the process of offloading compute
activities might be difficult due to the dynamic character of MECC systems. In order
to satisfy delay requirements without using excessive computational resources, we
present DRL architecture in this paper. First, we use a two-way queue structure,
which consists between two operating queues with many servers that are acces-
sible in each, to mimic the procedure for offloading partial computations from
smartphones to cloud gateways and edge devices.

This paper proposes an innovative, clever offloading of computation founded
on MEC design with an amalgamation of three different styles with reference to the
drawbacks of the three conventional forms of computing: local, edge, and cloud.
The advantages of the current generation of MEC and its research goals are also
covered. The task prediction-based computation offloading and task migration algo-
rithm is created using the suggested architecture. The LSTM-based computation
task prediction method, the task prediction-based computing offloading strategy for
handheld devices, and the computing task migration for the edge cloud schedul-
ing scheme are utilized to provide a detailed description of the ideal computation
offloading approach. Performance tests are carried out using our suggested algo-
rithm and architecture. Our technique may efficiently lower the overall assignment
latency when the amount of computation information and subtasks increases,
ensuring efficient processing of time-sensitive jobs when compared to desktop and
single computing edge offloading strategies. The final section discusses the future
areas of study from three perspectives: security and privacy, MEC administration
based on smart mobility prediction, and combined optimizing of 3C depending on
task prediction.
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