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ABSTRACT

This paper reviews advanced optimization techniques to address the privacy-utility tradeoff
in federated learning with differential privacy (FL-DP), focusing on applications in the Internet
of Medical Things (IoMT). IoMT systems face significant challenges, including heterogeneous,
non-IID data distributions, resource-constrained devices, and stringent privacy regulations
such as HIPAA and GDPR, making it complex to ensure robust privacy while maintaining
high model utility. The review explores methods such as adaptive privacy budgeting, which
dynamically adjusts privacy parameters (e) based on data sensitivity and device capabilities,
and client selection strategies that enhance global model accuracy by prioritizing high-quality
data contributions while effectively managing privacy budgets. Techniques like gradient
clipping and noise scaling are examined for their ability to mitigate the negative impact of
differential privacy (DP) noise, ensuring stability in real-time applications like remote patient
monitoring and anomaly detection. This study analyzes existing techniques and identifies
gaps in advancing scalable and efficient FL-DP frameworks in IoMT. Future directions include
Al-driven adaptive privacy mechanisms and energy-efficient optimization algorithms to
enhance the scalability, performance, and sustainability of FL-DP in IoMT environments.
These advancements aim to develop secure, high-performance IoMT systems that comply
with privacy standards while addressing real-world healthcare challenges.

KEYWORDS
federated learning with differential privacy (FL-DP), security and privacy, Internet of Medical
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1  INTRODUCTION

The widespread adoption of the Internet of Medical Things (IoMT) has
revolutionized healthcare by enabling seamless, decentralized, and real-time data
acquisition from various interconnected medical devices. These devices, from
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wearables to remote diagnostic tools, generate substantial volumes of sensitive and
personal health data, raising significant concerns about privacy and security [1].
Ensuring the privacy of such sensitive information is paramount, especially given
the stringent regulatory frameworks, such as HIPAA and GDPR, which mandate
robust privacy measures. This paper examines advanced optimization techniques
within the federated learning with differential privacy (FL-DP) framework, tailored
for the IoMT. While FL-DP provides a robust solution for ensuring data privacy in
distributed learning, achieving an optimal privacy-utility tradeoff remains a signifi-
cant challenge, particularly in resource-constrained IoMT environments character-
ized by non-IID data distributions. Figure 1 illustrates various applications of the
Internet of Medical Things.

Fig. 1. IoMT applications

1.1 Differential privacy-based federated learning framework

Federated learning (FL) has emerged as a crucial technique to facilitate privacy-
preserving distributed machine learning by allowing data to remain localized on
devices while sharing only model updates. Integrating differential privacy (DP) has
been proposed to further strengthen privacy in FL, adding a layer of protection by
ensuring that individual data points cannot be reconstructed or inferred from model
updates. The FL-DP framework introduces noise into the model updates, which,
while enhancing privacy, presents significant challenges in maintaining model
utility—a critical factor in IoMT applications, where accuracy and timely insights
can directly affect healthcare outcomes [2] [3]. The privacy-utility tradeoff in FL-DP
remains a fundamental issue, as increasing privacy through noise addition often
leads to a reduction in model accuracy, which can be detrimental in real-time appli-
cations such as remote patient monitoring or anomaly detection.
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1.2 Privacy-utility tradeoff

Privacy-utility concerns and data heterogeneity are key challenges in IoMT
systems, where data collected from various medical devices can vary widely in terms
of distribution and quality. Non-IID data distributions can hinder the performance of
global models in FL. The privacy-utility tradeoff in IoMT is critical for balancing the
need for data privacy with the accuracy of machine learning models used in health-
care applications. As IoMT devices collect sensitive medical data, privacy regulations
such as HIPAA and GDPR require robust protections, such as DP [4] [5]. However,
increasing privacy by adding noise to data can reduce model utility, leading to less
accurate predictions in real-time health applications.

1.3 Non-IID data distribution

The non-IID nature of IoMT data arises from variations in device types, user
behaviors, and environmental conditions, posing significant challenges to achieving
a compelling privacy-utility tradeoff in FL-DP frameworks. This data heterogeneity
often disrupts model training, leading to imbalanced contributions and degraded
global model performance. Furthermore, resource-constrained IoMT devices are
burdened by the additional computational and communication requirements of
privacy-preserving mechanisms, further complicating the tradeoff. Ensuring an
optimal balance between robust data privacy and high model utility is critical for
delivering accurate and reliable healthcare outcomes [6]. Achieving this balance
enables IoMT systems to comply with privacy regulations such as HIPAA and GDPR
while operating efficiently within the constraints of the devices.

1.4 Resource constraints

Implementing FL-DP in the IoMT is challenging due to devices’ limited compu-
tational power, memory, and battery life. These constraints are further strained in
large-scale IoMT networks, where frequent model updates and privacy-preserving
mechanisms demand significant resources. Consequently, developing scalable and
efficient FL-DP frameworks for IoMT devices is complex. Achieving an optimal
privacy-utility tradeoff under such conditions becomes increasingly complex, as
ensuring robust privacy often increases computational and energy costs. Overcoming
these challenges requires developing advanced optimization techniques that address
energy efficiency, minimize communication overhead, and enhance scalability [62].
Such solutions must balance privacy protection with model performance while
enabling IoMT devices to operate effectively within resource constraints, ensuring
reliable and secure deployments in real-time healthcare applications [7].

The study highlights adaptive privacy budgeting and client selection strategies
to optimize privacy levels and improve global model performance. Techniques like
gradient clipping and noise scaling are evaluated to reduce the impact of DP noise on
accuracy, while strategies for minimizing communication overhead and enhancing
energy efficiency are emphasized for scalable IoMT deployments. The structure of
the paper is as follows: Section 2 presents the related work, Section 3 provides a
detailed discussion, Section 4 outlines future directions, and Section 5 concludes the
paper, followed by the references.
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2 RELATED WORK

Federated learning with DP enables collaborative machine learning across
distributed medical devices while preserving the confidentiality of sensitive health
data. This approach allows IoMT devices to train shared models without exchanging
raw data, ensuring patient privacy and regulation compliance. By integrating FL and
DP, healthcare systems can leverage diverse datasets to improve diagnostic accuracy
and patient outcomes without compromising data security. FL allows IoMT devices,
such as wearable sensors and diagnostic tools, to train models locally without trans-
ferring raw data to a central server, thus minimizing the risk of exposing personal
health information [8]. Incorporating DP enhances this framework by introducing
mathematically rigorous noise into model updates, ensuring that individual data
points remain indistinguishable, even when aggregated in global models [9].

However, FL. DP presents unique technical challenges in IoMT, particularly in
balancing the privacy-utility tradeoff. The noise introduced to protect privacy can
adversely affect model performance, which is especially critical in real-time IoMT
applications, such as continuous patient monitoring and anomaly detection [10].
Furthermore, the heterogeneous nature of ToMT data—often non-1ID across devices—
combined with the limited computational resources of IoMT devices adds to the
complexity of ensuring efficient learning while adhering to privacy standards.
Therefore, advanced optimization techniques are required to address these chal-
lenges, ensuring robust privacy guarantees without compromising model accuracy,
scalability, or energy efficiency in resource-constrained IoMT environments [11] [12].

2.1 FL-DP implementation phases

The implementation of the FL-DP framework involves a systematic process to
ensure data privacy while maintaining model utility. Each phase is designed to
address specific challenges in IoMT systems, such as data heterogeneity, resource
constraints, and compliance with privacy regulations [13] [14]. The following
seven steps outline the key stages in implementing FL-DP, ensuring a robust, privacy-
preserving, and scalable framework for IoMT applications.

Phase 1: Data collection and initialization. Internet of Medical Things devices
collect decentralized, sensitive data, which remains stored locally to ensure privacy.
The central server initializes a global model and shares it with all participating
devices. This phase establishes the foundation for collaborative learning while
adhering to privacy principles.

Phase 2: Local model training. Each device trains the global model locally using
its private dataset. DP mechanisms, such as gradient clipping and noise addition, are
applied during training to protect individual data contributions. This ensures data
privacy even during computation.

Phase 3: Local update protection. Before sending updates to the central
server, devices apply DP techniques to secure their contributions. Noise is added
to the model gradients or updates, and clipping is used to limit the sensitivity of the
updates, ensuring compliance with privacy budgets.

Phase 4: Secure aggregation. The central server aggregates the DP-protected
updates using cryptographic methods such as secure multiparty computation (SMPC)
or Homomorphic Encryption. These techniques ensure that individual contributions
remain confidential during the aggregation process.
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Phase 5: Global model update. The aggregated updates are used to refine the
global model. This phase involves monitoring the consumption of the privacy budget
to maintain DP guarantees. The updated global model incorporates learnings from
all participating devices.

Phase 6: Model distribution. The refined global model is shared back with the
devices for the next training round. This iterative process continues until the global
model achieves the desired level of performance or convergence.

Phase 7: Deployment and evaluation. The final global model is validated on test
data to ensure accuracy and robustness. Once validated, it is deployed in real-world
IoMT applications such as patient monitoring, anomaly detection, or diagnostic
support. This phase marks the practical implementation of the FL-DP framework in
healthcare environments.

These steps ensure that the FL-DP framework is implemented efficiently, balanc-
ing privacy guarantees, resource constraints, and model utility in IoMT systems.
Figure 2 shows the seven phases of the FL-DP framework.

Secure aggregation
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Fig. 2. 7-phases of the FL-DP framework

2.2 Optimization techniques

In the FL-DP framework, numerous advanced optimization techniques have been
engineered to mitigate the intrinsic privacy-utility tradeoff and enhance overall
model efficiency. These techniques are specifically designed to optimize the per-
formance of FL. models while safeguarding the confidentiality of distributed data,
particularly in resource-constrained environments such as the IoMT. Given the
unique challenges presented by IoMT, including limited computational resources,
non-I11D data distributions, and stringent privacy requirements, these optimization
strategies have become crucial in ensuring both privacy preservation and model
accuracy [15] [16]. The following outlines key high-impact optimization techniques
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that have been integrated into FL. DP frameworks to address these challenges and
improve scalability, utility, and security in such decentralized systems.

Adaptive privacy budgeting. Adaptive privacy budgeting revolutionizes DP in
FL, particularly in dynamic environments like the IoMT. It fine-tunes privacy budgets
during training by adjusting noise levels based on model status and data sensitivity.
Unlike static methods, this approach adapts in real-time, applying more noise during
high-risk phases and reducing it as the model stabilizes, thus improving accuracy
while maintaining privacy [17]. This method is vital for scalable FL in healthcare,
minimizing overhead without sacrificing privacy. Integrating feedback loops further
refines privacy-utility tradeoffs, enhancing performance in critical tasks like predic-
tive health analytics and anomaly detection in IoMT [18].

Gradient clipping and noise scaling. Gradient clipping is a crucial mechanism
in FL, imposing upper bounds on the magnitude of model gradients from individ-
ual clients. It constrains the potential influence of any single client on the global
model during aggregation, mitigating the risk of outliers or adversarial updates
disproportionately affecting the model. When gradient clipping is integrated with
noise scaling, the amount of noise added to each gradient is dynamically adjusted
relative to the clipped gradient’s magnitude. It ensures that the noise injected to
uphold DP scales appropriately as the model progresses towards convergence [19].
In the context of noise scaling, the noise level is correspondingly reduced as the model
approaches an optimal state, where gradients naturally decrease in magnitude. This
proportional noise reduction maintains stringent privacy protections and minimizes
model performance degradation, leading to a more optimal balance between privacy
guarantees and model utility [20]. As a result, the privacy-utility tradeoff is refined,
especially in resource-constrained environments like the IoMT, where maintaining
high utility without compromising privacy is critical to the system’s effectiveness.

Client selection. Client selection in FL is pivotal in optimizing the overall model
performance by selectively involving clients that provide the most valuable data
contributions. Since not all clients contribute equally due to the heterogeneity of
data distribution across devices, advanced techniques such as contribution-based
or adaptive client selection are employed. These methods prioritize clients based
on data quality, diversity, and computational resources, ensuring that those with
high-quality or more representative datasets are chosen to participate in each train-
ing round [21]. These selection strategies reduce the inclusion of clients with noisy
or low-quality data, minimizing unnecessary DP noise. This strategic client partici-
pation enhances model convergence, improving the overall privacy-utility tradeoff.

Secure aggregation. Secure aggregation, a critical technique in FL, relies on
the use of advanced cryptographic methods such as homomorphic encryption and
multi-party computation (MPC). These methods are instrumental in ensuring that
individual client updates remain encrypted while enabling their secure aggre-
gation at the server. Homomorphic encryption allows mathematical operations
on encrypted data without decryption, thereby protecting the model parameters.
Similarly, MPC enables multiple parties to compute a function while keeping their
inputs private collaboratively, further enhancing the confidentiality of each client’s
data during aggregation [22]. Secure aggregation reduces the need for additional DP
noise, as the privacy of individual client contributions is inherently protected. As a
result, the overall noise addition required to meet privacy guarantees is minimized,
thereby preserving the model’s utility while ensuring robust privacy protection [23].
These cryptographic approaches are particularly valuable in sensitive applications
like the IoMT, where maintaining data confidentiality and model accuracy is
paramount.
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Hybrid differential privacy. Hybrid differential privacy (Hybrid DP) combines
both centralized (CDP) and local differential privacy (LDP) mechanisms to optimize
the privacy-utility tradeoff across heterogeneous client environments. By apply-
ing LDP directly at the client level, sensitive data is protected before transmission,
while CDP ensures broader privacy protection at the server during aggregation.
This dual-layer approach allows for tailored privacy budget allocation, adjusting
privacy mechanisms based on client data sensitivity and resource availability, which
is crucial in resource-constrained environments like IoMT. Hybrid DP provides
enhanced scalability, efficiency, and adaptive privacy protections within distributed
learning systems [24] [25].

Communication-efficient learning. Communication-efficient FL leverages
advanced techniques such as compressed communication and threshold-based
updates to optimize network and computational resources in IoMT environments.
Compressed communication reduces the data payload by encoding model gradients
or updates using techniques like quantization or sparsification, minimizing the trans-
mission size without significantly degrading information content. Threshold-based
updates further enhance efficiency by ensuring that only model updates surpassing
a predefined magnitude threshold are transmitted, reducing the frequency of com-
munication and conserving bandwidth [26] [27] [28] [60]. These methods improve
communication efficiency, energy consumption, and model accuracy, making them
vital in resource-constrained, latency-sensitive FL deployments.
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Fig. 3. Optimization techniques

The related work highlights the foundational phases of FL-DP implementa-
tion and various optimization techniques designed to address the critical privacy-
utility tradeoff. These studies provide essential insights into balancing privacy
preservation and model performance, offering a solid foundation for advancing
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scalable, efficient, and privacy-compliant frameworks tailored to the unique chal-
lenges of IoMT systems. Figure 3 illustrates the key areas of optimization techniques.

3  DISCUSSION

The discussion examines the challenges of balancing privacy and utility in the
[oMT systems. It highlights diverse data distributions, limited device resources, and
communication overhead. The section critiques current FL-DP methods, noting
their effects on model performance, scalability, and efficiency. By identifying these
challenges, the discussion suggests areas for improvement and potential solutions to
enhance IoMT system performance and privacy compliance.

3.1 Challenges in enhancing privacy-utility balance in IoMT systems

The IoMT produces vast amounts of sensitive biomedical data, requiring advanced
privacy-preserving techniques to maintain confidentiality while ensuring data utility.
Achieving an optimal privacy-utility balance is challenging due to non-1ID data,
device heterogeneity, and resource constraints like limited bandwidth and energy.
DP and FL offer promising solutions for secure, distributed data processing in ToMT
systems. However, scaling these methods in dynamic, large-scale IoMT networks
introduces trade-offs in computational overhead, communication latency, and cryp-
tographic complexity. Addressing these challenges is essential for IoMT systems to
provide real-time healthcare services while complying with strict privacy standards.

Intrinsic trade-offs between privacy and utility. Balancing privacy and utility
in IoMT systems is challenging, as DP protects data by adding noise, which can
reduce model accuracy. In IoMT applications such as clinical diagnostics, where pre-
cision is critical, managing the privacy budget (e) becomes crucial. A lower e pro-
vides stronger privacy guarantees but results in a decline in model utility, while a
higher e improves utility at the expense of weaker privacy protections [29].

In FL-based IoMT systems, the trade-off becomes more complex as noise is added
to local updates from heterogeneous, non-IID data sources. At the same time, devices
face resource and communication limitations. Advanced approaches, such as Rényi
DP and adaptive privacy budget allocation, have been developed to mitigate the loss
of utility while ensuring privacy [30]. Furthermore, emerging techniques like gradi-
ent clipping, privacy amplification, and personalized DP offer promising solutions
to address these challenges, facilitating secure and high-performance IoMT systems
in healthcare settings.

Heterogeneity of data and non-IID distributions. Internet of Medical Things
systems generate non-1ID data from diverse sources like wearable sensors, implant-
able devices, and EHRs, with significant variability across devices. Such heteroge-
neity introduces significant challenges for applying uniform privacy-preserving
mechanisms, particularly those based on DP. Uniform noise injection in diverse
datasets can imbalance the privacy-utility trade-off, degrading model accuracy or
leaving sensitive data vulnerable to attacks.

To effectively address this complexity, developing adaptive privacy-preserving
techniquesis critical. These methods use dynamic privacy budget allocation, adjusting
the privacy parameter (e ) based on data sensitivity, distribution, or model needs [31].
Such approaches enable fine-grained control over noise applications, optimizing the
balance between privacy and utility based on the statistical properties of the data.
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FL-based IoMT systems need client-specific DP strategies to handle non-I1ID data and
varying device capabilities. Furthermore, advanced techniques such as adaptive
gradient clipping, personalized DP, and per-client noise calibration can ensure that
the varying sensitivity and heterogeneity of IoMT data are accommodated without
compromising model performance or privacy guarantees [32].

Diverse in device resources and client participation. Internet of Medical
Things systems include devices with varying capabilities; high-performance devices
can handle complex algorithms, while resource-constrained ones may struggle
due to limited power, memory, and bandwidth. This heterogeneity complicates
privacy-preserving mechanisms, as resource-limited devices cannot implement
advanced techniques like differential privacy, causing imbalances in privacy and
utility. In FL-based IoMT architectures, where model training is distributed across
client devices, not all devices may participate in every training round due to varying
availability or resource limitations. This partial client participation, often referred to
as client drop-out or client selection variability, directly influences the convergence
rate and performance of the global model [33] [34].

To address this, advanced techniques such as personalized federated learning
(PFL) and hierarchical federated learning (HFL) enable differential aggregation
tailored to each device’s capabilities. Reinforcement learning-based client selection
and adaptive noise scaling help improve model updates and privacy for diverse
clients. Dynamic privacy budgeting, gradient clipping, and SMPC enable low-power
IoMT devices to participate securely and efficiently. These methods ensure robust
privacy and performance in complex, high-dimensional IoMT networks [35].

Communication overhead and system efficiency. Privacy-preserving techniques,
particularly in FL frameworks, often require increased communication between
devices and the central server to ensure that privacy constraints are met. Additional
communication increases energy use and bandwidth in resource-limited IoMT devices,
affecting performance and delaying real-time healthcare processing. Top of Form

The communication overhead affects the system’s performance and poses a
challenge for maintaining utility, as frequent communication delays can impede real-
time processing, which is often essential in healthcare applications. Consequently,
optimizing communication protocols to ensure privacy without compromising
system efficiency and utility remains a pressing concern [36] [37].

Adversarial attacks on privacy-preserving models. Despite applying privacy-
preserving techniques like differential privacy, IoMT systems remain vulnerable to
adversarial attacks, such as model inversion and reconstruction attacks. In these
scenarios, an adversary attempts to reconstruct sensitive data (e.g., patient health
records) from the model’s outputs or intermediate updates. Protecting against such
attacks requires enhancing privacy guarantees, which can further reduce the model’s
utility. Additionally, FL-based IoMT systems are susceptible to inference attacks,
where an adversary infers sensitive information from partial model updates sent by
individual clients. Designing robust security mechanisms against these sophisticated
attacks while ensuring that model performance and utility are not unduly compro-
mised is a significant challenge in ToMT privacy research [38] [39] [40] [61].

Scalability in large-scale IoMT networks. Scaling privacy-preserving mech-
anisms in large IoMT networks is challenging due to device capabilities, activity
levels, and non-1ID data differences. Techniques like DP and FL require significant
computational and communication resources. Secure multiparty computation
(SMPC) and homomophobic encryption (HE) add complexity, leading to delays in
low-power devices and bandwidth-constrained networks, impacting real-time
healthcare applications.
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Advanced methods are key to ensuring high performance and strong data
security in large IoMT networks. Techniques like model compression, pruning, and
quantization reduce communication overhead, while hierarchical FL. with edge
computing improves aggregation efficiency. Dynamic privacy budget allocation
enhances real-time network performance. Emerging solutions like blockchain-based
decentralized FL further support scalable, privacy-preserving IoMT systems [41]
[42] [43]. Table 1 presents the challenges in enhancing the privacy-utility balance

within IoMT systems, alongside corresponding potential solutions.

Table 1. Challenges of privacy utility tradeoff

Description

Balancing data privacy with the
utility of ToMT systems is challenging,
as enhancing privacy often reduces
data utility.

Potential Solution

— Implement Differential Privacy (DP) to add controlled noise,
protecting individual data while maintaining overall data utility.

— Use Federated Learning (FL) to train models across decentralized
devices without sharing raw data, preserving privacy and utility.

Heterogeneity of Data and
Non-IID Distributions

IoMT devices generate diverse,
non-independent, and identically
distributed (non-1ID) data, complicating
unified data analysis.

— Develop personalized FL models that account for individual device
data characteristics.

— Apply clustering techniques to group similar data distributions,
enabling more effective model training.

Scalability in Large-Scale
IoMT Networks

Managing privacy and utility across
extensive IoMT networks with
numerous devices poses significant
challenges.

— Develop hierarchical FL architectures to manage large-scale device
networks effectively.

— Utilize edge computing to process data locally, reducing the burden
on central servers and enhancing scalability.

Diverse Device Resources
and Client Selection

IoMT devices vary in computational
power, memory, and energy capacity,
affecting participation in FL processes.

— Implement adaptive client selection algorithms that consider device
capabilities and data quality.

— Utilize lightweight cryptographic protocols to accommodate
resource-constrained devices.

Communication
Overhead

Frequent data exchanges in FL can
lead to high communication costs,
especially for bandwidth-limited
IoMT devices.

— Employ communication-efficient protocols, such as gradient
compression and quantization, to reduce data transmission volumes.
— Schedule periodic aggregation to minimize
communication frequency

JIM [ Vol. 19 No. 19 (2025)

3.2 Discussion on privacy-utility optimization algorithms

Several advanced algorithms have been proposed to optimize the privacy-utility
tradeoff in FL-DP, particularly in the context of IoMT systems. These algorithms aim
to address the unique challenges posed by resource-constrained devices, non-1ID
data distributions, and the need for real-time healthcare applications.

Adaptive privacy budget allocation. One widely used approach is adaptive
privacy budgeting, which dynamically adjusts the privacy budget (e) based on the
data’s sensitivity and the model’s requirements. This algorithm ensures a balanced
tradeoff between privacy and utility by allocating higher privacy budgets to less
sensitive data or critical updates. While effective, its implementation can increase
computational complexity, particularly in large-scale IoMT networks with heteroge-
neous devices [44] [45].

Gradient clipping. Gradient clipping limits the magnitude of gradients during train-
ing to manage the sensitivity of updates. This technique simplifies the addition of DP
noise and ensures stable model convergence, especially in environments with non-IID
data. However, excessive clipping can distort gradient updates, impacting model accu-
racy, particularly in scenarios requiring high precision, such as medical diagnostics [46].
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Noise scaling algorithms. Noise scaling dynamically adjusts the amount of noise

added to updates based on the number of participating clients or the sensitivity of
gradients. This method leverages privacy amplification by sub-sampling, reduc-
ing the noise burden when more clients are involved. Despite its advantages,
noise scaling can introduce variability in privacy guarantees, particularly in IToMT
networks with fluctuating client participation [47] [48].

Reinforcement learning-based client selection. To enhance model utility, rein-

forcement learning-based client selection identifies clients based on data quality,
computational resources, and reliability. This strategy minimizes the inclusion of
low-quality updates and improves global model performance. However, its reliance
on learning policies can increase system overhead and complicate scalability in
dynamic IoMT environments [49] [50].

Federated model pruning and quantization. Model pruning and quanti-

zation optimize communication and computation by reducing the size of model
updates. These techniques are particularly beneficial in ToMT systems with band-
width and energy constraints. While effective in reducing overhead, they may
lead to slight accuracy drops, necessitating careful parameter tuning to maintain
performance [51] [52].

Personalized Differential Privacy (PDP). Personalized DP customizes privacy

budgets based on individual client data sensitivity and contributions. This approach
maximizes utility while ensuring strong privacy for sensitive datasets. However,
implementing PDP in IoMT systems with large-scale, heterogeneous clients can
introduce fairness concerns and computational burdens [53] [54].

Table 2. Various optimization algorithms

Optimization
Algorithm Algorithm Key Approaches Challenges IoMT Use Cases
Category

Adaptive Privacy | DPAdaMod_AGC [55] | Utilizes adaptive gradient clipping Determining optimal Protecting sensitive

Budget Allocation to improve accuracy without clipping thresholds and patient data during
COMPromising privacy. privacy budgets. model training.

Gradient Clipping | DP-SGD [56] Incorporates gradient clipping to Balancing noise addition Ensuring privacy in
control sensitivity before adding noise, with model accuracy. distributed medical
ensuring differential privacy in stochastic data analysis.
gradient descent.

Noise Scaling Adap DP-FL [57] Uses multi-agent reinforcement learning | Computational complexity | Optimizing client

Algorithms for dynamic privacy budget allocation. and convergence issues participation in health

monitoring networks.

Federated Model | QuanCrypt-FL [58] | Combines structured and unstructured Maintaining model Enhancing efficiency

Pruning and pruning for personalized federated performance post-pruning. | in wearable medical

Quantization learning under data heterogeneity. device networks.

Personalized Pldp-fl [59] Adjusts privacy mechanisms based on the | Implementation complexity | Tailoring privacy

Differential context and sensitivity of data, offering and ensuring consistent levels in personalized

Privacy personalized privacy guarantees. privacy guarantees. healthcare applications.

These algorithms provide diverse strategies to optimize the privacy-utility tradeoff
in FL-DP systems for IoMT. However, their effectiveness is often limited by computa-
tional complexity, scalability challenges, and system heterogeneity. Further research
is needed to develop lightweight, adaptive, and scalable solutions that address the
dynamic requirements of IoMT systems while ensuring robust privacy and utility.
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4  FUTURE DIRECTION

Advancing FL-DP in IoMT systems necessitates innovative optimization tech-
niques to balance data privacy and utility. Future research should focus on adaptive
algorithms, efficient communication methods, and personalized models to enhance
performance and scalability in these complex environments.

4.1 Adaptive optimization algorithms

Developing algorithms that dynamically adjust privacy parameters, such as
the privacy budget (e), is essential for enhancing the privacy-utility trade-off. By
tailoring privacy settings based on data sensitivity, model convergence, and device
constraints, these algorithms minimize the negative impact of noise on model
performance, ensuring efficiency and scalability.

4.2 Gradient optimization techniques

Improving gradient optimization methods, such as gradient clipping and noise
reduction strategies, is crucial for reducing accuracy degradation while preserving
privacy. Advanced gradient descent techniques, including momentum-based and
adaptive optimizers, can accelerate convergence and improve model performance
in FL-DP frameworks.

4.3 Client selection optimization

Client selection will play a pivotal role in enhancing FL-DP performance by
prioritizing clients with high-quality data, significant contributions, and sufficient
resources. This approach improves global model accuracy, computational efficiency,
and privacy guarantees, ensuring robust and reliable IoMT applications.

4.4 Communication efficiency

Optimizing communication costs between [oMT devices and servers is critical
for large-scale deployments. Techniques like gradient compression, quantization,
and sparsification can significantly reduce bandwidth usage and latency while
maintaining model performance and privacy.

4.5 Personalized optimization techniques

Personalized optimization strategies focus on tailoring models to individual IoMT
devices while preserving differential privacy. These methods address data heteroge-
neity and varying device capabilities, ensuring models are better suited to specific
use cases and improving overall system utility.

These future directions provide aroad map for advancing optimization techniques
in FL-DP frameworks, addressing key challenges in IoMT systems. Together, these
strategies will enhance the performance, scalability, and privacy compliance of
IoMT applications, paving the way for efficient and secure healthcare systems.
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5 CONCLUSION

In conclusion, this review has examined the critical challenges in optimiz-
ing the privacy-utility trade-off within FL-DP for IoMT systems. We identified key
obstacles such as data heterogeneity, resource constraints, and communication
overhead by analyzing existing literature. Our review highlights advanced tech-
niques proposed to address these issues, including adaptive privacy mechanisms,
communication-efficient protocols, and personalized DP models. We also discussed
optimization methods like gradient adjustment, client selection, and noise reduction,
which are integral to enhancing model accuracy while maintaining stringent
privacy guarantees. As IoMT systems continue to evolve, the insights from this
review provide valuable guidance for researchers and practitioners aiming to
develop secure, efficient, and high-utility healthcare applications. Ongoing research
into these optimization strategies will advance the field and ensure robust privacy
protections in future IoMT deployments.
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