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Abstract

Software-Defined Networking (SDN) has become a key enabler of next-generation network
architectures, addressing the scalability, flexibility, and efficiency challenges inherent in 5G
and beyond. By separating the control plane from the data plane, SDN facilitates
programmability, centralised control, and dynamic resource management, transforming
traditional networks into highly adaptable and intelligent systems. This article examines SDN’s
transformative impact on 5G, focusing on its role in enabling network slicing, ultra-reliable
low-latency communication (URLLC), and the functional decomposition of disaggregated
Radio Access Networks (RAN). Comparative analyses trace the evolution of SDN across 3G,
4G, and 5G, highlighting its importance in promoting openness, interoperability, and cloud-
native architectures. Furthermore, SDN’s integration with emerging paradigms such as
Network as a Service (NaaS), fog and edge computing, and connected autonomous vehicles
(CAVs) underscores its versatility in addressing diverse application requirements. The article

also explores SDN’s critical role in advancing cybersecurity through dynamic threat mitigation,

! Corresponding author: mosudii@veritas.edu.ng

332


mailto:mosudii@veritas.edu.ng
mailto:akinwandeo@veritas.edu.ng
mailto:agbadebo@wsu.ac.za
mailto:mosudii@veritas.edu.ng

International Journal of Social and Educational Innovation (IJSEIro)
Volume 12/ Issue 24/ 2025

centralised policy enforcement, and micro-segmentation. As networks transition towards 6G,
SDN’s programmability and integration with AI, machine learning, and blockchain
technologies will drive ultra-low latency, massive scalability, and innovative connectivity
solutions. This analysis establishes SDN as a foundational technology for future ICT
ecosystems, ensuring agility, efficiency, and security in an increasingly interconnected and

intelligent world.

Keywords: Software-Defined Networking, 5G, 6G, Control Plane, Data Plane,
Programmability, Network Slicing.

1. Introduction

Software-defined networking (SDN) is a transformative paradigm that decouples the network
control plane from the data plane, enabling centralised control, programmability, and dynamic
resource management. This capability addresses the complex demands of 5G networks and
lays the foundation for the innovations of 6G and beyond. As we progress towards next-
generation ICT ecosystems, SDN's role becomes pivotal in meeting the diverse needs of
modern communication systems. The separation of control and data planes enables dynamic,
automated, and policy-driven control of network behaviour. The three key components are the
application plane, the control plane and the data plane (ONF, 2020) forming the foundation of
SDN. This presentation/article explores SDN's transformative potential, including its impact
on network slicing, ultra-reliable low-latency communication (uRLLC), functional
decomposition of 5G Radio Access Networks (RAN), and advancements toward 6G and
beyond.

Application Plane: The application plane represents the layer where network applications
reside. These applications provide the logic to define and optimise the behaviour of the network
based on organisational policies and requirements. Constituting the application plane are
Network Control Applications: applications for traffic engineering, quality of service (QoS),
and network monitoring; Business Logic Integration: which tailors the network's behaviour to
business goals, such as improving bandwidth for specific applications or ensuring security
compliance; and API Access: uses northbound APIs to communicate with the SDN controller,

translating business needs into actionable network commands.
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Control Plane: The control plane manages network devices and defines how traffic should be
forwarded. The control plane defines network paths, routing decisions, and policies for the
devices in the data plane. In SDN, the control plane is centralised and typically housed in an
SDN controller, which communicates with network devices to instruct them on forwarding
traffic. The SDN controller is an SDN architecture's central component that manages and
controls the entire network by interacting with the control and data planes. The SDN controller
serves as the "brain" of the network. It has a global network view and uses this knowledge to
define policies and rules that dictate how the network operates.

Data Plane: The data plane (also known as the forwarding plane) is the part of the network
responsible for forwarding data based on the instructions received from the control plane. Data
plane devices (e.g., routers, switches) forward packets to their destination based on rules (such
as IP routing tables) set by the control plane. In SDN, the data plane is "dumb" in that it does
not make decisions independently but follows the instructions it receives from the centralised

control plane.
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Figure 1: Traditional networking Vs SDN networking
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The fifth generation (5G) of wireless networks represents a significant advancement over its
predecessors, offering unparalleled speed, ultra-reliable low-latency communication (URLLC),
and massive connectivity. With data rates exceeding 20 Gbps, end-to-end latencies as low as 1
millisecond, and support for up to 1 million devices per square kilometre (ITU-R, 2021), 5G
serves as the foundation for transformative applications in areas like smart cities, autonomous

vehicles, industrial automation, and augmented reality.
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Figure 2: 3GPP 5G System Reference Point Architecture (ETSI, 2019b)

Unlike earlier generations, 5G employs a service-based architecture (SBA) (3GPP, 2022),
which introduces a modular and flexible framework designed to meet diverse service
requirements. This architecture leverages virtualisation and SDN principles to decouple
network functions from physical hardware, enabling dynamic scaling and efficient resource
utilisation. Figure 1 illustrates the 5G network architecture, showcasing its core components
such as the Radio Access Network (RAN), the core network, and the transport network.

Additionally, the Service-Based Architecture (SBA) of 5G is depicted in Figure 2, emphasising
its microservices-based framework where network functions such as the Access and Mobility
Management Function (AMF) and Session Management Function (SMF) communicate via
standardised APIs. This shift from monolithic architectures to service-oriented models
provides the agility required for real-time services, enhanced security, and tailored network

slicing.
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Figure 3: 3GPP 5G System Service-Based Architecture (ETSI, 2019)

This article focuses on 5G because it relies on programmable and dynamic frameworks like
SDN to meet its high-performance demands. By integrating SDN into 5G architecture,
operators achieve centralised control, efficient resource allocation, and the ability to adapt to
the unique requirements of use cases such as eMBB, uRLLC, and mMTC. This article
examines SDN’s pivotal role in transforming traditional networks and advancing the
capabilities of 5G and beyond.

This article explores the transformative role of SDN in the evolution of wireless networks,
focusing on its impact on 5G and its foundational contributions toward 6G. The scope includes
an examination of SDN’s architecture, highlighting its application, control, and data planes,
and its integration with technologies such as Al, virtualisation, and edge computing. Specific
use cases like network slicing, ultra-reliable low-latency communication (uURLLC), and the 5G
Radio Access Network (RAN) functional decomposition are discussed. However, the article is
limited to theoretical and architectural insights and does not delve into practical
implementation details, quantitative performance evaluations, or hardware-specific
configurations. It also assumes familiarity with basic networking concepts, making it most
suitable for readers with foundational knowledge of network architectures and emerging

communication technologies.

2. Enhancing 5G Networks with SDN-Enabled Slicing

Network slicing is a fundamental capability of 5G networks (NGMN Alliance, 2021, (3GPP,
2022) enabling the creation of multiple virtualised and independent logical networks over a
shared physical infrastructure. Each slice could be optimised to meet the specific requirements

of diverse applications and use cases, such as enhanced Mobile Broadband (eMBB), Ultra-
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Reliable Low-Latency Communication (WURLLC), and massive Machine-Type Communication

(mMTC).

Figure 4: 5G use cases (International Telecommunication Union (ITU), 2015)
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Table 1: Key features and performance goals of 5G Use Cases: eMBB, uRLLC, and mMTC
(International Telecommunication Union (ITU) IMT-2020, 2015) and (Mohyeldin, 2016)

Feature ¢MBB uRLLC mMTC
User Plane <4 ms <1l ms <4 ms (target: <0.5 ms)*
Latency
Control Plane <20 ms <10 ms (target: <5 <20 ms (target: <10 ms)*
Latency ms)*
Peak Data Rate 20 Gbit/s (downlink), 10 Gbit/s (downlink), 10 Gbit/s (downlink),
10 Gbit/s (uplink) 10 Gbit/s (uplink) 5 Gbit/s (uplink)**
User Experience 100 Mbit/s >50 Mbit/s >1 Mbit/s per device

Data Rate

Device Density

(downlink), 50 Mbit/s
(uplink)**

Up to 10,000 devices
per km?

Limited to specific use
cases

337

(dense deployment)**

>1,000,000 devices per
km?



International Journal of Social and Educational Innovation (IJSEIro)
Volume 12/ Issue 24/ 2025

Primary AR/VR, 4K video Autonomous vehicles,  Smart cities,
Applications streaming, cloud industrial automation environmental
gaming monitoring, loT farms
Role of SDN

The adoption of Software-Defined Networking (SDN) and Network Function Virtualisation
(NFV) in 5G networks enables dynamic, programmable, and scalable network management,
ensuring efficient resource utilisation (Huawei, 2017). Leading telecom operators use SDN
controllers like ONOS and OpenDaylight to deploy network slices tailored to customer-
specific needs. Slicing enables applications like real-time traffic management with uRLLC and
video surveillance with eMBB in Smart Cities deployments. mMTC-based slices support large-
scale [oT connectivity for smart factories and logistics systems. SDN plays a pivotal role in
enabling, managing, and optimising network slicing in the following ways:
I.  Dynamic Slice Management
SDN allows for real-time creation, allocation, and modification of network slices based
on varying service demands. This flexibility is essential for accommodating the
dynamic nature of modern applications, such as live video streaming and IoT
communication.
II.  Centralised Control
The SDN controller provides a centralised view of the network (ONF, 2020), enabling
efficient resource allocation across slices and ensuring isolation between slices. SDN
minimises conflicts and improves overall network performance.
II.  Quality of Service (QoS) Guarantees
SDN-based slicing ensures end-to-end QoS, meeting stringent performance
requirements for applications like traffic monitoring systems and autonomous vehicles.
IV.  Scalability and Real-Time Adaptation
SDN simplifies the process of adding new slices or modifying existing ones without
disrupting network operations. It facilitates the dynamic scaling of slices to
accommodate changing demands in real time.
The Benefits of SDN-enabled network Slicing include optimised resource utilisation:
improved efficiency in leveraging shared physical resources; cost efficiency: reduced
operational costs through virtualised network management; customised QoS: tailored network

performance for diverse use cases; and faster service deployment: Streamlined provisioning of
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new services and applications as shown in Table 1 (ITU, 2015; Mohyeldin, 2016), the key
features and performance goals for eMBB, uRLLC, and mMTC.

3. SDN for Ultra-Reliable Low-Latency Communication

5G’s uRLLC demands extremely low latency of less than 1 millisecond and reliability greater
than 99.999% (five nines) (ITU, 2015) to support mission-critical applications. These stringent
requirements make uRLLC essential for applications such as remote surgeries: real-time
feedback and control to ensure precision; industrial automation: seamless communication for
robots and sensors in smart factories; and autonomous vehicles: rapid decision-making to
prevent accidents.

SDN’s Role in Addressing uRLLC Challenges

SDN provides a programmable, centralised control framework to meet the challenges of
uRLLC through traffic engineering by dynamically optimising routing paths to ensure
minimum latency and efficient use of network resources and aids in selecting the least
congested, fastest routes for uRLLC traffic. SDN controllers provide fast failover mechanisms
through the detection of network failures in real time and reroute traffic immediately to achieve
uninterrupted service for critical applications. Similarly, the Network State Awareness
occasioned by the centralised nature of SDN controllers maintains a global view of the network,
enabling proactive resource allocation, congestion avoidance, and prioritisation of uRLLC
traffic over non-critical flows to meet stringent latency and reliability requirements. Dynamic
Orchestration: Integrates with MEC to allocate resources dynamically and prioritise uRLLC
traffic, ensuring reliability and low latency. Seamless Edge Integration is provided by SDN
through the orchestration of edge nodes and leveraging fog computing, to minimise latency.
Data is processed closer to the end device, reducing round-trip delays. Edge integration also
provides support for distributed applications requiring immediate responses.

SDN plays a pivotal role in achieving the ambitious requirements of uRLLC in 5G networks.
Its programmability, real-time traffic management, and resilience ensure that mission-critical
applications like remote surgeries, industrial automation, and autonomous systems can operate

with precision, reliability, and confidence.

4. Role of SDN in Functional Decomposition of 5G RAN
Functional Decomposition in SG RAN
Functional decomposition of 5G Radio Access Network (RAN) is the disaggregation of

traditional, monolithic network functions into modular components that can be flexibly
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deployed, managed, and scaled. This approach is essential to meet the performance, flexibility,
and efficiency requirements of modern 5G networks. In traditional RAN systems (e.g., 3G/4QG)
all radio and baseband processing functions are tightly coupled (Checko, 2016) and centralised
in Base Stations (BS), Figure 3 below. This comes with its attendant limited flexibility for
adapting to varying user demands or integrating new technologies.
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Figure 6: Functional Decomposition of NG RAN (Mosudi et al., 2019)

5G decomposed RAN architecture employs a disaggregated architecture with three key
components:
I.  Centralised Units (CU):
It Handles higher-layer protocols like Packet Data Convergence Protocol (PDCP) and
Radio Resource Control (RRC) which constitute the RAN control plane functions. It

is centralised for efficient resource sharing and network management.
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II.  Distributed Units (DU):
Manages real-time functions such as Radio Link Control (RLC), Medium Access
Control (MAC), and parts of the Physical Layer (PHY). DU manages user plane tasks
and it is closer to users for reduced latency.

III.  Radio Units (RU):

Performs RF transmission/reception and lower-layer PHY functions. It is located near

antennas for high-frequency efficiency.
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MEC Multi-access edge computing PDCP Packet data convergence protocol
MEC RF  Radio Frequency RLC Radio link control
RRC Radio resource control RRU Remote radio unit

Figure 5: RAN protocol split with the addition of MEC (Mosudi et al., 2019)

The functional breakdown of the Radio Access Network (RAN) (3GPP, 2023) facilitates
distance separations between the Central Unit (CU), Distributed Unit (DU), and Remote Radio
Unit/Active Antenna Unit (RRU/AAU), enabling configurations such as Cloud-RAN,
Cooperative-RAN, and Centralised-RAN (Murphy, 2015; Checko, 2016; Huawei, 2017,
Kitindi et al., 2017). However, this decomposition process can be more complex than illustrated
in Figure 4., but the level of coordination and capabilities that can be delivered by a C-RAN is
determined by the level of applicable split options (Shew, 2018; 3GPP, 2017) Figure 5.
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Role of SDN

L.

II.

Centralised Orchestration: SDN introduces centralised control and orchestration
capabilities that revolutionise the management of disaggregated Radio Access Network
(RAN) components. By leveraging an SDN controller, network operators can
efficiently coordinate and manage RAN elements, such as the Centralised Unit (CU),
Distributed Unit (DU), and Radio Unit (RU).

Resource Allocation: The SDN controller dynamically allocates resources among CU,
DU, and RU to meet changing network demands. This ensures optimal network
capacity utilisation and enhances the quality of service (QoS) for end users. For
instance, during peak usage periods, resources can be redistributed to support areas with
higher traffic loads.

Real-Time Reconfiguration: SDN’s centralised control enables the real-time adaptation
of network functions. It can reconfigure bandwidth, adjust signal processing
parameters, and prioritise specific traffic flows based on application requirements or
user demand. This agility is particularly valuable in scenarios with prevalent user
mobility and variable traffic patterns.

Use Case Example: In enhanced Mobile Broadband (eMBB) scenarios, SDN can
dynamically allocate additional bandwidth to support high-definition video streaming
in dense urban environments. Similarly, SDN can prioritise low-latency traffic to
maintain reliability and performance for Ultra-Reliable Low-Latency Communication
(uRLLC) applications like autonomous vehicles or remote surgeries.

SDN not only simplifies network management by centralising control and
orchestration, but also empowers operators to deliver differentiated services tailored to
the specific needs of applications and users. This approach is integral to achieving the
flexibility and efficiency required in next-generation networks.

Separation of Planes: The separation of the control plane and user plane is a
foundational concept in SDN that brings unprecedented flexibility and efficiency to
modern networks.

Control Plane Programmability: SDN decouples the network control logic from its
underlying hardware enabling operators to dynamically configure and manage network
behaviour through centralised software controllers. Such programmability fosters rapid
innovation, allowing networks to adapt to changing demands, deploy new services
efficiently, and implement customised traffic management strategies without requiring

hardware modifications.
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User Plane Optimisation: SDN enhances the user plane by optimising traffic flows for
applications with stringent latency and reliability requirements. In scenarios such as
communication between Distributed Units (DU) and Centralised Units (CU) in a 5G
network, SDN ensures efficient data transport for latency-sensitive use cases. For
example, applications like autonomous vehicles, remote surgeries, or augmented reality
benefit from SDN’s ability to minimise delay and guarantee uninterrupted
communication.

The separation of the control and user planes provides a framework for dynamic,
efficient, and responsive network management, essential for supporting diverse use
cases in 5G and beyond. This decoupling enables networks to meet the demands of
high-performance applications while maintaining scalability and cost-effectiveness.
Support for Virtualisetion and Cloud-Native Architectures

SDN plays a transformative role in enabling virtualisetion and cloud-native
architectures, particularly through its integration with Network Function Virtualisetion
(NFV) (ETSI, 2023). This synergy supports the deployment of virtualised Radio
Access Networks (VRAN), where traditional RAN functions are decoupled from
proprietary hardware and executed on general-purpose servers within cloud
environments.

The impact of this approach is significant:

Cost Efficiency Through Resource Pooling: By centralising and virtualising network
functions, operators can maximise hardware utilisation, reduce the need for specialised
equipment, and lower operational expenses. This pooling of resources enables more
efficient scaling of network capacities based on real-time demands.

Flexibility in Deployment: SDN and NFV allow network functions to be strategically
deployed closer to users, such as in edge data centres, to reduce latency and enhance
user experience. This approach provides significant advantages for latency-sensitive
applications, such as augmented reality, [oT ecosystems, and mission-critical services.
By supporting virtualisation and cloud-native architectures, SDN not only drives cost-
effective and adaptable networks but also lays the groundwork for scalable, efficient,
and user-focused deployments in 5G and beyond.

Enhanced Interoperability and Multi-Vendor Ecosystems: SDN abstracts
hardware-specific functions, promoting SDN plays a critical role in fostering
interoperability and  supporting  multi-vendor  ecosystems in  modern

telecommunications. By abstracting hardware and software interfaces, SDN decouples
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network functionality from proprietary equipment, enabling seamless integration of
Radio Access Network (RAN) components from different vendors.

Hardware and Software Abstraction: SDN creates a unified framework that
standardises communication between diverse network components, such as the
Centralised Unit (CU), Distributed Unit (DU), and Radio Unit (RU). This abstraction
layer eliminates the dependency on vendor-specific protocols and interfaces, allowing
operators to mix and match equipment from multiple providers without compatibility
issues.

Avoiding Vendor Lock-In: Traditional networks often tie operators to a single vendor
due to proprietary systems and interfaces, limiting flexibility and innovation. SDN’s
open architecture breaks this dependency, empowering operators to choose best-of-
breed solutions from various vendors. This encourages competition, drives innovation,
and reduces operational costs by enabling competitive procurement.

Promoting Innovation: With interoperability as a foundation, SDN accelerates the
adoption of cutting-edge technologies. Vendors can develop specialised solutions for
specific network functions without concerns about compatibility. This fosters a
collaborative ecosystem where innovation thrives, benefiting operators and end-users
alike.

Relevance to 5G and Beyond: In 5G networks, where disaggregated RAN architectures
like Open RAN (O-RAN) are increasingly adopted, SDN enhances the ability to deploy
multi-vendor setups. For instance, an operator can implement a DU from one vendor,
an RU from another, and manage them through a unified SDN controller. This
flexibility is vital for adapting to the diverse and evolving demands of modern
communication networks.

By enabling interoperability and supporting multi-vendor ecosystems, SDN not only
avoids vendor lock-in but also promotes a dynamic and competitive landscape that
drives innovation, reduces costs, and enhances network performance in the era of 5G
and beyond.

Dynamic Service Chaining: SDN orchestrates the chaining of 5G RAN functions,
ensuring Dynamic service chaining, enabled by SDN, orchestrates the seamless flow of
data through 5G Radio Access Network (RAN) components such as the Centralised
Unit (CU), Distributed Unit (DU), and Radio Unit (RU). By dynamically adjusting the
sequence and routing of network functions, SDN ensures optimal performance and

resource utilisation tailored to specific use cases.
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Optimised Flow Management: SDN enables the efficient chaining of 5G RAN
functions, ensuring that data packets follow the most effective path through the CU,
DU, and RU. This optimisation minimises latency, reduces bottlenecks, and ensures
high reliability, critical for applications requiring ultra-low-latency communication
(uRLLC).

Real-Time Reconfiguration: By leveraging its centralised control architecture, SDN can
dynamically adjust service chains in real time. For instance, in response to fluctuating
network demand or unforeseen failures, SDN can reroute traffic flows to maintain the
performance and reliability required by mission-critical applications.

Proactive Resource Allocation: Through integration with analytics and machine
learning tools, SDN anticipates network requirements and proactively adjusts the
chaining of RAN functions. This ensures that sufficient resources are allocated to
latency-sensitive applications, such as those in industrial automation or healthcare.
Use Case: Low-Latency Path Computation in Smart Factories

In smart factories, robotic coordination and sensor communication depend on uRLLC
to ensure precision and efficiency. SDN enables dynamic service chaining by:
Prioritising uRLLC Traffic: SDN chains and routes traffic through the CU, DU, and
RU in a way that minimises delay, ensuring end-to-end latency of less than 1
millisecond.

Adaptive Path Computation: Based on real-time network conditions, SDN computes
and updates low-latency paths, avoiding congested or failing nodes.

Integration with Edge Computing: By directing data to Multi-access Edge Computing
(MEC) nodes closest to the factory, SDN further reduces latency and ensures timely
processing.

Through dynamic service chaining, SDN transforms 5G RAN into an agile, responsive
system capable of meeting the stringent demands of modern industrial environments,

unlocking the full potential of uRLLC in smart factories and beyond.

SDN complements functional decomposition by providing centralised control: orchestrates

resource allocation among CU, DU, and RU dynamically; programmability: enabling flexible

configurations to adapt to varying network demands; and interoperability: and simplifies

integration of decomposed functions from multiple vendors. The evolution of RAN from 3G

to 5G has transitioned from monolithic to fully decomposed architectures, reflecting the need

for flexibility and efficiency in modern networks. SDN's programmability and centralised

control are critical in operationalising the functional decomposition of 5G RAN. By enabling
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dynamic resource management, real-time reconfiguration, and enhanced interoperability, SDN
ensures that 5G networks can meet the diverse demands of next-generation applications while

laying the groundwork for 6G advancements.

5. SDN's Role in 6G and Next-Generation Networking

As the global landscape shifts toward the deployment of 6G, SDN is becoming a cornerstone
for realising the ambitious objectives of next-generation networks. SDN’s programmability,
centralised control, and ability to integrate seamlessly with advanced technologies position it
as an enabler for the transformative features of 6G. The sixth generation (6G) of wireless
networks envisions terabit-level speeds and sub-millisecond latency (ITU-R, 2023). The key
goals of 6G networks are Terabit-Level Speeds: Delivering ultra-high data rates to support
bandwidth-intensive  applications;  Sub-Millisecond Latency: Ensuring real-time
responsiveness for critical use cases; Integrated Sensing and Communication: Combining
wireless communication with environmental sensing for smart applications; Al-driven
networking: Leveraging AI/ML for predictive analytics and network automation; and Massive
Connectivity. The integration of Al and ML in SDN facilitates predictive analytics and
autonomous network optimisation (Samsung Research, 2023).: Supporting trillions of
connected devices across diverse use cases.

Use Cases in 6G with SDN will include Holographic Telepresence: Real-time, high-fidelity
holographic communications require SDN’s optimised routing and bandwidth allocation;
Autonomous Systems: SDN ensures reliable, low-latency connectivity for autonomous
vehicles, drones, and industrial robots - Holographic telepresence and autonomous systems
represent key use cases for 6G networks (NGMN Alliance, 2023). 6G use cases also include
Smart Cities: managing vast IoT networks to provide intelligent services such as energy

management and real-time traffic control.

SDN’s Contributions to 6G

SDN plays a critical role in advancing 6G by introducing programmable network fabrics that
enable dynamic, real-time reconfiguration of networks to adapt to changing conditions and user
demands. It supports emerging paradigms like quantum networking and terahertz
communication, essential for 6G’s high-speed and low-latency requirements. SDN plays a
critical role in advancing 6G by introducing programmable network fabrics (NGMN Alliance,
2023) - integrating Al-driven control and automation, to leverage on predictive analytics to

anticipate network demands, detect anomalies, and optimise resource allocation, while
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autonomous decision-making fosters self-healing capabilities. SDN’s ability to extend end-to-
end network slicing across core, edge, and cloud ensures tailored services for diverse
applications such as smart cities, autonomous vehicles, and immersive AR/VR, with granular
resource allocation tailored to slice-specific needs. End-to-end network slicing and edge
computing integration are fundamental to 6G architecture (NTT DOCOMO, 2022). Enhanced
mobility management allows seamless ultra-low latency handovers for high-speed applications
like drones and high-speed trains, complemented by proactive load balancing to prevent
congestion. SDN also promotes energy efficiency through dynamic resource management and
Al-driven optimisation, reducing unnecessary data transmission. Furthermore, its integration
with edge computing and IoT enables localised data processing through MEC nodes,
minimising latency and backhaul traffic, while supporting massive IoT ecosystems with
efficient data aggregation and scalability.

SDN's flexibility, intelligence, and integration with emerging technologies make it
indispensable for 6G and beyond. By enabling programmable, efficient, and adaptive networks,
SDN ensures the scalability, reliability, and performance required to achieve the transformative

vision of next-generation telecommunications.

Vision for 6G

The sixth generation (6G) of wireless networks envisions a transformative leap in
communication technology, bringing about terabit-level speeds, sub-millisecond latency, and
the seamless integration of communication with sensing technologies. With data rates
exceeding 1 terabit per second (Tbps), 6G will enable ultra-high-bandwidth applications like
immersive virtual reality and augmented reality, ultra-definition video streaming, and real-time
data analytics at an unprecedented scale. Furthermore, the sub-millisecond latency envisioned
for 6G will support real-time interactivity for applications like the tactile Internet, where users
can interact with digital environments as if they were physically present, and holographic
communications, enabling lifelike remote interactions. Another key innovation in 6G is the
integration of communication and sensing technologies, which will merge wireless networks
with advanced sensing capabilities. This fusion will drive revolutionary services such as
environmental monitoring for real-time disaster response, health diagnostics for personalised
medicine, and autonomous mobility for vehicles, drones, and robots, all operating with minimal
human intervention. Together, these advancements will redefine how we connect, interact, and

experience the world around us.
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SDN in 6G: Enabling Key Innovations

SDN is central to the innovations driving 6G networks, enabling unprecedented flexibility,
intelligence, and efficiency. Through the incorporation of Al and ML technologies, SDN
enables predictive analytics to anticipate traffic patterns, resource demands, and potential
failures. Al-driven SDN controllers autonomously optimise network performance, eliminating
the need for human intervention in routine management tasks. Furthermore, machine learning
algorithms enhance network security by detecting anomalies and mitigating threats. For
example, in disaster management scenarios, autonomous drones equipped with Al-driven SDN
can dynamically allocate resources to prioritise critical data flows, ensuring effective
operations.

SDN also empowers programmable fabrics, supporting the unique demands of 6G technologies
such as quantum and terahertz communications. Quantum networking benefits from SDN’s
ability to manage secure, ultra-fast data transfers, while terahertz communication is made
practical through SDN’s dynamic orchestration of these high-frequency bands for immersive
applications like virtual and augmented reality (VR/AR). Additionally, SDN’s ability to adapt
protocols dynamically ensures compatibility across heterogeneous devices and environments.
A practical use case includes smart cities, where SDN combines quantum cryptography for
secure transactions and terahertz communication for real-time video surveillance, enabling
ultra-fast, secured connectivity.

End-to-end slicing is another critical innovation enabled by SDN, allowing full-stack
integration of network layers, from edge to cloud, for seamless service delivery. SDN enables
cross-domain coordination, managing resources across terrestrial, satellite, and other network
domains to provide global connectivity. Custom service-oriented slices tailored for specific
applications—such as autonomous transport, remote surgeries, or industrial automation—
further extend SDN’s capabilities. A prominent use case involves global networks for
connected autonomous vehicles, where SDN-driven slicing ensures ultra-reliable low-latency

communication (uURLLC) for real-time navigation and safety.

The Strategic Role of SDN in 6G Development

As 6G development accelerates, SDN emerges as a cornerstone for addressing its ambitious
goals. SDN facilitates network convergence by unifying heterogeneous systems, including 5G,
satellite, and IoT networks, under a centralised management framework. It also plays a pivotal
role in sustainability, optimising resource allocation and energy consumption through

intelligent traffic management and green networking principles. Finally, SDN supports hyper-
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connectivity by managing the massive scale of devices expected in 6G ecosystems, ranging
from smart wearables to industrial IoT systems. Through these capabilities, SDN ensures that
6G networks are adaptable, efficient, and capable of meeting the demands of a hyper-connected

world.

6. Integrating New Paradigms

As we move beyond 5G, SDN continues to redefine network architectures by enabling the
seamless integration of emerging paradigms and addressing the growing demands of next-
generation applications.

Network as a Service (NaaS): SDN enables flexible and scalability through Network as a
Service deployment through programmable infrastructure (ONF, 2023), allowing users to
configure and deploy tailored network services on demand. This approach supports a variety
of use cases, from enterprise connectivity solutions to dynamic scaling of resources for real-
time applications, ensuring cost efficiency and adaptability to diverse requirements.
Integration with Fog and Edge Computing: The convergence of SDN with fog and edge
computing enhances the efficiency of data flow between edge devices and cloud infrastructures
(Zhang, 2021). In next-generation networks, edge computing integration with SDN is
particularly vital for real-time applications in industrial IoT, healthcare, and immersive
experiences (Ishtiaq et al., 2024). SDN orchestrates these distributed computing environments
by managing data processing closer to end-users, reducing latency, and ensuring optimised
resource utilisation. This integration is particularly vital for real-time applications in industrial
IoT, healthcare, and immersive experiences like augmented and virtual reality.

Support for Connected Autonomous Vehicles (CAVs): SDN’s programmability and
centralised control make it indispensable for enabling reliable and low-latency communication
in vehicle-to-everything (V2X) communication through optimised routing and traffic
management (5GAA, 2023). By optimising routing and traffic flow, SDN ensures seamless
communication between autonomous vehicles, roadside infrastructure, and cloud services. This
reliability is critical for safety, traffic management, and adopting connected autonomous
vehicles in smart cities.

Edge computing's role in Beyond 5G networks requires careful orchestration of distributed
computing environments (Zhang, 2021; Ishtiaq et al., 2024). SDN’s ability to adapt, integrate,
and optimise emerging paradigms solidifies its role in shaping the future of Beyond 5G

networks, paving the way for innovative services and applications.
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7. Advancing Cybersecurity with SDN

SDN is revolutionising network security by offering unparalleled flexibility and control. As
cyber threats become more sophisticated, SDN’s programmability and centralised management
enable robust, adaptive, and proactive security measures.

SDN as a Security Enabler

Dynamic Threat Mitigation: SDN’s centralised controller continuously monitors traffic
patterns across the network. It employs real-time analytics to detect anomalies, such as unusual
data flows or potential Distributed Denial-of-Service (DDoS) attacks. When threats are
identified, SDN dynamically reconfigures traffic routes, isolates affected areas, and deploys
countermeasures like rate limiting or redirection to honeypots.

Centralised Policy Enforcement: Through its global network view, SDN ensures uniform
application of security policies across all devices and segments. Dynamic threat mitigation is
achieved through centralised control (NIST, 2023). This centralised approach simplifies the
management of access controls, firewalls, and intrusion prevention systems, eliminating
inconsistencies that can arise in traditional distributed architectures.

Micro-Segmentation: SDN supports fine-grained segmentation of the network into secure,
isolated zones. By dynamically creating virtual boundaries, SDN prevents lateral movement of
threats within the network. For instance, in the event of a breach, attackers are confined to a
specific segment, minimising their ability to access sensitive systems or data.

Real-World Applications

SDN plays a pivotal role in enhancing cybersecurity across various domains. In enterprise
environments, SDN's micro-segmentation capabilities are utilised to isolate critical assets, such
as customer databases and intellectual property, from broader network access, while dynamic
threat mitigation ensures real-time neutralisation of cyberattacks, maintaining business
continuity(NIST, 2023). In Industrial IoT (IIoT), SDN secures communication in smart
factories by enforcing strict access policies and isolating vulnerable IoT nodes from essential
operational systems, thereby protecting sensitive processes. Similarly, in telecommunication
networks, SDN fortifies 5G infrastructure by detecting and mitigating DDoS attacks on the
control plane, ensuring uninterrupted service for mission-critical and latency-sensitive
applications like autonomous vehicles and remote surgeries. Through these real-world
applications, SDN establishes itself as a cornerstone technology for advanced network security.
Future of SDN in Cybersecurity

As networks evolve toward 6G and beyond, SDN will integrate with Artificial Intelligence (Al)

and Machine Learning (ML) for predictive threat detection and automated response. Fusing
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SDN with blockchain technologies may further enhance trust and authentication in complex,
multi-tenant environments.

SDN establishes itself as a cornerstone technology for building resilient and secure networks
in an increasingly digital world by advancing cybersecurity through dynamic threat mitigation,

centralised policy enforcement, and micro-segmentation(Cloud Security Alliance, 2023).

8. Comparative Analysis: SDN's Impact
Table 3: Comparative Evolution of SDN in Networking (3GPP, 2017), (ETSI, 2019b) and
(ONF, 2020)

Aspect 3G 4G 5G Role of SDN in 5G
Architecture  Monolithic ~ Semi- Fully decomposed  Centralised control of
decomposed (CU-DU-RU) disaggregated RAN
(eNodeB)
Flexibility Low Medium High Real-time
reconfiguration
Scalability Limited Improved Highly scalable Dynamic resource
orchestration
Control Centralised  Partially Fully decoupled Programmable and
Plane (RNC) decoupled (CU-DU) adaptive
(MME)
Innovation Vendor- Early Cloud-native, Enables openness and
dependent virtualisation microservices- interoperability
based

Software-defined networking stands as a transformative force in the evolution of wireless
networks, driving the efficiency, scalability, and flexibility required for 5G and beyond. Its
programmability, centralised control, and dynamic adaptability address critical challenges such
as network slicing, ultra-reliable low-latency communication, and functional decomposition of
disaggregated architectures. As the foundation for 5G's flexible and secure operations, SDN
paves the way for seamless integration of emerging technologies like Al, virtualisation, and
edge computing. Looking toward 6G, SDN will play an indispensable role in enabling ultra-
low latency, massive scalability, and innovative connectivity solutions, ensuring that future

ICT ecosystems can meet the demands of an increasingly connected and intelligent world.
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