JOURNAL OF INTERNATIONAL CRISIS AND RISK COMMUNICATION RESEARCH
ISSN: 2576-0017
2024, VOL 7, NO S10

Advancing Value-Based Care Through Data
Excellence: The Critical Role of Health
Information Technicians

Hamad Nasser Abdullah Almufarrij!, Bader Dhaidan Owayyid
Owayjah?, Abdullah Abdulaziz Othman Al-Barghash3, Waleed Saeed
Almalki?, Firassaad Almugarry?®, Sabah Jarrah Al Anazié, Darin
Abdullah Almubarak?, Eman Olayan Almutairi®, Abdulrahman Ali
AlShaya®, Faisal Meshari Mohammed Alnefiail®

1. Health Information Technician, Majmaah university, SAUDI ARABIA ,
h.almoufarrej@mu.edu.sa

2. Health Information Technician, Majmaah university, SAUDI ARABIA ,
b.awajah@mu.edu.sa

3. Health Information Technician, Majmaah university, SAUDI ARABIA ,
a.barghash@mu.edu.sa

4. Health Information Technician, Majmaah university, SAUDI ARABIA ,
almalekiwa@mngha.med.sa

5. Health Information Technician, Majmaah university, SAUDI ARABIA ,
fagosh@hotmail.com

6. Health Administration technician, Majmaah university, SAUDI ARABIA ,
ANIZIS@MNGHA.MED. SA

7. Health Information management, Majmaah university, SAUDI ARABIA ,
almubarakda@mngha.med.sa

8. Health Information Technician, Majmaah university, SAUDI ARABIA ,
almutairiim@mngha.med.sa

9. Health Information Technician, Majmaah university, SAUDI ARABIA ,

Alshayaab2@MNGHA.MED. SA

10. Health Information Technician, Majmaah university, SAUDI ARABIA ,
alnefiaifa@MNGHA.MED. SA

Abstract

The healthcare industry is undergoing a transformative shift towards value-based care
models that realign incentives around quality outcomes rather than volume of services.
Effective value-based care implementation hinges on robust data governance and
advanced analytics capabilities to accurately measure performance against defined
metrics. Emerging value-based payment models like bundled payments and shared
savings arrangements require granular monitoring of cost and outcome data across the
full cycle of care. Moreover, value-based care's emphasis on preventive medicine, care
coordination, and patient engagement necessitates seamless data exchange between
providers and patients through platforms like patient portals and remote monitoring
tools. This paper explores the pivotal role health information technicians must play to
realize value-based care's potential. It examines critical technological foundations -
electronic health records, analytics platforms, health information exchanges - along
with challenges around data security, interoperability, and managing increasingly
complex digital ecosystems. Ultimately, the paper illustrates how optimizing
healthcare data management is a strategic imperative for providers to thrive under
new reimbursement paradigms incentivizing quality and efficiency over volume.

Introduction

The healthcare industry is undergoing a seismic shift towards value-based care models
that prioritize quality outcomes and cost-effectiveness over traditional fee-for-service
reimbursement. This paradigm shift has major implications for how healthcare data is
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collected, analyzed, and leveraged to drive clinical and operational decision-making.
Health information technicians, who manage and optimize the systems handling patient
data, now find themselves at the frontlines of enabling this transformation to value-based
care delivery.

Effective implementation of value-based care hinges on having robust data governance
and advanced analytics capabilities to accurately measure performance against defined
quality metrics. Emerging value-based payment models like bundled payments, shared
savings arrangements, and capitated contracts all require granular monitoring of cost and
outcome data across the full cycle of care. Providers must be able to stratify patient
populations, identify high-risk cohorts, pinpoint care gaps, and rigorously track quality
indicators - all data-intensive activities that fall squarely under health IT's purview
(Andrawis et al., 2019).

Furthermore, value-based care's heavy emphasis on preventive medicine, care
coordination, and patient engagement necessitates seamless data exchange between
providers and patients. Platforms like patient portals, telemedicine solutions, and remote
monitoring tools have become essential for sharing information and activating patients as
partners in their own health management (Dendere et al., 2019; Gregersen et al., 2016).
These technologies' clinical efficacy relies on robust integration with enterprise data
systems and repositories.

This paper explores the pivotal role that health information technicians must play to
realize value-based care's full potential. It examines the technological foundations -
electronic health records (EHRs), data analytics platforms, health information exchanges,
and more - that are critical enablers. It also delves into emerging challenges around data
security, interoperability, and managing increasingly complex digital ecosystems as
healthcare embraces virtualized care modalities.

Ultimately, the paper illustrates how optimizing data collection, governance, and
application is not simply an ancillary support function, but rather a strategic imperative if
healthcare providers are to thrive under new value-based reimbursement paradigms
incentivizing quality and efficiency over volume. Health information technicians'
expertise will be vital in this transition - their importance cannot be overstated as data
becomes healthcare's lifeblood.

The Importance of Robust Data Systems

At its core, value-based care represents a paradigm shift from health systems being
reimbursed based on volume of services provided (fee-for-service) to being paid based on
the quality of care delivered and outcomes achieved for the patient population (Clement,
2023; Teisberg et al., 2020). Whereas fee-for-service approaches incentivize increasing
billable procedures and visits, value-based payment models like bundled payments, shared
savings/risk contracts, and global capitation place provider compensation at financial risk
if they cannot demonstrate superior quality and cost management performance.

This fundamentally changes the relationship between providers and data. Historically,
most clinical and operational data systems were geared towards coding/billing activities,
regulatory reporting, and compliance documentation rather than systematically measuring
value from the patient perspective. Basic electronic health records served as document
repositories, not active analytics platforms. As healthcare's business model pivots to
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value-based contracting, comprehensive data management spanning the full cycle of care
becomes mission critical (King et al., 2014).

Under value-based care, providers need data systems and governance practices that can
rigorously quantify care quality, patient outcomes, and cost-effectiveness through multi-
dimensional analysis. They must have mechanisms for risk stratifying patient populations,
identifying gaps in care, monitoring adherence to evidence-based protocols, and assessing
clinical variation that drives waste and unnecessary spending (Dendere et al., 2019).
Granular data on social determinants of health is essential to tailor interventions. Platforms
are required for aggregating data from disparate sources (e.g. claims, clinical systems,
patient-reported experiences) into unified views tracking total cost of care by disease state
or demographic cohort.

Moreover, delivering on value-based care's promise of improved patient engagement
necessitates data fluidity across the ecosystem. Patients need transparent access to their
own clinical data through portals and connected apps. Data interoperability between
providers is critical for coordinating care hand-offs. Application programming interfaces
(APIs) are required to build intuitive user experiences on top of health system data
repositories (Ismail et al., 2020).

In short, optimized data management and advanced analytics capabilities have become
strategic assets in the value-based care era. Leading health systems have made multi-
billion dollar investments in integrated data platforms, artificial intelligence/machine
learning solutions, and establishing enterprise data governance and stewardship functions
(Griffin et al., 2016; Irizarry et al., 2015). Providers are also prioritizing investments in
technologies that activate patients through data access and monitoring, like telemedicine
platforms and remote patient monitoring tools (Daniel & Sulmasy, 2015; Taiwo &
Ezugwu, 2020).

The next sections explore key technological foundations required to harness data's full
potential in a value-based care context. Health information technicians will play vital roles
in deploying and maintaining these systems.

Electronic Health Records (EHRS)

While much maligned for issues like clinician burnout from excessive documentation
requirements, EHRs have evolved into indispensable data repositories enabling value-
based care delivery and analytics. Comprehensive EHR deployments organize volumes
of structured and unstructured data - clinician notes, flowsheets, orders, patient
medication/allergy lists, diagnostic results - in coded formats optimized for data exchange
and longitudinal record-keeping across care settings (Alotaibi & Federico, 2017;
Ambinder, 2005).

From a value-based care perspective, this centralized, interoperable aggregation of patient
data provides the foundation for robust population health management, care coordination,
and quality measurement activities. EHR data can be normalized and integrated with
claims information to stratify patient cohorts based on conditions, socioeconomic risk
factors, and other clinical/demographic attributes. Machine learning models can then be
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applied to identify gaps in care, forecast avoidable hospital admissions, and personalize
outreach for preventive services.

EHR data combined with clinical decision support capabilities like embedded order sets
is also critical for enforcing adherence to evidence-based protocols aimed at improving
outcomes and reducing unwarranted care variations that drive excess costs (Sutton et al.,
2020). For example, EHR systems can be configured to automatically check medication
orders against approved formularies and alert providers to more cost-effective therapeutic
alternatives. Similar logic can encourage diagnostic testing aligned with guidelines and a
patient's specific risk profile rather than indiscriminate utilization.

Leading health systems have reimagined their EHRs as "data utilities" within broader
value-based care transformation roadmaps. Consolidating data supply chains through
integrated EHR instances across ambulatory and acute sites is a common first step to
create centralized data repositories. Efforts then focus on creating intuitive self-service
analytics and reporting tools layered on top of the EHR database. These enable
administrators, clinicians, data engineers, and analysts to seamlessly access customized
views and flexible dashboards tracking performance against cost, quality, and patient
experience targets without dealing with fragmented data mart extracts.

Many health systems have made multi-million dollar investments to build advanced
analytics capabilities on top of their EHR instances to support next-generation value-based
care use cases:

« Integration of EHR data with payor claims through collaboration with physicians
and data scientists

« Application of machine learning models to risk stratify populations, identify rising
risk individuals before acute events, and personalize outreach/intervention plans

o Development of near real-time predictive and prescriptive analytics use cases to
proactively flag care gaps, avoidable utilization, and emerging high-cost cohorts

« Partnerships with life sciences companies facilitating access to longitudinal patient
data to enhance precision medicine and support clinical trials

Successfully reimagining EHRs from documentation tools into data-powered insights
engines requires health information technicians' expertise. Their roles span data
governance, validating data mapping, developing and maintaining analytics/reporting
solutions, ensuring interoperability, and partnering with cross-functional teams to capture
analytics use cases aligned with value-based care priorities.

Data Interoperability and Standards

At its core, value-based care's transition from silos to integrated care delivery networks
spanning multiple provider organizations necessitates standards-based frameworks for
exchanging clinical data securely and efficiently (Chen et al., 2014; Yasnoff et al., 2000).
Patients and care teams need seamless access to patient records from any care setting
through secure, longitudinal information sharing rather than disconnected data fragments.

Interoperability transcends simply moving data between EHR systems. It requires
establishing common data standards so that information can flow freely and be interpreted
unambiguously across provider health IT systems. Vocabularies like SNOMED and
LOINC are essential for codifying clinical terminology to ensure semantic consistency
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when exchanging problems, procedures, labs, and more. Messaging protocols like HL7
v2 and FHIR allow systems to transmit structured data efficiently and map it to
standardized templates for documentation. Frameworks like IHE reinforce consistent
interoperability implementation across vendor systems.

Beyond technical standards, governance structures must evolve to ensure data quality,
security and integrity as it moves across a fragmented ecosystem. Providers increasingly
collaborate with third-party data stewards like health information exchanges (HIEs) and
data commissioning entities to aggregate multi-source data assets into unified repositories
supporting care coordination and value-based contract administration. These ecosystem
partners play key roles in patient identity and record matching, data validation, consent
management, de-identification, and auditing.

Achieving interoperability is an overarching concern across all value-based care delivery
and payment transformation efforts (Choi, 2012; Aziz, 2017). Health information
technicians will help their organizations address issues like:

o Defining and conforming to data quality standards as information travels between
EHR, HIE, analytics, and other platforms

o Implementing technologies like enterprise master patient indices and record
locating services to establish consistent views of the "same patient”

o Building extract/transform/load pipelines aggregating claims, clinical, patient-
generated data into central analytic data stores

e Managing security, identity and access protocols governing multi-directional data
flows across provider-payor-patient ecosystems

Overall, interoperability and adherence to data standards underpin health IT's ability to
enable more coordinated, higher-quality, and cost-efficient care delivery models at the
heart of the value-based transition. Health information technicians will play crucial roles
operationalizing and governing the secure flow of actionable data across organizational
boundaries.

Participatory Medicine and Digital Patient Engagement

In value-based models where financial incentives are directly linked to improving
outcomes, being able to engage patients as active partners in managing their health
represents both a strategic advantage and an ethical imperative. Technology has emerged
as a critical enabler for supporting these more collaborative, patient-centered care
paradigms (Chen et al., 2014; Ismail et al., 2020).

Proliferation of online patient portals connected to provider EHR/data repositories have
made it possible for patients to access their health records, review clinician notes, see test
results, request medication refills, download visit summaries, and communicate securely
with care teams. Patient portals are levers for activating individuals in preventive self-care
and shared decision-making that reduces downstream healthcare costs. For example,
registries identifying patients overdue for recommended cancer screenings can trigger
automated outreach increasing adherence.
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Beyond portals, virtual care technologies like remote monitoring devices, telemedicine
platforms, and Al-assisted symptom checkers/triage tools are extending care delivery
from provider facilities into patients' daily environments. These not only expand access
but capture novel data streams from consumer health devices and patient-reported
outcome measures that can be incorporated into holistic treatment plans. Sensors
monitoring activity, diet, medication adherence, biometrics, and patient experiences in
naturalistic settings produce unique datasets uncovering behavior patterns and
personalizing interventions.

Health information technicians' mission has expanded commensurately with this growing
reliance on patient-facing technologies generating volumes of digital exhaust data.
Systems are required for capturing, normalizing and integrating data from numerous
consumer/clinical apps, Internet of Things (loT) devices, data donations, and
crowdsourcing projects (Davenport & Kalakota, 2019; Pang et al., 2014; Taiwo &
Ezugwu, 2020).

Data governance and interoperability standards become increasingly critical as the
diversity of data sources proliferates across the care continuum. New data models
designed around patient journeys rather than encounters will be required. User experience
design capabilities ensuring data flows intuitively between clinical/consumer apps will
grow in demand. Analytics teams will need to partner closely with health informaticians
to develop novel AI/ML models that can interpret and triangulate insights across
structured, unstructured, sensory, and crowdsource datasets.

Furthermore, as virtual health platforms mature, information security requirements
intensify. Maintaining patient trust will depend heavily on robust data protection,
authentication and auditing mechanisms (Bottari, 2022). Health information technicians
will help drive strategic roadmaps balancing innovation with privacy safeguards.

Overall, patient engagement enabled by data-centric digital technologies will only grow
in importance under value-based care's incentive structures emphasizing satisfied
consumers and quality outcomes. Health informaticians have a prime opportunity to
enhance their organizations' strategic value proposition by operationalizing novel data use
cases underpinning personalized, participatory healthcare delivery models.

Data Security & Cyber Risk Management

Unfortunately, technology's increased centrality to healthcare operations has been
accompanied by a rise in cyber threats - incidents that jeopardize data confidentiality,
integrity and accessibility. Financially motivated hackers, international cyber-syndicates,
and even state-sponsored actors continue unleashing creative attacks, malware strains,
social engineering tactics, and system exploits against the industry.

Value-based care represents a potential inflection point elevating the strategic importance
data security management for health providers. Quality performance measurement, risk
stratification analytics, virtual care delivery via telemedicine/remote monitoring, and
patient-facing apps enabling participatory medicine all hinge on being able to protect and
reliably share highly sensitive clinical datasets across disparate stakeholders, systems, and
geographies (Cybersecurity Ventures, 2020).
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For example, concerns around data privacy increase exponentially with growing data
volumes from internet-connected devices (Alshamrani, 2021). If sensor data collected in
patients' homes through remote monitoring programs were to be compromised or
manipulated by threat actors, it could jeopardize clinical decision making and patient
outcomes, negatively impact reimbursement under value-based payment arrangements,
and erode public trust in these emerging care modalities. Similarly, a ransomware attack
encrypting data repositories and analytics systems would cripple ability to effectively
manage and optimize performance against quality metrics.

Health information technicians' expertise in optimizing data systems inevitably must
extend to ensuring their resiliency against cyber threats - especially as data liquidity across
the care continuum increases in value-based contexts. Responsibilities in this domain will
likely include:

o Collaborating with IT security teams on continuous risk monitoring across the full
healthcare data supply chain

e Ensuring data backups, redundancies and incident response plans align with
recovery objectives

« Maintaining data integrity monitoring and audit controls across analytics,
integration engines, and application layers

e Automating identity & access management protocols governing approved data
flows between health systems, HIEs, payors, etc.

o Evaluating vendor/partner information security programs and managing third-
party cyber risk

o Stress-testing interoperability frameworks to identify and resolve potential
vulnerabilities in cross-system data exchange

Proactively managing cyber risk exposures will be critical for healthcare organizations
looking to adopt value-based care models requiring more open and automated data sharing
between trusted partners. Information technicians' rigor around data security will
increasingly intersect with performance measurement and payment integrity
considerations.

Building Value-Based Care Technological Foundations

While technology undoubtedly offers immense potential in advancing value-based care's
positive impact on clinical and financial outcomes, realizing this promise will require
surmounting numerous operational challenges around technology adoption (Deloitte,
2018). Issues like system implementation complexities, workforce training gaps, change
management barriers, and capital constraints have plagued healthcare IT initiatives like
EHR rollouts for decades. Value-based care amplifies these challenges as organizations
race to modernize data architectures, invest in novel analytics tools, redesign
clinical/operational workflows, and incorporate new modalities like remote monitoring
into existing processes.

For health systems planning technology roadmaps for value-based care enablement,

expert guidance from health information technicians will be invaluable. Key areas where
they can serve as strategic partners include:
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Analytics Strategy & Roadmapping - Value-based care requires more sophisticated
analytics capabilities than basic business intelligence reporting. Health information
experts can assess current-state maturity of EHR/EDW deployments, data models, data
quality/governance, and other foundational elements. Gap assessments can identify
prioritized investments in areas like data integration tools, data lakes/warehouses,
machine learning operationalization, and self-service visualization to enhance population
health & cost analytics use cases. Phased roadmaps accounting for interdependencies with
ecosystem partners like EHR vendors, health information exchanges, and digital health
companies can accelerate modernization journeys.

Workflow Redesign - As healthcare embraces value-based care, clinical and operational
workflows necessarily evolve to incorporate new processes like registry monitoring,
remote monitoring data triage, and automated point-of-care quality metric reporting.
Health information technicians' system implementation expertise will be in high demand
mapping optimal workflows leveraging IT capabilities like clinical decision support,
ambient data capture and APIs feeding point-of-care quality dashboards. Areas like
clinical documentation improvement programs and denials management will be crucial
for optimizing reimbursement under value-based payment models.

Data Governance Transformation - Expanding data consumers under value-based care -
population health teams, health plans, life sciences partners, patient apps/portals -
significantly increases data quality expectations. Existing siloed data governance models
focused on regulatory compliance must transform towards centralized, harmonized
governance capabilities. This includes frameworks for metadata management, master data
management, standardization, stewardship, and more. Success hinges on extensive
coordination between technicians optimizing analytics environments and clinical/business
partners developing analytics to inform operations.

Interoperability & Ecosystem Integration - If data is the new lifeblood coursing through
value-based care models, health information technicians are the connective tissue
facilitating cross-system data flows. They must implement interoperability protocols
spanning national data standards, testing frameworks, and integration engines.
Additionally, they'll collaborate with ecosystem partners like health information
exchanges and third-party data management entities to embed robust, secure, and seamless
data sharing processes. Areas like identity matching, consent management, and push/pull
APIs integrating provider/payor/patient data sources will be mission-critical.

Technology Selection & Implementation - As value-based care delivery networks expand
patient access pathways through modalities like remote monitoring and "hospital at home"
wearables, selecting and implementing complementary virtual care, digital patient
engagement, and smart device platforms will accelerate. Health information technicians
will need to assess emerging technology landscapes and help construct scalable
architectures balancing security/interoperability requirements with seamless user
experiences. Their leadership will be instrumental in implementation efforts
encompassing everything from clinical workflow redesign to backend data modeling.

Change Enablement - Optimal technology implementation requires change enablement
rigor to drive workforce adoption and benefits realization. Health information technicians
can help assess processes for impacts, design communications plans, deliver role-based
training, continuously assess competencies, and monitor support structures. Additionally,
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their insights around data security and governance implications can shape policy updates
and stakeholder engagement processes promoting organizational readiness.

Hiring/Training - Value-based care's data intensity, coupled with convergence of
clinical/virtual/digital technologies, necessitates workforce investments from health
systems. Health information technicians can help assess futurecapability needs while
cultivating talent pipelines via training programs, university partnerships, and professional
development opportunities in areas like data science, AI/ML engineering, and
product/experience design. Their subject matter expertise informing curricula will be
crucial as healthcare embraces digitalization.

Overall, health information technicians should embrace opportunities to serve as holistic
transformation agents, not just technology implementers. By operationalizing centralized
data utilities and insights engines fueling value-based care's quality focus, they can
reposition their function as a strategic driver of system performance while fostering
innovation in emerging areas like precision medicine and enhanced patient experiences.

Conclusion

The transition from volume-based care delivery to value-based models has profound
implications for healthcare providers. Fundamentally altering the relationship between
reimbursement and quality performance metrics elevates data to an even more precious
strategic asset and competitive differentiator. Superior data management and analytics
capabilities become essential for succeeding under new bundled payment, shared savings,
and capitation arrangements where inefficiencies and poor outcomes are penalized
financially.

Health information technicians - already entrusted with optimizing clinical data
repositories, streamlining information flows, and maximizing health IT investments'
returns - now find themselves squarely at the center of this transformational shift to value-
based care. Leading health systems will rely heavily on their expertise across several key
dimensions:

EHR/EDW Modernization - More than just documentation tools, comprehensive EHR
environments must evolve into advanced data utilities for population segmentation, cost
attribution, quality measurement, and clinical decision support aligned with value-based
care priorities. Health information technicians hold vital responsibilities governing these
longitudinal data supply chains, managing integrations across the connected health
ecosystem, and ensuring data availability and integrity fuels analytics programs.

Interoperability & Standards - Successful value-based care hinges on interoperable health
data moving fluidly between providers, patients, payors, and partners within a trusted
ecosystem founded on common technical/semantic conventions. Health information
technicians' deep understanding of protocols governing modern APIs, clinical data
normalization, identity management, consent, and auditing functions is mission-critical.

Advanced Analytics & AI/ML - Capitalizing on healthcare's rapidly growing data
repositories by extracting actionable insights at scale requires advanced analytics, AI/ML
modeling, and visualization capabilities. As stewards of enterprise data assets, health
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information technicians collaborate extensively with analytics teams, help construct
flexible data architectures compatible with advanced techniques like deep learning, while
governing data access and maintaining production Systems of Intelligence.

Care Delivery Innovation - Value-based care inverts the traditional volume-driven model
by aligning incentives towards prevention, patient engagement, and enhanced care
experiences. Health information technicians have opportunities to lead implementation of
patient-facing technologies like virtual care/remote monitoring platforms generating
windfalls of novel digital health data. Their expertise governing data flows,
interoperability, and security while optimizing for seamless experiences positions them as
key strategic partners.

Technology Adoption & Workflow Redesign - Technology is a foundational enabler but
only as impactful as its integration into optimized clinical/operational workflows at the
point of care. Health information technicians will be instrumental in systems
implementation efforts, while leveraging change management skills to drive workforce
adoption/proficiency in novel data-centric tools and processes.

Through their central roles mastering these critical domains and collaborating across the
connected healthcare ecosystem, health information technicians can elevate their strategic
value proposition in enabling healthcare's migration to information-powered, value-based
care. They hold the keys to unlocking data-driven quality improvements, risk mitigation,
cost efficiencies, novel care modalities, and better consumer experiences that represent
this paradigm shift's ultimate promise.

As healthcare transforms reimbursement incentives to reward outcomes over volumes,
mastering data has become a make-or-break capability. Health information technicians
must embrace their position at the epicenter of this transition - for it is their expertise
managing healthcare's digital lifeblood that will determine if value-based care's full
potential is ultimately achieved.
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