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Abstract

The increasing reliance on cloud-based Customer Relationship Management (CRM)
platforms such as Salesforce has heightened the need for secure, resilient, and
high-performing architectures. Traditional perimeter-based models are
inadequate in addressing modern cybersecurity challenges, prompting the
adoption of zero-trust frameworks and Software-Defined Wide Area Networking
(SD-WAN) solutions. This study investigates the integration of zero-trust security
principles with SD-WAN architectures to secure Salesforce environments while
ensuring optimal performance. Experimental simulations and survey data revealed
that layered zero-trust controls including multi-factor authentication, device
compliance, and micro-segmentation significantly enhanced threat detection,
reduced mean time to detect (MTTD) and mean time to respond (MTTR), and
blocked unauthorized access attempts. SD-WAN deployment further improved
network throughput, lowered latency, minimized jitter, and increased application
availability. User experience outcomes demonstrated higher satisfaction levels,
reduced login times, and smoother workflows in hybrid zero-trust + SD-WAN
environments. Statistical validation confirmed the significance of these
improvements across security, performance, and usability dimensions. The
findings provide a practical blueprint for enterprises seeking to secure Salesforce
CRM through adaptive, scalable, and user-friendly security architectures.

Keywords: Zero-trust security, SD-WAN, Salesforce, CRM security, cloud
networking, cybersecurity architecture.

Introduction
The growing importance of secure customer relationship management

Customer Relationship Management (CRM) platforms such as Salesforce have become the cornerstone
of modern business operations (Wilson, 2024). Organizations rely on Salesforce not only for managing
customer data but also for driving sales, marketing, analytics, and customer service strategies. As
businesses increasingly migrate these critical functions to the cloud, ensuring the confidentiality,
integrity, and availability of CRM data has become paramount. With the rising number of cyber threats,
phishing attacks, and insider risks, CRM platforms have emerged as attractive targets for malicious
actors (Nguyen et al., 2022). The reliance on distributed networks, hybrid workforces, and third-party
integrations amplifies this vulnerability, demanding innovative and resilient security frameworks.

Limitations of traditional perimeter-based security models

Historically, enterprises have protected their digital assets through perimeter-based security models,
which focus on defending the network edge with firewalls, intrusion detection systems, and VPNs (Ojha
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& Vaish, 2025). However, the advent of cloud-native applications such as Salesforce, coupled with
mobile and remote access requirements, has rendered perimeter defenses insufficient. Once an attacker
breaches the network perimeter, they often gain unrestricted access to sensitive systems and data (Rizvi
et al., 2020). Traditional models assume trust within the network, a design principle that conflicts with
the modern reality of distributed systems and frequent third-party connections. Consequently, there is
an urgent need to rethink CRM security by moving away from implicit trust toward a more adaptive
and granular approach.

The rise of zero-trust security frameworks

Zero-trust security frameworks have emerged as a transformative model in response to these challenges.
Built on the principle of “never trust, always verify,” zero trust eliminates the assumption of trust within
internal networks (Vora, 2025). Instead, it enforces continuous authentication, strict identity
verification, and least-privilege access controls for every user, device, and application. For Salesforce
environments, zero trust ensures that employees, contractors, or partners can only access the exact data
and functionalities necessary for their roles, regardless of location or device (Colomb et al., 2022). This
paradigm shift not only reduces the attack surface but also strengthens compliance with global data
protection regulations such as GDPR, HIPAA, and CCPA.

The role of SD-WAN in securing Salesforce access

Software-Defined Wide Area Networking (SD-WAN) has gained prominence as a critical enabler of
secure, cloud-centric connectivity (Carvajal et al., 2021). Unlike traditional WAN architectures, SD-
WAN allows organizations to dynamically route traffic across multiple transport channels such as
MPLS, broadband, and LTE while maintaining centralized policy control. Integrating SD-WAN with
zero-trust principles offers a powerful solution for Salesforce security. It enables secure and efficient
traffic steering, segmentation of sensitive CRM workloads, and granular visibility into user activity
(Prajapati et al., 2024). By embedding security functions like encryption, intrusion prevention, and
secure web gateways into SD-WAN architectures, organizations can provide seamless yet highly
protected Salesforce access for global workforces.

Addressing integration and scalability challenges

Despite its advantages, adopting a zero-trust CRM architecture with SD-WAN integration presents
significant challenges (Kommera, 2024). Enterprises must address issues related to scalability,
interoperability with existing infrastructure, and the complexity of continuous identity verification.
Furthermore, balancing the stringent requirements of zero trust with the user experience in Salesforce
workflows requires careful architectural design (Badoni et al., 2024). Ensuring that network
performance is not compromised while enforcing robust security policies is critical for user adoption
and operational efficiency. These challenges highlight the necessity of developing context-aware
security strategies that align Salesforce CRM functionalities with organizational goals.

Purpose and scope of the study

This research investigates how zero-trust principles can be effectively applied to Salesforce
environments through SD-WAN security architectures. It explores the interplay between cloud-based
CRM systems, modern networking technologies, and adaptive security models. The study aims to
propose a reference architecture that enhances Salesforce security while maintaining scalability and
performance. By analyzing emerging threats, architectural frameworks, and practical deployment
scenarios, this article provides insights for IT leaders, cybersecurity professionals, and enterprise
architects seeking to secure CRM systems in an increasingly hostile cyber landscape.

Methodology

Research design and framework
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This research employed a mixed-method design combining experimental simulations, survey-based
user data, and comparative performance evaluations. Salesforce served as the primary Customer
Relationship Management (CRM) platform, with zero-trust security principles embedded through
identity verification, continuous authentication, and micro-segmentation. To complement this,
Software-Defined Wide Area Networking (SD-WAN) was deployed to secure connectivity and
optimize performance across distributed Salesforce environments. The framework was designed to
capture both technical and human-centric dimensions of security and usability, enabling a holistic
evaluation of the architecture.

Variables and parameters of analysis

The study considered a wide range of independent and dependent variables. Independent variables
included zero-trust security mechanisms such as identity verification, multi-factor authentication,
device compliance enforcement, role-based access control, encryption standards, continuous
monitoring, and network micro-segmentation. SD-WAN-related parameters included bandwidth
allocation, traffic steering policies, dynamic routing algorithms, secure tunneling, latency thresholds,
jitter control, and packet loss management. Salesforce-specific variables such as user session
management, workflow customizations, API integrations, and third-party connectors were also factored
in. Dependent variables measured the outcomes of these implementations and included security
performance metrics such as the number of blocked unauthorized access attempts, mean time to detect
(MTTD), mean time to respond (MTTR), and threat detection rate. Network performance was captured
through throughput, average latencys, jitter, packet loss, and overall application availability. Finally, user
experience indicators such as login time, page response speed, error frequency, and satisfaction index
were evaluated to assess usability.

Data collection and experimental setup

The experimental environment was established using a Salesforce sandbox integrated with a zero-trust
identity provider and secured through an SD-WAN overlay. Enterprise workload benchmarks were used
to generate realistic CRM traffic, simulating activities such as customer data entry, analytics queries,
API calls, and workflow integrations. To assess resilience, simulated security attacks including
phishing, credential stuffing, SQL injection, and lateral movement were launched to test how effectively
zero-trust policies and SD-WAN mitigations secured Salesforce access. Alongside this technical setup,
structured surveys were administered to 200 Salesforce end-users and IT administrators to gather
insights into usability, perceived security, and performance satisfaction. Log data and system metrics
were collected for statistical evaluation.

Statistical analysis methods

The analysis employed both descriptive and inferential statistical techniques. Descriptive statistics such
as means, variances, and standard deviations were applied to summarize security performance, network
efficiency, and user experience indicators. Inferential tests included paired t-tests to compare Salesforce
performance before and after SD-WAN deployment, and analysis of variance (ANOVA) to examine
the effects of layered zero-trust policies on network metrics. Multiple regression analysis was conducted
to identify significant predictors of CRM security resilience, while correlation analysis measured
relationships between workload intensity, SD-WAN optimization, and enforcement levels of zero trust.
Additionally, factor analysis was applied to survey responses to extract key dimensions such as
perceived security, usability, and network efficiency.

Reliability and validity measures

Reliability was ensured by repeating experiments across multiple network configurations and
geographical regions, including North America, Europe, and Asia-Pacific. Internal consistency of the
survey responses was verified through Cronbach’s alpha, with a threshold value of 0.7. Construct
validity was further assessed using confirmatory factor analysis, ensuring that survey constructs aligned

65



Dhaval Powar, Karthik Reddy Kachana, Narendhira Ram Chandraseharan

with theoretical expectations. External validity was enhanced by benchmarking findings against
existing Salesforce deployment case studies in the industry.

Ethical considerations and compliance

To safeguard privacy and compliance, all experimental activities used anonymized Salesforce datasets
without personally identifiable information. The research followed global regulatory frameworks
including GDPR and HIPAA to ensure ethical handling of customer data. In addition, the principles of
zero trust themselves were used to enforce strong safeguards during testing, ensuring that no
unauthorized access could compromise sensitive datasets.

Results

The implementation of zero-trust principles within the Salesforce CRM environment demonstrated a
significant improvement in overall security resilience. As shown in Table 1, the adoption of progressive
zero-trust policies, ranging from basic authentication to the full stack incorporating multi-factor
authentication (MFA), device compliance, and micro-segmentation, resulted in a marked increase in
the threat detection rate, from 82.4% under baseline authentication to 99.2% with the full stack.
Concurrently, the number of unauthorized access attempts blocked and data exfiltration attempts
prevented rose steadily, while both the mean time to detect (MTTD) and mean time to respond (MTTR)
dropped substantially. These findings confirm that layered zero-trust controls provide stronger
safeguards against sophisticated attack vectors. The relationship between detection rate and MTTD is
further visualized in Figure 1, which highlights how the application of additional zero-trust measures
consistently improved security efficiency.

Table 1. Security performance metrics under zero-trust CRM configurations

Zero-trust Threat Unauthorized | Meantimeto | Mean time to Data
policy detection rate access detect respond exfiltration
applied (%) attempts (MTTD, sec) | (MTTR, sec) attempts

blocked prevented
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Figure 1. Security improvements under layered zero-trust policies

Network performance analysis also revealed significant benefits of SD-WAN integration. As detailed
in Table 2, throughput increased from 142 Mbps under an MPLS-only setup to 325 Mbps under a full
dynamic SD-WAN mesh. Similarly, average latency decreased from 78 ms to 33 ms, while jitter and
packet loss were reduced to minimal levels. The improvements in application availability from 95.3%
t0 99.7% demonstrate the capacity of SD-WAN to deliver seamless and reliable Salesforce access across
distributed enterprise environments.

Table 2. Network performance indicators under SD-WAN configurations

SD-WAN | Average throughput Average Jitter Packet Application
configurat (Mbps) latency (ms) | (ms) | loss (%) availability (%)
ion
MPLS 142 78 21 1.6 95.3
only
Broadban 216 54 14 1.1 97.6
d +MPLS
hybrid
Broadban 289 41 9 0.7 99.1
d+LTE+
MPLS
Full 325 33 6 0.4 99.7
dynamic
SD-WAN
mesh

In terms of user experience, the combined deployment of zero-trust with SD-WAN significantly
enhanced usability compared to baseline configurations. Table 3 indicates that average login time
dropped from 12.8 seconds under legacy VPNs to just 6.2 seconds in the hybrid deployment, while page
load speed improved by more than 50%. Error frequency was also reduced from 18 per 100 sessions to
only 6, contributing to a marked increase in the user satisfaction index, which rose from 6.4 to 9.1.
These trends are reinforced by Figure 2, which shows a strong negative relationship between login times
and satisfaction scores across different deployment scenarios.

Table 3. User experience indicators under different security-network settings

Deployment Average login Page load speed Error frequency User satisfaction
scenario time (sec) (ms) (per 100 sessions) index (1-10)
Baseline (legacy 12.8 1,142 18 6.4
VPN)
SD-WAN only 9.3 842 12 7.8
Zero-trust only 8.7 779 10 8.2
Zero-trust + SD- 6.2 518 6 9.1
WAN hybrid
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Figure 2. Comparative user experience metrics across deployment scenarios

Finally, statistical validation confirmed the significance of these performance improvements. As
summarized in Table 4, paired t-tests revealed a highly significant reduction in latency after SD-WAN
implementation (p < 0.001), while ANOVA demonstrated the substantial effect of layered zero-trust
policies on detection rates (p < 0.01). Regression analysis showed that MFA, device compliance, and
micro-segmentation together explained 86% of the variance in unauthorized access attempts blocked
(R? = 0.86). Correlation analysis further established a strong negative association between login time
and user satisfaction (r = —0.71), confirming that enhanced security and networking measures can
simultaneously improve end-user experience.

Table 4. Statistical validation of zero-trust CRM with SD-WAN security architectures

Statistical test Dependent Independent Result (p- Interpretation
applied variable tested variable(s) value)
Paired t-test Latency (ms) Before vs. after SD- <0.001 Significant
WAN reduction in latency
ANOVA Threat detection | Levels of zero-trust <0.01 Significant impact
rate (%) policy applied of layered policies
Regression Unauthorized MFA, R?=0.86 High explanatory
analysis access attempts microsegmentation, power of combined
blocked device compliance policies
Correlation User satisfaction Hybrid security- r=-0.71 Strong negative
analysis vs. login time network environment correlation,
statistically valid
Discussion

Enhancing CRM security through zero-trust principles

The results confirm that implementing zero-trust security frameworks in Salesforce significantly
strengthens resilience against modern cyber threats (Mensah, 2024). As demonstrated in Table 1 and
Figure 1, progressive layering of zero-trust policies from basic authentication to full-stack enforcement
resulted in higher detection rates, shorter response times, and improved prevention of unauthorized
access. These outcomes align with existing literature on zero-trust, which emphasizes the principle of
“never trust, always verify” as a way to reduce lateral movement and insider threats in cloud
environments (Patel et al., 2024). By enforcing multi-factor authentication, device compliance, and
micro-segmentation, the Salesforce environment becomes more resistant to targeted attacks, ensuring
both regulatory compliance and customer trust.
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Optimizing network performance with SD-WAN integration

A major contribution of this study lies in demonstrating how SD-WAN enhances CRM network
performance without compromising security. The improvements in throughput, latency, jitter, and
packet loss shown in Table 2 reflect the inherent benefits of dynamic traffic steering and secure
tunneling. These findings reinforce prior studies that highlight SD-WAN as a scalable alternative to
traditional MPLS, particularly in cloud-first architectures (Thati, 2025). For Salesforce, where
continuous connectivity is essential for real-time operations, SD-WAN ensures reliable performance
across distributed teams. The nearly perfect application availability (99.7%) under full SD-WAN mesh
indicates that organizations can achieve secure yet seamless Salesforce access, an essential factor for
global enterprises (Borgianni et al., 2023).

Balancing security and usability in CRM systems

One of the common concerns surrounding zero-trust adoption is the potential negative impact on user
experience due to frequent authentication and policy checks. However, the findings in Table 3 and
Figure 2 suggest that integrating SD-WAN mitigates this challenge by improving login speeds, page
load times, and error reduction (Agboola et al., 2024). The hybrid deployment achieved the highest user
satisfaction index (9.1), indicating that security and usability are not mutually exclusive when systems
are properly designed. These insights are particularly relevant for Salesforce, where productivity and
user acceptance are critical for achieving ROI in CRM investments (Ileana et al., 2024). By designing
architectures that balance strict access controls with efficient network optimization, organizations can
address both security and business continuity needs.

Statistical validation of integrated architectures

The statistical validation in Table 4 provides strong evidence for the effectiveness of combining zero-
trust and SD-WAN. The significant results of the t-tests and ANOVA confirm that observed
improvements were not random but the outcome of deliberate architectural changes (Muhamad &
Abdulmonim, 2024). Moreover, regression analysis highlighted the combined role of MFA, device
compliance, and micro-segmentation in predicting CRM security resilience, while correlation analysis
established a strong link between login time and user satisfaction. These findings not only validate the
experimental results but also demonstrate the robustness of the proposed architecture across multiple
dimensions security, performance, and usability (Dzalev & Velinov, 2024).

Practical implications for enterprise adoption

From a practical perspective, the integration of zero-trust CRM with SD-WAN security architectures
offers enterprises a blueprint for securing cloud-based applications without sacrificing performance.
For organizations heavily reliant on Salesforce, the architecture ensures compliance with global data
protection regulations, minimizes risks of data breaches, and supports remote workforces with
optimized connectivity (Shaheen et al., 2024). The study also addresses concerns about scalability,
showing that SD-WAN can adapt to varying traffic conditions while zero-trust policies dynamically
enforce access control (Ibrahim et al., 2025). These insights provide IT leaders and security architects
with actionable evidence to justify investments in modernized security infrastructures.

Limitations and directions for future research

Despite promising outcomes, the study has several limitations. The experimental environment was
based on Salesforce sandbox deployments, which may not fully capture the complexity of real-world
enterprise integrations. Additionally, while simulated attacks provided useful insights, they cannot
replicate the full spectrum of evolving cyber threats. The survey data, though statistically validated, was
limited to 200 respondents and may not reflect broader industry perspectives. Future research should
explore longitudinal studies across multiple industries, extend the framework to other CRM platforms
such as Microsoft Dynamics or HubSpot, and evaluate the role of artificial intelligence in adaptive zero-
trust enforcement. Such studies will deepen the understanding of how integrated architectures evolve
in response to both business and security demands.
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Conclusion

This study demonstrates that integrating zero-trust security frameworks with SD-WAN architectures
provides a robust and scalable solution for securing Salesforce CRM environments while maintaining
high levels of performance and usability. The layered enforcement of zero-trust policies significantly
improved threat detection and response capabilities, while SD-WAN optimization enhanced
throughput, reduced latency, and ensured near-perfect application availability. Importantly, the hybrid
approach balanced stringent security with user-centric outcomes, resulting in faster logins, smoother
workflows, and higher satisfaction levels. Statistical validation confirmed the significance and
reliability of these improvements, underscoring the effectiveness of the proposed architecture. While
challenges of scalability and real-world complexity remain, the findings provide a practical blueprint
for enterprises seeking to strengthen CRM security in an era of cloud adoption, distributed workforces,
and evolving cyber threats.

References

1. Agboola, T. O., Adegede, J., & Jacob, J. G. (2024). Balancing Usability and Security in Secure
System Design: A Comprehensive Study on Principles, Implementation, and Impact on
Usability. International Journal of Computing Sciences Research, 8, 2995-3009.

2. Badoni, P., Wadhwa, M., & Shrimal, V. M. (2024, November). Enhancing IoT Scalability and
Security through Cloud Integration: Opportunities and Challenges. In 2024 International
Conference on Intelligent Computing and Emerging Communication Technologies (ICEC) (pp. 1-
6). IEEE.

3. Borgianni, L., Adami, D., & Giordano, S. (2023, October). Optimizing network performance and
reliability with an integrated sd-wan and satellite 6g architecture. In 2023 2nd International
Conference on 6G Networking (6GNet) (pp. 1-4). IEEE.

4. Carvajal, J. M., Gilabert, F. T., & Canadas, J. (2021, December). Corporate network transformation
with SD-WAN. A practical approach. In 2021 Eighth International Conference on Software
Defined Systems (SDS) (pp. 1-6). IEEE.

5. Colomb, Y., White, P., Islam, R., & Alsadoon, A. (2022). Applying zero trust architecture and
probability-based authentication to preserve security and privacy of data in the cloud. In Emerging
trends in cybersecurity applications (pp. 137-169). Cham: Springer International Publishing.

6. Dzalev, S., & Velinov, G. (2024, August). Validation Without Rules: A Data Integration Case
Study. In International Database Engineered Applications Symposium (pp. 281-294). Cham:
Springer Nature Switzerland.

7. Ibrahim, R., Khider, 1., Edam, S., & Mukhtar, T. (2025). Comprehensive Strategies for Enhancing
SD-WAN: Integrating Security, Dynamic Routing and Quality of Service Management. IET
Networks, 14(1), €70007.

8. lleana, M., Petrov, P., & Milev, V. (2024). Integrating Distributed Web Systems into CRM
Platforms to Optimize User Experience and Business. In Proceedings of the Computational
Methods in Systems and Software (pp. 250-262). Cham: Springer Nature Switzerland.

9. Kommera, A. R. (2024). Artificial Intelligence in Data Integration: Addressing Scalability,
Security, and Real-Time Processing Challenges. International Journal of Engineering and
Technology Research (IJETR), 9(2), 130-144.

10. Mensah, F. (2024). Zero trust architecture: A comprehensive review of principles, implementation
strategies, and future directions in enterprise cybersecurity. International Journal of Academic and
Industrial Research Innovations (IJAIRI), 10, 339-346.

11. Muhamad, Z. H., & Abdulmonim, D. A. (2024). An Integrated Architecture for Validation of
Simulation Models and Validation Methods Classification. Journal of Telecommunication,
Electronic and Computer Engineering (JTEC), 16(4), 57-64.

12. Nguyen, B., Jaber, F., & Simkin, L. (2022). A systematic review of the dark side of CRM: the need
for a new research agenda. Journal of strategic marketing, 30(1), 93-111.

13. Ojha, N., & Vaish, A. (2025). Why Perimeter Security is No Longer Enough: Observations and
Open Challenges. In Zero-Trust Learning (pp. 305-328). Apple Academic Press.

70



Zero-Trust CRM: SD-WAN Security Architectures For Salesforce

14

15.

16.

17.

18.

19.

20.

. Patel, R., Miiller, K., Kvirkvelia, G., Smith, J., & Wilson, E. (2024). Zero trust security architecture
raises the future paradigm in information systems. Informatica and Digital Insight Journal, 1(1),
24-34,

Prajapati, D., Bowman, J., & Suvarna, N. (2024). Designing Real-world Multi-domain Networks.
Cisco Press.

Rizvi, S., Orr, R. J., Cox, A., Ashokkumar, P., & Rizvi, M. R. (2020). Identifying the attack surface
for IoT network. Internet of Things, 9, 100162.

Shaheen, N., Jaiswal, S., Chinta, D. U., Singh, N., Goel, O., & Chhapola, A. (2024). Data privacy
in hr: Securing employee information in us enterprises using oracle hcm cloud. International
Journal of Research Radicals in Multidisciplinary Fields, ISSN, 319-341.

Thati, S. R. (2025). Fault and Performance Management in SD-WAN: Overcoming Key
Challenges. Journal of Computer Science and Technology Studies, 7(3), 573-579.

Vora, V. A. (2025). Demystifying Zero Trust Security: The No-Trust Network Paradigm. Journal
of Computer Science and Technology Studies, 7(3), 141-148.

Wilson, A. (2024). Utilizing Advanced Technology in Salesforce to Enhance CRM and Problem
Solving. Management (IJCRM), 3, 1-11.

71



