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Abstract 
Tenant routing multicast represents a specialised multicast structure engineered for 

multi-tenant environments, mainly within information centers utilizing VXLAN  
overlays. The structure permits green multicast routing and isolation across tenant 
domains whilst addressing fundamental challenges in multicast scalability and 

protection. Modern-day statistics show that middle infrastructures face significant 
complexity when enforcing multicast offerings across isolated tenant domains, where 

traditional strategies regularly fail to provide adequate separation between purchaser 
traffic flows. The implementation extends traditional multicast paradigms through 

associating multicast routing times with tenant digital routing and forwarding tables, 
leveraging VXLAN  for overlay segmentation. A couple of deployment models exist, 
each proper to specific operational requirements and infrastructure constraints. 

Standalone modes offer trustworthy deployment in which each community device 
operates independently without relying on outside controllers or centralized 

management structures. Hybrid models integrate centralized management plane 
control with disbursed forwarding capabilities, leveraging software-defined 
networking ideas while maintaining hardware-expanded forwarding performance. Aid 

utilization styles vary appreciably among deployment architectures, with standalone 
modes generally consuming more memory according to the device because of 

distributed kingdom preservation. Safety considerations encompass all technical and 
operational factors, requiring tenant isolation renovation in any respect of the 
community layers from bodily interfaces to application-level data streams. 

Comprehensive monitoring competencies offer visibility into per-tenant metrics and 
device overall performance, assisting powerful operational management. 
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1. Introduction 

Multicast routing in multi-tenant data centers is challenged by specific requirements arising from tenant 

isolation, the creation of massive overlay networks, and support for heterogeneous applications such as 

IPTV, video conferencing, and telemetry systems. Current data center architectures are greatly challenged 

by the operation of multicast services over isolated tenant domains, with traditional implementations 

tending to lack sufficient separation between customer traffic flows. The Layer 3 multicast BGP/MPLS 

VPN solution model prescribes mandatory functions that allow service providers to provide multicast 

services while having strict tenant segregation, necessitating the implementation of certain control plane 

mechanisms for effective functionality [1]. Classical multicast designs tend to face the challenges of the 

complexity involved in sustaining independent routing domains with good resource use and security 
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segregation, especially when customer configurations necessitate bandwidth efficiency as well as total 

traffic segregation. 

TRM augments conventional multicast fashions by linking multicast routing times to tenant virtual routing 

and forwarding (VRFs), taking advantage of VXLAN  for overlay segmentation. This technique affords 

fine-grained management over multicast traffic while preserving the overall performance benefits of 

hardware-improved forwarding. The design accommodates several deployment models, each aligning with 

certain operational necessities and infrastructure limitations. Multicast VPN deployments call for careful 

planning for provider tunnel selection, customer multicast routing protocol support, and inter-AS 

connectivity modes to optimize performance over heterogeneous network topologies [2]. The complexity 

of implementation differs substantially, primarily based on whether or not deployments make use of ingress 

replication, selective provider multicast carrier interfaces, or inclusive issuer multicast carrier interfaces for 

traffic distribution. 

Knowing those deployment options lets community engineers select and adapt answers that meet specific 

operational targets, starting from simple proof-of-concept deployments to state-of-the-art production 

deployments, helping hundreds of tenants. The standards for choice usually entail trade-offs amongst 

managing aircraft scalability, forwarding performance, operational complexity, and convergence time 

requirements. BGP/MPLS VPN multicast solutions need to handle both Any-Source Multicast and Source-

Specific Multicast models with mechanisms for customer site discovery as well as auto-discovery of 

multicast VPN membership information [1]. The solutions implemented by service providers should take 

into account interoperability needs between customer equipment and provider edge equipment to integrate 

seamlessly within heterogeneous network infrastructures where equipment from various vendors may 

coexist within one infrastructure deployment. 

 

2. Standalone Mode Deployment Architecture 

 

2.1 Core Elements and Configuration 

Standalone mode is the simplest form of TRM deployment in which all network devices function 

independently without depending on external controllers or centralized management platforms. Standalone 

mode uses local routing protocols and configuration to provide multicast routing domains per tenant. MPLS 

VPN solutions offer native isolation capabilities with label-switched paths, in which every customer has 

instances of dedicated routing and forwarding tables that isolate the mixing of traffic among disparate tenant 

domains [3]. The design benefits from the native scalability of MPLS technology, which can support 

thousands of VPN instances on contemporary provider edge hardware with deterministic forwarding 

behavior and quality of service assurance across a wide range of customer requirements. 

The architecture has three main elements: the multicast routing engine, the tenant-specific forwarding 

tables, and VXLAN  tunnel endpoints. Every tenant VRF has a separate multicast routing table, which 

supports independent operation with the ability to share the underlying physical infrastructure. Protocol 

Independent Multicast runs within each context of the VRF and constructs distinct multicast trees for 

various tenant domains. Multicast Label Distribution Protocol signaling mechanisms facilitate scalable, 

efficient tree construction by creating point-to-multipoint label-switched paths, which enable optimized 

bandwidth utilization and strict tenant separation [4]. Careful coordination of unicast routing protocols and 

multicast tree signaling is required in the implementation to ensure uniform forwarding behavior at all 

customer sites, where each VRF has independent protocol instances that run without any interference from 

other tenant domains. 

 

2.2 Forwarding Plane Isolation 

Isolation of the forwarding plane guarantees that multicast traffic is kept within defined tenant boundaries. 

Every VXLAN  Network Identifier maps to a unique tenant domain, and multicast replication is only done 

within the correct overlay network. Isolation blocks accidental data leakage while preserving high 

performance based on hardware forwarding. The security advantages of MPLS VPN deployments are a 

result of the inherent separation that is achieved with label-based forwarding, such that customer traffic is 
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completely isolated at the network layer without incurring the overhead of encryption or additional access 

controls [3]. The architecture of the forwarding plane preserves the routing information of customers from 

spreading outside defined limits and keeps complete privacy and security isolation in place between various 

tenant domains. 

The replication process makes use of ingress replication or multicast distribution trees based on the given 

implementation and network topology. Label Distribution Protocol multicast extensions provide dynamic 

point-to-multipoint tree establishment that automatically adjusts to changing network environments and 

customer demands, ensuring optimal utilization of bandwidth while ensuring deterministic forwarding 

behavior [4]. The tree creation algorithm takes into account customer web site connectivity trends and 

provider backbone topology limitations to facilitate efficient multicast transport over wide-ranging 

deployment situations, with support for dynamically adapting trees to site visitors' patterns as well as 

community performance measurements. 

 

 
Fig 1. TRM Standalone Mode Architecture [3, 4]. 

 

3. Hybrid Deployment Models 

 

3.1 Centralized Control with Distributed Forwarding 

Hybrid deployments integrate centralized management plane control with distributed forwarding. This 

architecture uses software-defined networking concepts but retains the performance advantages of 

hardware-accelerated forwarding. The tenant policies, multicast group membership, and routing decisions 

are all controlled by a centralized controller, whereas packet forwarding and replication are done by 

individual switches. The placement problem of controllers in software-defined networking scenarios needs 

advanced optimization strategies to identify optimal locations for control elements in network topologies, 

wherein MuZero-based smart agents can automatically solve placement issues based on latency limitations, 

fault tolerance needs, and traffic patterns [5]. The centralized control method offers tremendous benefits in 

terms of end-to-end visibility and policy enforcement, allowing for uniform application of security policies 

and quality of service parameters across all the involved network elements within the infrastructure 

deployment. 
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The self-sufficient answer frameworks show higher overall performance in deciding controller placement 

strategies that reduce latency in the community while maximizing fault tolerance and bring about the most 

beneficial consequences via reinforcement learning of mechanisms that self-adapt to evolving community 

situations and visitors' styles [5]. The synchronization protocols need to ensure consistency among 

distributed forwarding elements while keeping control plane overhead low and achieving fast convergence 

under network topology change or failure conditions. 

 

3.2 Multi-Site Considerations 

Multi-site installations add further complexity in sustaining a consistent multicast state geographically 

across dispersed data centers. TRM installations need to consider WAN connectivity restrictions, such as 

bandwidth constraints and changing latency properties. Site-local multicast domains may function 

autonomously while providing for inter-site connectivity with selective replication facilities. The 

distributed control platform architecture is designed to overcome scalability issues inherent in scale-out 

production networks through partitioning control functionality among multiple instances of a controller 

while ensuring consistency of global network state [6]. Implementation calls for close attention to inter-site 

connectivity patterns, bandwidth conditions, and latency profiles to guarantee optimal multicast delivery 

performance at geographically distributed sites. 

Border gateway services deliver interconnection among sites with protocol translation and traffic 

optimization. The gateways can enforce bandwidth management policies so that multicast traffic is not 

flooding inter-site links, while still keeping the service quality at an acceptable level. The control platform 

deployment enables network partitioning strategies, allowing for independent site-local domain operation 

with coordination mechanisms for inter-site communication and state synchronisation [6]. The gateway 

features traffic aggregation, protocol conversion, and bandwidth optimization to achieve efficient use of 

inter-site connectivity resources in sustaining the necessary quality of service levels for various multicast 

applications and customer demands. 

 

 
Fig 2. TRM Hybrid Deployment Model [5, 6].  
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4. Performance and Scalability Analysis 

 

4.1 Resource Utilization Patterns 

TRM deployments have specific resource utilization patterns based on the architecture and application mix 

selected. Stand-alone modes generally take more memory per device for maintaining distributed state, 

whereas central models are likely to have controller bottlenecks when under heavy load. MPLS 

configuration deployments need to pay special attention to label distribution protocol settings and 

forwarding table capacity constraints, where new switching platforms need to keep distinct label forwarding 

information bases for every configured instance of VPN [7]. Multicast forwarding tables grow linearly 

based on the number of active groups and tenant domains, necessitating thorough capacity planning to 

provide sufficient memory allocation for forwarding information bases and control plane state management 

across various customer needs. 

Hardware platforms of today can accommodate thousands of simultaneous multicast streams through 

hundreds of tenant VRFs, although actual capacity is contingent upon hardware-specific capabilities and 

the complexity of configuration. The consumption patterns of resources are quite different across various 

deployment models, with label-switched path creation involving explicit memory allocation for every 

configured tunnel interface and corresponding routing protocol instances [7]. The deployment should take 

into account both data plane forwarding capacity and control plane scalability limits to optimize 

performance for various deployment environments where customer traffic patterns and multicast group 

membership will vary considerably and also have a very significant influence on overall system resource 

utilization and forwarding table efficiency. 

 

4.2 Convergence Characteristics 

Convergence behavior in the network depends heavily on the deployment model. Standalone 

implementations use distributed protocols to detect failure and recover, which can lead to longer 

convergence times but higher control plane fault resilience. Centralized models can converge faster using 

state updates coordinated by the controller, but risk service disruption during controller failures. Multicast 

VPN testbed examples illustrate the difficulty in synchronizing consistent forwarding state among many 

provider edge routers, with convergence behavior being highly dependent upon the interaction between the 

customer multicast routing protocols and the provider backbone signaling procedures [8]. Failure detection 

and recovery processes need to take both customer site connectivity failures and provider backbone network 

failures into consideration to allow consistent delivery of multicast services within all involved customer 

domains. 

The decision between these methods is typically influenced by application requirements and tolerances for 

acceptable downtime. Mission-critical applications can prefer a standalone deployment for their fault 

resilience, whereas dynamic environments can take advantage of centralized management features. Cloud-

based deployment testing within laboratories shows the problem of multicast tree establishment and 

maintenance, where cooperation between provider infrastructure and customer multicast applications needs 

to be harmonized carefully to provide satisfactory convergence performance [8]. The convergence behavior 

analysis should account for steady-state performance characteristics as well as transient behavior during 

topology changes in the network to provide anticipatable multicast delivery across a range of customer 

needs and deployment environments. 
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Fig 3. TRM Performance & Scalability Analysis [7, 8]. 

 

5. Operational Considerations and Best Practices 

 

5.1 Monitoring and Troubleshooting 

Effective TRM operation necessitates end-to-end tracking abilities that offer insight into step-by-step tenant 

metrics and widespread overall system performance. The most important performance parameters are 

multicast group membership, traffic rates, replication effectiveness, and control plane convergence times. 

OSPF multicast routing deployments based on Reverse Path Forwarding methods show considerable 

performance differences according to network structure and traffic patterns, in which routing protocol 

convergence times vary from milliseconds to seconds according to multicast tree construction and 

maintenance complexity [9]. Multicast troubleshooting in multi-tenancy scenarios demands advanced tools 

and techniques that can isolate the issue to a particular tenant domain with overall system stability. 

Community operators want a way to isolate problems to particular tenant domain names with average 

gadget balance. This typically involves comprehensive packet tracing and state analysis on various layers 

of networks. The multicast performance analysis of OSPF uncovers vital dependencies between routing 

protocol performance and multicast forwarding behavior, wherein inefficient routing decisions have 

profound effects on overall system performance and customer experience [9]. Implementation involves 

advanced monitoring solutions that can correlate control plane occurrences with forwarding behavior in the 

data plane to enable end-to-end visibility into multicast service delivery performance and pinpoint possible 

problems before they affect customer applications and service quality metrics. 

 

5.2 Security and Compliance 
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TRM deployments include security and compliance considerations both technically and operationally. 

Isolation of tenants should be ensured at all network levels, from physical interfaces to application-level 

data streams. Access control features must block unauthorized access to multicast groups while allowing 

valid inter-tenant communication where necessary. Advanced mobile IP deployments with multicast 

extensions illustrate the intricacies of sustaining security boundaries in the presence of mobility and 

handover situations, where home agent operation must manage multicast group membership over 

heterogeneous network domains [10]. Compliance needs can mandate particular deployment strategies, 

especially in regulated sectors where data protection and security laws place tight constraints on network 

handling of data and tenant isolation mechanisms. 

Audit functionality should be able to offer comprehensive logging of multicast traffic to facilitate 

compliance reporting and forensic analysis when required. The deployment has to facilitate extensive 

logging of membership changes in multicast groups, patterns of traffic flow, and access control verdicts to 

address compliance requirements and allow forensic analysis of security incidents. Multicast extension 

mechanisms in mobile environments need to be carefully designed about security implications during 

handover processes, under which temporary service disruption and exposure to security weaknesses have 

to be reduced by appropriate authentication and authorization protocols [10]. Security architecture here has 

to take into account network-level threats as well as application-level vulnerabilities that may threaten 

multicast service integrity, necessitating defense-in-depth deployments safeguarding against multifaceted 

attack vectors while sustaining ideal performance and operational efficiency over multi-tenant 

environments. 

 

 
Fig 4.  TRM Operational Considerations Dashboard [9, 10].   
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Conclusion 

Tenant routing multicast deployment scenarios provide bendy solutions for implementing multicast routing 

within multi-tenant data center environments. The structure addresses complicated necessities of present-

day virtualized infrastructures at the same time as maintaining strict tenant isolation and top-of-the-line 

overall performance traits. Standalone deployment fashions provide simplicity and operational resilience, 

making them especially suitable for smaller deployments or environments where centralized management 

offers operationally demanding situations. The distributed nature of standalone architectures provides 

inherent fault tolerance, even though at the price of multiplied per-tool aid consumption and configuration 

complexity. Hybrid deployment fashions enable greater scalability and operational efficiency through 

centralized management of aircraft control while retaining dispersed forwarding overall performance 

benefits. These models are specially suited to large-scale deployments where manual configuration will 

become impractical and coordinated coverage enforcement becomes crucial. Multi-website deployment 

concerns introduce extra complexity in retaining a steady multicast kingdom throughout geographically 

dispersed data centers, requiring sophisticated border gateway features and inter-site coordination 

mechanisms. Overall performance and scalability characteristics range significantly between deployment 

fashions, with resource usage styles relying closely on chosen architecture and alertness requirements. The 

selection of suitable deployment strategies relies upon several factors, including tenant scale, utility 

necessities, operational abilities, and infrastructure constraints. Operational concerns encompass complete 

tracking necessities, safety frameworks, and compliance mechanisms that ensure reliable multicast service 

shipping throughout numerous tenant environments. Future evolution in the direction of extra automation 

and intelligence will possibly incorporate system learning-based optimization and greater protection 

capabilities to deal with rising operational challenges. 

 

References 

[1] T. Morin et al., "Mandatory Features in a Layer 3 Multicast BGP/MPLS VPN Solution," Internet 

Engineering Task Force (IETF), 2012. [Online]. Available: https://dl.acm.org/doi/pdf/10.17487/RFC6517  

[2] CISCO, "IP Multicast: MVPN Configuration Guide," 2016. [Online]. Available: 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipmulti_mvpn/configuration/xe-16/imc-mvpn-xe-16-

book/imc-cfg-mc-vpn.html  

[3] Richard Gargan, "What is An MPLS VPN? Types, Protocols & Benefits Explained," Netmaker, 2024. 

[Online]. Available: https://www.netmaker.io/resources/mpls-vpn  

[4] Petr Lapukhov, "Using MPLS and M-LDP Signaling for Multicast VPNs," iNE, 2010. [Online]. 

Available: https://ine.com/blog/2010-03-08-using-mpls-and-m-ldp-signaling-for-multicast-vpns  

[5] Ouafae Benoudifa et al., "Autonomous solution for Controller Placement Problem of Software-

Defined Networking using MuZero based intelligent agents," ScienceDirect, 2023. [Online]. Available: 

https://www.sciencedirect.com/science/article/pii/S1319157823003968   

[6] Aminanto, "ONIX: A Distributed Control Platform for Large-scale Production Networks," Medium, 

2014. [Online]. Available: https://medium.com/@Aminanto/paper-review-4920b016bb0c  

[7] Cisco, "Multiprotocol Label Switching (MPLS) Configuration Guide, Cisco IOS XE Everest 16.6.x 

(Catalyst 9400 Switches)," 2017. [Online]. Available: 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/16-

6/configuration_guide/mpls/b_166_mpls_9400_cg/b_166_mpls_9400_cg_chapter_01010.html  

[8] NetworkingwithFISH, "mVPN Fun in the Lab: Add Multicast in the Cloud – Part 5 of 6," 2019. 

[Online]. Available: https://www.networkingwithfish.com/mpls-fun-in-the-lab-add-the-multicast-in-the-

cloud-part-5/  

[9] K.Kumaravel et al., "PERFORMANCE ANALYSIS OF OSPF IN MULTICAST ROUTING USING 

RPF TECHNIQUE," International Journal of Distributed and Parallel Systems, 2012. [Online]. Available: 

https://airccse.org/journal/ijdps/papers/0312ijdps13.pdf  

[10] Chun-Chuan Yang et al., "A Multicast Extension for Enhanced Mobile IP by Home Agent 

Handover," IFIP Digital Library. [Online]. Available: 

https://dl.ifip.org/db/conf/euc/eucw2007/YangCY07.pdf  

https://dl.acm.org/doi/pdf/10.17487/RFC6517
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipmulti_mvpn/configuration/xe-16/imc-mvpn-xe-16-book/imc-cfg-mc-vpn.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipmulti_mvpn/configuration/xe-16/imc-mvpn-xe-16-book/imc-cfg-mc-vpn.html
https://www.netmaker.io/resources/mpls-vpn
https://ine.com/blog/2010-03-08-using-mpls-and-m-ldp-signaling-for-multicast-vpns
https://www.sciencedirect.com/science/article/pii/S1319157823003968
https://medium.com/@Aminanto/paper-review-4920b016bb0c
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/16-6/configuration_guide/mpls/b_166_mpls_9400_cg/b_166_mpls_9400_cg_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/16-6/configuration_guide/mpls/b_166_mpls_9400_cg/b_166_mpls_9400_cg_chapter_01010.html
https://www.networkingwithfish.com/mpls-fun-in-the-lab-add-the-multicast-in-the-cloud-part-5/
https://www.networkingwithfish.com/mpls-fun-in-the-lab-add-the-multicast-in-the-cloud-part-5/
https://airccse.org/journal/ijdps/papers/0312ijdps13.pdf
https://dl.ifip.org/db/conf/euc/eucw2007/YangCY07.pdf

