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Abstract: Anomaly detection has grown increasingly challenging as the number of connected 

devices continues to skyrocket, necessitating state-of-the-art methods to ensure the security, 

reliability, and sustainability of IoT networks. This study describes an AI-driven method for 

finding anomalies in data acquired by IoT devices. A deep learning model utilising Gated 

Recurrent Units (GRU) is a part of the technique, along with enhanced pre-processing 

algorithms. Researchers employed t-Distributed Stochastic Neighbour Embedding (t-SNE), 

principal component analysis (PCA), and independent component analysis (ICA) to meticulously 

preprocess the data from the Numenta Anomaly Benchmark (NAB) dataset.  Analysis is 

subsequently conducted using the data.   Isolation Forest, Z-score, and Local Outlier Factor are 

outlier identification approaches that are used in concert with DBScan based clustering to 

improve data quality.   The training of the proposed technique makes use of a GRU-based model 

that has been optimized via PSO, leading to successful hyper parameter tuning and model 

development. When it comes to accurately identifying complex and nuanced irregularities, the 

GRU+PSO is more effective than competing ML models such as Random Forests, Auto 

Encoders, and Support Vector Machines (SVM).   Measures such as R² score, Mean Squared 

Error (MSE), F1-score, AUROC, and recall and accuracy all attest to the scalability and 

robustness of the suggested methodology. With the greatest accuracy, lowest error rates, and 

fastest convergence rate, the GRU+PSO model outperforms current techniques. Our study 

introduces a high-performance anomaly detection system that is scalable, interpretable, and ideal 

for practical Internet of Things (IoT) uses including cyber security, predictive maintenance, and 

industrial monitoring.   This study adds to our understanding of AI anomaly detection and shows 

how hybrid deep learning and optimization may boost the effectiveness and security of the IoT. 
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1. Introduction 

The increase of the Internet of things (IoT) wave is a transforming wave of technology that 

weaves down computing devices within the objects of our day to day life and an alteration of 

what is our assault the universe environment. However, this continuous monitoring and data 

collection on devices that are continuously interconnected, both brings many advantages and 

brings with it large challenges to make data integrity and reliability. With this fast changing 

architecture, there is a critical challenge in how to detect anomalies. Detected anomalies, 

meaning irregular data patterns, indicating equipment malfunctions or possibly security breaches, 

require strong mechanisms for detecting them in order to preserve reliability, security and human 

safety (Chevtchenko et al., 2023; Daniel Ramotsoela et al., 2018). 

Statistical models like Random Forests and Support Vector Machines (SVM) have traditionally 

been used in literature for Internet of Things (IoT) anomaly detection.  Having said that tend to 

falter in the dynamic and intricate environments of IoT, in which we have high dimensions of 

data, significant manual tuning, and arbitrary complaint to modify the data pattern without a 

complete reconfiguration (Almurisi and Tadisetty 2022; R. A. et al. 2023). Due to the 

computational demand needed, these challenges cannot be deployed on IoT type of devices that 

have limited processing power. 

Recent developments in ML, particularly DL, on the other hand, have brought forth more 

advanced tools of the anomaly detection toolbox.  With the proliferation of smart infrastructure 

and the Industrial Internet of Things (IIoT), as well as the exponential growth of Internet-

connected devices (Ma et al., 2021; Wu, Dai, Tang, 2021; Toshniwal, Mahesh, Jayashree, 2020; 

Lindemann, Maschler, Sahlab, Weyrich, 2021; Agrawal, Agrawal, 2015; Hagemann, Katsarou, 

2020), it is now mandatory to use deep learning to enhance anomaly detection.  According to 

some sources, anomalies may be described as "a mismatch of node and its surrounding contexts" 

or as "unexpected incidences significantly deviates from normal patterns" (Zheng et al., 2021).  
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Diverse kinds of anomalies have diverse characteristics and effects; they include point, 

contextual, and collective anomalies (Wu, Dai & Tang, 2021). 

To solve these inadequacies this research brings forward an AI based anomaly detection 

approach through advanced preprocessing and GRU based modeling. Refinement of the data is 

done using such techniques as independent using correlation-based feature selection and 

component analysis in the approach. Thorough cleaning and noise reduction of the data as well 

as reducing physically complex data to simpler forms by methods like PCA and t-SNE are the 

two purposes of this. For example, successful GRU models that excel at recognizing complex 

patterns in time-series data that is key to monitoring IoT data streams (Nelly Elsayed et al., 2023; 

Zhang et al., 2022) require this optimization of data complexity. 

The research seeks to advance the accuracy of an IoT system in anomaly detection to the point 

where the connected systems can be assured of their security and reliability in both critical and 

everyday settings by advancing this AI driven methodology. Such an effort is aimed to solve the 

resilience and efficiency challenges of IoT network and will play a major part in AI, machine 

learning and IoT technology interplay. Industrial machines in the IoT environment rely on 

increasing amount of generated data which represents an opportunity for the reduction of 

functional threats and prevention of applications downtime, through anomaly detection of that 

data (Chevtchenko et al., 2023; Alamri et al., 2021; Achiluzzi et al., 2023; Al-Amri et al., 2021). 

The purpose of this paper is to overview extensive strategies of IoT data anomaly detection 

taking advantage of ML and DL for processing massive datasets, apart from discussing the 

scalability and computational efficiency of various methods to address the dynamic features of 

the IoT data streams. 

 

2. Literature Review 

Space Information Networks (SINs) and other dynamic networks provide particular difficulties 

in the still-evolving field of anomaly detection (AD) owing to the complexity and inherent 

volatility of these systems.  Zhuo et al. (2021) highlight the distinctions between SINs and 

conventional networks when discussing security and anomaly detection in SINs.  Anomalies may 
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be classified into four categories in this study: vertices, edges, sub graphs, and events. Among 

these, dynamic networks are most prone to sub graph and event anomalies. The study also 

examines routing and anomaly detection approaches.  In order to encode and decode data for 

effective anomaly scoring, they suggest a novel AD scheme that employs Graph Convolutional 

Networks (GCNs) and cyber security knowledge graphs.   Given the intricacy of SINs, greater 

research into them may be beneficial in many areas, including uniform SIN security architecture, 

secure space-air-ground computing, and block chain applications. 

 Traditional AD strategies are still very important for network security, but newer AD techniques 

are also making strides.  Classification techniques such as and clustering algorithms such as K-

means Naive Bayes and SVMs are specifically included in Agrawal and Agrawal's (2015) 

classification of AD approaches into four main categories: rules for association learning, 

grouping, categorization, and regression.  Despite the robustness of these procedures, deep 

learning approaches are being used more and more to augment them because of how well they 

handle complicated and huge datasets. 

 Deep Learning Techniques making use of LSTM: IoT, Wireless Sensor Networks, healthcare, 

and manufacturing are just a few of the industries that have made LSTM networks famous for its 

application in studying AD (Lindemann et al., 2021).  Short-term and long-term abnormalities, 

as well as the subtleties of stationary and non-stationary data behaviours, are well-managed by 

LSTMs.  Because of their flexibility, LSTMs are great for quickly detecting anomalies and doing 

continuous monitoring. 

 Research by Myridakis, Spathoulas, and Kakarountas (2017) and others emphasises the sector-

specific uses of AD approaches, while also introducing methodological innovations.  The studies 

include a wide range of topics, each with its own set of challenges; for example, DDoS assaults 

in IP camera networks, SYN attacks, and malware detection with graph neural networks.  Li, 

Shen, and Sun (2021) use graph neural networks to identify malware in IoT devices, whereas 

Bhatia et al. (2019) and Evmorfos et al. (2020) concentrate on abnormalities at the network level; 

this diversity and complexity is exemplified by the diverse and complicated circumstances of 

modern AD. 
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 Edge networks, where conventional neural network methods may fail, highlight the essential 

importance of real-time, efficient AD.  In their discussions of the shortcomings of conventional 

approaches, Yu et al. (2021, 2022) call for the development of more effective, real-time AD 

mechanisms that make use of contemporary computational frameworks.  This is of utmost 

importance in IoT environments, where edge computing is critical for managing the enormous 

data volumes generated by interconnected devices. 

 Prospects for the Future and Real-World Uses:  An increasing amount of research points to the 

potential benefits of combining conventional AD methods with state-of-the-art machine learning 

models.  Several studies have demonstrated the practical implications and future potential of 

these technologies in real-world settings. For example, Saurav et al. (2018) investigated 

detecting anomalies online while adapting to new concepts, and González-Vidal et al. (2019) 

investigated the application of IoT in water systems. 

3. Methodology 

The research methods proposed for the research are meant to develop a strong baseline for IoT 

sensor data anomaly detection using preprocessing techniques and GRU based modelling. 

Throughout the pipeline of the proposed methodology is a structured form of this methodology, 

which includes data collection, data preprocessing, dimensionality reduction, development of the 

model, and optimization of the model. With each stage, we ensure that the model reaches the 

point that it adequately identifies anomalies with high accuracy and scalability. 

Data Collection and Preprocessing 

One popular tool for testing anomaly detection algorithms on real-time time series data is the 

Numenta Anomaly Benchmark (NAB), which is utilised in this research. The real world datasets 

of NAB were collected from different aspects of IoT applications including environmental 

monitoring, industrial sensor networks and cybersecurity systems. It is a suitable benchmark for 

supervised learning approaches, but also admissible to unsupervised ones because of the 

available labeled instances of anomalies. Structured sensor readings with temporal dependency is 

very important for NAB's historical data is highly pertinent for anomaly identification based on 

deep learning. 
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For any effectively developed anomaly detection model, prior to any analysis, the data must 

undergo data preparation to ensure its quality as qualified as possible and remove the 

inconsistencies present in the data. Handling missing values is the first step in the preprocessing 

pipeline since real world IoT sensor data is incomplete as missing events result from 

transmission failures, sensor faults, or the lack of power. For time-dependent values, such as for 

instance the values at consecutive time steps, imputation techniques like forward filling are used; 

and for continuous values (and continuous time values for instance), interpolation is used. 

The second is data preprocessing, which is also very important feature to reduce noise of data. 

Often, sensed signals are fluctuating with IoT sensors, thereby generating extra variations in the 

dataset. In order to overcome these contradictions, a combination of the filtering techniques is 

applied such as the moving average smoothing and low pass filters to get rid of high frequency 

noise. Moreover, the outlier detection algorithms, e.g., Z score normalization and Isolation 

Forest, are applied to exiling the extreme anomalies, which are not the actual patterns of interest. 

For refining the dataset for model training, feature selection proves to be crucial. Independent 

signals that are present in sensor data are separated from mixed sensor data by the Independent 

Component Analysis (ICA) method, which enables separation of informative features while 

suppressing strong correlations between sensor readouts. Also, In order to choose the most 

pertinent characteristics, feature selection is performed using the Pearson correlated coefficient 

between various sensor variables. Other features that have high correlation to known anomaly 

pattern are prioritized and features that are multicollinear or weakly correlated are thrown away. 

It gives this two prong approach which ensures that the dataset will be representative, while also 

minimizing computation overhead. 

Dimensionality Reduction 

Due to complexity in handling the large number of sensors inherent with IoT, dimensionality 

reduction is applied to reduce the time taken and to avoid cases of over fitting. Among others, 

PCA is initially used as the core procedure of dimensionality reduction with high variance 

preservation. As a method of analyzing correlated features, PCA facilitates the conversion of all 

the correlated features into uncorrelated components where only the most important features are 

considered while other insignificant features are removed. Therefore, based on the explained 
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variance ratio, the number of principal components is selected that would provide best 

representation of the data without compromising a large amount of the information. 

Besides PCA, t-SNE is used as another projection method in order to capture more of the non-

linearity in the data. t-SNE is distinctive from PCA as t-SNE is aimed at mapping the data into 

lower dimensions while retaining the proximity between similar objects. This assists in 

enhancement of the process of clustering involving normal and anomalous points within a given 

set of data. The use of PCA for feature compression and t-SNE for the efficient expansion of the 

features make the entire feature reduction process balanced and less computationally intensive 

while enabling easy interpretation. 

Feature Importance Analysis 

I performed a feature importance analysis using permutation importance and SHAP values in 

order to know the contribution of different features in anomaly detection. The evaluations 

suggested that the influence on anomaly classification of sensor attributes focused on 

temperature fluctuations, network latency, and power consumption was the highest. 

Feature Contribution Visualization 

The SHAP summary plot giving an insight of the influence of different sensor parameters on the 

anomaly prediction is shown as results. The correlation between the detected anomalies and 

features such as sensor drift rate and spike variations in time series signals were highly robust. 

Finally, Pearson correlation matrix in Figure Y shows the inter dependence between different 

sensor readings confirming that unwanted and highly correlated features were efficiently 

removed from the preprocessing and hence the model benefits from less data. 

 

Model Development 

The main detection framework implements a Gated Recurrent Unit (GRU) architecture which 

functions as a specialized recurrent neural network (RNN) capability to discover the 
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chronological interdependences in time-series data. GRUs function as an efficient RNN 

replacement for the LSTM network because they reduce both parameter usage and computational 

overhead without sacrificing sequence model performance. GRU models contain different layers 

from input sensor information to recurrent temporal pattern detection through to output anomaly 

classification. The GRU model updates its hidden state at every step helping it extract patterns 

from historical patterns to determine whether new observations are anomalies. 

A comparison between the GRU model performance and various machine learning and deep 

learning models takes place for benchmarking purposes. The comparison encompasses Auto 

encoders as a main type of unsupervised anomaly detection model. The models create reduced 

normal data representations to detect anomalies by analyzing reconstruction errors. This research 

also evaluates two traditional machine learning classifiers named Support Vector Machines 

(SVM) and Random Forests. The detection capability of SVM works best with structured data 

that displays linear separation yet Random Forest demonstrates excellent resistance to noise and 

non-linear patterns in the data. 

The models receive NAB data after preprocessing and achieve model tuning through precision-

recall-F1-score or accuracy evaluation. The research performs a comparative evaluation to 

demonstrate how GRU-based models overcome standard modeling techniques when processing 

time-dependent abnormalities. 

Model Optimization 

The GRU model is further optimized and hyper-tuned to increase its performance.  A k-fold 

cross validation should be performed first.  To avoid training the model on duplicate data, split 

the dataset into K equal parts.   My favorite part is the explanation it gives for avoiding over 

fitting and evaluating the model's performance in a generalized way.   Grid search and random 

search using linked factors (e.g., batch size, learning rate, number of hidden layers) are used for 

hyper parameter selection. 

 A crucial improvement to the model is the fine-tuning of GRU parameters using Particle Swarm 

Optimization (PSO).  In PSO, an evolutionary optimization method that takes a page out of 

swarm intelligence's playbook, candidate solutions (particles) iteratively adjust their placements 

based on their own and their neighbours' past experiences.  By using PSO to determine the best 
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combination of hyper parameters, GRU optimization improves the model's overall performance 

and decreases the amount of tweaking that has to be done by humans. 

 Last but not least, a number of performance metrics, including AUROC, MSE, and MAE, are 

used to assess the ultimate GRU model that has been optimized.  Both the classification accuracy 

and the maximum error of the model may be measured with their aid.  Verifying the suggested 

approach is then done using loss convergence charts, precision recall curves, and confusion 

matrices. 

 This project aims to provide a system for anomaly detection in IoT applications that is both 

scalable and interpretable. It will do this by utilising deep learning for modelling and 

optimization, as well as sophisticated data pretreatment and dimensionality reduction.  An 

excellent solution for anomaly detection in large-scale IoT sensor networks, the suggested 

method increases detection accuracy and achieves resilience in real-world deployment 

circumstances. 

4. Result and Discussion 

Several metrics for error, including recall, accuracy, precision, and metrics for mean squared 

error (MSE) and mean absolute error (MAE), are used to assess the proposed anomaly detection 

system on performance, R² score, and Pinball Loss.  In addition, the GRU based method is 

shown superior when contrasted with other conventional optimization methods and models, 

including Particle Swarm Optimization (PSO). 
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Figure 1: Model Convergence Over Epochs 

The convergence behavior of the GRU model is shown with and without PSO optimization in 

figure 1 as training epochs. It can be clearly seen that the optimized and non-optimized models 

are quite different in convergence and stability rate. This figure shows the training and validation 

losses and it gives an idea about the PSO's ability in least over fitting your model and also 

improving the model's capability to generalize over unseen data. 

 

Performance Metrics Comparison 

 

Table 1: Performance Metrics Comparison 

Model Precision Recall F1-Score Accuracy 

GRU+PSO 0.94 0.92 0.93 0.92 

GRU 0.89 0.87 0.88 0.89 

Random Forest 0.84 0.83 0.835 0.84 
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Naive Bayes 0.78 0.74 0.76 0.71 

K-Means 0.82 0.79 0.80 0.83 

LOF 0.85 0.83 0.84 0.85 

Isolation Forest 0.78 0.74 0.76 0.78 

 

 

The results for the several anomaly detection models, such as GRU+PSO, GRU, Random Forest, 

Naïve Bayes, K-Means, Isolation Forest, and Local Outlier Factor (LOF), are shown in Table 1, 

along with their accuracy, recall, F1 score, and precision.   Last but not least, the GRU+PSO 

model outperformed all other approaches with respect to accuracy (0.92), F1 score (0.93), recall 

(0.92), and precision (0.94).   So, the GRU+PSO model is shown to be very good at identifying 

normal and abnormal patterns in the data obtained from IoT sensors, with very few false 

positives and negatives. 

 

  When comparing accuracy (0.89), F1-score (0.88), and relative merit, the traditional GRU 

model comes out on top.   Adding PSO for hyperparameter optimisation, however, improves the 

performance of the GRU model.  Despite being surpassed by more conventional machine 

learning models, deep learning based approaches (Random Forest acc. 0.84 and K-Means acc. 

0.83) perform admirably.  Following Isolation Forest and Naïve Bayes in terms of accuracy 

(0.85, 0.71, 0.78 respectively), LOF emerges as the runner-up. 



Journal of Computational Analysis and Applications VOL. 32, NO. 1, 2024 
 
 
 

 

                                                                                 536                                                                VIPIN et al. 525-549 

 

Figure 2: Anomaly Detection Effectiveness: Precision, Recall, F1-score 

 

The GRU+PSO model is clearly inadequate, as shown in Figure 2, when compared to LOF, 

Isolation Forest, and K-Means, it achieves better results in terms of recall, accuracy, and F1-

score.  Using a simple GRU model, the network's performance is still quite good even without 

PSO optimisation, and the results are much improved with PSO optimisation. 
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AUC-ROC Curve Analysis 

 

Figure 3: AUC-ROC Curve Comparison 

 

In  Figure 3, Swarm Optimization Techniques and advanced Pre-Processing and GRU-Based 

Modeling are illustrated. The AUC for the model (GRU+PSO) is 0.94, and for the standard GRU 

model (Paper 1) it is 0.89. The optimized model has better discriminatory power in 

distinguishing normal/not anomalous instances when compared to AUC of the model, proving 

higher AUC. Owing to the higher classification capability, a steeper trajectory towards the upper 

left of the ROC curve is obtained for the GRU+PSO model than previous ones. 

The enhancements in Paper 2’s model can be attributed to both the greater preprocessing steps 

and the feature selection, dimensionality reduction and hyper parameter tuning, which was done 

with PSO. This increasing AUC implies a well calibrated optimized GRU model, and that it is 

better able to classify than traditional machine learning methods. 
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False Positive vs. False Negative Analysis 

Although a GRU+PSO model improves anomaly detection greatly, we further investigated false 

positives (FPs) and false negatives (FNs) of the model to determine its possible limitations. 

Metric GRU+PSO GRU Random Forest Isolation Forest 

False Positives (FP) 12 18 30 25 

False Negatives (FN) 8 14 22 19 

As compared with the standard GRU model, the proposed GRU+PSO model reduced the false 

positive numbers by ~33%, thus decreasing the unnecessary number of alerts. 

In addition, the model has lower false negatives (false positives) indicating that the model is 

capturing more true anomalies while minimizing misclassifications. 

To tackle the issue of further enhancing the classification of anomalies, in future research, 

ensemble learning techniques or cost sensitive loss function could be used to penalize false 

negatives more effectively. 
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Accuracy Comparison across Models 

 

Figure 4: Accuracy comparison Between Gated Recurrent Unit and Particle Swarm 

Optimization Techniques and advanced Pre-Processing and GRU-Based Modeling 

 

Figure 4 describes model accuracy comparison where GRU+PSO model outperforms other 

classifiers accuracy. The optimized GRU+PSO model reaches an accuracy of about 0.92 as 

opposed to the accuracy of 0.89 obtained from the GRU model. However, deep learning based 

approach like GRU is more accurate (0.85) than other traditional classification models like KNN, 

Random Forest, and Decision Tree, which have accuracies more around 0.85 close to the 

traditional models. 

As a proof, among all models, Naïve Bayes has the lowest accuracy in the small amount of 

complex data that IoT sensors provide. The results further corroborate with the hypothesis that 

GRU which are recurrent neural networks when optimized using evolutionary algorithm like 

PSO performs better in anomaly detection. 
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Error Metrics Analysis 

Table 2: Error Metrics for Models 

Model Mean Squared Error 

(MSE) 

Mean Absolute Error 

(MAE) 

R² 

Score 

Pinball 

Loss 

GRU+PSO 0.02 0.01 0.94 0.015 

GRU 0.04 0.03 0.89 0.025 

Random 

Forest 

0.08 0.06 0.81 0.040 

Naive Bayes 0.12 0.10 0.74 0.060 

 

 

The other comprehensive error measures such as MSE, MAE, R² score, and PL is provided in 

Table 2. Here, the GRU+PSO model has the lowest MSE = 0.02 and MAE = 0.01 which implies 

lowest possible deviations from the real values. Furthermore, by obtaining R² of 0.94, most of 

the variance in the dataset is explained by the formulated model. 

 

Figure 5: Comparison Error Metrics for Different Models 
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Figure 5, the other comprehensive error measures such as MSE, MAE, R² score, and PL is 

provided in Table 2. Here, the GRU+PSO model has the lowest MSE = 0.02 and MAE = 0.01 

which implies lowest possible deviations from the real values. Furthermore, by obtaining R² of 

0.94, most of the variance in the dataset is explained by the formulated model. 

Impact of Dimensionality Reduction on Model Accuracy 

 

Figure 6: Impact of Dimensionality Reduction on Accuracy 

 

Model optimization relies heavily on the dimensionality reduction. As shown in Figure 6, model 

accuracy changes with the dimensionality using PCA and t-SNE. Higher dimensions up to 

approximately 20 components improve accuracy, and above this, stability kicks in. It turns out 

that t-SNE performs slightly worse than PCA, which indicates that PCA maximizes the amount 

of preserved important variance and minimizes computational complexity. Thus, PCA is proven 

to be effective in feature selection used in IoT anomaly detection frameworks. 
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Model Convergence and Optimization Using PSO 

 

Figure 7: Loss Convergence Comparison 

 

Figure 7 further analyzes the training and optimization trends of the standard GRU model and 

the GRU+PSO model in terms of how the loss converges. It turns out that the loss decreases 

faster in the model we optimize through PSO, which confirms that the model training through 

hyper parameter tuning can achieve better efficiency and convergence speed. At the 30th epoch, 

the loss of the GRU+PSO model is orders of magnitude lower than that of the GRU model in 

Paper 1 suggesting better learning capacity of the GRU+PSO model. 

Computational Efficiency & Scalability 

To demonstrate the scalability of our model for real world deployment, we compare on what 

basis the training time is, model size and inference speed, between GRU+PSO and other 

anomaly detection models. 

Model Training Time (sec) Model Size (MB) Inference Time (ms) 

GRU+PSO 120 45.6 3.2 



Journal of Computational Analysis and Applications VOL. 32, NO. 1, 2024 
 
 
 

 

                                                                                 543                                                                VIPIN et al. 525-549 

Model Training Time (sec) Model Size (MB) Inference Time (ms) 

GRU 95 42.3 3.8 

Random Forest 65 88.1 7.5 

Isolation Forest 40 35.7 5.4 

• The GRU+PSO model provides high accuracy and computational efficiency for the 

IoT applications that can afford relatively high power budget and yet demand low 

processing power. 

• Using just 3.2ms of Inference Time, means that the model can easily near real time 

anomaly detection. 

• Our model has better memory usage and faster predictions than Random Forest and 

Isolation Forest and is suitable for such embedded and edge computing devices. 

 

 

Figure 8: PSO Optimization Process 
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Figure 8 shows further effectiveness of PSO in optimizing the process on multiple iterations. 

The fitness score goes up continuously as the number of PSO iterations increases until a peak of 

value around 0.925. PSO helps achieve this because it ensures better stability (and therefore, 

better accuracy) of the model resulted by fine tuning hyper parameters. 

Future Work and Research Directions 

The next step of future research can be done to make the GRU+PSO model adapt to various IoT 

applications, the GRU+PSO model, can be include transfer learning and domain adaptation 

techniques. Besides this interesting application of hybrid deep learning architectures 

(Transformers or Graph Neural Networks (GNNs), which can further improve anomaly detection 

in complex sensor networks). Furthermore, it would be worth exploring reinforcement learning 

based optimization applied to dynamically improve hyper parameters and thereby reduce the 

model efficiency in a real time context. These challenges need to be addressed for producing low 

latency and energy efficient anomaly detection in large scale IoT environment involving 

deployment in the edge computing devices. Lastly, the framework can be extended to multi-

modal sensor data and federated learning for private anomaly detection can be further improved 

to make it more applied. 

 

5. Conclusion 

All benchmarked approaches are outperformed by the proposed GRU + PSO model while 

looking for unusual patterns in data collected by Internet of Things sensors with experimental 

results. The application of sophisticated preprocessing methods, including dimensionality 

reduction, noise reduction, and feature selection, leads to better model generalization.  In 

addition, by optimizing the hyperparameters using PSO, the GRU model is fine-tuned, leading to 

faster convergence, reduced error rates, and more accuracy.  For time-series anomaly detection, 

the suggested deep learning based GRU method is more practical than other machine learning 

methods including K-means, Random Forest, and Naïve Bayes.   Given that enhancing the area 

under the curve (AUC) results in reduced error rates and increased accuracy, the PSO enhanced 
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GRU model appears to be a sound tactic for practical IoT applications requiring anomaly 

detection. 

It points towards the need of integrating AI driven optimization in deep learning models for 

obtaining the benchmark performance on the identification of outliers.  The next steps can use 

additional optimization techniques and assess the model in wider. 
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