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Abstract

The increasing complexity and scale of modern network infrastructures necessitate intelligent and adaptive systems capable of
self-management. This research presents a novel framework for developing adaptive networking protocols integrated with Al-
powered anomaly detection to enhance the autonomy and resilience of infrastructure management. The proposed system
leverages machine learning models to continuously monitor network behavior, detect irregular patterns, and autonomously adjust
network parameters in real-time. By incorporating reinforcement learning and unsupervised anomaly detection techniques, the
framework enables proactive mitigation of network faults, security threats, and performance bottlenecks. Experimental results in
simulated and real-world environments demonstrate significant improvements in network efficiency, fault tolerance, and overall
system reliability. This work paves the way for next-generation autonomous networks that are self-optimizing, self-healing, and
capable of operating with minimal human intervention.
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1. Introduction

An autonomous infrastructure (Al) system is formed by its
connecting networks, enabling large-scale infrastructure
management with wide monitoring coverage and high
operational efficiency. Due to the extensive and complicated
infrastructure composed of various types of devices,
geographical locations, and operating specifications,
sophisticated techniques are required to monitor the whole
infrastructure effectively. Due to the influencing factors
from the cognitive work environment, operational
inefficiency occurs, such as unbalanced workload sharing,
extra efforts required for complex or large-scale failures, or
blindness against or ignoring critical warnings. Efforts from
both human intelligence (HI) and machine intelligence (MI)
are tremendously needed to optimize the existing operations
and maintenance (O&M) procedures. Fortunately, 5G
guarantees seamless connectivity with low latency, while Al
algorithms enable feasible and effective MI to warn or notify
on-going anomalies. Anomaly monitoring and detection is
one of the most important types of work for the proposed
HI-MI synergy. It has been attempted and achieved in many
operational and maintenance scenarios, especially real-time
and long-time monitoring tasks such as the systematic status
of critical infrastructures or network traffic load.

On the human cognitive side, monitoring and detecting
anomalies are generally carried out by inspecting the
performance metrics or indicators of the system with the
assistance of visualization tools. Recently, human attention
pauses have been applied to model human visual perception
and attention. In an autonomous infrastructure, human
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attention is positioned as operators or managers who are in
charge of overseeing the entire infrastructure in real-time
and generating resources to the network side when needed.
In this case, HI anomaly monitoring and detection are
defined as a cognitive work process. With the help of
visualization tools, operators monitor and inspect the
performance indicators to detect and confirm anomalies.
Operators’ eye-fixation logs and screen recording files are
recorded as by-products of the screening process.
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Fig 1: Communication network infrastructure

1.1. Research design

The research design comprises a multi-method approach that
combines both qualitative and quantitative methodologies
based on an explanatory sequential strategy. The quantitative
approach aims to assess the effectiveness of existing Al and
data-driven algorithms for anomaly detection through
simulation in a numerical network model of smart
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infrastructure. The qualitative analysis investigates the
current challenges and research opportunities through semi-
structured interviews with sensor and 10T experts, Al
implementation researchers, and cybersecurity specialists.
The qualitative approach’s findings will help interpret the
quantitative results and highlight additional avenues for
follow-up research.

A sample of non-probability sampling of experts and
academics has been obtained for interviews due to the
prohibitive cost of probabilistic sampling. The quantitative
analysis sample group consists of three data-driven anomaly
detection algorithms: one-Hot, locally pessimistic clustering,
and isolation forests. The simulation experiments of the
quantitative analysis will focus on a computer-aided network
model that mimics the traffic pattern of smart infrastructure.
The performance metrics of the quantitative analysis consist
of the detection rate, false positive rate, true negative rate,
and execution time of the different methodologies. The
expert knowledge elicitation will utilize a semi-structured
interview format incorporating prompts and visual examples
for moderation. The interview questions consist of three
focus categories: the role of Al in anomaly detection for
critical infrastructure, challenges and opportunities in data-
driven methodologies, and other noteworthy challenges in
the study domain that are not dataset or metric-related.

The semi-structured interviews will be analyzed following
the approach. The quantitative results and metrics will be
analyzed through quantitative statistics and comparative
analysis. The interactive nature of the explanatory sequential
strategy will enable the communication and simultaneous
analysis of qualitative and quantitative findings, leading to
findings and further interpretations that clarify how each
type of finding creates findings that go beyond the individual
research outputs. The developments of both studies will
periodically be compared through bi-weekly drafting
sessions to enhance interpretation and mitigate misalignment
upon writing the final output.

Equ 1: Network State Representation

Gy = (Vi, B, Wi)

« V;:Set of nodes {e.g., routers, sensors) at time ¢
o E;: Setof edges (links)

o« W,:E

R~ Weights on edges (e.g., latency, bandwidth)

2. Background
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With the advent of developing disruptive technologies and
innovative services, there is an increasing demand for a
cloud computing infrastructure that is flexible and durable.
Consequently, a new Networking paradigm, the so-called
Software-Defined Networking, is an emerging approach to
meet the request for a reconfigurable and scalable
infrastructure. Such architectures allow external applications
to monitor and govern the network through well-defined
Application Programming Interfaces. However, the open
interfaces expose the Networked Infrastructure to a wide
range of vulnerabilities that can be exploited, insouciant of a
new era of advanced attacks. Consequently, it has become
paramount to introduce intelligent mechanisms capable of
continuously monitoring the operational aspects of the
Autonomous Cloud Networked Infrastructures and
automatically detecting emergent failures, misbehaviors, and
violations against statically defined constraints. Such
mechanisms rely on smart network monitoring devices
collecting Telemetry Data from the traffic traversing the
infrastructure. Different implementations of data collection
can increase scalability, manageability, performance, as well
as data security and privacy. However, a unique approach
and definition of what is network Telemetry is lacking.
Anomaly Detection and Filtering from Noise a Detection
Context presents a worst-case scenario, facing the affluent
world of information. Machine Learning and Al-powered
approaches are on the rise but require valiant
synchronizations capable of automated enhancements.
Enabling Self-generated Roadmaps toward explainable and
reliable Al-powered Context Conversion is a major
challenge. This information overload puts into discussion the
necessity of making the environment explicit and
manageable to all the involved stakeholders: administrators,
operators, automatic controllers, Artificially Intelligent
agents, machine learning systems, end-users, and so on.
Thus, a new kind of network monitoring is partially
examined in this thesis: a tool that can extract Telemetry
Data representing the wide autonomous cloud networking
Infrastructure itself, flagging incoherencies against
constraints, making the infrastructure explicit to itself and to
other monitoring tools, as well as enabling additional
monitoring and detection mechanisms and making redundant
existing ones. The Autonomous user-configurable Cloud
Networking Infrastructures, a networked environment that is
large, dynamic, and composed of multiple, autonomous, and
potentially maliciously operated entities, is a successive step
in Network Design. It presents several security
vulnerabilities due to its architecture’s openness, interaction
mechanisms, and the fourth-party participant human
operators. Resolving the problem posed by the variety of
concepts, definitions, and implementations of network
Telemetry is tackled at the gate of the autonomous and user-
configurable Cloud Networking Infrastructures. A new
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definition of Network Telemetry is brought to view, along
with the explicit description of required input Telemetry
Data for the Anomaly Detection Domain, comprising
relevant examples from the existing Variety of Telemetry
Data. The research could resolve the issue of the supply zone
by analyzing several kinds of Network Monitoring Tools,
classifying them with respect to the suggested representation
and control detail of the Infrastructure, and observing
possible actions able to be taken by relevant Controllers.

2.1. Overview of Networking Protocols

To realize an active and autonomic infrastructure
management that is extensible, responsive to changing
environment, and able to automatically take care of the
networking facility by using active networking concepts and
Al techniques, adaptive networking protocols in active
network technology are invoked for implementation. Active
nodes in the network are network switches or routers where
site-specific application programs are running in addition to
conventional network protocols. Application programs that
are able to respond to events occurring in the network are
proposed to create various network services without network
reconfiguration. Furthermore, different types of active
networks are introduced, and their feasibility is discussed to
support agent migration or partial subnetwork test by
executing user-provided action programs in the active nodes
of a constructed test network. Then, active communications
where any user program can be invoked as a proxy
application program by the user is proposed. Such adaptive
protocols on the active nodes make the network capable of
taking care of anomalies on the network and making the
necessary adjustments or expected changes. Intelligent
agents are proposed for the active nodes to implement such
adaptive protocols. An extension of the infrastructure
management framework is proposed to incorporate those
intelligent agents. As an agent in individual nodes of the
network, the neural network is designed to detect anomalies
on the networking facility. Network Management System
should carry out various tasks for mobile networks in
addition to those for fixed networks. The Mobile Network
Management System (MNMS) can manage manually or
automatically Mobile Switching Centers through
associations, handover, anchor relocation, etc.
Administration and autoconfiguration for Mobile Hosts &
Access Points Management of virtual mobile network
operations through the IP QoS Systems & ADQoS. Active
Networking techniques and Al technologies are being
proposed for a future infrastructure management system that
provides an extensible and intelligent foundation for the
management of mobile networks.Detection of network
anomalies and novel attacks in the internet via statistical
network traffic separation and normality prediction was
conducted. Research shows that enormous amounts of
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network management data may exist in network elements.
Scientific research is commissioned by telecom operators to
analyze the network management data archives. But less
effort has been dedicated to on-line, real-time surveillance
and management of network operations by thoroughly
analyzing monitoring management data [4]. With the
popularity of computer networks and intranets, network
reliability and performance are becoming more critical, and
network management is of increasing importance.
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Fig 2: Networking Protocols

2.2. Importance of Anomaly Detection

After the rollouts, the entire spectrum from wireless
infrastructure such as radio nodes, baseband (BB) nodes, and
fiber optic nodes to transport infrastructure, Ethernet
backhaul, core switches and routers, and even VM servers
need to be operated and maintained by the NAA. To ensure
service protection and minimum downtime, all network
devices, regardless of vendor, need to be monitored
constantly for service faults and performance degradations.
Anomalous conditions must be detected and classified for
root cause identification and repair scheduling. For easy
deployability, a distributed, lightweight, fast, and self-
learning solution is desired. Some services in autonomous
infrastructure management are monitoring, fault detection,
root diagnosis, and repair scheduling. For autonomous
service and anomaly detection, a system design problem is
addressed. Anomaly detection is the core technology of the
system, which is in charge of determining if a rare event is
really rare or expected. Anomalous events could either be
“surprising” empty values, which may or may not present a
degradation of its corresponding expected state, or
“surprising” outliers, which normally indicate a significant
performance degradation. Unfortunately, network control
and performance information conveys critical knowledge for
NAA operation but is often in huge quantities, which are
complex to comprehend and hence, remain largely untapped.

2.3. Autonomous Infrastructure Management
Autonomous, exchangeable infrastructure management
service modules are composed of a Cross-Domain Resource
Manager, Network Resource Managers, and infrastructure
service agents. The service modules exchange management
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knowledge and share time and demand variations in the
infrastructure. Autonomous infrastructure deployment and
performance optimization benefit from self-aware allocation
and availability monitoring of containers and virtual
machines (VMs). As management knowledge is spread,
newly created cloud computing infrastructure will inherit
existing knowledge and control, easing the burden of
configuration and access control of the new infrastructure.
An Al module predicts and monitors demand variations,
enabling timely preparation and adjustment of resource
usage before performance deterioration occurs. Finally,
collaborative models are shared among Al modules,
enabling scalable deep learning of service behavior and
infrastructure performance across a multi-domain
infrastructure.

In addition to the already mentioned distributed
collaborative structure, self-awareness is essential for service
agents to capture properties of themselves and their
infrastructure. As a core property, self-awareness of
performance awareness explains the computation usage of
the computing infrastructure in the management knowledge
and enables prediction of unused capacity as the scalability
of the architecture grows. Moreover, the self-aware agent
design also supports self-awareness of service provision,
enabling direct and accessible management in a distributed
fashion. With the support of self-awareness, management
tasks are more efficiently handled and the need for
fundamental architecture knowledge is reduced, leading to
less management support needed when extending the
infrastructure to new domains.

An autonomous infrastructure management scheme to
distribute collaborative, intelligent service modules is
proposed. An open architecture that allows for independent
development of service modules across domains to jointly
manage a multi-domain infrastructure is presented. The
architecture is extensible, facilitating cloud service
composition and discovery.

3. Literature Review

This inaugural section defines and documents key contexts
relevant to the investigation on adaptive networking
protocols that enable effective observation and large-scale
learning in IDS as the specific field of research. It addresses
the challenges around the explosion of internet-connected
devices and services globally and discusses briefly the
concepts of intelligent distributed systems, distributed
emergent processes for learning and discovery of previously
unknown relationships, and data-driven security/ IDS
systems along with the advent of a wide spectrum of sensors
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such as cameras, microphones, proximity sensors and GPS
devices. Then, methods of coordination and observation at
large scale are delineated focusing on emergent algorithmic
mechanisms for self-organization and total-awareness
among devices and with a middleware instance, which also
describes the overall system process.

Finally, the need for intelligent protocol development as well
as Al implementations such as machine learning, statistical
anomaly detection and graph-based anomaly detection is
justifiably substantiated as planned considerations for the
new methods that are covered in the next section. A plethora
of Internet of Things devices that are connected to the
internet are exploding every day collecting, exchanging and
exploiting data. It is now essential for big data-based
processing systems to keep up with this data growth to
ensure continuous and comprehensive processing over their
full range of observables. This paper elaborates on the
network-based and process-forming aspects of big data
systems. Under the umbrella of intelligent distributed
systems having specific design protocol as an invention
procedure, it introduces the concepts of formalization and
coordination for observation at large scale in terms of
distributed emergent process. As a result, it provides a self-
overview of network processes in such systems and
describes the emerging variables and their monitoring and
coupling on the example of objective recognition. A data-
driven security system intended to protect such data-
processing systems in a decentralized manner is covered.
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Fig 3: literature review

3.1. Existing Networking Protocols
The significant interest in supporting QoS on the Internet
continues in the future. Therefore, a TCP-friendly transport
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protocol for real-time applications is also necessary.
However, grace periods in performance have decreased
significantly in terms of fairness and throughput compared to
New Reno, which is a widely known TCP variant. The
observation is not just an implementation issue, but rather a
fundamental difference of the transport protocols. Although
AN-CoDel is more graceful than SA-CoDel, it is not enough
to prevent huge packet drops as competition grows.
Furthermore, with increased connections, the fairness
between different countries or continents also decreases
significantly. It is not a simple implementation issue. Only
shared congestion detection CAD is able to have graceful
performance among competitors. It is also expected thata 1
x 1 AD-MPC model with fewer computing nodes is more
efficient, but it is not appropriate. Adding computing nodes
roughly increases the latency of handling aggregating
preferences, which thwarts the performance gain by
increased resources. The flat model can reach convergence
within 140 seconds, while the tree model takes close to 200
seconds to converge. In such engineering environments,
even a brief drop in reliability of commodity networks is too
costly. For example, a few seconds of high packet loss rate
due to transient overload can cause significant economic
loss. Recently, some researchers have developed a suite of
AD-NP that endows traditional networking protocols with
adaptation abilities. There are three categories of existing
AD-NP. The first one does purely traffic-friendly adaptation:
TCP always keeps the same congestive window. The second
checks receiver windows of TCP sessions involved in
congestion before it computes transport-friendly adaptation
parameters. The third category does IP end-host friendly
adaptation by marking packets with increases in the DS field
by some networks. A flattening stage is first performed to
transform the original network design into an equivalent flat
model. For the next stage, the model must be fed into a
reachability analysis tool to compute a set of state transition
labels keyed by the original control protocols.

3.2. Al Techniques in Anomaly Detection

Anomaly detection refers to identifying patterns in data that
do not conform to expected behavior. Anomalies can include
anything irregular or unexpected in the data. ldentifying
anomalies is crucial because they highlight significant
changes in data and can impact the performance of the
features acquired. It may include the planning of periodic
servicing and machine accuracy improvement to detect
failures in equipment such as drones, sensors, cameras,
control stations, and actuators of data-acquisition
infrastructure. A variety of learning paradigms are available
for anomaly detection, including supervised learning, semi-
supervised learning, and unsupervised learning. Most of the
techniques available focus on supervised and unsupervised
learning. Machine learning and deep learning techniques can
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capture the combination of complex temporal and spatial
contextual information and can automatically learn optimal
features for abnormal event detection. With the growth in the
use of machine learning in 10T networks, numerous
solutions have been presented in the research. Currently
available Internet of Things (10T) networks are vulnerable to
numerous attack vectors. Internet traffic has grown
substantially due to the increased use of smartphones and
laptops.

An anonymous network traffic method for network anomaly
identification in 10T networks is introduced. The research
proposed a machine learning (ML) model capable of
operations such as feature extraction, network monitoring,
anonymization, and device identification as a solution. The
proposed model employs a combination of the K-Nearest
Neighbors (KNN), Logistic Regression (LR), and Multilayer
Perceptron (MLP) techniques. The research outlines certain
limitations, but the proposed approach has advantages
regarding privacy and adheres to enforcement acts. 0T
environments and anomaly detection research introduce a
new CoAP-IoT dataset for anomaly detection, which was
validated via several supervised-learning techniques. The
study has certain limitations for the purpose of evaluating
the effectiveness under practical environment considerations
but presents a challenging dataset. An intrusion-detection
model based on fast protocol processing and feature
grouping to ensure loT devices’ safety is proposed. Random
Forest (RF), Decision Tree (DT), K-Nearest Neighbors
(KNN), and Extreme Gradient-Boosting (XGB) models are
employed to measure effectiveness. Its effective and
lightweight approach has advantages in exposing the
mechanisms of malicious attacks with the interpretations of
feature properties.

3.3. Case Studies in Autonomous Systems

With advances in Al capabilities and mission-critical
properties such as detectability, dynamicity, etc., trust and
safety can be compromised. In this regard, elevating operator
awareness and augmenting with automated, computer-aided
capabilities that intelligently protect the safety missions of
the Al are critical. To this end, an architecture of
autonomous infrastructure management, comprising the
adaptive networking protocol and Al-powered safety
mitigations for monitor-and-mitigation anomaly detection, is
presented. During field tests of mission phases, performance
results demonstrate the capability of the proposed approach
to reliably proactively monitor, detect, and mitigate the
emergent adversarial influence and abnormal behavior of
trusted and untrusted actors. With the rapid growth of the
digital world, sophisticated and ubiquitous Al-based
computing products are blooming and being widely adopted.
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To assure human quality of life amid these contentious
developments, Al systems need to efficiently and effectively
work together to ensure the safe infrastructure of society-
wide critical systems such as airports, transportation, power
plants, and communication networks. However, the
exponential growth of such systems is dispersing out of
control and is seriously compromising the global quality of
life via emergent and unforeseen trust-and-safety issues. As
such, to ensure the detection, discoverability, and traceability
of events, unwitnessed influences need to be non-trivially
computable and learnt. Specifically, with accurate
performance metrics and robust detection, well-defined
signatures of malicious information can be identified from
massive, streaming observations to raise the fidelity of
automated detection capabilities and engender operator trust.
Moreover, this can elevate operator awareness by
augmenting with automated, computer-aided capabilities that
make it understandable, interpretable, and explainable
relative to operator knowledge.

While Al systems hold great promises, recent failures with
adversarial Al showcase catastrophic trust-and-safety
paradigm shifts. This raises concerns about the assurances of
terrestrial Al systems employed in life-critical infrastructures
such as aircraft, elevators, and power plants. A stepped focus
on practical monitoring and safety mitigation of these
mission-critical properties of Al systems is highly warranted
to credibly assure public trust with acceptable burdens.
However, achieving interdisciplinary integration of state-of-
the-art policy learning, social network analysis, and graph
neural-based Al is extremely challenging with extensive
contributions from the Al community and safety engineering
community. In this regard, peer review via checkpoint
auditing with external, off-line scrutiny is inefficient in
assuring operational safety. Fast-range discovery with
checkable explanations amenable to operator assessment is
needed to pinpoint and counter the malicious effects of
misbehaving components in life-critical systems based on a
receptively tractable, broader class of detection mechanisms.

Equ 2: Network Flow Dynamics
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4. Methodology
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The rapidly evolving and generation process of vehicular
networking scenarios entails extraordinary policy and
prototype challenges which in turn pose unexpected issues
for a newly developed VANS. The components of vehicular
networking scenarios comprise vehicles, infrastructures,
networks, sensors, and roads. The newly developed VANS
consists of these components with diverse specifications to
meet various needs. Specification mismatching among these
constituents might lead to misspecification of requirements
and undesired interactions among components. The
vehicular networking scenarios might have diverse
performance metrics which can increase the testing burden
on the management. Further, verification and validation of
VANS typically involve a complicated process spanning
long generation time. To tackle the design and assurance
problems of VANS in the early phase, an adaptive
networking protocol management can be essential. This
protocol management facilitates the design of a vehicular
networking scenario consisting of various components,
performance metrics, and testing methods as well as the
generation of corresponding specifications. The protocol
management largely relies on machine learning techniques
and is decomposed into rule inference, protocol generation,
scenario generation, metrics estimation, and performance
evaluation. Above management tasks are formalized among
tools for development and assurance of vehicular networking
scenarios. Moreover, an intelligent deep reinforcement
learning based approach is proposed to automatically
adaptively manage these tasks in a closed loop manner
without human involvement.

As human safety has become the primary concern in
autonomous driving, confirmed issues of anomalous
occurrences should not happen in self-driving vehicles.
Perception malfunctions cannot be foreseen and thus they
are solely detected following the occurrence. A strict
checking of the perception result is performed to confirm
whether it is anomalous, since an anomalous perception
cannot happen. However, it is difficult for vehicles to
discriminate a normal perception result from an anomalous
one, since the perception result is typically a complex array.
Thus, an anomaly detection system is developed to verify the
usually normal computed perception result. Through
relatively simple checks, anomalies in the perception result
can be verified. To enhance the robustness of the approach
in the anomaly detection system, the results of the machine
learning models are usually further explored. This report
considers the experiences in building an anomaly
verification system in complex autonomous driving vehicles.

4.1. Design Framework for Adaptive Protocols
The deployed adaptive protocols provide a basic design
framework for the described protocols. While the description
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provides crucial steps and mechanism designs, it does not
specify explicit design strategy or decision mechanism for
the specified triggers to determine when and how to adapt
the protocol. Based on the process and effect of the four
adaptive migrations, a criteria-based mechanism is designed
to handle all triggers that govern adaptive migrations or
protocol changes, and indicative performance metrics are
provided to assist the practical deployment. In managing
user triggered adaptive evolution with multiple switching
conditions and network context dependent evaluation,
discovering and determining the software adaptation through
distributive mechanism is fulfilled. The distributive is
different from capable performance metric collection and
processing between each participant node, in order to
efficiently and universally apply it to any networks.

The retrograde on current deployed protocols under a better
or cheaper protocol cannot be handled in other proposed
adaptive protocols, while it is feasible to complete this case
in the proposed framework. Enabling backroad retrograde
migrations requires designated design for degradation tuned
protocol stacks for the protocol-based trigger. With the
knowledge and model of protocol definition and pre-
compiled performance modeling, the team based mechanism
is trusted and based for performance evaluation. Other than
those for user triggered and network context based
evolutionary migration, discovering the continued enabled
retrograde with a degraded tuned stack implementation is
also a key piece for completing adaptive evolution.

Design methodology and evaluation simulation on heuristic
solutions for the single adaptive migration of protocol group
composition setting with a large scale network is provided.
The combinatory solution on different architecture settings is
NP-hard and heuristics are required to relieve the
complexity. Based on user study, an optimal protocol
initiation composition is provided to guide the practical
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protocol configuration in large groups. Adding a random
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Fig 4: Adaptive Security Framework

4.2. Al Model Development

Anomaly detection can be defined as the process of finding
something unusual that does not conform to the expected
behaviour in the data or time-series data points. Typically,
computer networks are complex systems with multiple
components performing different tasks that cooperatively
work together. As with many modern infrastructures, ML
models in these systems are required to continuously learn
and evolve based on the monitored system attributes. A
framework is proposed for developing an adaptive predictive
model to detect anticipated network events using times-
series data generated by Meraki switches. With the
continuous growth of network infrastructure, the initially
developed supervised models need to be maintained, re-
trained, and re-evaluated regularly with the changing
environment. To execute various anomaly detection
techniques in the view of network performance and
stakeholder interests, an end-to-end anomaly detection
system is designed to receive targeted event types detected
by the maintenance framework.

This system is executed in stages — model training,
deployment, and alerting. In each stage, collected times-
series data points are pre-processed and synthesised to input
handler-ready and model-ready formats. To precisely
emulate the trained model to effectively predict further
points on the understanding mechanisms learned during
training, which is valuable for deciding on future
improvement actions, various prediction execution
techniques are proposed, together with a possible strategy
for retraining the model on top of the model training
framework. A multi-stage approach for maintaining
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supervised anomaly detection models for automated
execution on the Meraki monitoring platform is developed
using a standardised way of prediction execution and alert
triggering process. Monitoring itself influences the process
outcomes, therefore, user feedback loops for weighted model
improvement is also proposed in advance.

4.3. Integration with Infrastructure Management
Systems

Infrastructure management deals with status and
performance monitoring, identification of faults,
performance degradation, and operational problems, and
revenue recovery, all of these tasks being supported by a fix
set of programs. The network manager regularly receives
inputs from these programs through reports and alarms that
reflect the actual status of the network. The system he
applies is paired to a multitude of events in the management
realm, where most of them are of no interest for the
management of the facility. However, there are also notable
events of the utmost importance that must be considered and
have their proper reaction. In this realm, only a small part of
the exceptions of interest are foreseen. Router processing
overloads, for instance, may make it send excessive reports
that a naive management system discards without further
analysis. There are important exceptions that are not
characterized in the management system nor programmed to
be acted upon by the engineering personnel.

The automation of these tasks is foreseen to bring
tremendous savings in the management of a large number of
nodes. To perform this multilevel abstraction of events, the
availability of a high level language to express the
knowledge would be of great importance in capturing the
experience acquired through years. A mechanism that
transfers this knowledge to a knowledge base capable of
processing generic events, not only those preprogrammed,
would be essential. There should also be a graphical
interface where this processing knowledge can be built and
modified and a visual architecture that organizes the system.
Expertise on the knowledge base usually available in the
engineering personnel would suffice to transfer the expertise
to the generic processing units. It is foreseen to have a
research on expert systems languages that could serve as a
high level compiling tool and event processing language.

5. Adaptive Networking Protocols

The autonomous smart infrastructure’s networks span many
vendors and devices producing heterogeneity. Adopting a
new protocol may be cost-prohibitive since global updates
may be too complicated for coordination due to the vast
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number and geographical dispersion of the devices. Thus it
is essential to study the extensibility of adaptive functions to
enable old devices to use new protocols. The protocol trade-
offs must be adaptive to network environments. To
guarantee reliability end-to-end, transmission rate,
redundancy, and timing must be carefully selected based on
network feedback. Effective trade-offs can be either heuristic
selection of optimization parameters or full-fledged
optimization .

The major network change from wired to wireless causes an
explosion in operational environments, which challenges
protocol reliability. Infrastructure management is crucial
since network infrastructures are in a continuous phase
transition from controllability to uncontrollability defending
against traffic spillovers. Yet few analytical studies of
adaptive protocols have been conducted. To support analytic
study, simplified modeling by approximation or some
limited assumption is usually employed. Hence there is little
design philosophy available for a protocol architect.
Adaptivity can accommodate heterogeneity while preserving
robustness. Yet its effectiveness in shaping response to a
network environment is not clear. While network topology
and physical connectivity can be selected from many a priori
state spaces, adaptive protocols can address them with
simple interaction rules. This fundamental new approach to
control imposes a computational requirement. Protocol
robustness to uncertainty in network conditions such as
errors and jamming is not fully understood.

Protocols adaptively control parameters to regulate
redundancy and rate trade-offs that guarantee end-to-end
reliability in a hidden Markov model. A distributed
algorithm is derived to jointly infer parameters. First-order
phase transitions characterize robustness changing
connectivity. The structure of vigilance parameter space
elucidates protocol mechanisms.

5.1. Protocol Design Principles

To tackle the challenges in autonomic networks, both the
network protocols that encompass the networked entities and
the environments in which they interact must be redesigned.
Additionally, such systems need to evolve to accommodate
new requirements and types of network entities in diverse
problem domains. The first step is to introduce changes to
on-going protocols and standardize new protocols. New
protocols may have to compete in the deployed environment
for acceptance against the old protocols, which is the one
case in which flexibility and evolvability of the protocol are
important. Active networking offers the ability to deploy
system-wide protocol modifications and additions across all
nodes in minutes. The next task is to redesign the protocols
that will operate in the networks formed by these complex
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networked entities. Different design principles will be
needed for these types of networks. A variety of protocol
designs can be envisioned. Some protocols already exist,
such as the decision protocol for push aggregators. Others
are yet to be developed. An ocular protocol might be used at
nodes that enhance synoptic views of the communications
within the network. Such a protocol would aggregate inputs
from a population of lower-function protocols that beautify
streaming data. Another potential protocol within the
framework is a precursor protocol that enables new kinds of
nodes to prepare existing networks for their receipt.

Adaptive networking technologies enable rapid adjustment
of network protocols to environmental variation. Diverse
realizations of the protocols are available that differ in their
degree of aggressiveness in dealing with contention for
channel access or limited bandwidth. Each operating entity,
in conjunction with its environment, will affect the next
operating state of each protocol. Each operating state is
defined in the actions or operations that each protocol may
undertake. An agent-based representation of the interacting
protocols enables them to be instantiated, executed and
tested in simulation. A demonstration implementation was
developed for a set of VVolIP protocols that adjust the
compression ratio in response to channel bandwidth
variation. The deployment of these protocols in advance of
extensive testing in the various kinds of networks in which
they may operate is likely to depend on commercial
desirability of the service that is being enabled, and thus
there may be no opportunity for a gradual evolution from
one protocol to another.
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Fig 5: Protocol Design

5.2. Dynamic Adaptation Mechanisms

Networking Protocols for Autonomous Infrastructure
Management Al-Powered Anomaly Detection in
Autonomous Infrastructure Management Autonomous
infrastructure management systems play a key role in
supporting traffic flows and utility services for
heterogeneous Internet of Things applications and systems.
Many services in the recently emerging autonomous
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infrastructure management systems including but not limited
to smart grids, smart roads, railway monitoring systems,
smart cities, and even smart ports are usually of periodic
types. However, even in the case of event-driven services,
there are usually some prior suspected time interval(s) within
which these events can hardly be detected. Therefore, given
the periodicity or time restrictions of probabilities of
occurrences of service requests and based on which request
generating probabilities can be determined for each service
type, most of the service request servers or 10T devices in
smart user equipment management systems become periodic
or event driven whereas the service requests can hardly be
generated in a dense fashion. Also, the scale of service
request servers is huge even in a small scaled smart
infrastructure management system. Broadcasting service
discovery requests to all the potential service request servers
is not efficient in both power consumption and
communication overhead especially for delay sensitive
applications such as video monitoring systems. For example,
in a smart camera video monitoring system with the
resolution of 640 x 480 pixels and the framerate of 30
frames per second, the streaming video request packets size
is around 552 Mbit/s, the system can generate hundreds of
service discovery requests per second, which may severely
congested the communication link and result in stalling of
video streaming data packets. Hence a quick yet efficient
service discovery approach with significantly fewer service
discovery requests is needed to explore the periodic service
request servers as fast as possible. To detect the periodic
service requests and return the periodicity of generated
requests within a time window efficiently and accurately
with guaranteed communication overhead Independently of
the general parameters of the considered networks composed
of smart users, wireless mesh networks and several entities
coexisting with them and denote by the maximum reception
range for each smart user.

5.3. Performance Metrics

Every security monitoring protocol must be able to produce
a report with valuable information such as timestamps,
attack severity, and affected targets. False positives need to
be reduced or accompanied by a lower severity. It is
essential that an approach to classification and anomaly
detection works in real time and has been extensively trained
on past possible attacks so that the early detection system
can model the complexity of both human and machine-
produced anomalous messages. The metrics proposed for
serious investigation of real-time anomaly detection ability
are similar to the F1 score metrics of the benchmarking.

The metrics are divided into three logical layers: low level,

intermediate level, and high level to describe the objectives
of long-term sequential reasoning, active sampling, and
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exploring typing of tuning crowds. Classifier performance
metrics are information-theoretic measures gauging the
capacity of machine learning systems to separate task-
relevant signals from noise. How discriminate a classifier is
can be described in multiple dimensions. A common
approach, which has historical precedent, is to reference
ROC curves, precision-recall curves, and computation of
respective areas under these curves. Where a more direct
interpretation of classifier performance metrics is desired,
holes and volumes in probability space are more
interpretable measures. Mentioning other methodologies that
easily translate many of the classifier performance metrics
are the distance from perfect classification curves, and
distance-based measures. It would be convenient to provide
a score that is focused on detection performance, on
algorithms’ abilities to cast correct predictions for unseen
traffic patterns and sample sets rather than focusing on
calibration.

Beyond the more common metrics quantifying the predicted
probabilities assigned to each class label and potentially
revealing how confident the model is in the predictions it
makes, other metrics such as those quantifying means of an
event in a classifier’s constructed space could be calculated.
A candidate may be a vector with a table of means—for each
signature, the mean location in the processing space is
reported. Natural extensions of current metrics could exploit
sampling to analyze how probability converges within
packets or examine decision boundaries to interpret which
features are examined more by the algorithms and provide a
full picture of the event client, observations, anomalous
predictions, and an indication of inherent scarcity of samples
submitted.

Equ 3: Autonomous Infrastructure Control
Uy = —KLL‘;
oy — Axy + Bup + wy
Where:
* 1y Network state vector
* uy: Control input (e.g., rerouting, throttling)

* w4 Disturbance (anomalies)

* K: Feedback gain matrix

6. Conclusion
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The continuously emergent computer networks offer new
challenges for network design and operation. Rapidly
changing environments of these computer networks may
cause traffic bursts, topology changes, and link failures. The
type of new approach to adjust the network operations for
proper protocols and parameters to maintain desired quality
of service without human intervention is still a challenging
issue. Nature-inspired adaptive algorithms very well known
as ant-based algorithms have great potential in the context of
self-adaptive software. These algorithms are capable of
recognizing and adapting to their environments to ensure
proper operation and to maximize their performance through
self-organization. The proposed approach has been
showcased on fine-tuning routing and traffic control
protocols in an adaptive manner and based solely on local
communication and interaction between the agents. The
design is generic across various types of computer networks.
The Internet traffic classification is crucial for the expansion
of QoS provision in large-scale IP networks. Instead of the
currently used costly and complex techniques for widely
distributed networks, a new technique based on a distributed
and swarm based algorithm is proposed to deal with the IP
traffic classification problem. This approach has been shown
that agents, each assigned to monitor a fraction of the link
traffic, are able to exchange local traffic features and jointly
learn to detect the underlying traffic types. Distributed
systems such as networks rely on robust operation of their
infrastructures, and on timely detection and diagnosis of
anomalies whenever they occur. A novel approach that is
based on the foundation of a widespread version of
reinforcement learning and the prospects of anomaly
detection in the context of this approach are presented. To
advance existing state of the art, these concepts can be
leveraged to design and build a distributed system for an
anomalous operation of an autonomous infrastructure
company that for market reasons rely on vendors and off-
the-shelf systems across the entire operational scope. The
developed system offers high confidence in the presence of
abnormalities while keeping a low price with regards to the
required resources. These ideas are in the beginning stages
of their development and attempt to motivate others to carry
on this line of work.
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6.1. Future Trends

Infrastructure has become increasingly decentralized and
distributed, with the rise of intelligent transportation systems
(ITS) and decentralized generation (DG). As devices become
increasingly pervasive and hardware and energy costs fall, it
is expected that there will be an order of magnitude increase
in their numbers, with orders of magnitude increase for
instance in the number of sensors per square kilometer in
cities. Indeed, cities are becoming the most complex
managed constructs ever built. This not only raises the
question of how effective management should be performed,
but also how such management can be realized in practice.
Although essential for effective operation, the only attention
this area has thus far received is in the form of a handful of
schemes which rely on an agent or agent-like architecture.

Much research into program-driven autonomics assumes a
high degree of knowledge of the network environment being
managed (logical design, traffic models). However, in
practice such detailed knowledge is often completely
unachievable. The currently dominant body of algorithms for
the management of communications networks is due,
unsurprisingly, to the telecommunications industry, where
networks are predominantly centralized and designed
according to high level principles which can be completely
and exhaustively modeled. As a result though, the
knowledge of the management system itself has been
completely characterized. A significant trade-off between
knowledge requirements and management effectiveness
exists for any finite system. Most existing autonomics work
however sits at one extreme side of this trade-off . Therefore,
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they are likely to be ineffectual in general-purpose
applications. Hence, work in this area has concentrated on
evolving algorithms. There is a realization of the need for a
means of generating and maintaining a representation of a
network that can cope well with self-organization and
important insight into a trend that reveals a significant shift
in the manner in which computing systems will be managed
within the near future; that of self-starting systems.
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