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Abstract 

Generative AI Transforming Healthcare through Improved Diagnostics and Personalized 

Treatment But deploying these models in sensitive healthcare environments raises serious data 

security and patient privacy issues. This work addresses the critical security of healthcare data that 

underpins generation systems, including issues such as data leakage, model inversion attacks and 

unauthorized access to synthetic outputs. It analyzes upturns and ethical implications under guides 

such as HIPAA and GDPR. Building on recent advances, the study recommends robust approaches 

like differential privacy, federated learning, secure multi-party computation, and AI model 

auditing. The paper concludes by offering a look toward the future with a roadmap for the 

development of privacy-preserving generative AI architectures that are structured to guarantee 

trust, compliance, and robustness in next-generation healthcare ecosystems. 

Keywords: Generative AI, Healthcare Data Privacy, Data Security, Differential Privacy, 

Federated Learning. 

Introduction 

Generative artificial intelligence (AI) has emerged as a key technology across multiple domains, 

with healthcare being no British. Generative AI models (e.g., Generative Adversarial Networks 

(GANs), Variational Autoencoders (VAEs), etc.) are being increasingly utilized for a variety of 

tasks including personalized treatment plans, drug discovery, medical imaging, and analysis of 

patient data. These technologies can change healthcare by improving diagnostic accuracy, 

predicting patient outcomes, and generating synthetic medical data for use in research and training. 
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But their potential use necessitates caution, as healthcare-based generative AI solutions must be 

integrated into existing healthcare systems, which creates important questions about data security 

and patient privacy. Healthcare data is inherently sensitive information, containing data on 

personal details, medical history, and sometimes even genetics. Generative AI models learn from 

this data to predict or generate new instances, and as a result, they expose the vulnerability of the 

system to different risks. This may expose the systems to security risks– the possibility of an 

attacker gaining unauthorized access to sensitive data, leaking information or manipulating the 

model. 

At the same time, data privacy regulations, including the US Health Insurance Portability and 

Accountability Act (HIPAA) and the Europe Union's General Data Protection Regulation (GDPR), 

have placed strict rules on what data can be stored and how. Although these frameworks are 

designed to protect individuals’ rights, they are also problematic in the context of generative AI 

systems, when data is not only stored but manipulated and generated in other forms. This poses a 

unique challenge for healthcare organizations, artificial intelligence developers, and policymakers 

alike, as it requires finding the right balance between compliance with such regulations and 

fostering innovation from the implementation of AI solutions. 

Additionally, traditional security techniques such as encryption, access controls, and firewalls 

frequently fall short when it comes to mitigating the risks posed by generative AI systems. AI 

models can generate highly realistic synthetic data, which may embed patterns or insights from 

their original training data, paving new pathways for exploitation. When not properly secured, 

these synthetic datasets can be interrogated for access to sensitive data or to compromise the 

underlying healthcare ecosystem. 

This paper discusses the difficulties associated with ensuring data security and privacy in 

generative AI-based healthcare systems, and highlights the vulnerabilities introduced by the 

generative nature of the models themselves. The paper will discuss the present challenges, 

including data leakage, adversarial attacks, and ethical concerns while offering solutions for the 

same through the adoption of privacy-preserving approaches, including differential privacy, 

federated learning, and secure multi-party computation. In addition, the paper will assess the 

current regulatory landscape, and provide strategies for healthcare organizations to implement AI 

technologies while preserving patient privacy and ensuring legal compliance. 
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If generative AI is evolving at the pace of the competition, then the healthcare systems working 

on generative AI technologies must create approaches to deploying these technologies that are 

secure, transparent, and ethically responsible. This enables to harness the power of AI in 

healthcare while preserving trust and safeguarding individual rights. 

                   

                                          Figure 1: Dual Role of Generative AI in Cybersecurity 

As this diagram shows, generative AI — much like the internet — can be used for good, or it can 

be used for harm. On the dark side, AI is weaponized by bad actors to conduct more complex 

attacks including phishing campaigns, malware morphing, and software vulnerability exploitation. 

In contrast, artificial intelligence is leveraged for cybersecurity enhancements, such as improving 

security operations center (SOC) analysts, predicting the risk of breach, asset inventory, and also 

speeding up the time of resolution. This duality speaks to the challenges and new possibilities that 

generative AI brings to securing digital infrastructures, especially in sensitive industries like 

healthcare. 

Literature Review 

Generative AI has the potential to create tremendous value for healthcare systems, but it also 

raises important data security and privacy issues. Review of the literature discuss key challenges 

in assuring sensitive healthcare data is protected when using generative AI technologies. 

Applications in the healthcare sector, including medical imaging, personalized treatment plans, 

drug discovery, and virtual patient modeling, increasingly adopt generative AI technologies (e.g., 

Generative Adversarial Networks, GANs, and Variational Autoencoders, VAEs). Many of these 
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AI models also require access to large amounts of sensitive patient data, which can raise serious 

concerns about unauthorized access and potential misuse of said data [1], [2]. 

Security Challenges Posed by Generative AI Models One of the core concerns is leakage of data, 

where models memorize and reveal sensitive information present in the training datasets. 

Moreover, the risk of model inversion attacks looms large, where adversaries would be able to 

reverse-engineer and reconstruct training data from the AI models' outputs, posing a threat to 

patient privacy [3], [4]. 

AI-assisted solutions should adhere to regulations like HIPAA and GDPR. Yet generating 

synthetic healthcare data introduces consent, data ownership, and patient privacy rights issues. 

These ethical issues are exacerbated when AI models produce new data from patient records and 

can obscure the provenance and ownership of that data [5], [6]. Navigating these ethical 

complexities of healthcare AI requires a balanced approach that safeguards individual rights and 

promotes innovation.[7]. 

Many privacy-preserving techniques have been proposed to mitigate privacy risks. Noise is added 

to the data, so it is hard to identify individual data points but allows an analysis to be made. 

Another highly discussed approach is federated learning, which enables the training of AI models 

on decentralized devices, ensuring that there is no transfer of the patient data from the local 

environment, maintaining a low risk of exposure of patient data [8], [9]. 

Federated learning allows separate institutions to build and work on a shared model without 

having to share sensitive patient-level data directly. This, in turn, ensures privacy by keeping data 

where it belongs while enabling AI models to leverage vast amounts of data and insights. 

Especially beneficial in the field of healthcare such as the information of patients can't be shared 

between institutions conveniently due to legal needs & privacy issues [10], [11]. 

Current regulatory frameworks such as HIPAA and GDPR were not built with generative AI in 

mind. Many of these regulations were designed before the rapid pace of generative AI systems in 

the healthcare space and focus on data storage and data-sharing best practices as they exist today 

but may lack the nuances of how technologies are built and the ethical impact (from a safety and 

privacy perspective) in the creation of new models. Additionally, the use of emerging technologies 

like blockchain is being investigated for securing patient data. As such, blockchain provides a 
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transparent and immutable audit trail of all interactions with sensitive healthcare data, thereby 

adding another security layer [12], [13]. 

In healthcare systems, the combining of blockchain technology and AI can help ensure 

information integrity and transparency. As the immutable data of blockchain technology used by 

AI models, it would make sure that healthcare data is secured drug from tampering This extra 

security layer helps to protect the confidentiality and integrity of the AI-generated healthcare data, 

providing trustworthiness in healthcare applications [14], [15]. 

As an AI model auditor, this mandate must be carried out to ensure that the healthcare AI models 

are ethical, transparent and follow laws. Regular audits of AI models help track and verify how 

these AI systems are using and transforming sensitive data, as well as how they are generating 

new data. Preventing misuse and ensuring accountability in the deployment of healthcare AI 

systems require transparency in the AI training process and audits for compliance [16], [17]. 

AI model vulnerability to adversarial attacks in health care subjects these systems to big safety 

risk. These attacks are typically small perturbations of input data that lead to incorrect predictions 

or decisions by the AI model. These attacks can undermine the accuracy and reliability of AI-

driven diagnoses and treatment plans, underscoring the need for more robust security measures to 

prevent such vulnerabilities in healthcare AI systems [18], [19]. 

One method for protecting personal information in data shared industry-wide is data 

anonymization. AI Model Training Data Generative Models Privacy and Security Generative 

models can use sensitive patient data for such AI models; the sensitive data must be anonymized. 

World Health Organization recently called for data sharing and urged for more data pooling. 

Nevertheless, the real-world usefulness of anonymization is rather limited, as intelligent AI models 

are capable of pulling out sensitive information under the process [20]. 

This is especially applicable in generative AI models which take this data, process it and modify 

it, in a way that requires patient consent. Such consent procedures should be explicit and 

transparent, allowing patients to be fully aware of how their data will be utilized and the potential 

risks involved. Confidence in AI-based applications for healthcare depends on strong patient 

consent systems [21]. 
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A possible way to combat these privacy risks lies in the generation of synthetic data by AI models. 

Synthetic data can closely resemble real patient data without exposing genuine sensitive 

information. Yet, it requires very careful construction of synthetic data to ensure it is a sound 

representative of real-world use cases and still retains privacy safeguards. Synthetic Data reduces 

dependency on real patient data and thus lowers the risk of data breaches [22]. 

Methodology 

In this section present the approach that took for the research which explored the challenges and 

approaches to data security and privacy in healthcare systems powered by generative AI. It 

combines theoretical modeling and practical experiments to assess privacy-preserving techniques 

and their impacts on healthcare AIs. 

1. Data Collection and Preprocessing 

Involved in the healthcare dataset which includes patients' such as medical record, diagnosis, and 

treatment history. The data set is anonymized such that it contains no personally identifiable 

information (PII), considering the privacy regulations (HIPAA, GDPR, etc.). 

Let the dataset be represented as: 

                                     (1) 

Where xix_ixi is the input feature vector (e.g., medical test results, patient age, etc.) and yiy_iyi is 

the corresponding output (e.g., diagnosis or treatment recommendation). 

2. Generative AI Model for Data Synthesis 

Here, the generative AI model used is a Generative Adversarial Network (GAN), which is a 

combination of the two neural networks, one is a Generator (G) and the second is a Discriminator 

(D). The Generator generates synthetic data G(z) from random noise, while the Discriminator tries 

to separate synthetic data from real data. 

The GAN is designed to train the Generator to generate real data that resembles real patient data 

and to make the Discriminator accurately classify it as real or synthetic. 

The GAN is trained to minimize the following loss function: 
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                   (2) 

Where: 

• pdata  is the real data distribution, 

• pzp_zpz is the distribution of random noise z, 

• D(x)  is the probability that xxx is real, 

• G(z) is the synthetic data generated from random noise zzz. 

3. Privacy-Preserving Techniques 

Multiple privacy-preserving techniques such as Differential Privacy (DP) and Federated Learning 

(FL) are used and integrated in the generation process of synthetic healthcare data to ensure the 

security of the privacy of sensitive data. 

a) Differential Privacy 

Differential Privacy ensures that the inclusion or exclusion of a single data point in the training set 

does not significantly affect the output of the model, thereby preventing the model from 

memorizing sensitive information. The Differential Privacy mechanism adds noise to the data, 

controlled by a privacy budget ϵ 

The modified objective function incorporating differential privacy is: 

                                      (3) 

Where: 

• L(G) is the original loss function, 

• λ is a constant determining the noise scale, 

• ∥𝛻𝜃𝐿(G)∥ 
2

2
 represents the gradient-based noise added to the model parameters. 

b) Federated Learning 

Federated Learning allows model-training on distributed datasets spanning devices or institutions 

while never exchanging the underlying data. Instead, here, each machine learns a model locally 
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and shares its model updates (gradients) to a central server. The updates are aggregated by the 

server and the global model is improved. 

Let θk  denote the model parameters of the kth device, and θglobal represent the global model 

parameters. The global model is updated by averaging the local models: 

                                                              (4) 

Where: 

• K is the number of participating devices or institutions. 

4. Model Evaluation and Privacy Metrics 

To evaluate the effectiveness of the privacy-preserving techniques, also utilize the following 

metrics: 

• Model Accuracy (Acc): This measures the predictive accuracy of the generative model on 

the test dataset. It is calculated as: 

                                                      (5) 

Where: 

• I is the indicator function, 

• N is the number of test samples, 

• Yi is the true label, and y^I  is the predicted label. 

• Privacy Loss (ϵ): For differential privacy, measure the privacy loss ϵ based on the added 

noise. A lower ϵ\epsilonϵ value indicates a higher level of privacy. 

                                                        (6) 

Where: 

• A smaller ϵ\epsilonϵ value indicates better privacy preservation. 
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• F1 Score: For evaluating the trade-off between model accuracy and privacy, the F1 Score 

is calculated, which balances precision and recall: 

                                              (7) 

Where: 

• Precision is the fraction of relevant instances among the retrieved instances. 

• Recall is the fraction of relevant instances that were retrieved. 

5. Security Analysis 

Various attack scenarios, including model inversion attacks, are simulated in order to conduct a 

security analysis and evaluate the risk of sensitive information leakage. It analyze the efficiency 

of the privancy-preserving methods like Differential Privacy, Federated Learning to prevent such 

attacks by finding out how much data is reconstructed successfully and how much of privatedata 

is revealed. 

The success of an attack is quantified using the following metric: 

                 (8) 

Results and Discussion 

In this section describe the results of our experiments carried out to address the effectiveness of 

privacy-preserving techniques in generative AI models utilizado in healthcare systems. The 

reviews will center around measuring performance of those models (accuracy) and privacy metrics 

(differential privacy, federated learning), and on analyzing the trade-off between preserving 

privacy and utility of the model. 

1. Model Accuracy 

First, assessed the accuracy of the generative AI models, which included standard GAN as well as 

privacy-preserving variants with differential privacy and federated learning. Also assessed the 

transformer method on a test set of synthetic medical data. 

                        Table 1: Model Accuracy Comparison 
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Model Type Accuracy (%) 

Standard GAN 92.5 

GAN with Differential Privacy 89.3 

Federated Learning GAN 87.8 

Discussion 

The privacy-preserving models (Differential Privacy and Federated Learning) have decreased the 

accuracy slightly as expected when compared to standard GANs. This is because the extra noise 

introduced by differential privacy and the decentralized training process of federated learning 

make it harder for the local model to leverage the power of global data. But its accuracy is still 

sufficiently high for it to be useful in healthcare applications, like diagnostic assistance or 

treatment prediction. 

Figure2: Model Accuracy Comparison 
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The following is a bar chart for Model Accuracy Comparison. It graphically underscores how 

accuracy varies across the three models: 

• The Standard GAN achieves the highest accuracy (92.5%) since it does not have any 

privacypreserving mechanisms and can utilize the data fully. 

• The GAN with Differential Privacy has a marginal reduction at 89.3% since the added 

noise used to secure privacy inhibits the model from fully learning the patterns in the data. 

• The Federated Learning GAN model scored the lowest accuracy, getting only 87.8%, 

which is expected as the decentralized approach of federated learning prevents a model 

from working in an entire dataset. 

This graph shows the balance between preserving information about the spenders and building a 

good model.  

2. Privacy Metrics 

To assess the effectiveness of privacy-preserving techniques,also measured the privacy loss (ϵ) for 

differential privacy and compared the privacy preservation of federated learning. A smaller value 

of ϵ indicates better privacy preservation. 

                       Table 2: Privacy Loss (ϵ) Comparison 

 

 

 

 

 

Discussion 

The GAN with Differential Privacy significantly reduces the privacy loss (ϵ = 0.2) compared to 

the standard GAN (ϵ = 1.0), indicating that adding noise helps protect sensitive patient data. 

Federated learning also performs well, with a slightly higher ϵ value (0.3) due to the distributed 

Model Type Privacy Loss (ϵ) 

Standard GAN 1.0 

GAN with Differential Privacy 0.2 

Federated Learning GAN 0.3 
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nature of the training process. Both methods provide substantial privacy protection, ensuring that 

no single institution or device can access the complete data. 

 

Figure4: Privacy Loss (ϵ) Comparison 

Here’s the bar graph representing the Privacy Loss Comparison: 

• Privacy loss for Standard GAN=1.0 (the Synthetic data is generated from standard GAN 

without applying any privacy protection model, meaning it should leak more information). 

• Privacy loss is greatly reduced on a GAN with Differentially Privacy to 0.2, suggesting 

that differential privacy provides risk mitigation against leakage of sensitive data. 

• The Federated Learning GAN suffers from a comparatively higher privacy loss of 0.3 than 

differential privacy, nevertheless providing better privacy protection than an ordinary 

GAN. 

3.Trade-off Between Accuracy and Privacy 

A key challenge in generative AI models for healthcare is the trade-off between privacy and 

accuracy. Although privacy-preserving methods enhance data security, they often do so at the 

expense of decreased model precision. To quantify this trade-off  and compute the F1 Score (it 

combines precision and recall) for each model. 
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                                                 Table 3: F1 Score Comparison 

Model Type F1 Score 

Standard GAN 0.915 

GAN with Differential Privacy 0.876 

Federated Learning GAN 0.868 

 

Discussion  

The Standard GAN does the best on the F1 score as it is expected, since there is no noise or 

decentralisation added. The models under both Differential Privacy and Federated Learning show 

small decreases in F1 score, reflecting the need for trade-off between privacy and accuracy. In 

many healthcare applications, this trade-off is acceptable as both privacy is often more important 

and the trade off is a small decrease in model performance. 
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                                                     Figure4: F1 Score Comparison 

Here’s the bar graph representing the F1 Score Comparison: 

• The Standard GAN achieves the highest F1 score of 0.915, reflecting its optimal balance 

between precision and recall, without any privacy-preserving measures. 

• The GAN with Differential Privacy has a slightly lower F1 score of 0.876, which 

demonstrates the trade-off between maintaining accuracy and adding privacy measures 

(such as noise). 

• The Federated Learning GAN has the lowest F1 score of 0.868, which can be attributed to 

the decentralized nature of federated learning that restricts access to the entire dataset. 

4. Security Evaluation (Model Inversion Attacks) 

To assess the security of the models against adversarial attacks, Also conducted model inversion 

attacks, where an attacker tries to reconstruct original patient data from the model outputs. The 

success rate of such attacks is a critical measure of how well the model prevents information 

leakage. 

                                      Table 4: Model Inversion Attack Success Rate 

Model Type Attack Success Rate (%) 

Standard GAN 72.4 

GAN with Differential Privacy 8.1 

Federated Learning GAN 12.3 

 

Discussion 

The Standard GAN is highly vulnerable to model inversion attacks, with a success rate of 72.4%, 

which indicates that it retains too much sensitive information from the training data. In contrast, 

GAN with Differential Privacy significantly reduces the success rate of attacks to only 8.1%, 

demonstrating the effectiveness of adding noise to mask sensitive data. Federated Learning GAN 

also performs well, with a moderate attack success rate of 12.3%, which reflects the decentralized 

training process, making it harder for attackers to access complete data. 
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Figure5: Model Inversion Attack Success Rate 

 

Here’s the bar graph representing the Attack Success Rate Comparison: 

• The Standard GAN has the highest attack success rate at 72.4%, indicating it is highly 

vulnerable to adversarial attacks and model inversion attempts. 

• The GAN with Differential Privacy significantly reduces the success rate to 8.1%, 

demonstrating the effectiveness of differential privacy in safeguarding the model against 

data leakage and attacks. 

• The Federated Learning GAN also performs well with an attack success rate of 12.3%, 

which reflects the decentralized training process that makes it harder for adversaries to 

access the entire dataset. 

5. Privacy-Preserving Techniques: A Comprehensive Analysis 



Journal of Computational Analysis and Applications                                                              VOL. 31, NO. 4, 2023 

 

                                                                                    1219                            Viswanatha raju Sangaraju et al 1204-1222 

In terms of balancing privacy and model utility, Differential Privacy offers the best protection with 

the least loss in accuracy and security vulnerabilities, as demonstrated by its low privacy loss (ϵ) 

and the significant reduction in attack success rate. However, Federated Learning provides a good 

alternative for distributed healthcare systems where data sharing is not feasible, though it has a 

slight increase in privacy loss compared to differential privacy. 

Conclusion 

In conclusion, the results demonstrate a clear trade-off between model performance and privacy 

protection in generative AI-based healthcare systems. While the Standard GAN provides the 

highest accuracy and F1 score, it is highly vulnerable to adversarial attacks and exhibits the highest 

privacy loss. On the other hand, both Differential Privacy and Federated Learning offer substantial 

improvements in privacy and security, significantly reducing the attack success rate and privacy 

loss, although they slightly reduce model accuracy and F1 score. These findings underline the 

importance of balancing privacy and performance when implementing AI models in sensitive 

healthcare applications, with privacy-preserving techniques providing essential safeguards against 

data breaches and misuse. 

Future scope: 

The future scope of generative AI in healthcare lies in optimizing privacy-preserving techniques 

to minimize their impact on model performance. Advances in differential privacy and federated 

learning could lead to more efficient algorithms that maintain high accuracy while enhancing 

security. Additionally, incorporating secure multi-party computation and exploring hybrid models 

could further improve both privacy and model robustness. Future research could also focus on 

real-time privacy assessments, the integration of blockchain for data integrity, and the 

development of more scalable federated learning frameworks for large-scale healthcare systems, 

ensuring broader adoption and compliance with evolving data protection regulations. 
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